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Preface

This IBM® Redbook provides system administrators, developers, and architects
with the knowledge to configure a WebSphere Application Server V6.1 run time
environment, to package and deploy Web applications, and to perform ongoing

management of the WebSphere® environment.

One in a series of handbooks, the entire series is designed to give you in-depth
information about the entire range of WebSphere Application Server products. In
this IBM Redbook, we provide a detailed exploration of the WebSphere
Application Server V6.1 run time environments and administration process.

The IBM Redbook includes configuration and administration information for
WebSphere Application Server V6.1 and WebSphere Application Server Network
Deployment V6.1 on distributed platforms (excluding iSeries™) and WebSphere
Application Server for z OS® V6.1.

The following are considered companion pieces to this IBM Redbook:

» WebSphere Application Server V6.1: Technical Overview, REDP-4191 at:
http://www.redbooks.ibm.com/redpieces/abstracts/redp4191.htmI

» WebSphere Application Server V6.1: Planning and Design, SG24-7305 at:
http://www.redbooks.ibm.com/redpieces/abstracts/sg247305.html

The team that wrote this redbook

This redbook was produced by a team of specialists from around the world
working at the International Technical Support Organization, Poughkeepsie
Center.

Carla Sadtler is a certified IT Specialist at the ITSO, Raleigh Center. She writes
extensively about the WebSphere and Patterns for e-business areas. Before
joining the ITSO in 1985, Carla worked in the Raleigh branch office as a Program
Support Representative. She holds a degree in mathematics from the University
of North Carolina at Greensboro.
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Part 1

The basics

This part introduces you to WebSphere Application Server V6.1. It includes
information about the run time architecture, administration tools, and the basics
of configuring and managing the run time environment.

This part includes the following:

>

>

>

Chapter 1, “WebSphere Application Server” on page 3

Chapter 2, “System management: A technical overview” on page 15
Chapter 3, “Getting started with profiles” on page 47

Chapter 4, “Administration basics” on page 137

Chapter 5, “Administration with scripting” on page 249

Chapter 6, “Configuring WebSphere resources” on page 303
Chapter 7, “Managing Web servers” on page 365
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WebSphere Application
Server

IBM WebSphere is the leading software platform for e-business on demand®.
Providing comprehensive e-business leadership, WebSphere is evolving to meet
the demands of companies faced with challenging business requirements, such
as the need for increasing operational efficiencies, strengthening client loyalty,
and integrating disparate systems. WebSphere provides answers in today’s
challenging business environments.

IBM WebSphere is architected to enable you to build business-critical
applications for the Web. WebSphere includes a wide range of products that help
you develop and serve Web applications. They are designed to make it easier for
clients to build, deploy, and manage dynamic Web sites more productively.

In this chapter, we take a look at the new WebSphere Application Server V6.1 for
distributed platforms and WebSphere Application Server for z/OS.
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1.1 Product overview

WebSphere is the IBM brand of software products designed to work together to
help deliver dynamic e-business quickly. It provides solutions for connecting
people, systems, and applications with internal and external resources.
WebSphere is based on infrastructure software, or middleware, designed for
dynamic e-business. It delivers a proven, secure, and reliable software portfolio
that can provide an excellent return on investment.

The technology that powers WebSphere products is Java. Over the years, many
software vendors have collaborated on a set of server-side application
programming technologies that help build Web accessible, distributed, and
platform-neutral applications. These technologies are collectively branded as the
Java 2 Platform, Enterprise Edition (J2EE) platform. This contrasts with the Java
2 Standard Edition (J2SE™) platform, with which most clients are familiar. J2SE
supports the development of client-side applications with rich graphical user
interfaces (GUIs). The J2EE platform is built on top of the J2SE platform. J2EE
consists of application technologies for defining business logic and accessing
enterprise resources, such as databases, Enterprise Resource Planning (ERP)
systems, messaging systems, e-mail servers, and so forth.

The potential value of J2EE to clients is tremendous. Among the benefits of J2EE
are:

» An architecture-driven approach to application development helps reduce
maintenance costs and allows for construction of an information technology
(IT) infrastructure that can grow to accommodate new services.

» Application development is focused on unique business requirements and
rules, such as security and transaction support. This improves productivity
and shortens development cycles.

» Industry standard technologies allow clients to choose among platforms,
development tools, and middleware to power their applications.

» Embedded support for Internet and Web technologies allows for a new breed
of applications that can bring services and content to a wider range of
customers, suppliers, and others, without creating the need for proprietary
integration.

Another exciting opportunity for IT is Web services. Web services allow for the
definition of functions or services within an enterprise that can be accessed using
industry standard protocols that most businesses already use today, such as
HTTP and XML. This allows for easy integration of both intra- and inter-business
applications that can lead to increased productivity, expense reduction, and
quicker time to market.
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1.2 WebSphere Application Server

WebSphere Application Server provides the environment to run your
Web-enabled e-business applications. An application server functions as Web
middleware or a middle tier in a three-tier e-business environment. The first tier
is the HTTP server that handles requests from the browser client. The third tier is
the business database (for example, DB2 UDB for iSeries) and the business
logic (for example, traditional business applications, such as order processing).
The middle tier is WebSphere Application Server, which provides a framework for
a consistent and architected link between the HTTP requests and the business
data and logic.

WebSphere Application Server is available on a wide range of platforms and in
multiple packages to meet specific business needs. It also serves as the base for
other WebSphere products, such as WebSphere Enterprise Service Bus and
WebSphere Process Server, by providing the application server that is required
to run these specialized applications.

Figure 1-1 illustrates a product overview of WebSphere Application Server.

Clients WebSphere —
Application Existing
\ . Server Systems
IBM HTTP (CICS, IMS,
DB2, SAP,
Edge W\ Server Application s2eE - De2, Sap,
Components Server Applications
Portlet M
IBSM HTTP ppplication | APPlications ouete| Messaging
erver ———
Server sip Networks
Applications

o Application Server Toolkit
o Rational Application Developer —————— Providers
o Rational Web Developer

Service
-

O 1
Tivoli Access Manager

Enterprise

Application

Developer

Figure 1-1 WebSphere Application Server product overview

The application server is the key component of WebSphere Application Server,
providing the run time environment for applications that conform to the J2EE 1.2,
1.3, and 1.4 specifications. Clients access these applications through standard
interfaces and APIs. The applications, in turn, have access to a wide variety of
external sources, such as existing systems, databases, Web services, and
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messaging resources that can be used to process the client requests. V6.1
extends the application server to allow it to run JSR 168 compliant portlets and
Session Initiation Protocol (SIP) applications written to the JSR 116 specification.

With the Base and Express packages, you are limited to single application server
environments. The Network Deployment package allows you to extend this
environment to include multiple application servers that are administered from a
single point of control and can be clustered to provide scalability and high
availability environments.

WebSphere Application Server supports asynchronous messaging through the
use of a JMS provider and its related messaging system. WebSphere Application
Server includes a fully integrated JMS 1.1 provider called the default messaging
provider. This messaging provider complements and extends WebSphere MQ
and application server. It is suitable for messaging among application servers
and for providing messaging capability between WebSphere Application Server
and an existing WebSphere MQ backbone.

WebSphere Application Server provides authentication and authorization
capabilities to secure administrative functions and applications. Your choice of
user registries include the operating system user registry, an LDAP registry (for
example, Tivoli® Directory Server), custom registries, file-based registries, or
federated repositories. In addition to the default authentication and authorization
capabilities, you have the option of using an external Java Authorization Contract
for Containers (JACC) compliant authorization provider for application security.
The IBM Tivoli Access Manager client embedded in WebSphere Application
Server is JACC-compliant and can be used to secure your WebSphere
Application Server-managed resources. This client technology is designed to be
used with the Tivoli Access Manager Server (shipped with Network Deployment).

WebSphere Application Server works with a Web server (such as the IBM HTTP
Server) to route requests from browsers to the applications that run in
WebSphere Application Server. Web server plug-ins are provided for installation
with supported Web browsers. The plug-ins direct requests to the appropriate
application server and perform workload balancing among servers in a cluster.

WebSphere Application Server Network Deployment includes the Caching Proxy
and Load Balancer components of Edge Component for use in highly available,
high volume environments. Using these components can reduce Web server
congestion, increase content availability, and improve Web server performance.
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1.3 Packaging

Because varying e-business application scenarios require different levels of
application server capabilities, WebSphere Application Server is available in
multiple packaging options. Although they share a common foundation, each
provides unique benefits to meet the needs of applications and the infrastructure
that supports them. At least one WebSphere Application Server product fulfills
the requirements of any particular project and its supporting infrastructure. As
your business grows, the WebSphere Application Server family provides a
migration path to more complex configurations.

WebSphere Application Server - Express V6.0

The Express package is geared to those who need to get started quickly with
e-business. It is specifically targeted at medium-sized businesses or
departments of a large corporation, and is focused on providing ease of use and
ease of application development. It contains full J2EE 1.4 support but is limited to
a single-server environment.

WebSphere Application Server - Express is unique from the other packages in
that it is bundled with an application development tool. Although there are
WebSphere Studio and Rational Developer products designed to support each
WebSphere Application Server package, normally they are ordered independent
of the server. WebSphere Application Server - Express includes the Rational
Web Developer application development tool. It provides a development
environment geared toward Web developers and includes support for most J2EE
1.4 features with the exception of Enterprise JavaBeans™ (EJB™) and J2EE
Connector Architecture (JCA) development environments. However, keep in
mind that WebSphere Application Server - Express V6 does contain full support
for EJB and JCA, so you can deploy applications that use these technologies.

WebSphere Application Server V6.1

The WebSphere Application Server package is the next level of server
infrastructure in the WebSphere Application Server family. Though the
WebSphere Application Server is functionally equivalent to that shipped with
Express, this package differs slightly in packaging and licensing.

This package includes two tools for application development and assembily:

» The Application Server Toolkit, which has been expanded in V6.1 to include a
full set of development tools. The toolkit is suitable for J2EE 1.4 application
development as well as the assembly and deployment of J2EE applications. It
also supports Java 5 development.

In addition, the toolkit provides tools for the development, assembly, and
deployment of JSR 116 SIP and JSR 168 portlet applications.
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» This package also includes a trial version of Rational Application Developer,
which supports the development, assembly, and deployment of J2EE 1.4
applications.

To avoid confusion with the Express package in this IBM Redbook, we refer to
this as the Base package.

WebSphere Application Server Network Deployment V6
WebSphere Application Server Network Deployment is an even higher level of
server infrastructure in the WebSphere Application Server family. It extends the
WebSphere Application Server base package to include clustering capabilities,
Edge components, and high availability for distributed configurations. These
features become more important at larger enterprises, where applications tend to
service a larger client base, and more elaborate performance and availability
requirements are in place.

Application servers in a cluster can reside on the same or multiple machines. A
Web server plug-in installed in the Web server can distribute work among
clustered application servers. In turn, Web containers running servlets and Java
ServerPages (JSPs) can distribute requests for EJBs among EJB containers in a
cluster.

The addition of Edge components provides high performance and high
availability features. For example:

» The Caching Proxy intercepts data requests from a client, retrieves the
requested information from the application servers, and delivers that content
back to the client. It stores cachable content in a local cache before delivering
it to the client. Subsequent requests for the same content are served from the
local cache, which is much faster and reduces the network and application
server load.

» The Load Balancer provides horizontal scalability by dispatching HTTP
requests among several, identically configured Web server or application
server nodes.

WebSphere Application Server V6.1 for z/OS

IBM WebSphere Application Server for z/OS is a full-function version of the
Network Deployment product. WebSphere Application Server for z/OS can
support e-business on any scale.

Packaging summary

Table 1-1 shows the features included with each WebSphere Application Server
packaging option.
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Table 1-1 WebSphere Application Server packaging

Features Express V6.0’ Base V6.1 Network V6.1 for z/0S
included Deployment V6.1
WebSphere Yes Yes Yes Yes
Application Server
Deployment No No Yes Yes
manager
Web server Yes Yes Yes Yes
plug-ins
IBM HTTP Server | Yes Yes Yes Yes
Application Client | Yes Yes Yes Yes
(not available on
Linux® for
zSeries®)
Application Server | Yes Yes Yes Yes
Toolkit
DataDirect Yes Yes Yes Yes (for
Technologies Windows® only)
JDBC™ Drivers
for WebSphere
Application Server
Rational Rational Web Rational Rational Rational
Development Developer (single | Application Application Application
tools use license) Developer Trial Developer Trial Developer Trial
(non-z/OS
platforms)

Database IBM DB2 IBM DB2 IBM DB2 UDB No

Universal Universal Enterprise Server

Database™ Database Express | Edition V8.2 for

Express V8.2 V8.2 WebSphere

(development use | Application Server
only) Network
Deployment

Production ready IBM Business No No No
applications Solutions
Tivoli Directory No No Yes No

Server for
WebSphere
Application Server
(LDAP server)
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Features Express V6.0’ Base V6.1 Network V6.1 for z/0S

included Deployment V6.1

Tivoli Access No No Yes Yes (non-z/OS
Manager Servers platforms)

for WebSphere

Application Server

Edge No No Yes Yes (non-z/OS
Components platforms)

1. Express is limited to a maximum of two CPUs.

Note: Not all features are available on all platforms. See the System
Requirements Web page for each WebSphere Application Server package for
more information.

1.4 Supported platforms and software

The following tables illustrate the platforms, software, and versions that
WebSphere Application Server V6 supports at the time of the writing of this
document. For the most up-to-date operating system levels and requirements,
refer to the WebSphere Application Server system requirements at:

http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html

1.4.1 Operating systems

Table 1-2 shows the supported operating systems and versions for WebSphere
Application Server V6.1.

Table 1-2 Supported operating systems and versions

Operating Systems Versions

Windows 2000 Advanced Server with SP4

Windows 2000 Server with SP4

Windows 2000 Professional Server with SP4

Microsoft® Windows Server® 2003 (Datacenter with SP1)
Microsoft Windows Server 2003 (Enterprise with SP1)
Microsoft Windows Server 2003 (Standard with SP1)
Microsoft Windows XP Professional with SP2

Microsoft Windows Server 2003 x64 Editions

Windows

YyVYyVYVYVYVYYY

AIX®

\{

AIX 5L™ V5.2 Maintenance Level 5200-07
AIX 5L V5.3 with Service Pack 5300-04-01

\{
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Operating Systems

Versions

Sun™ Solaris™

» Solaris 9 with the latest patch Cluster
» Solaris 10 with the latest patch Cluster

HP-UX

» HP-UX 11iv2 (11.23) with the latest Quality Pack

Linux (Intel®)

» Red Hat Linux Enterprise AS, ES, WS V3 with Update 5 or 6
» Red Hat Linux Enterprise AS, ES, WS V4 with Update 2
» SUSE Linux Enterprise Server, V9 with SP2 or 3

Linux (Power PC®)

» Red Hat Enterprise Linux AS V3 with Update 5 or 6
» Red Hat Enterprise Linux AS V4 with Update 2
» SUSE Linux Enterprise Server V9 with SP2 or 3

Linux on IBM System z™
(Supported for WebSphere
Application Server Network
Deployment only)

» Red Hat Enterprise Linux AS V3 with Update 5 or 6
» Red Hat Enterprise Linux AS V4 with Update 2
» SUSE Linux Enterprise Server V9 with SP2 or 3

i5/0S® and 0S/400®

» i5/0S and 0S/400, V5R3
» i5/0S V5R4

z/OS

(Supported for WebSphere
Application Server Network
Deployment only)

» z/OS 1.6 or later
» z/OS.e 1.6 or later

1.4.2 Web servers

The following Web servers are supported by WebSphere Application Server V6.1
on all available platforms:

» Apache HTTP Server 2.0.54
» IBM HTTP Server for WebSphere Application Server V6.0.2
» IBM HTTP Server for WebSphere Application Server V6.1

» Internet Information Services 5.0

» Internet Information Services 6.0

» Lotus® Domino® Enterprise Server 6.5.4 or 7.0
» Sun Java™ System Web Server 6.0 SP9
» Sun Java System Web Server 6.1 SP3

Chapter 1. WebSphere Application Server
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1.4.3 Database servers

Table 1-3 shows the database servers that WebSphere Application Server V6.1
supports.

Table 1-3 Supported database servers and versions

Databases Versions
IBM DB2 DB2 for iSeries 5.2, 5.3, or 5.4
DB2 for z/OS V7 or V8

DB2 Enterprise Server Edition 8.2 FP4
DB2 Express 8.2 FP4
DB2 Workgroup Server Edition 8.2 FP4

Cloudscape™ Cloudscape 10.1

Oracle Oracle 9i Standard/Enterprise Release 2 - 9.2.0.7
Oracle 10g Standard/Enterprise Release 1 - 10.1.0.4
Oracle 10g Standard/Enterprise Release 2 - 10.2.0.1
or10.2.0.2

Sybase Sybase Adaptive Server Enterprise 12.5.2 or 15.0

Microsoft SQL Server Microsoft SQL Server Enterprise 2000 SP4
Microsoft SQL Server Enterprise 2005

Informix® Informix Dynamic Server 9.4C7W1 or 10.00C4
IMS™ IMS V8 or V9
WebSphere WebSphere Information Integrator 8.2 FP4

Information Integrator

1.4.4 Directory servers

Table 1-4 shows the LDAP servers that WebSphere Application Server V6.1
supports.

Table 1-4 Supported Directory servers and versions

Directory Server Versions

IBM Tivoli Directory Server 5.2and 6.0
z/OS Security Server 1.6and 1.7
z/0OS.e Security Server 1.6and 1.7
Lotus Domino Enterprise Server 6.54and 7.0
Sun ONE™ Directory Server 5.1 SP4 and 5.2
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Directory Server Versions

Windows Active Directory® 2003 and 2000

Novell eDirectory 8.7.3and 8.8
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System management: A
technical overview

This chapter describes in detail the system management functionality of
WebSphere Application Server. This information will help you understand how
system administration occurs. It is particularly useful in a multi-server
environment to understand the distributed administration and synchronization
topics.

This chapter includes the following topics:

v

System management overview

Java Management Extensions (JMX)
Distributed administration

Configuration and application data repository

vYyy

© Copyright IBM Corp. 2006. All rights reserved.

15



2.1 System management overview

At first glance, system management concepts in WebSphere Application Server
might seem complex. However, the fact that the system management
architecture is based on JMX™, and the fact that WebSphere Application Server
provides easy-to-use administration tools makes it fairly simple to use and
understand.

Terminology: There are differences in how WebSphere Application Server
handles administration depending on the environment you have set up. You
will see us refer to the following when explaining these differences:

» Stand-alone server environment refers to a single stand-alone server that is
not managed as part of a cell. With the Base and Express packages, this is
your only option. You can also create a stand-alone server with the
Network Deployment package.

» Distributed server environment refers to the situation where you have
multiple servers managed from a single deployment manager in the cell.
We also refer to these as managed servers. This is only valid with the
Network Deployment package.

» Managed processes refer to the deployment manager, nodes (node
agents), and application servers.

2.1.1 System management in a stand-alone server environment

Each managed process has an administrative service that interacts with
administration clients. In a stand-alone server environment, both the
administrative console application and the administrative service runs on the
application server. The configuration repository consists of one set of
configuration files managed by the administrative service. System management
is simplified in the sense that the changes made by the administrator are applied
directly to the configuration files used by the server.

Figure 2-1 on page 17 shows the management of a single-server installation.
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Figure 2-1 Managing a single-server installation

The administrative console will contain a subset of options that you see in the
administrative console for a distributed server environment. The options you will
not see are related to the workload management and high availability features.

2.1.2 System management in a distributed server environment

In a distributed server environment, administration tasks and configuration files
are distributed among the nodes, reducing the reliance on a central repository or
administration server for basic functions and bring-up. The administrative
services and the administrative console are hosted on the deployment manager.

Managed application servers are installed on nodes. Each node has a node
agent that interacts with the deployment manager to maintain and manage the
processes on that node.

Multiple sets of the configuration files exist. The master configuration is
maintained on the deployment manager node and pushed out, synchronized, to
the nodes. Each managed process starts with its own configuration file.
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Figure 2-2 shows manager a multi-server installation.
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Figure 2-2 Managing a multi-server installation

Configuration should always be done at the deployment manager and
synchronized out to the nodes. Although it is theoretically possible to configure
nodes locally using wsadmin, it is not recommended and any changes made will
be overwritten at the next synchronization.

However, operational commands can be directed at the deployment manager,
node agent, or server.
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2.2 Java Management Extensions (JMX)

The system management functionality of WebSphere Application Server is
based on the use of Java Management Extensions (JMX). JMX is a framework
that provides a standard way of exposing Java resources, for example application
servers, to a system management infrastructure. The JMX framework allows a
provider to implement functions, such as listing the configuration settings, and
allows users to edit the settings. It also includes a notification layer that can be
used by management applications to monitor events, such as the startup of an
application server.

The use of JMX opens the door to third-party management tool providers. Users
of WebSphere are no longer restricted to IBM-supplied management tools.

JMX is a Java specification (JSR-003) that is part of J2SE 1.5. A separate
specification defines the J2EE management API (JSR-77) for managing a J2EE
conforming application server. The J2EE 1.4 specification requires that all J2EE
products support the Enterprise Edition management APl. WebSphere
Application Server provides managed objects (MOs) as defined in the JSR-77
specification and hence is manageable from third-party management products
that delivers J2EE management capabilities.

IBM WebSphere Application Server V6.x implements JMX 1.2, while Version 5.x
implements JMX 1.1. Due to the evolution of the JMX specification, the
serialization format for JMX objects, such as javax.management.ObjectName,
differs between the two specifications.

The WebSphere Application Server V6.1 JMX run time has been enhanced to be
aware of the version of the client with which it is communicating. It makes
appropriate transformations on these incompatible serialized formats so as to
allow the different version run times to communicate with each other. This makes
it possible for a V5.x administrative client to call a V6.1 deployment manager,
node, or server. Similarly, a V6.1 administrative client can call a V5.x node or
server.

2.2.1 JMX architecture
The JMX architecture is structured into three layers:
» Instrumentation layer

The instrumentation layer dictates how resources can be wrapped within
special Java beans called Management Beans (MBeans).
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» Agent layer

The agent layer consists of the MBean server and agents, which provide a
management infrastructure. Services implemented include:

— Monitoring
— Event notification
— Timers

» Management layer
The management layer defines how external management applications can
interact with the underlying layers in terms of protocols, APIs, and so on.

The layered architecture of JMX is summarized in Figure 2-3.

| Management Application |

] ]
(] Y
Connector Adapter

Agent Layer

MBean Server

Agent o[li1 Agent Services

Services S5 (as MBeans)
Resource 1 Resource 2 Instrumentation Layer
MBean MBean
Manages Manages

Resource 1 Resource 2

Managed Resources

JVM

Figure 2-3 JMX architecture

How does JMX work?

Resources are managed by JMX MBeans. These are not EJBs, but simple Java
beans that need to conform to certain design patterns outlined in the JMX
specification.

Providers that want to instrument their systems with JMX need to provide a
series of MBeans. Each MBean is meant to wrap, or represent, a certain run time
resource. For example, in order to expose an application server as a manageable
resource, WebSphere needs to provide an application server MBean.
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External applications can interact with the MBeans through the use of JMX
connectors and protocol adapters. Connectors are used to connect an agent with
a remote JMX-enabled management application. This form of communication
involves a connector in the JMX agent and a connector client in the management
application.

The key features of JMX connectors are:

» Connectors are oriented to the transport mechanism. For example, a provider
can provide an RMI connector that allows Java applications to interact
remotely with the MBeans.

» The connector translates Java beans calls to a protocol stream.

» Thereis a 1:1 mapping between client method invocations and MBean
operations.

» This is the low-level API for accessing MBeans.

Protocol adapters

Protocol adapters provide a management view of the JMX agent through a given
protocol. Management applications that connect to a protocol adapter are usually
specific to the given protocol.

The key features of JMX protocol adapters are:

» Protocol adapters adapt operations of MBeans and the MBean server into a
representation in the given protocol, and possibly into a different information
model, for example, SNMP or HTTP.

» There is not a 1:1 mapping between client method invocations and MBean
operations.

» This is the high-level API for accessing MBeans.
MBean server
Each JMX enabled JVM™ contains an MBean server that registers all the

MBeans in the system. It is the MBean server that provides access to all of its
registered MBeans. There is only one MBean server per JVM.
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Both connectors and protocol adapters use the services of the MBean server in
order to apply the management operation they receive to the MBeans, and in
order to forward notifications to the management system. Connector and protocol
adapter communication is summarized in Figure 2-4.

JMX-enabled Management

Management Application with a Management

Application view of the IMX Applications
agent

ConnectorClient

Connector Adapter

MBean Server

Agent Agent Agent Services
Services Services (as MBeans)

A\
Resource 1 Resource 2
MBean MBean

Manages Manages

Managed Resources

Resource 2 JVM

Resource 1

Figure 2-4 JMX connectors and adapters

2.2.2 JMX distributed administration

Figure 2-5 on page 23 shows how the JMX architecture fits into the overall
distributed administration topology of a distributed server environment.
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Figure 2-5 JMX distributed administration

The key points of this distributed administration architecture are:
» Internal MBeans local to the JVM register with the local MBean server.

» External MBeans have a local proxy to their MBean server. The proxy
registers with the local MBean server. The MBean proxy allows the local
MBean server to pass the message to an external MBean server located on:

— Another server
— Node agent
— Deployment manager

» A node agent has an MBean proxy for all servers within its node. However,
MBean proxies for other nodes are not used.

» The deployment manager has MBean proxies for all node agents in the cell.
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The configuration of MBean proxies is shown in Figure 2-6 on page 24.
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Figure 2-6 JMX architecture

2.2.3 JMX MBeans

WebSphere Application Server provides a number of MBeans, each of which can
have different functions and operations available. For example:

» An application server MBean might expose operations such as start and stop.
» An application MBean might expose operations such as install and uninstall.

2.2.4 JMX usage scenarios

Some of the more common JMX usage scenarios you will encounter are:
» Internal product usage:

All WebSphere Application Server administration clients use JMX:

— WebSphere administrative console

— wsadmin scripting client

— Admin client Java API

24 WebSphere Application Server V6.1: System Management and Configuration



» External programmatic administration

In general, most external users will not be exposed to the use of JMX.
Instead, they will access administration functions through the standard
WebSphere Application Server administration clients.

However, external users would need to access JMX in the following
scenarios:

— External programs written to control the WebSphere Application Server
run time and its resources by programmatically accessing the JMX API.

— Third-party applications that include custom JMX MBeans as part of their
deployed code, allowing the applications components and resources to be
managed through the JMX API.

2.2.5 J2EE management

The J2EE management specification dictates the existence of certain Managed
Objects (MOs) that can be used to manage the available application server
resources. The specification does not require that managed objects be
implemented by means of JMX MBeans, but the required interface makes
MBeans a natural choice for MOs.

In WebSphere Application Server, the management standard MOs are
essentially provided by mappings to existing WebSphere JMX MBeans. For
example, the specification requires a J2EEServer managed object that is
equivalent to the Server MBean in WebSphere. The management standard
introduces a set of required key properties, part of a new ObjectName method, a
number of attributes, and three optional interfaces: EventProvider,
StateManageable, and StatisticsProvider. These required and optional parts
have all been added to the relevant WebSphere MBeans (see the Information
Center section Administrative programs for multiple Java 2 Platform, Enterprise
Edition application servers for a detailed description of the available objects and
attributes).

A major requirement by the standard that does not easily map into the existing
WebSphere architecture is the ability to interoperate with management objects
representing resources that have not been started in the WebSphere run time
environment. Consequently, a proxy mechanism has been introduced that runs
in every application server in a stand-alone server environment, or as part of the
deployment manager in a distributed server environment. With this proxy
implementation, all the required managed objects, methods, and attributes can
be interfaced regardless of whether the WebSphere JMX MBean is running or
not.
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Be aware that the J2EE management standard defines a common set of objects
and operations for J2EE application servers and hence does not provide
management capabilities for specific WebSphere Application Server features.

We recommend that WebSphere-only management clients operate directly on
the WebSphere JMX MBeans to avoid the overhead of the proxy object and to
take advantage of the full management capabilities of the WebSphere product.

2.3 Distributed administration

Administration in a distributed server environment is by necessity more complex
than administration in a stand-alone server environment. In a distributed server
environment, multiple WebSphere Application Server nodes are managed from a
single central location. This distributed administration of components is brought
about by three tiers, or layers, of administration services, as shown in Figure 2-7.

Publishing configuration data
Synchronize configuration data

Launch managed processes

Support other services, such as naming,
security, and RAS

Node and Cell Level
Administration

Inter-process message routing
Inter-node file transfer using its own
™ communication channel for file stream
transfer between nodes

Message Routing and File
Transfer

Process Discovery and
Enrollment Functions

= |ncludes support for WebSphere
processes to discover each other and
establish communication links
= Open one or more JMX Connector
channels between processes to be used
by other services to accomplish their
functions

Figure 2-7 Layers of distributed administration services

Between these tiers, communication is used to distribute configuration and
application data updates from the deployment manager to the node agent, and in
turn to the server instances.

The routing of administration messages between components makes use of the
JMX ObjectName that identifies the target managed resource within the
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administrative cell. The ObjectName contains all of the information necessary to
route a request targeted at the resource, to the appropriate node where the
resource is executing.

An example is shown in Figure 2-8, where an operation on Node Y invokes a
management method on a management bean (MBean) located on another node,
Node X.

Node Y Deployment | yoe-y MBean
Mgr Process = 21
type = EJB _
) = oxy to
ObjectName Name=Accountbean Node)(>

Ml =3¢ Invoke ‘ :
Process = A Node = X MB
type = EJB N

Name = testbean Process = C

matchNode type = NodeAgent
Name=NodeXAdmin

Forward
Node X
AppServer _— MBean
ode = X = N
Process e = AdminService

type = Process

orward Name=ProcBAdmin matefiProcess

MBean
Node = X MBean\\ Node = X
Process = A N Process =A
type = EJB type = Process NodeAgent
Name=TestBean Name=ProcBAdmin Process
/ Proxy to \
Process A

Figure 2-8 Distributed administration message routing

Where:

1. An object running on server A of Node Y sends an operation request to the
deployment manager AdminService located on the same machine.

2. The deployment manager AdminService determines which node hosts the
requested service (Node X) and passes the request to the MBean acting as
the proxy of the node’s node agent.

3. The proxy MBean forwards the request to the AdminService of the Node X
node agent.

4. On Node X, the node agent AdminService receives the request and
determines which managed server (process) the requested service is hosted
on (process A).
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5. The AdminService passes the request to the MBean acting as the proxy of
the managed server.

6. The proxy MBean forwards the request to the AdminService of the managed
server.

7. The managed server AdminService invokes the requested service via the
local MBeanServer, which is responsible for all direct communication with
MBeans hosted in that JVM.

2.3.1 Distributed process discovery

When a managed server begins its startup, it sends a discovery request
message that allows other processes to discover its existence and establish
communication channels with the process.

Figure 2-9 shows an example of the distributed discovery process for a topology
containing two nodes that are located on different machines. Note that both node
agents in the figure use ports 7272 and 5000. This assumes they reside on
separate physical machines. If nodes are located on the same machine, they
must be configured to use non-conflicting IP ports.

Deployment Manager

7277

Node Agent
5000

Node Agent

Managed Managed Managed Managed
Process Process Process Process

serverindex.xml
serverType="Deployment_Manager"
... CELL_DISCOVERY_ADDRESS .. port:7277

serverType="Node_Agent"
.... NODE_DISCOVERY_ADDRESS.. port 7272
.... NODE_MULTICAST_DISCOVERY_ADDRESS .. port 5000

Figure 2-9 Distributed discovery process
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Each node agent and deployment manager maintains status and configuration
information by using discovery addresses, or ports. On startup, processes
discover other running components, and create communication channels
between them, through the discovery addresses:

» The master repository located on the deployment manager installation
contains the serverindex.xml file for each node. The deployment manager
reads this file on startup to determine the host name and IP port of each node
agent’s NODE_DISCOVERY_ADDRESS.

The default port for the NODE_DISCOVERY_ADDRESS is 7272. You can
verify this by looking at the NODE_AGENT stanza in the serverindex.xml file
of each node located at:

<dmgr_profile_home>/config/cells/<cell>/nodes/<node>/serverindex.xml

You can also display this port from the administrative console by selecting
System Administration — Node agents. Select each node agent and
expand Ports under the Additional Properties section.

» The copy of the configuration repository located on each node contains the
serverindex.xml file for the deployment manager. The node agent reads this
file on startup to determine the host name and IP port of the deployment
manager’s CELL_DISCOVERY_ADDRESS.

The default port for the CELL_DISCOVERY_ADDRESS is port 7277. You
can verify this by looking at the DEPLOYMENT_MANAGER stanza in the
serverindex.xml file for the deployment manager node located at:

<profile_homex>/config/cells/<cell>/nodes/<DM_node>/serverindex.xml

You can also display this port from the administrative console by selecting
System Administration —» Deployment manager. Expand Ports under the
Additional Properties section.

» The copy of the configuration repository located on each node also contains
the serverindex.xml file for the node. Each managed server reads this file on
startup to determine the host name and IP port of the node agent’s
NODE_MULTICAST_DISCOVERY_ADDRESS.

A multicast address is used to prevent the usage of a large number of IP ports
for managed server to node agent discovery requests. Using multicast, a
node agent can listen on a single IP port for any number of local servers.

The default port for the NODE_MULTICAST_DISCOVERY_ADDRESS is
5000. You can verify this by looking at the NODE_AGENT stanza in the
serverindex.xml file of the node located at:

<profile_home>/config/cells/<cell>/nodes/<node>/serverindex.xml
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You can also display this port from the administrative console by selecting
System Administration - Node agents. Select the node agent and
expand Ports under the Additional Properties section.

Important: Keep the following in mind:

» The discovery service uses the InetAddress.getLocalHost() call to
retrieve the IP address for the local machine's host name. The network
configuration of each machine must be configured so that
getLocalHost() does not return the loopback address (127.0.0.1). It
must return the real IP address of the correctly chosen NIC.

» A multicast address is a logical address. Therefore, it is not bound to a
real, physical network interface, and will not be the same as the host
name (or IP address) of the host on which the node agent is executed.

» Multicast host addresses must be within a special range (224.0.0.0 to
239.255.255.255) defined by the IP standards and must never be a
host name value. The default for WebSphere node agents is
232.133.104.73.

Each server has its own copy of the configuration and application data necessary
for startup of the run time and the installed applications.

Rules for process startup
The order of process startup needs to adhere to the following rules:

» A node agent can be running while the deployment manager is not, and vice
versa. When the stopped process is started, discovery will occur
automatically.

» The deployment manager can be running while a managed server is not, and
vice versa. The execution of a managed server is not dependent on the
presence of a running deployment manager. The deployment manager is only
required for permanent configuration changes written to the master
repository.

» The node agent should be started before any application servers on that
node. The node agent contains the Location Service Daemon (LSD) in which
each application server registers on startup.

» The node agent is purely an administrative agent and is not involved in
application serving functions. Each managed server has the data necessary
to start itself.
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Example discovery scenarios
Situation: The node agent is not running and the deployment manager starts:

1. The deployment manager tries to determine if the node agent is running. The
process fails.

2. When the node agent is started, it contacts the deployment manager, creates
a communication channel, and synchronizes data.
Situation: The node agent starts but no managed servers are started:

1. The node agent knows all about its managed servers and checks whether
they are started. If so, it creates communication channels to these processes.

2. When a managed server starts, it checks whether the node agent is started
and then creates a communication channel to it.

2.3.2 Centralized changes to configuration and application data

In a distributed server environment, you have a master repository of
configuration and application data for the cell. Administrative clients are used to
provide centralized functionality for:

» Modification of configuration settings in the master repository.

» Installation, update, and uninstallation of applications on application server(s)
in the cell. In the process, the Enterprise Application Archive (EAR) files and
deployment descriptors are also stored in the master repository.

Each node contains a separate copy of the repository containing only the files
required for that node, including:

» Cell and node-level configuration files necessary for node and managed
server operation, for example, the serverindex.xml file for each node in the
cell.

» Application server configuration files for the application servers on that node.
» EAR files for the applications hosted by servers on that node.

» Application deployment descriptors for the applications hosted by servers on
that node. These deployment descriptors contain the settings specified when
the application was deployed.

When an administrator makes changes to the configuration using an
administration tool and saves these changes to the master repository, they are
available for use. The next step is to synchronize the changes out to the nodes of
the cell.
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2.3.3 File synchronization

The file synchronization service is the administrative service responsible for
keeping up to date the configuration and application data files that are distributed
across the cell. The service runs in the deployment manager and node agents,
and ensures that changes made to the master repository will be propagated out
to the nodes, as necessary. The file transfer system application is used for the
synchronization process. File synchronization can be forced from an
administration client, or can be scheduled to happen automatically.

During the synchronization operation, the node agent checks with the
deployment manager to see if any files that apply to the node have been updated
in the master repository. New or updated files are sent to the node, while any
deleted files are also deleted from the node.

Synchronization is one-way. The changes are sent from the deployment manager
to the node agent. No changes are sent from the node agent back to the
deployment manager.

How files are identified for synchronization

When synchronization occurs, WebSphere must be able to identify the files that
have changed and therefore need to be synchronized. To do this, WebSphere
uses the following scheme:

» A calculated digest is kept by both the node agent and the deployment
manager for each file in the configuration they manage. These digest values
are stored in memory. If the digest for a file is recalculated and it does not
match the digest stored in memory, this indicates the file has changed.

» An epoch for each folder in the repository and one for the overall repository is
also stored in memory. These epochs are used to determine whether any files
in the directory have changed. When a configuration file is altered through
one of the WebSphere administration interfaces, then the overall repository
epoch and the epoch for the folder in which that file resides is modified.

Note that manually updating a configuration file does not cause the digest to
change. Only files updated with administration clients will be marked as
changed. Manually updating the files is not recommended, but if you do, a
forced synchronization will include manually updated files.

» During configuration synchronization operations, if the repository epoch has
changed since the previous synchronize operation, then individual folder
epochs are compared. If the epochs for corresponding node and cell
directories do not match, then the digests for all files in the directory are
recalculated, including that changed file.
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Synchronization scheduling

The scheduling of file synchronization is configured using an administrative
client. The available options are:

» Automatic synchronization

Synchronization can be made to operate automatically by configuring the file
synchronization service of the node agent. These settings allow you to:

— Enable periodic synchronization to occur at a specified time interval
By default, this option is enabled with a time interval of one minute.
— Enable synchronization at server startup

The synchronization will occur before the node agent starts a server. Note
that if you start a server using the startServer command, this setting has
no effect.

» Explicit/forced synchronization

Synchronization can be explicitly forced at anytime via use of an
administrative client.

Tip: In a production environment, the automatic synchronization interval
should be increased from the one minute default so that processing and
network overhead is reduced.
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Ensuring manual changes are synchronized

Important: Although it is technically possible to edit configuration files
manually, it should not be done unless absolutely necessary. Manual editing
has several drawbacks, including:

» When using wsadmin and the administrative console, you have the benefit
of a validation process before the changes are applied. With manual
editing, you have no such failsafe.

» Updates made manually are not marked for synchronization and will be
lost at the next synchronization process unless you make them in the
master repository and manually force synchronization.

Manual editing might be appropriate in problem determination scenarios. For
example, if you enable WebSphere security, but have not set it up properly,
you might not be able to start WebSphere and, thus, have no access to admin
clients. In this instance, being able to turn off security manually so you can
start WebSphere and review your configuration is very helpful.

The Configuration Document Descriptions topic in the Information Center lists
several configuration files that have settings not exposed in the administration
clients. In the event you find it necessary to edit a file manually, this topic will
help make sure you do not lose your changes.

If a change to a configuration file is made by editing the file, then the digest for

the file is not recalculated, because the epochs for the directories continue to

match and the synchronization process will not recognize that the files have

changed.

However, manual edits of configuration files in the master cell repository can be
picked up if the repository is reset so that it re-reads all the files and recalculates
all of the digests. You can reset either the master cell repository epoch or the
node repository epoch.

Resetting the master cell repository causes any manual changes made in the
master configuration repository to be replicated to the nodes where the file is
applicable.

» Resetting the node repository causes any manual changes to the local node
files to be overwritten by whatever is in the master cell repository, regardless
of whether the cell repository was changed or not. Any manual changes in the
master repository will be picked up and brought down to the node.

The main difference between cell reset and node reset is that cell reset is likely to
impact the entire cell, not just one node.
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This holds true for changes to installed applications as well. They are treated the
same as other configuration files in the repository. For each installed application,
there is an EAR file in the repository and also some configuration files associated
with the deployment of the application.

If you manually change the EAR file and reset the master cell repository, the
changed EAR file will be replicated out to the nodes where it is configured to be
served and will be expanded in the appropriate location on that node for the
application server to find it. The application on that node will be stopped and
restarted automatically so that whatever is changed is picked up and made
available in the application server.

Important: Manually changing the EAR file is best performed by advanced
users. Otherwise, unpredictable results can occur.

If you manually edit one of the deployment configuration files for the application
and reset the repository, that change will be replicated to the applicable nodes
and will be picked up the next time the application on that node is restarted.

Resetting the master cell repository

Note: The use of wsadmin is covered in Chapter 5, “Administration with
scripting” on page 249. The only thing you might need to know about wsadmin
to complete these tasks is to start wsadmin on the SOAP connector port of the
process on which you want to run the commands. The default is to start to port
8879. If the process you are connecting to has a different port number
specified, start wsadmin with the -port argument.

To perform a reset of the master cell repository, do the following:

1. Open a command prompt and change to the <dmgr_profile_home>/bin
directory and start a wsadmin session. Note that the deployment manager
must be running. Use the following command:

cd <install_root>\profiles\Dmgr01l\bin
wsadmin

2. Enter the following:

wsadmin>set config [$AdminControl queryNames
*:* type=ConfigRepository,process=dmgr]

wsadmin>$AdminControl invoke $config refreshRepositoryEpoch
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You will see a number returned by the refreshRepositoryEpoch operation, for
example, 1047961605195, as shown in Example 2-1.

Example 2-1 Resetting the master cell repository

<install_root>\profiles\Dmgr0l\bin>wsadmin

WASX7209I: Connected to process "dmgr" on node DmgrNode using SOAP connector;
The type of process is: DeploymentManager

WASX70291: For help, enter: "§Help help"

wsadmin>set config [$AdminControl queryNames
*:*, type=ConfigRepository,process=dmgr]

WebSphere:platform=common,cell1=DmgrCell,version=6.1.0.0,name=repository,mbeanld
entifier=repository,type=ConfigRepository,node=DmgrNode,process=dmgr

wsadmin>$AdminControl invoke $config refreshRepositoryEpoch
1098317369266
wsadmin>

This resets the entire cell repository digest set. On the next synchronize
operation, all files in the master cell repository will have their digests
recalculated. Any manual changes will be replicated to the applicable nodes.

Resetting the node repository
There are multiple ways to reset a node repository for synchronization:

» In awsadmin session connected to the deployment manager or node agent,
enter the following:

wsadmin>set config [$AdminControl queryNames
*:*, type=ConfigRepository,process=nodeagent]

wsadmin>$AdminControl invoke $config refreshRepositoryEpoch

This resets the node digest set. Any file that does not match what is in the
repository is overwritten.

Example 2-2 gives an overview of resetting the node repository.
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Example 2-2 Resetting the node repository

<install_root>\profiles\<server_name>\bin>wsadmin -port 8883

WASX7209I: Connected to process "nodeagent" on node AppSrvrNode using
SOAP connector; The type of process is: NodeAgent
WASX70291: For help, enter: "$Help help"

wsadmin>set config [$AdminControl queryNames
*:%,type=ConfigRepository,process=nodeagent]
WebSphere:platform=common,cel1=DmgrCell,version=6.1.0.0,name=repository
,mbeanldentifier=repository,type=ConfigRepository,node=AppSrvrNode,proc
ess=nodeagent

wsadmin>$AdminControl invoke $config refreshRepositoryEpoch
1098397549240

» From the deployment manager administrative console, select System
Administration —» Nodes to see a list of the nodes in the cell. Notice the
Synchronize and Full Resynchronize buttons on the page. The Synchronize
button causes a normal synchronize operation with no re-reading of the files.
The Full Resynchronize button is the reset and recalculate function. Select
the node or nodes to be updated with manual changes, then click the Full
Resynchronize button.

» Use the syncNode command. This command is a stand-alone program that
runs separately from the node agent. It has no cache of epoch values that
could be used for an optimized synchronization, therefore performing a
complete synchronization. For this same reason, if you restart a node agent,
the very first synchronization it performs will always be a complete
synchronization. Note that this requires the node agent to be stopped.

The syncNode command resides in the bin directory of the base install. To use
the syncNode command, type the following from the command line:

cd <profile_home>\bin
syncNode <cell_host>
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Example 2-3 shows the use of the snycNode command.

Example 2-3 Using the syncNode command

<install_root>\profiles\<server name>\bin>stopnode
ADMUO116I: Tool information is being Togged in file

<install_root>\profiles\<server_name>\logs\nodeagent\stopServer.log
ADMU0128I: Starting tool with the AppSrv0l profile

ADMU3100I: Reading configuration for server: nodeagent

ADMU3201I: Server stop request issued. Waiting for stop status.
ADMU4000I: Server nodeagent stop completed.

<install_root>\profiles\<server_name>\bin>syncnode carlavm2

ADMUO116I: Tool information is being Togged in file

<install_root>\profiles\<server_name>\logs\syncNode.log

ADMU0128I: Starting tool with the AppSrv0l profile

ADMUO401I: Begin syncNode operation for node AppSrvrNode with Deployment
Manager carlavm2: 8879

ADMUO016I: Synchronizing configuration between node and cell.

ADMU0402I: The configuration for node AppSrvrNode has been synchronized with
Deployment Manager carlavm2: 8879

Tip: The repository is flexible in that there is no predefined list of document
types that it permits. You can add any file you want. Perhaps you have some
unique configuration data that needs to be used on all nodes. You could put it
in the config/cells/<cell name> folder and it would be synchronized to all
nodes. If it applies to just one node, you could put it in the folder corresponding
to that node and it would be synchronized only to that node. The same applies
for any additional documents in a server level folder.

As a way to use this tip, under normal circumstances, all application files are
packaged in the EAR file for the application. However, consider a configuration
file specific to an application. Any changes to that file would require that you
update the EAR file and synchronize the entire application.

One possibility is to put a properties file in the application deployment directory in
the master configuration repository, so that it is replicated to all nodes where the
application is installed automatically but the entire EAR is not replicated. Then
you could have an ExtensionMBean update the properties file in the master
repository and normal synchronization would replicate just those changes out to
the nodes without the need to synchronize the whole EAR and restart the
application.
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2.4 Configuration and application data repository

The configuration and application data repository is a collection of files
containing all the information necessary to configure and execute servers and
their applications. Configuration files are stored in XML format, while application
data is stored as EAR files and deployment descriptors.

2.4.1 Repository directory structure

With V6.x, the directory structure of a WebSphere Application Server installation
is slightly different than in previous releases. We will discuss this in detail in
Chapter 3, “Getting started with profiles” on page 47, but for now, it is important
to know configuration files defining a run time environment are stored in profile
directories. Each node, deployment manager, and stand-alone application server
has its own profile directory under the <was_home>/profiles directory.

Note: In the rest of this book, when we talk about a specific profile directory,
located at, <was_home>/profiles/<profile_name>, we will refer to it as the
<profile_home> directory.

When we are speaking specifically of the profile directory for the deployment
manager, we will refer to it as <dmgr_profile_home>.
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The repository files are arranged in a set of cascading directories under each
profile directory structure, with each directory containing a number of files
relating to different components of the cell. You can see this in Figure 2-10. The
repository structure follows the same format, regardless of whether you have a
stand-alone server environment or distributed server environment.

EH:I profiles
{:I AppSrv01
{:I AppSrv02

1 <profile home>

|:—| CustomFedLater

<dmgr profile home>

1 bi Config:

= I.:.:.nﬁg i< plugin_cfg_service.xml
repository Cell:
{23 backup admin_autz.xml
-0 cells cell.xml

: namestore.xml
EH:I DrmigrCell naming_autz.xml
-1 applications security.xml

variables.xml

{:l buses virtualhosts.xml
{:I clusters

=B

{1 caregroups Node:

{:I nodegroups node.xml

: resources.xml
=1 nades

: namestore.xml

E|{:I AppSrvrhlode ﬁ_ variables.xml

I = s r=—=ryerr serverindex.xml
{:I nodeagent Server:

: resources.xml

{1 CustomPedLatertade namestore xml

|:I CustomiodeFedhiow variables.xml

|:| DrmgrMode serverindex.xml

Figure 2-10 Repository directory structure

The <profile_home>/config directory is the root of the repository for each profile.
It contains the following directory structure:

» cells/<cell>/

This is the root level of the configuration for the cell. The directory contains a
number of cell-level configuration files. Depending on the types of resources
that have been configured, you might see the following subdirectories:

— cells/<cell>/applications/ contains one subdirectory for every application
that has been deployed within the cell.
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— cells/<cell>/buses/ contains one directory for each service integration bus
(bus) defined.

— cells/<cell>/coregroups/ contains one directory for each core group
defined.

— cells/<cell>/nodegroups/ contains one directory for each node group
defined.

— cells/<cell>/nodes/ contains the configuration settings for all nodes and
servers managed as part of this cell. The directory contains one directory
per node. Each cells/<cell>/nodes/<node> directory will contain
node-specific configuration files and a server directory which in turn will
contain one directory per server and node agent on that node.

— cells/<cell>/clusters/ contains one directory for each of the clusters
managed as part of this cell. Each cluster directory contains a single file,
cluster.xml, which defines the application servers of one or more nodes
that are members of the cluster.

The overall structure of the master repository is the same for both a stand-alone
server environment and a distributed server environment. The differences are
summarized in the following sections.

In a stand-alone server environment, the structure has the following:

>

The master repository is held on a single machine. There are no copies of this
specific repository on any other node.

The repository contains a single cell and node.

There is no node agent because each application server is stand-alone, so
there is no directory for the node agent (nodeagent).

Clusters are not supported, and therefore will not contain the clusters
directory or subdirectories.

In a distributed server environment, the structure has the following
characteristics:

>

The master repository is held on the node containing the deployment
manager. It contains the master copies of the configuration and application
data files for all nodes and servers in the cell.

Each node also has a local copy of the configuration and application data files
from the master repository that are relevant to the node.

Changes can be made to the configuration files on a node, but the changes
will be temporary. Such changes will be overwritten by the next file
synchronization from the deployment manager. Permanent changes to the
configuration require changes to the file or files in the master repository.

Chapter 2. System management: A technical overview 41



Configuration changes made to node repositories are not propagated up to
the cell.

» The applications directory of the master repository contains the application
data (binaries and deployment descriptors) for all applications deployed in the
cell. The local copy of the applications directory on each node will only
contain the directories and files for the applications deployed on application
servers within that node.

Information about the individual files found in each of these directories can be
found in the Configuration Document Descriptions topic in the Information
Center.

2.4.2 Variable scoped files

Identically named files that exist at differing levels of the configuration hierarchy
are termed variable scoped files. There are two uses for variable scoped files:

» Configuration data contained in a document at one level is logically combined
with data from documents at other levels of the configuration hierarchy. In the
case of conflicting definitions, the “most specific” value takes precedence. For
example, if an identical entry exists in the files at the cell and node level (as
with a variable defined in both the cell and node’s variables.xml), the entry at
the node level takes precedence.

» Documents representing data that is not merged but is rather scoped to a
specific level of the topology. For example, the namestore.xml document at
the cell level contains the cell persistent portion of the name space, while the
namestore.xml at the node level contains the node persistent root of the name
space.

2.4.3 Application data files

The master repository is also used to store the application binaries (EAR files)
and deployment descriptors. This allows modified deployment descriptors to be
kept in the repository, and allows system administrators to make application
updates more automatic.

The <profile_home>/config directory of the master repository contains the
following directory structure used to hold application binaries and deployment
settings:

» cells/<cell>/applications/

This directory contains a subdirectory for each application deployed in the
cell. The names of the directories match the names of the deployed
applications.
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Note: The name of the deployed application does not have to match the
name of the original EAR file used to install it. Any name can be chosen
when deploying a new application, as long as the name is unique across all
applications in the cell.

cells/<cell>/applications/<appname>.ear
Each application’s directory in the master repository contains the following:

— A copy of the original EAR, called <appname>.ear, which does not contain
any of the bindings specified during the installation of the application

— A deployments directory, which contains a single <appname> directory
used to contain the deployed application configuration

cells/<cell>/applications/<appname>.ear/deployments/<appname>
The deployment directory of each application contains the following:
— deployment.xml

This file contains configuration data for the application deployment,
including the allocation of application modules to application servers, and
the module startup order.

— META-INF/
This directory contains the following:
e application.xml
J2EE standard application deployment descriptor
¢ ibm-application-bnd.xmi
IBM WebSphere-specific application bindings
* ibm-application-ext.xmi
IBM WebSphere-specific application extensions
e was.policy
Application-specific Java 2 security configuration

This file is optional. If not present, then the policy files defined at the
node level will apply for the application.

Note: The deployment descriptors stored in the repository contain
the bindings chosen during application installation.
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The subdirectories for all application modules (WARs and EJB JARs)
are contained in the was.policy along with each module’s deployment
descriptors.

Note: The subdirectories for each module do not contain application
binaries (JARs, classes, and JSPs), only deployment descriptors
and other configuration files.

Repository files used for application execution
The installation of an application onto a WebSphere Application Server
application server results in:

» The storage of the application binaries (EAR) and deployment descriptors
within the master repository.

» The publishing of the application binaries and deployment descriptors to each
node that will be hosting the application. These files are stored in the local
copy of the repository on each node.

Each node then installs applications ready for execution by exploding the EARs
under the <profile_home>/installedApps/<cell>/ as follows:
» <profile_home>/installedApps/<cell>/

This directory contains a subdirectory for each application deployed to the
local node.

Note: The name of each application’s directory reflects the name under
which the application is installed, not the name of the original EAR. For

example, if an application is called myapp, then the installedApps/<cell>
directory will contain a myapp.ear subdirectory.

» <profile_home>/installedApps/<cell>/<appname>.ear/

Each application-specific directory contains the contents of the original EAR
used to install the application.

— The deployment descriptors from the original EAR. These descriptors do
not contain any of the bindings specified during application deployment.

— All application binaries (JARs, classes, and JSPs)

Figure 2-11 summarizes how the node’s local copy of the repository contains the
application’s installed deployment descriptors, while the directory under
installedApps contains the application binaries.
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Figure 2-11 Location of application data files

By default, a WebSphere Application Server application server executes an

application by performing the following tasks:
1. Loading the application binaries stored under:

<profile_home>/installedApps/<cell>/<appname>.ear/

You can change this location by altering the Application binaries setting for
the enterprise application or by altering the $(APP_INSTALL_ROQT) variable

setting.
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2. Configuring the application using the deployment descriptors stored under:

<profile_homex>/config/cells/<cell>/applications/<appname>.ear/deployments
/<appname>

You can change this for applications deployed to V6.x application servers by
modifying the Use metadata from binaries setting for the enterprise
application. This is the Use Binary Configuration field on the application
installation and update wizards.

By default, the setting is not enabled. Enabling it specifies that you want the
application server to use the binding, extensions, and deployment descriptors
located in the application EAR file rather than those stored in the deployments
directory.
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Getting started with profiles

Installing a WebSphere Application Server environment requires careful
planning. A major decision point is the topology for the system. These decisions
include, for example, whether you will have a stand-alone server, a distributed
managed server environment, clustering, and so forth.

These topics are covered in detail in Planning and Designing for WebSphere
Application Server V6.1, SG24-7305. That IBM Redbook is designed to help you
select a topology and develop a clear idea of what steps are needed to set up
your chosen environment. Your options will depend on your chosen WebSphere
Application Server package. The installation process is well-documented in the
installation guide packaged with the product.

The purpose of this chapter is to help you build your initial WebSphere
Application Server environment after you have installed the product. It includes
the following topics:

» Understanding profiles
» Building a system using profiles

» Creating profiles on distributed systems (non z/OS)

» Managing profiles

» Managing the processes

Important: This chapter assumes you are performing a new installation. For
migration issues, see WebSphere Application Server V6.1 Migration Guide,
SG24-6369.
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3.1 Understanding profiles

The WebSphere Application Server installation process simply lays down a set of
core product files required for the run time processes. After installation, you need
to create one or more profiles that define the run time to have a functional
system. The core product files are shared among the run time components
defined by these profiles.

With Base and Express, you can only have stand-alone application servers, as
shown in Figure 3-1. Each application server is defined within a single cell and
node. The administration console is hosted within the application server and can
only connect to that application server. No central management of multiple
application servers is possible. An application server profile defines this
environment. You can also create stand-alone application servers with the
Network Deployment package, though you would most likely do so with the intent
of federating that server into a cell for central management.

Application \ Cell
e

Server profil
- Application
Admin Server
console "serverl”
Node A

Figure 3-1 System management topology: Stand-alone server (Base and Express)

With the Network Deployment package, you have the option of defining multiple
application servers with central management capabilities, as summarized in
Figure 3-2 on page 49. The administration domain is the cell, consisting of one or
more nodes. Each node contains one or more application servers and a node
agent that provides an administration point management by the deployment
manager.

The deployment manager can be located on the same machine as one or more
of the application servers. This would be a common topology for single machine
development and testing environments. In most production topologies, we
recommend that the deployment manager be placed on a separate dedicated
machine.
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The basis for this run time environment starts with the deployment manager that
provides the administration interface for the cell. As you would expect, the
deployment manager is defined by a deployment manager profile.

Cell

Deployment
Manager profile

Deployment
Manager

Admin
console

Custom profile
(federated to cell)

Custom profile
(federated to cell)

/
Node Node
Agent Created via Agent

administrative

Created via
console

administrative
console

Created via
administrative
console

Application
Server
Cc

Application

Application
Server
D

Server
A

Cluster

Node A Node B

Figure 3-2 System management topology: Network Deployment

Nodes can be added to the cell in one of two ways:

» You can create an application server profile, then federate it to the cell. When
a node is added to a cell, a node agent is created on the node and
configuration files for the node are added to the master configuration
repository for the cell. The deployment manager then assumes responsibility
for the configuration of all servers on the node.

Note that the server name for a federated application server is always going
to be “server1”.

» You can define a custom profile to create an empty node for federation to the
cell. After federation, you can further configure the node by creating
application servers and clusters from the deployment manager administrative
console. If you are using a naming convention for servers, this is the best
option.
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3.1.1 Types of profiles

We mentioned the types of profiles available for defining the run time. In the
following sections, we take a closer look at these profiles.

Application server profile

The application server profile defines a single stand-alone application server.
Using this profile gives you an application server that can run stand-alone, or
unmanaged. The environment will have the following characteristics:

» The profile consists of one cell, one node, and one server. The cell and node
are not relevant in terms of administration, but you see them when you
administer the server through the administrative console scopes.

» The name of the application server is “serveri”.
» The application samples are installed on the server (optional).
» The server has a dedicated administrative console.

The primary use for this type of profile is:
» To build a stand-alone server in a Base or Express installation.

» To build a stand-alone server in a Network Deployment installation that is not
managed by the deployment manager (a test machine, for example).

» To build a server in a distributed server environment to be federated and
managed by the deployment manager. If you are new to WebSphere
Application Server and want a quick way of getting an application server
complete with samples, this is a good option. When you federate this node,
the default cell becomes obsolete and the node is added to the deployment
manager cell. The server name remains “server1” and the administrative
console is removed from the application server.

Deployment manager profile

The deployment manager profile defines a deployment manager in a distributed
server environment. Although you could conceivably have the Network
Deployment package and run only stand-alone servers, this would bypass the
primary advantages of Network Deployment, which is workload management,
failover, and central administration.

In a Network Deployment environment, you should create one deployment
manager profile. This gives you:

» A cell for the administrative domain

» A node for the deployment manager

» A deployment manager with an administrative console
» No application servers
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Once you have the deployment manager, you can:

» Federate nodes built either from existing application server profiles or custom
profiles.

» Create new application servers and clusters on the nodes from the
administrative console.

Custom profile

A custom profile is an empty node, intended for federation to a deployment
manager. This type of profile is used when you are building a distributed server
environment. Use a custom profile in the following way:

1. Create a deployment manager profile.

2. Create one custom profile on each node on which you will run application
servers.

3. Federate each custom profile to the deployment manager, either during the
custom profile creation process or later by using the addNode command.

4. Create new application servers and clusters on the nodes from the
administrative console.

Cell profile

Cell profile (new): This new option allows you to quickly set up a distributed
server environment on a single system.

A cell profile is actually a combination of two profiles: a deployment manager
profile and an application server profile. The application server profile is
federated to the cell. The deployment manager and application server reside on
the same system. This type of profile lets you get a quick start with a distributed
server environment and is especially useful for test environments that typically
have all nodes on one test system.

3.1.2 Directory structure and default profiles

If you have worked with previous versions of WebSphere Application Server, you
will notice a difference in the directory structure. First, all packages (Base,
Express, and Network Deployment) specify the same default root directory
during installation. For example, in Windows installations, this is commonly
c:\Progam Files\IBM\WebSphere\AppServer. In this IBM Redbook, we refer to
this root directory as the <was_home> directory.

In addition to the traditional directories under the <was_home> directory (bin,
config, installedapps, and so on), you now have a profiles directory containing a
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subdirectory for each profile you create and allow to use the default home
location. The directory structure for each profile resembles the primary structure.
In other words, there is a bin, config, installedApps, and other directories
required for a unique run time under each profile.

For example, if you installed on a Windows system, and created a profile named
AppSrvr01, you would normally see a directory structure like that shown in
Figure 3-3 on page 52.

= G Websphere
0 AppClient
=l I AppServer
I bin
1 cip
1 configuration
1 deploytool
1 derbey
[ ke
1 Features
i Firststeps
1 installableapps
1 installedConnectars
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I lafiles
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1 logs
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=l [ profiles
=1 ) apparvOl
1 bin
1 config
1 configuration
] et
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1 installableApps
1 installedapps
) installedConnectors
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) logs
] propetties

[#

Figure 3-3 Directory structure
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However, profiles can be stored in any folder, so we suggest storing them in a
more friendly structure (by default, there are at least six levels). We refer to the
root of each profile directory (by default <was_home>/profiles/profile_name) as
<profile_home>.

Why do we emphasize this point? If you enter commands while in the
<was_home>/bin directory, they are executed against the run time defined by the
default profile. The default profile is determined by the following:

» The profile was defined as the default profile when you created it. The last
profile specified as the default takes precedence. You can also use the
manageprofiles command to specify the default profile.

» If you have not specified the default profile, it will be the first profile you
created.

To make sure command line operations are executed for the correct run time, you
need to do one of two things:

» Specify the -profileName option when using a command and execute the
command from the <was_home>/bin directory.

» Execute the command from its <profile_homex>/bin directory.

z/0OS considerations

The configuration information for a profile is kept in the HFS or zFS depending on
how your system is set up. A unique directory serves as the mount point for each
file system that will hold a profile. The name of the mount point can be anything
you want and can be set during the profile customization process that is covered
in the following sections.

Under the mount point, you will find two directories, one for the daemon server
and the other for the profile. Figure 3-4 on page 54 shows an application server
profile. You can see the structure of the files under the mount point, including the
application server directory and the daemon directory.

The daemon directory structure is similar to the profile directory structure and the
name “Daemon” is fixed, although the “AppServer’ name can be changed during
the profile customization process that is covered in the following sections.
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Figure 3-4 z/OS directory structure

If you check under the AppServer/profiles/default/config/cells directory, you will
see a directory that will have the same name as you provided for the cell long
name during the customization for this profile. Further down in the structure,
under the /nodes directory, there will be a directory with the same name you
provided for the node long name

Note: Under profile you will see default. The profile name you created from
your workstation is not reflected here. The name “default” is always used in
WebSphere Application Server V6.1 for z/OS. Profile names cannot be
created or modified directly.

3.2 Building a system using profiles

During the planning cycle, a topology was selected for the WebSphere
Application Server environment. There are many topologies to choose from,
each with its own unique features.

However, when we discuss using profiles to build a WebSphere Application
Server environment, we are focusing on the WebSphere Application Server
processes or daemons for z/OS. Regardless of the topology you select, there are

54 WebSphere Application Server V6.1: System Management and Configuration



really only two primary situations to consider when deciding which profiles you
need to create:

» You plan to create one or more stand-alone application servers. We will refer
to this as a stand-alone server environment.

» You plan to create a deployment manager and one or more nodes with
application servers. We refer to the application servers in this environment as
managed servers. These nodes can coexist or reside on different machines.
We refer to this as a distributed server environment.

The following topics will give the basic steps for each. You can extend this to suit
your own environment.

3.2.1 Stand-alone server environment

If you are creating a stand-alone application server, do the following:
1. Install your choice of Base, Express, or Network Deployment on the system.

An application server profile is created during the installation of Express and
Base. With Network Deployment, you have the option of creating a profile of
any type, including an application server profile.

2. Create an application server profile on that system. Since you have an
application server automatically after Base and Express installation, you only
need to do this if you want an additional stand-alone server environment.

3.2.2 Distributed server environment

There are two options for building this environment. The option you select
depends on your circumstance. If you are building a new production environment
from scratch, we would recommend method 1. Either method is fine for a
development or test environment.

Note: When defining multiple deployment managers or application servers on
a single machine or LPAR, you need to ensure that the ports and names you
select for each are unique. For more information about ports, see Planning
and Designing for WebSphere Application Server V6.1, SG24-7305.

Method 1

This method assumes that you do not have a stand-alone application server to
federate, but instead will create application servers from the deployment
manager. This gives you a little more control over the characteristics of the
application servers during creation, including the server name (all application
servers created with the application server profile are named server1). You can
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also create an application server, customize it, and then use it as a template for
future application servers you create. If you are using clustering, you can create
the cluster and its application servers as one administrative process.

When you create an application server this way, you do not automatically get the
sample applications, but can install them later if you want.

The process to follow for this method is:

1. Install Network Deployment on a server. If this is a multiple-machine install
with the deployment manager on one machine and application servers on one
or more separate machines, install the product on each machine.

2. Create a deployment manager profile on the deployment manager machine
and start the deployment manager.

3. Create and federate a custom profile on the application server machine and
start the node. You can federate the node to the cell as part of the profile
creation process, or you can elect to do it manually as a second step.

4. Verify that the node agent is started. It should be started automatically as part
of the federation process.

5. Open the deployment manager’s administrative console, then create
application servers or clusters on the custom profile node from the
administrative console.

Method 2

This method assumes you will federate an application server profile to the cell.
With the application server profile, you have an existing application server
(server1) and might have applications installed, including the sample applications
and any user applications you have installed.

1. Install Network Deployment on the server. If this is a multiple machine install
(deployment manager on one and application servers on one or more
separate machines), install the product on each machine.

2. Create a deployment manager profile on the deployment manager machine
and start the deployment manager.

3. Create an application server profile on the application server machine and
start the application server.

4. Open the deployment manager’s administrative console and add the node
defined by the application server profile to the cell.

5. This deletes the application server cell, and federates the node to the
deployment manager cell. If you want to keep applications that have been
installed on the server, be sure to specify this when you federate the node.
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6. The new node agent is started automatically by the federation process, but
you need to start the application server manually.

3.3 Creating profiles on distributed systems (non z/OS)

This section shows how to create profiles using the Profile Management Tool.
Note that the Profile Management Tool is not available on 64-bit or Linux on
System z platforms.

Silent install: You can also create profiles in silent mode using the
manageprofiles command (see “Creating a profile in silent mode” on
page 125).

The first steps are common, regardless of the type of profile you will create. You
can start the Profile Management Tool in one of the following ways:

1. From the Start menu in Windows only, select Start — Programs — IBM
WebSphere — Application Server Network Deployment v6.1 — Profile
Management Tool.

2. Use the platform-specific command in the
<was_home>/bin/ProfileManagement directory:

— Windows: pmt.bat
— Linux/HP-UX/Solaris/AlX: pmt.sh

3. Check the box directly after installation from the install wizard to launch the
Profile Management Tool.
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When you start the wizard, the first window you see is the Welcome window.
Click Next to select the type of profile you will create, as in Figure 3-5 on
page 58.

Select the type of WebSphere Application Server environment to create.
Environments:

Cell {deployment manager and a federated application server)
Deployment manager

Application server

Custom profile

Description

A cell environment creates two profiles; a deployment manager profile and
an application server profile. The application server is federated to the
cell of the deployment manager.

Figure 3-5 Creating a profile: Profile type selection

The rest of the wizard varies, depending on the type of profile you are creating.
The steps to create each type of profile are discussed more in the following

sections.

Default profiles: As you create profiles, you will have the option of specifying
a default profile. This is the profile that commands are executed against if you
execute them from the <was_home>/bin directory and you do not specify the
-profileName argument. The default profile is the first profile that you create,
unless you subsequently specify another profile as the default. To see this
option, you must take the Advanced path through the Profile Management
Tool.
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First Steps: At the end of the Profile Management Tool, you have the
opportunity to start the First Steps interface. This interface helps you start the
deployment manager or application server and has other useful links, such as
opening the administrative console, migration help, starting the Profile
Management Tool, and installation verification.

Each profile you create has its own First Steps program located here:
<profile_home>firststeps/firststeps.bat (.sh)
If you choose not to start the First Steps program at the completion of the

wizard, you can start it later from this location.

You will always have two options when using the Profile Management Tool to
create a profile. The “Typical” path will determine a set of default values to use for
most settings without giving you the option to modify them. The “Advanced” path
lets you specify values for each option.

3.3.1 Creating a deployment manager profile

Table 3-1 shows a summary of the options you have for creating a deployment
manager. The table shows the options and results you will see depending on
which path (typical or advanced) you take.

Table 3-1 Deployment manager profile options

Typical settings Advanced options

The administrative console is deployed by default. You can choose whether to deploy the
administrative console. We recommend that you
do so.

The profile name is Dmgrxx by default, where xxis 01 | You can specify the profile name and its location.
for the first deployment manager profile and
increments for each one created. The profile is stored
in <was_homex>/profiles/Dmgrxx.

The cell name is <hostname>Cellxx. You can specify the node, host, and cell names.
The node name is <hostname>CellManagerxx.

The host name is prefilled in with your system’s host
name.

You can enable administrative security (yes or no). If you select yes, you will be asked to specify a user
name and password that will be given administrative authority.
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Typical settings

Advanced options

TCP/IP ports will default to a set of ports not used by | You can use the recommended ports (unique to
any profiles in this WebSphere installation instance. the installation), use the basic defaults, or select

port numbers manually.

service.

(Windows) The deployment manager will be run as (Windows) You can choose whether to the

deployment manager will run as a service.

The following steps outline the process of creating a deployment manager.

1.
2.
3.

Start the Profile Management Tool and click Next on the Welcome page.
Select the deployment manager profile option. Click Next.

Select whether to take the typical settings or to go through the advanced
windows. The options you see next depend on the path you take.

If Typical is selected, then you will only see one more option (to enable
security).

If Advanced is selected, you will continue with the following steps.

Select whether to deploy the administrative console application. This is
recommended, but if you choose not to, you can install it after profile creation.
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5. Enter a unique name for the profile or accept the default. The profile name will
become the directory name for the profile files (see Figure 3-6). Click the box
if you want this to be the default profile for receiving commands. Select the
location for the profile and click Next.

Specify a profile name and directory path to contain the files For the run-time environmenk, such as commands, -2
configuration Files, and log files. Click Browse to select a different directory,

Profile name:

| DrngrProfile1

Profile direckory:

I ey ASE1Profilest dmgrProfiles) DmgrProfile

Browse, .. |
I¥ Make this profile the default.:

Each installation of YWebSphere Application Server always has one default profile. Commands that run
without referring to a specific profile use the defaulk profile. Select this option to make this profile the
ne def aulk

Important: Celeting the directory a profile is in does not completely delete the profile. Use the
manageprofiles cormmand ko completely delete a profile,

Figure 3-6 Creating a deployment manager profile: Enter name and location
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6. Enter the node, host, and cell names. These default based on the host name
of your system. The wizard recognizes if there are existing cells and nodes in
the installation and takes this into account when creating the default names
See Figure 3-7 on page 62.

Specify a node name, a host name, and a cell name for this profile.

Mode name:

| was6 INodeDmarPrfi

Host name:

| kcgg1d7

Cell name:

| was6 1CelDmarPrf1

Mode name: A node name is for administration by the deployment
manager. The name must be unigue within the cell,

Host name: A host name is the domain name system (DMNS) name
(short or long) or the IP address of this computer.

Cell mame: A cell name is a logical name for the group of nodes
administered by this deployment manager.

Figure 3-7 Creating a deployment manager profile: Enter cell, host, and node names

Click Next.

7. Choose whether to enable administrative security. If you enable security here,
you will be asked for a user ID and password that will be added to a file-based
user registry with the Administrative role. Click Next.

8. The wizard presents a list of TCP/IP ports for use by the deployment
manager. If you already have existing profiles on the system, this is taken into
account when the wizard selects the port assignments. However, you should
verify that these ports will be unique on the system. See Figure 3-8 on
page 63.
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that each port value is unigue.

Default Port Values | Recommended Port Values

Administrative console port (Default 9060): ans0 j
Administrative console secure port (Default 9043): an43 :II
Bootstrap port (Default 9809)(wW): 2309 :II
SOAP connector port (Default 3879)(x): 379 j
SAS SSL ServerAuth port (Default 9401)(Z): 2401 :II
T2 Serverfnth listener nart Mefanlt 94030 [roamm =

The values in the following fields define the ports for the deployment manager and do not
conflict with other profiles in this installation. Another installation of WebSphere Application
Server or other programs might use the same ports. To avoid run-time port conflicts, verify

Figure 3-8 Creating a deployment manager profile: Select ports

Note two ports: You might want to note the following ports for later use:

» SOAP connector port: If you use the addNode command to federate a node

to this deployment manager, you need to know this port number. This is
also the port you connect to when using the wsadmin administration

scripting interface.

» Administrative console port: You need to know this port in order to access

the administrative console. When you turn on security, you need to know

the Administrative console secure port.
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9. On Windows systems, you have the option of running the deployment
manager as a service. This provides you a simple way of automatically
starting the deployment manager when the system starts. If you would like to
run the process as a Windows service, check the box and enter the values for
the logon and startup type. See Figure 3-9 on page 64.

Choose whether to use a Windows service to run WebSphere Application Server. Windows
services can start and stop WebSphere Application Server, and configure startup and
recovery actions.

[v Run the deployment manager process as a Windows service,
* Log on as a local system account,

(" Log on as a specified user account,

Startup type:
|Autu:umaﬁu: j

The user account that runs the Windows service must have the following user rights:

- Log on as a service

Figure 3-9 Creating a deployment manager profile: Run as a Windows service

Note that the window lists the user rights the user ID you select needs to
have. If the user ID does not have these rights, the wizard will automatically
add them.

Click Next.

10.Review the options you have chosen and click Next to create the profile. After
the wizard has finished, you will be presented with the window in Figure 3-10
on page 65.
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Review the information in the summary for correctness. If the information is correct, dick
Create to start creating a new profile, Click Back to change values on the previous panels.

Application server environment to create: Deployment manager ,A,
Location: C:\myWASE 1Profiles\dmarProfiles\DmarProfile 1
Disk space required; 30 MB

Profile name: DmgrProfile 1
Make this profile the default: True

Cell name: wass 1CelIDmgrPril
Mode name: wast IModeDmgrPril
Host name: kcgg1d?

Deploy the administrative console {recormmended): True

Figure 3-10 Creating a deployment manager profile: Finish
This final window indicates the success or failure of the profile creation. If you
have errors, check the log at:
<was_home>/logs/manageprofiles/<profile_home>_create.log
You will also find logs for individual actions stored in:
<profile_home>/logs
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11.Click Finish to close the wizard and start the First Steps application, as
shown in Figure 3-11.

First steps

nstallaion verfication

Confirm that your servar is installed and that it can starl properly.

Start the deploym&nt manager
Start the deployme nt manager and s applcations.

Administrative console
Install and admimister applications

Profile management tool
WWark with profiles

nfarmation center for WebS phere Application Server
Learn mora about WebSphara Application Servar

migration wizard
Migrate WabSphare Application Server W5 or W6 1o VB 1

Exit

Figure 3-11 Deployment manager First Steps menu

Check your results

If the creation was successful, do the following to familiarize yourself with the
profile and how to use it:

1. View the directory structure and find the new profile. In this IBM Redbook, we
refer to the location as <profile_home>. This is where you find, among other
things, the config directory containing the deployment manager configuration
files, the bin directory for entering commands, and the logs directory where
information is recorded.

2. Verify the installation. You can do this directly from the First Steps menu. This
process starts the deployment manager and checks the log file for warnings
or errors on start. Messages are displayed on the First Steps window and
logged in the following places:

— <profile_home>/logs/dmgr/startServer.log
— <profile_home>/logs/dmgr/SystemOut.log

3. Open the administrative console, either by selecting the option in the First
Steps window, or by accessing its URL from a Web browser:

http://<dmgr_host>:<admin_console_port>/ibm/console
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Here is a sample URL in the address bar:
http://Tocalhost:9060/ibm/console/

The administrative console port of 9060 was selected during the Profile
Management Tool. See Figure 3-8 on page 63.

Click the Log in button. If you did not enable security, you do not have to enter
a user name. If you choose to enter a name, it can be any name. It is used to
track changes you make from the console. If you enabled security, enter the
user ID and password you specified.

4. Display the configuration from the console. You should be able to see the
following items from the administrative console:

a. Cell information: Select System administration — Cell.

b. Deployment manager: Select System administration — Deployment
manager.

c. Deployment manager node: Select System administration —» Nodes.

d. The default node group: Select System administration — Node groups.
Note that at the completion of this process you will not have:

a. A node agent

Node agents reside on nodes with managed application servers. You will
not see node agents appear until you federate a node to the cell.

b. Application servers

5. Stop the deployment manager. You can do this from the First Steps menu, or
better yet, use the stopManager command:

cd <profile_home>\bin
stopManager

On a UNIX system, use the following command:
cd <profile_home>/bin

stopManager.sh

Tip: In the same manner, you can use the startManager command to start
the deployment manager.

3.3.2 Creating an application server profile

An application server profile defines a new stand-alone application server. This
server can be run stand-alone or can be later federated to a deployment
manager cell for central management.
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Table 3-2 shows a summary of all
application server profile.

Table 3-2 Application server profile options - V6.1

steps involved in process of creating a

Typical

Advanced

The administrative console and default application
are deployed by default. The sample applications are
not deployed.

You have the option to deploy the administrative
console (recommended), the default application,
and the sample applications (if installed).

The profile name is AppSrvxx by default, where xx is
01 for the first application server profile and
increments for each one created. The profile is stored
in <was_home>/profiles/AppSrvxx.

You can specify the profile name and its location.

The profile is not the default profile.

You can choose whether to make this the default
profile. (Commands run without specifying a
profile will be run against the default profile.)

The application server is built using the default
application server template.

You can choose the default template, or a
development template that is optimized for
development purposes.

The node name is <host>Nodexx.
The host name is prefilled in with your system’s DNS
host name.

You can specify the node name and host name.

You can enable administrative security (yes or no). If you select yes, you will be asked to specify a user
name and password that will be given administrative authority.

TCP/IP ports will default to a set of ports not used by
any profiles in this WebSphere installation instance.

You can use the recommended ports (unique to
the installation), use the basic defaults, or select
port numbers manually.

(Windows) The deployment manager will be run as a
service.

(Windows) You can choose whether the
deployment manager will run as a service.

Does not create a Web server definition.

Allows you to define an external Web server to
the configuration.

This section takes you through the steps of creating the application server profile:

1. Start the Profile Management Tool. Click Next on the Welcome page.

2. Select the Application server profile option. Click Next.

3. Select the kind of creation process you want to run: Typical or Advanced.

If Typical is selected, then you
security).

If Advanced is selected, you w

will only see one more option (to enable

ill continue with the next step.
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4. Select whether you want to deploy the administrative console and the default

application. If you have installed the sample applications (optional during
WebSphere Application Server installation), then you can opt to deploy these
as well.

Enter a unique name for the profile or accept the default. The profile name will
become the directory name for the profile files. See Figure 3-12.

Click the box if you want this directory to be the default profile for receiving
commands.

If the application server will be used primarily for development purposes,

check the option to create it from the development template.
Click Next.

Specify a profile name and directory path to contain the files for the run-time environment,
such as cormmands, configuration files, and log files. Click Browse to select a different
directary,

Profile name:

| AppSrvProfie1

Profile directory:

| C iy ASE 1Profiles\appSryrProfiles\AppSrvProfie 1

Browse... |

Select this option to create a server using configuration settings optimized for
development, The development template reduces startup time and allows the server
to run on less powerful hardware. Do not use this option for production servers.

[ Create the server using the development template.

[ Make this profile the default.

Each installation of WebSphere Application Server always has one default profile.
Commands that run without referring to a spedific profile use the default profile.
Select this option to make this profile the new default

Figure 3-12 Creating an application server profile: Enter name and location
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6. Enter the new node name and the system host name. See Figure 3-13. The
node name will default based on the host name of your system. The wizard
recognizes if there are existing nodes in the installation and takes this into
account when creating the default node name. Click Next.

Specify a node name and a host name for this profile.

Mode name:

wast IModeAppSrvPril

Host name:

| kcgg1d7

Mode name: A node name is used for administration. If the node is federated,
the name must be unique within the cell.

Host name: A hostname is the domain name system (DNS) name (short or
long) ar the IP address of this computer,

See the information center for profile naming and migration considerations.

Online information center link

Figure 3-13 Creating an application server profile: Enter host and node names

Note: If you are planning to create multiple stand-alone application servers
for federation later to the same cell, make sure you select a unique node
name for each application server.

7. Choose whether to enable administrative security. If you enable security here,
you will be asked for a user ID and password that will be added to a file-based
user registry with the Administrative role. Click Next.

8. The wizard will present a list of TCP/IP ports for use by the application server,
as in Figure 3-14. If you already have existing profiles on the system (within
this installation), this will be taken into account when the wizard selects the
port assignments, but you should verify that these ports will be unique on the
system.
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The values in the following fields define the ports for the application server and do
not conflict with other profiles in this installation. Another installation of WebSphere
Application Server or other programs might use the same ports. To avoid run-time
port conflicts, verify that each port value is unigue.

Default Port Values | Recommended Port Values

Administrative console port (Default 9060): o051 :II A
Administrative consaole secure part (Default 2043): o044 j
HTTP transport port (Default 9080): anan ill
HTTPS transport port (Default 9443): 9443 j
Bootstrap port (Default 2309): 2309 ill
SIF port {Default 5060): mj
SIP secure port (Default 506 1): 5051 ill
SOAP connector port (Default 8880): &80 ill

Figure 3-14 Creating an application server profile: Select ports

Note two ports: You might want to note the following ports for later use.

» SOAP connector port: If you plan to federate this node to a deployment
manager later using the deployment manager administrator console, you
will need to know this port number. This is also the port you will connect to
when using the wsadmin administration scripting interface.

» Administrative console port: You will need to know this port in order to
access the administrative console. When you turn on security, you will
need to know the Administrative console secure port.
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9. On Windows systems, you have the option of running the application server
as a service. This provides you a simple way of automatically starting the
application server when the system starts. If you would like to run the process
as a Windows service, check the box and enter the values for the logon and
startup type, as shown in Figure 3-15.

Choose whether to use a Windows service to run WebSphere Application Server.
Windows services can start and stop WebSphere Application Server, and
configure startup and recovery actions.

[+ Run the application server process as a Windows service.
{*+ Log on as a local system account.

{" Log on as a specified user account,

Startup type:

|a'a.|.|t|:|matil: ﬂ

The user account that runs the Windows service must have the following
user rights:

-Log on as a service

Figure 3-15 Creating an application server profile: Run as a service

Note that the window lists the user rights the user ID you select needs to
have. If the user ID does not have these rights, the wizard will automatically
add them.

Click Next.

10.The wizard will allow you to create an optional Web server definition, as in
Figure 3-16. Web server definitions define an external Web server to
WebSphere Application Server. This allows you to manage Web server
plug-in configuration files for the Web server and in some cases to manage
the Web server. If you have not installed a Web server or wish to do this later,
you can easily do this from the administrative console.
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Optionally create a Web server definition if you use a Web server to route

generated during Web server plug-ins installation.

¥ Create a Web server definition

Web server type:

requests for dynamic content to the application server. Alternatively, you can
create a Web server definition from the administrative console or a script that is

|1EM HTTP Server

Web server operating system:

I Windows

Web server name;

| webserver 1

Web server host name or IP address:

| kcgg1d7
Web server port (Default 80):

ES

Figure 3-16 Creating an application server profile: Creating a Web server definition.

11.Review the options you have chosen and click Next to create the profile. See

Figure 3-17.

previous pansls,

Application server environment to create; Application server
Location: C:'\myWAaSs 1Profiles\appsrvrProfiles\appsrvProfie 1
Disk space required: 200 MB

Profile name: AppSrvProfiel
Make this profile the default: False

Mode name: wast 1INodeAppSrvPril
Host name: kcggld7

Review the information in the summary for correctness. If the information is correct,
dlick Create to start creating a new profile. Click Back to change values on the

[

Figure 3-17 Creating an application server profile: Finish
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This final window indicates the success or failure of the profile creation.
If you have errors, check the log at:
<was_home>/logs/manageprofiles/<profile_name>_create.log

Note that you will have to click Finish on the screen to unlock the log.
You will also find logs for individual actions stored in:
<profile_home>/logs

12.Click Finish to close the wizard and start the First Steps application. See
Figure 3-18 on page 74.

First steps

IRstallation werfication
Confirm that your server is nstalled and that it can start properly

Start the server

Start the server and s applcations.

Administrative console

Install and administer applications.

Profile management tool
Work with profies

Infermation center for WebS phere Application Server
Learn more about WebSphere Application Server

Migration wizard
Migrate WebSphere Application Server VW or Ve to Ve 1

Exit

Figure 3-18 Application server First Steps menu

Check your results

If the creation was successful, do the following to familiarize yourself with the
profile and how to use it:

1. View the directory structure and find the new profile. In this IBM Redbook, we
refer to this directory as <profile_home>. This is where you will find, among
other things, the config directory containing the application server
configuration files, the bin directory for entering commands, and the logs
directory where information is recorded.

2. Verify the installation. You can do this directly from the First Steps menu. This
process will start the application server and verify the proper operation of the
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Web and EJB containers. Messages are displayed on the First Steps window
and logged in the following places:

— <profile_home>/logs/serveri/startServer.log
— <profile_home>/logs/server1/SystemOut.log

. Start the server. If you ran the installation verification, the server should
already be started. You can check it using the following commands:

cd <profile_home>\bin
serverStatus -all

If the server status is not started, then start it from the First Steps menu or
with the following commands:

cd <profile_home>\bin
startServer serverl

. Open the administrative console, either by selecting the option in the First
Steps window, or by accessing its URL from a Web browser:

http://<appserver_host>:<admin_console_port>/ibm/console
Here is a sample URL:
http://Tocalhost:9061/ibm/console/

The administrative console port of 9061 was selected during the Profile
Management Tool (see Figure 3-14 on page 71).

Click the Log in button. If you did not enable security, you do not have to enter
a user name. If you choose to enter a name, it can be any name. It is used to
track changes you make from the console. If you enabled administrative
security, enter the user ID and password you specified.
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5. Display the configuration from the console. See Figure 3-19. You should be
able to see the following items from the administrative console:

a. Application servers

Select Servers — Application servers. You should see server1. To see
the configuration of this server, click the name in the list.

|ﬂtﬂgr’ﬂtﬂd Solutions Console Welcome appsrvadmin Help Legout
View: | All tasks [ || eaduullecldaly izl
welcome Application servers TE E

Guided Activities e P
E Servers Use this page to view a list of the application servers
in your environment and the status of each of these
servers. You can also use this page to change the
Web servers status of a specific application server.

WebSphere MQ servers

Application servers

FPreferences

[ applications k| [
Tl

Rescurces I

Name & Mode & Version
Security b X i

sarverl was61lModeAppSrvPrfl | ND 6.1.0.0
Envircnmeant

Total 1

System administraticn =
-

Figure 3-19 Application server defined by the application server profile

b. Enterprise applications

Select Applications — Enterprise Applications. See Figure 3-20. You
should see a list of applications. These are the WebSphere sample
applications.
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Figure 3-20 Applications installed on serveri1

Note: Although you cannot display the cell and node from the administrative

console, they do exist. You will see this later as you begin to configure

resources and choose a scope. You can also see them in the <profile_home>
/config directory structure.

6. Stop the application server. You can do this from the First Steps menu, or

better yet, use the stopServer command:

cd <profile_home>\bin
stopServer serverl

On a UNIX system, use the following command:

cd <profile_home>/bin
stopServer.sh serverl
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3.3.3 Creating a cell profile

Table 3-3 shows a summary of the options you have during a cell profile creation.
Using this option actually creates two distinct profiles, a deployment manager
profile and an application server profile. The application server profile is
federated to the cell. The options you see are a reflection of the options you
would see if you were creating the individual profiles versus a cell. The Profile
Management Tool windows give you basically the same options that you would
see if you created a deployment manager, then an application server.

Table 3-3 Cell profile options

Typical

Advanced

The administrative console and default application
are deployed by default. The sample applications are
not deployed.

You have the option to deploy the administrative
console (recommended), the default application,
and the sample applications (if installed).

The profile name for the deployment manager is
Dmgrxx by default, where xx is 01 for the first
deployment manager profile and increments for each
one created. The profile is stored in
<was_home>/profiles/Dmgrxx.

You can specify the profile name and its location.

The profile name for the federated application server
and node is AppSrvxx by default, where xxis 01 for
the first application server profile and increments for
each one created. The profile is stored in
<was_home>/profiles/AppSrvxx.

You can specify the profile name and its location.

Neither profile is made the default profile.

You can choose to make the deployment
manager profile the default profile.

The cell name is <host>Cellxx.

The node name for the deployment manager is
<host>CellManagerxx.

The node name for the application server is
<host>Nodexx.

The host name is prefilled in with your system’s DNS
host name.

You can specify the cell name, the host name,
and the profile names for both profiles.

You can enable administrative security (yes or no). If you select yes, you will be asked to specify a user
name and password that will be given administrative authority.

TCP/IP ports will default to a set of ports not used by
any profiles in this WebSphere installation instance.

You can use the recommended ports for each
profile (unique to the installation), use the basic
defaults, or select port numbers manually.

(Windows) The deployment manager will be run a as
service.

(Windows) You can choose whether the
deployment manager will run as a service.
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Typical

Advanced

Does not create a Web server definition.

Allows you to define an external Web server to
the configuration.

3.3.4 Creating a custom profile

A custom profile defines an empty node on a system. The purpose of this profile
is to define a node on a system to be federated to a cell for central management.

As you create the profile, you will have the option to federate the node to a cell
during the wizard, or to simply create the profile for later federation. Before you
can federate the custom profile to a cell, you will need to have a running

deployment manager.

Note: With other profiles, you have the option of registering the processes as
Windows services. This does not appear as an option when you create a
custom profile. If you want to register the node agent as a Windows service
later, see 3.6.3, “Enabling process restart on failure” on page 130.

Table 3-4 shows a summary of the options you have during profile creation for a

a custom node.

Table 3-4 Custom profile options

Typical

Advanced

The profile name is Customxx.

The profile is stored in
<was_home>/profiles/Customxx.

By default, it is not considered the default profile.

You can specify profile name and location. You
can also specify if you want this to be the default
profile.

The node name is <host>Nodexx.

The host name is prefilled in with your system’s DNS

host name.

You can specify node name and host name.

You can opt to federate the node later, or during the profile creation process.
If you want to do it now, you have to specify the deployment manager host and SOAP port (by default,
localhost:8879). If security is enabled on the deployment manager, you will need to specify a user ID and

password.

TCP/IP ports will default to a set of ports not used by

any profiles in this WebSphere installation instance.

You can use the recommended ports for each
profile (unique to the installation), use the basic
defaults, or select port numbers manually.
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This section takes you through the steps of creating a custom profile.

1.
2.
3.

Start the Profile Management Tool. Click Next on the Welcome page.
Select the Custom profile option. Click Next.

Select the kind of creation process you want to run, typical or advanced. Click
Next.

If Typical is selected, then you will be sent directly to the option to federate
(Figure 3-23 on page 82).

If Advanced is selected, you will see the next step.

Enter a unique name for the profile or accept the default. The profile name will
become the directory name for the profile files. See Figure 3-21.

Click the box if you want this directory to be the default profile for receiving
commands. Click Next.

Profile name:

Specify a profile name and directory path to contain the files for the run-time environment, such as
commands, configuration files, and log files. Click Browse to select a different directory.

| CstmProfile 1

Profile directory:

new default

| C:\myWASS 1Profiles\cstmProfiles \CstmProfile 1]

[ Make this profile the default.

Each installation of WebSphere Application Server always has one default profile. Commands that run
without referring to a spedific profile use the default profile. Select this option to make this profile the

Important: Deleting the directory a profile is in does not completely delete the profile, Use the
manageprofiles command to completely delete a profile.

Browse...

Figure 3-21 Creating a Custom profile: Enter name and location
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5. Enter the new node name and the system host name. See Figure 3-22. The
node name defaults to the host name of your system. The wizard recognizes
if there are existing nodes in the installation and takes this into account when

creating the default node name. Click Next.

Specify a node name and a host name for this profile.

Mode name:

| was6 INodeCstmpPrfl

Host name:

| kcggid?

Mode name: A node name is used for administration, If the node is
federated, the name must be unique within the cell.

Host name: A host name is the domain name system (DMS) name (short or
long) or the IP address of this computer.

See the information center for profile naming and migration considerations.

Online infarmation center link

Figure 3-22 Creating a custom profile: Enter host, and node names
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6. If you would like to federate, or add, the new node defined by the profile to a
cell as part of the wizard process, leave the Federate this node later box
unchecked and enter the host name and SOAP connector port (Figure 3-8 on
page 63) for the deployment manager. See Figure 3-23.

Note: If you choose to federate now, make sure the deployment manager
is started.

Specify the host name or IP address and the SOAP port number for an existing
deployment manager. Federation can occur anly if the deployment manager is
running.

Deployment manager host name or IP address:

| localhost
Deployment manager SQOAP part number (Default 8379):
| 3372

Deployment manager authentication

Provide a user name and password that can be authenticated, if administrative
security is enabled on the deployment manager.

User name:

Password;

[ Federate this node later,

You must federate this node later using the addMode command if the deployment
Manager:

- ig not running
- has the SOAP connector disabled

Figure 3-23 Creating a custom profile: Federate now or later

7. Review the options you have chosen. See Figure 3-24.
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Review the information in the summary for correctness, If the information is correct,
click Create to start creating a new profile. Click Back to change values on the
previous panels,

Application server environment to create: Custom profile
Location: C:'\myWAS61Profies\cstmProfiles\CstmProfile 1
Disk space required: 10 MB

Profile name: CstmProfile 1
Make this profile the default: False

Mode name: wast IModeCstmPril
Host name: kcog1d?

Federate to deployment manager: localhost: 3579

Figure 3-24 Creating a custom profile: Summary

Click Next to create the profile.

This final window indicates the success or failure of the Custom profile
creation.

If you have errors, check the log at:
<was_home>/logs/manageprofiles/<profile_name>_create.log

Note that you will have to click Finish on the window to unlock the log.
You will also find logs for individual actions stored in:
<profile_home>/logs

8. After the wizard has finished, you will be presented with a screen containing
messages indicating the success or failure of the process. And you can
launch First Steps if you want or even create another profile. If you have
errors, check the log at:

<was_home>/logs/manageprofiles/<profile_name>_create.log

Note that you will have to click Finish on the window to unlock the log.
You will also find logs for individual actions stored in:
<profile_home>/logs
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9. Click Finish to close the wizard and start the First Steps application if you
want. See Figure 3-25 on page 84.

First steps

Profile management tool
Work with profies

Infarmation ¢enter for WebSs phere Application Server
Laarn more about WebSphere Application Sanver.

NMigration wizard
Nigrate WebSphere Apphication Server VS or VB to VBT,

Exit

Figure 3-25 Custom profile First Steps window

Checking your results
If the creation was successful, do the following to familiarize yourself with the
profile and how to use it:

1. View the <profile_home> directory structure and find the new profile. This is
where you will find, among other things, the config directory containing the
node configuration files.

2. If you federated the custom profile, open the deployment manager
administrative console and view the node and node agent:

— Select System Administration — Nodes. You should see the new node.

— Select System Administration — Node agents. You should see the new
node agent.

— Select System Administration — Cells. Click the Topology tab and
expand the view. From here, you can see a tree diagram of the cell, as in
Figure 3-26 on page 85.
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Figure 3-26 Topology view of a cell

3. The federation process creates a node agent for the new node, federates it to
the cell, and starts the node agent.

You can stop the new node agent from the console or with the following
commands on the node system:

cd <profile_home>\bin
stopNode

While you can restart a node agent from the administrative console, you
cannot start a node that has been stopped. To start the new node agent, use
the following commands on the node system.

cd <profile_home>\bin
startNode

If you have not federated the node, you will not be able to start it yet. Proceed
to 3.3.5, “Federating a custom node to a cell” on page 86. Otherwise, you can
continue by defining an application server on the new node. To do this, see
3.3.6, “Creating a new application server on an existing node” on page 88.
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3.3.5 Federating a custom node to a cell

Note: You only have to do this if you created a custom profile and chose not to
federate it at the time. This requires that you have a deployment manager
profile and that the deployment manager is up and running.

An custom profile is used to define a node that can be added to a cell. To
federate the node to the cell, do the following:

1. Start the deployment manager.

2. Open a command window on the system where you created the custom
profile for the new node. Switch to the <profile_home=>/bin directory (for
example, cd C:\myWAS61Profiles\cstmProfiles\CstmProfilel).

3. Run the addNode command. Here you need the host name of the deployment
manager and the SOAP connector address (see Figure 3-7 on page 62 and
Figure 3-8 on page 63):

addNode <dmgrhost> <dmgr_soap_port>

Example 3-1 shows an example of using the addNode command on a
Windows system to add Node06 to the deployment manager using 8879 as
the SOAP connector address.

Example 3-1 addNode command

C:\WebSphere\ND\profiles\Node06\bin>addnode localhost 8879

ADMUO116I: Tool information is being logged in file
c:\WebSphere\ND\profiles\Node06\1ogs\addNode.1og

ADMU0128I: Starting tool with the Node06 profile

CWPKIO308I: Adding signer alias "dummyclientsigner" to local keystore
"ClientDefaultTrustStore" with the following SHA digest:
0B:3F:C9:E0:70:54:58:F7:FD:81:80:70:83:A6:D0:92:38:7A:54:CD

CWPKIO308I: Adding signer alias "dummyserversigner" to local keystore
"ClientDefaultTrustStore" with the following SHA digest:
FB:38:FE:E6:CF:89:BA:01:67:8F:C2:30:74:84:E2:40:2C:B4:B5:65

CWPKIO308I: Adding signer alias "default 2" to local keystore
"ClientDefaultTrustStore" with the following SHA digest:
CC:60:A6:33:99:B0:D9:34:B2:6A:89:5F:A7:5F:C8:C1:9E:CC:8C:2A

CWPKIO308I: Adding signer alias "default 1" to local keystore
"ClientDefaultTrustStore" with the following SHA digest:
20:83:69:46:D9:B9:95:51:00:99:3C:D9:3B:EF:E4:1B:C1:9A:C1:84

CWPKIO308I: Adding signer alias "default" to local keystore
"ClientDefaultTrustStore" with the following SHA digest:
DA:29:33:E3:61:67:91:79:B4:54:EA:95:04:D0:47:8A:14:70:DF:90

ADMUOOO1I: Begin federation of node Node06 with Deployment Manager at
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localhost:8879.

ADMUOOO1I: Begin federation of node Node06 with Deployment Manager at
localhost:8879.

ADMU0O009I: Successfully connected to Deployment Manager Server: localhost:8879

ADMU0507I: No servers found in configuration under:
c:\WebSphere\ND\profiles\Node06\config/cells/kadw028Node04Cel1/nodes

Node06/servers

ADMU2010I: Stopping all server processes for node NodeO6

ADMU00241: Deleting the old backup directory.

ADMUO015I: Backing up the original cell repository.

ADMU0012I: Creating Node Agent configuration for node: Node06

ADMU0014I: Adding node Node06 configuration to cell: kadw028Cel101

ADMU0O16I: Synchronizing configuration between node and cell.

ADMU0O018I: Launching Node Agent process for node: Node06

ADMU0020I: Reading configuration for Node Agent process: nodeagent

ADMU0022I: Node Agent launched. Waiting for initialization status.

ADMU0O030I: Node Agent initialization completed successfully. Process id is:
2120

ADMU0505I: Servers found in configuration:

ADMUO506I: Server name: nodeagent

ADMU99901I :

ADMUO300I: The node Node06 was successfully added to the kadw028Cell101 cell.

ADMU99901I :

ADMUO306I: Note:

ADMU0302I: Any cell-level documents from the standalone kadw028Cel101
configuration have not been migrated to the new cell.

ADMUO307I: You might want to:

ADMUO303I: Update the configuration on the kadw028Cel101 Deployment Manager
with values from the old cell-Tevel documents.

ADMU99901I :

ADMUO306I: Note:

ADMUO304I: Because -includeapps was not specified, applications installed on
the standalone node were not installed on the new cell.

ADMU0307I: You might want to:

ADMUO305I: Install applications onto the kadw028Cel101 cell using wsadmin
$AdminApp or the Administrative Console.

ADMU99901I :

ADMU0O0O3I: Node Node06 has been successfully federated.

C:\WebSphere\ND\profiles\Node06\bin>

4. Open the deployment manager administrative console and view the node and

node agent:

— Select System Administration — Nodes. You should see the new node.
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— Select System Administration — Node agents. You should see the new
node agent and its status. It should be started. If not, check the status from
a command window on the custom node system:

cd <profile_home>\bin
serverStatus -all

If you find that it is not started, start it with this command:

cd <profile_home>\bin
startNode

3.3.6 Creating a new application server on an existing node

The custom profile does not automatically give you an application server. You
can follow these steps to create a new server once the custom profile has been
federated to a cell.

Note: This topic outlines the procedure to create and start an application
server. For detailed information about creating and customizing application
servers, see 4.4, “Working with application servers” on page 170.

If you plan to use clustering, you can create application servers when you
create the cluster. For information about working with clusters, see 4.6,
“Working with clusters” on page 222.

Ensure the custom profile node agent is started.

Open the deployment manager administrative console.
Select Servers — Application Servers

Click New.

Select the custom profile node and enter a new name for the server
(Figure 3-27). Click Next.

o > w0 N =
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Figure 3-27 Creating a new server: Enter a node and name

6. Select a template to use as a basis for the new application server
configuration. See Figure 3-28.

Uze this page to create a new application server,

Step 2: Selecta
server template

Select a server template

¥ +

Select| Mame Type Specifies a description of an applic
r DeveloperServer | Suster This ternplate iz optirnized to parfo
P ! developrment uses,
[ ServerzTermplate gz;;ed Development-Restrict-Single
¥ efau stern e We ere Default Server Tern
v default Syst The WwebSphere Default & T
| Previous | mMext| Cancel |

Figure 3-28 Creating a new server: Select a template

The DeveloperServer and default templates have been created for you. The
default template is used to create a typical server for production.
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New in V6.1: The DeveloperServer template is used to create a server
optimized for development. It turns off PMI and sets the JVM into a mode
that disables class verification and allows it to startup faster via the
-Xquickstart command. Note that it does not enable the
“developmentMode" configuration property (Run in development mode
setting on the application server window). If you would like to set this to
speed up the application server startup, you will need to configure it after
server creation using the administrative console.

You can also create templates based on existing servers.

If you have not previously set up a template based on an existing application
server, select the default template. Click Next.

7. Each application server on a node must have unique ports assigned. The next
window gives you the option of having unique ports generated for this
application server, as opposed to the default set. Click Next. See Figure 3-29
on page 90.

Create Mew Server

Specify server specific properties

|7 Generate Unique HHp Ports

ternplate

Step 3: Specify
server specific
properties

Figure 3-29 Creating a new server: Generate unique ports

8. The last window summarizes your choices. See Figure 3-30. Click Finish to
create the profile.
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Create Mew Server

Confirm new server

The following is a surnrmary of your selections. Click the
Finizh button to cormmplete the application server creation, If
there are settings yvou wish to change, click an previous
button to review server settings.

Surnrmary of actions:
Mew application server "Servers" will I:'
be created on
node "CustomFedLaterMode"”, in a
Mew Serer process,

Step 4: Confirm
new server

[]

[} Ensure that the node "CustornFedlLaterdode” has

enough mermory to support several proceszes, If it does
not have enough memaory, performance will be paor.

Previous | Finish| Cancel |

Figure 3-30 Creating a new server: Summary and finish

9. In the messages box, click Save to save the changes to the master
configuration.

10.Start the application server from the administrative console.
— Select Servers — Application Servers.
— Check the box to the left of the server and click Start.

Note: WebSphere Application Server provides sample applications that you
can use to familiarize yourself with WebSphere applications. These samples
can be installed (optional) when you create an application server profile. If you
create an application server from the administrative tools, you will not get the
samples installed automatically. For information about the samples available
and how to install them, see the Accessing the Samples topic under Learn
about WebSphere Applications in the Information Center.

3.3.7 Federating an application server profile to a cell

If you created an application server profile and now want to add the node and
server to the cell, do the following:

1. Start the application server.
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Start the deployment manager.

Open the deployment manager administrative console.
Select System Administration — Nodes

Click Add Node.

Select Managed node and click Next.

N o o~ oDb

Enter the host name and SOAP connector port specified when you created
the application server profile. See Figure 3-13 on page 70 and Figure 3-14 on
page 71.

If you want to keep the sample applications and any other applications you
have installed, check the Include applications box. If this is a newly created
application server profile, it will contain the sample applications, so be sure to
check this box if you want to keep the samples.

If you have created a service integration bus on the server, you can opt to
have it included in the managed server as well. By default, you do not have a
service integration bus in a newly created application profile. If you have
created a bus, and choose to include it, the name must be unique in the cell.

See Figure 3-32 on page 94.
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Add Managed Node |

Specify a remote WebSphere Application Server instance to
add inta the cell. The remote server must be running.

Mode connecton
Host

|car|al.lrn2

IME connector type
ISORF‘ 'rI

IME connector port
2aa2

Options

¥ 1ncude applications
[T incude buses

Startng port
% Use default

r Specify

Cancel

Figure 3-31 Adding a standalone application profile to a cell

Click OK.
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8. If the node is a Windows node, you have the opportunity to register the new
node agent as a Windows service, as shown in Figure 3-32. Make your
selection and click OK.

Add Managed Windows Node NIE

“fou can optionally use Windows Services to run the
WebSphere Application Server Netwark Deplovment node
agent. Using Services, you can start and stop services as well
asz configure startup and recovery actions.

Specify whether to run the node agent az a Windows service,
Click OK to continue with the add node action, Click cancel to
modify add node options.

[T Run node agent as Windows service

ﬂ Cancel

Figure 3-32 Run a node agent as a Windows service

The federation process stops the application server. It creates a new node
agent for the node, and adds the node to the cell. The application server
becomes a managed server in the cell. It then starts the node agent, but not
the server.

9. You can now display the new node, node agent, and application server from
the console. You can also start the server from the console.
At the completion of the process:

» The profile directory for the application server still exists and is used for the
application server.

» The old cell name for the application server has been replaced with a profile
directory with the cell name of the deployment manager.

<profile_homex>/config/cells/<dmgr_cellname>/

» A new entry in the deployment manager profile directory has been added for
the new node.

<dmgr_profile_home>/config/cells/<dmgr_cellname>/nodes/<federated
node>

» An entry for each node in the cell is added to the application server profile
configuration. Each node entry contains the serverindex.xml file for the node.

<profile_home>/config/cells/<dmgr_cellname>/nodes/<federated node>
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In turn, an entry for the new node is added to the nodes directory for each
node in the cell with a serverindex.xml entry for the new node.

3.4 Creating profiles on z/0OS systems

Configuring a WebSphere Application Server for z/OS consists of setting up the
configuration directory for the environment and making any required changes to
the z/OS target system that pertain to the particular application serving
environment. Configuring these application serving environments after product
installation requires a fair amount of planning and coordination. For example,
when defining multiple deployment managers or application servers on a single
machine or LPAR, you need to ensure that the ports and names you select for
each are unique and the z/OS environment variables, generated jobs, and so on,
were all set up properly. We strongly recommend you spend time planning the
installation and if possible, practice by configuring a stand-alone application
server using the default options.

For more information about planning for installation, WebSphere Application
Server V6.1: Planning and Design, SG24-7305

There are three main ways to create profiles on z/OS:

» Using the WebSphere Application Server for z/OS Profile Management Tool
(zPMT) available with the Application Server Toolkit (new with V6.1)

zPMT is a dialog tool that runs in the Application Server Toolkit. It is an
Eclipse plug-in that allows you to do the initial setup of WebSphere
Application Server for z/OS cells and nodes. It provides the same functionality
as the ISPF dialogs plus additional features to help you.

The zPMT itself does not create the cells and nodes; however, it creates
batch jobs, scripts, and data files that you can use to perform WebSphere
Application Server for z/OS customization tasks. These jobs, scripts, and data
files form a customization definition on your workstation, which is then
uploaded to z/OS where you submit the jobs. The zPMT is used to create
profiles and cannot be used to perform functions like delete or list profiles.
Only the manageprofiles command-line script interface can perform these
functions.

Note: In this IBM Redbook, we will only talk about creating profiles using
zPMT and the manageprofiles command-line interface since the ISPF dialogs
are deprecated and will be removed in a future release.
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» Using the ISPF dialogs

As mentioned above, the ISPF customization dialogs are deprecated and will
be removed in a future release, although you can still set up your profile
through ISPF dialogs in V6.1. On V6.1, the windows have the same interface
as on V6.0 with only few changes to accommodate the new V6.1 functions.

» Using the manageprofiles script interface

Review the documentation:

The WebSphere Application Server information center contains planning
topics for each WebSphere Application Server package that is tailored to each
platform. This section will give you a high level look at the planning tasks you
will need to perform.

If you are planning a WebSphere Application Server for z/OS environment, we
strongly suggest that you review the following:

For more information and examples of defining a naming convention for
WebSphere for z/OS, see the following:

» WebSphere z/OS V6 -- WSC Sample ND Configuration, found at:
http://www-03.ibm.com/support/techdocs/atsmastr.nsf/WebIndex/WP10
0653

To go with this document, a spreadsheet has been developed that will help
you create and document your names. This spreadsheet can be
downloaded from this same URL. Many of the values you will be asked to
use in the zPMT tool can be planned using this spreadsheet.

For information about differences you will find in V6.1:
» WebSphere for z/0S V6.1 - New Things Encountered During
Configuration, found at:

http://www-03.1ibm.com/support/techdocs/atsmastr.nsf/WebIndex/WP10
0781

Creating a cell profile

In this section, we are going to explain how to use the zPMT to generate the jobs,
scripts, and data files you need to generate a cell consisting of a deployment
manager and a federated application server.
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Using zPMT requires that you have the Application Server Toolkit for V6.1
installed. For more information about how to download and install the Application
Server Toolkit, see the following URL:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6rl/index.jsp?topic=/
com.ibm.websphere.zseries.doc/info/zseries/ae/tins_astinstall.htm]

Through the zPMT, you have the following options:

>

Create an application server profile

Generates the customization jobs to create a z/OS stand alone application
server.

Create a cell profile (deployment manager profile and federated application
server)

Generates the customization jobs to create a z/OS deployment manager and
a federated node that contains an application server. This option only exists in
the zPMT.

Create a deployment manager profile

Generates the customization jobs to create a z/OS deployment manager cell
without a federated application server.

Federate an application server to a cell

Generates the customization jobs to federate an existing stand alone z/OS
application server into an existing network deployment cell.

Create a managed (custom) node

Generates the customization jobs to create a z/OS managed node and
federate it into an existing network deployment cell.

All these options are also available through the ISPF Dialogs except the z/OS cell
(deploy manager and application server) that is unique to zZPMT.
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In this section, we are going to show how to use zPMT to create a z/OS cell
(deploy manager and application server). We chose this option because it will
basically go through all the steps you will find on the other options. Figure 3-33
on page 98 illustrates the flow you will go through in order to generate the jobs for

this option.

Define environment

variables

zPMT Dialogs
(Application Server Toolkit)

Directory structure
created and populated

with XML and
properties files

.

CL start procedures

zPMT options according
to the installation selected:
System Locations
Server Customization

Etc.

Daemon

CR

Cell

Node
DMGR

Node Agent

Node

CR

AppServer

CR [| SR

i Generated JCL |
| jobs and scripts, |

customized with |
{ input from zPMT }

3

:> CNTL
[

DATA

[ Instructions: BBOCCINS

Figure 3-33 zPMT basic flow

98

To create the profile, do the following:
1. Open the Application Server Toolkit and select Window — Preferences.

2. From the Preferences window, expand Server category and select
WebSphere for z/0S.

3. Click on the Create button (on the top right corner).

The Welcome window for the Profile Management Tool will open (Figure 3-34
on page 99). Note that this window contains a link to the WebSphere
Application Server V6.1 Information Center.
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4P Profile Management Tool

Welcome to the Profile Management tool

Important information for Yersion b.1

This wizard creates run-time environments that are referred to as orofties, Ak
least one profile must exist to have a functional installation.

An initial profile is created during the installation process., Use this wizard ko
create additional profiles that each contain a set of commands, configuration
files, log files, deplovable applications and other information that defines a single
application server environment.

See the online information center For more information about the Profile
Management tool or abouk setting up tyvpical kopologies For application servers.,

nline information cenker link

| Mext = | Cancel

Figure 3-34 Creating a profile: zPMT welcome window

Click Next.
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4. Select the appropriate configuration in the next pane (Figure 3-35 on
page 100). In this example, we will be creating a cell to illustrate the zPMT
utilization.

<P Profile Management Tool EIEIFS_TI

Environment Selection )
| é

Select the bype of WebSphere Application Server environment ko create,

LEAE

Environrents:

203 Application Server

2105 cell (deplovment mananer and an applicakion server)
z/'03 deployment manager

g/i05 federate an Application Server

2/'05 managed (cuskom) node

Figure 3-35 Creating a profile: Environment selection window

Select z/OS cell (deploy manager and application server) and click Next.
5. The next window (Figure 3-36 on page 101) contains the following fields:

— Customization definition name: Used to specify the customization profile
you are about to create. This name is not transported to your host system.

— Customization definition directory: The location on your workstation where
the CNTL and DATA files will be stored, and from which they will be
uploaded to your host system.

— Response file path name: Allows you to specify a saved file with values
from a previously created configuration. Doing this populates the fields
throughout the windows with the values that are contained in the response
file. This field is optional. Since it is the first time you will be creating a
profile, you probably do not have this file. A response file is written each
time a z/OS customization definition is created and its name is the
customization definition name itself + .responsefFile created under the root
directory for the customization definition. Normally, you should specify a
response file from a customization definition of the same type as you are
about to define. However, a response file from a similar customization type
can be used to pre-load most of the default values.
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% Profile Management Tool

Customization name and location

RL RS

z/03 cell (deployment manager and an application server)

Specify a customization definition name and directory path to contain the bakch jobs
and instructions that will be used to define the selected 2/i0S run-time environment,

Cuskarnization definition name:

| WSCE1 DMGRFAS

Customization definition directory:

| CDocuments and Settingsikleinubingl ASThworkspace!, mekadakal, pluginsicam. b

Browse. ..

Specify the full pathname of the response file that contains the defaulk values, wWhen
this value is specified, the input fields in the wizard will be pre-loaded with the walues
in the response File,

Response file pathname (optional):

| CDocuments and Settingsikleinubingl A3 Tworkspace!, mekadata', pluginsicom.ib

Browse, ..

Mote: Websphere For /05 uses the Profile Management Tool bo create customization
jobs and instructions that are used to configure a 2/03 runtime environment .,
Howewver, a /23 runtime profile is not created until these customization jobs are
successfully run on a 205 syskem,

< Back | Mext = | Cancel

Figure 3-36 Creating a profile: customization name and location window

After completing the required fields, click Next.

6. The next window (Figure 3-37 on page 102) asks you to specify a high level
qualifier for the target z/OS data sets that will contain the generated jobs and
instructions.

Chapter 3. Getting started with profiles 101



% Profile Management Tool

Target data sets

z/03 cell (deployment manager and an application server)

LERLL

Specify a high level qualifier Far the target 205 data sets that will conkain the aenerated
jobs and instructions,

High lervel qualifier (HLO):
| SYa61,MAs61 .ITSOCELL.DMGRFF'.S|

Figure 3-37 Creating a profile: target data sets window

The high level qualifier can be composed of multiple qualifiers up to 39
characters. When a customization profile is uploaded on the target z/OS
system, the generated jobs and files are written on a pair of data sets. The
same data sets can be reused for a future installation; however, we strongly
recommend you create a new pair of data sets for every new profile
installation. A good planning and naming convention is crucial when defining
this type of information. As a best practice, try to set the high level qualifier
according to the version and release of WebSphere Application Server for
z/0S, the task you are performing, and the cell (and, in some cases, the node
name) you are configuring.

For example, on a stand-alone installation for a cell named ITSOCELL, you
could use the following qualifier:

SYSPLEX1.WAS61.ITSOCELL.APPSERV

In this case, the following data sets will be created when the customization
profile is uploaded to the target z/OS system:

SYSPLEX1.WAS61.ITSOCELL.APPSERV.CNTL
SYSPLEX1.WAS61.ITSOCELL.APPSERV.DATA

The CNTL data set is a partitioned data set with a fixed block 80-byte records
that keeps the customization jobs. The DATA data set is a partitioned data set
as well, but with variable length data to contain the other customization data.

Note: Once the customization profile is created, the data set names cannot be
changed, since all jobs are based on these data set names.

After completing the HLQ field, click Next.
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7. The next window (Figure 3-38 on page 103) contains the fields to configure
common groups and users.

4k Profile Management Tool E| @| E|

Configure common groups and users

LELs

z/03 cell (deployment manager and an application server)

Wwebsphere Application Server configuration group information

Group: | WSCFG1

] =l
GI0: 2500 =i

Wwebsphere Application Server file swstem owner information

User 10 | WSOWNER

] =l
ID: 2405 =i

Wwebsphere Application Server servant group information

Group: | WSSR1

] =l
Il 2501 =i

Wwebsphere Application Server local user group information

Groug: | WSCLGP

] =l
GID: 2502 =i

WebSphere Application Server user ID home direckary:
| [varwebsphere/home

< Back | Mext = | Cancel

Figure 3-38 Creating a profile: Configure common groups and users window

Chapter 3. Getting started with profiles 103



You will find five main sections that you need to fill out on this window:

WebSphere Application Server Configuration Group Information: Used to
specify the group name for the WebSphere Application Server
administrator user ID and all server user IDs.

WebSphere Application Server file system owner Information: Specify the
user ID that owns the file system.

WebSphere Application Server Servant Group Information: Used to
connect all servant user IDs to this group. You can use it to assign
subsystem permissions, such as DB2 authorizations, to all servants in the
security domain.

WebSphere Application Server Local User Group Information: Specify the
local client group and unauthorized user IDs.This group provides minimal
access to the cell.

WebSphere Application Server user ID home directory: Specify a new or
existing z/OS file system directory in which home directories for
WebSphere Application Server for z/OS user IDs will be created by the
customization process. Note that this directory does not need to be shared
among z/OS systems in a WebSphere Application Server cell.

After completing the required fields, click Next.

8. The next window asks for information about the z/OS system.

System name: The system name of the target z/OS system.
Sysplex name: The sysplex name of the target z/OS system.

Note: If you are not sure of the System and Sysplex names for your
target z/OS system, you can use the console command D SYMBOLS
on the target z/OS system to display them.

PROCLIB data set name: The PROCLIB data set where the WebSphere
Application Server for z/OS cataloged procedures are to be added.

WebSphere product data set high level qualifier: This name prepends your
system libraries, for example, WAS61.SBBOLOAD. A multi-level high level
qualifier can be specified as the WebSphere product data set high level
qualifier.

Note: You are no longer required to enter a PARMLIB name. It was a
required field on ISPF windows for Version 6.0.
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4b Profile Management Tool =]

System Locations: Names and data set qualifier v

| z/o5 cell {deplovment manager and an application server)

Swsbem name:

|5c81

Swsplex name:

| WTSCPLKL

PROCLIE data set name;
| 5¥s1.PROCLIB

‘webSphere product data set high level qualifier:
| weasel]

Mote: & mulki-level high level qualifier can be specified as the \WebSphere product
data set high lewel qualifier.

< Back. I Mexk = I Eimish Cancel

Figure 3-39 Creating a profile: System Locations: Names and data set qualifier window

After completing the required fields, click Next.

Chapter 3. Getting started with profiles 105



9. The next window asks for the product data set location information (see
Figure 3-40). In this window, you specify the product file system directory and
the data sets.

In Version 6.1, most LPA-resident modules are merged into a single member
in SBBOLOAD, which is loaded into common storage for each node if
SBBOLOAD is not in LPA. The remaining module in SBBOLPA is BBORTS61,
the CTRACE support module for WebSphere Application Server Version 6.1,
which should always be loaded into LPA.

4E Profile Management Tool =]

System Locations: Product data sets

AARAL

2105 cell {deplovment manager and an application serwver) | DZ)

Wi'ebSphere Application Server product file system direckary:

I bust/lpp/ziwebSphereYaR 1

SEBCOLPA data set name:
| wiase1.5BEOLPA

SBEOEXET data set name:
I Wasol SEEOEXEC

SEBCMSE data sek name:
| wiase1.5B60MSG

SBEOLOAD data set name:;
I Wasol SEEOLOAD

SEBGLOAD data set name:
I Wasal, SEEGLOAD

SBEOLDZ data set name:
| wise1.58B0LD2

¥ Run Wwebsphere Application Server From STEPLIE j

Figure 3-40 zPMT - System locations
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Note: LPA is a major element of MVS/ESA™ virtual storage below the 16
MB line. The storage areas that make up the LPA contain all the common
reentrant modules shared by the system. The LPA provides economy of
real storage by sharing one copy of the modules, protection because LPA
code cannot be overwritten even by key 0 programs, and reduced path
length, because the modules can be branched to. The LPA is duplicated
above the 16 MB line as the extended link pack area (ELPA).

Important considerations:
— The SBBOLD2 data set is the WebSphere Application Server for z/OS

load module library that you installed through SMP/E. It has members that
should go into the link list, or into STEPLIB. Do not place them in LPA.

— The SBBOEXEC data set contains the WebSphere Application Server for

z/OS CLIST library.

— The SBBOMSG data set contains the WebSphere Application Server for

z/OS message skeletons for language translation.

— The WebSphere Application Server product file system directory is the

name of the directory where WebSphere Application Server for z/OS
product files reside after installation.

— The “run WebSphere Application Server from STEPLIB” check box

A
10.T

specifies whether to load WebSphere Application Server for z/OS load
modules from STEPLIB or from the link pack area and link list. The load
modules must be loaded from STEPLIB if you have another instance of
WebSphere Application Server for z/OS (Version 4 or later) in the system
link pack area or link list.

fter completing the required fields, click Next.

he next window allows you to specify the long and short names to use for the

components of the profile.

Cell short name: Identifies the cell to z/OS facilities, such as SAF.

Cell long name: It is the primary external identification of this WebSphere
Application Server for this z/OS cell. This name identifies the cell as
displayed through the administrative console.

Deployment manager short name: It is a name that identifies the node to
z/OS facilities, such as SAF.

Deployment manager long name: It is the primary external identification of
this WebSphere Application Server for the z/OS node. This name
identifies the node as displayed through the administrative console.
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— Deployment manager server short name: Identifies the server to z/OS
facilities, such as SAF. The server short name is also used as the server
JOBNAME.

— Deployment manager server long name: It is the name of the application
server and the primary external identification of this WebSphere
Application Server for the z/OS server. This name identifies the server as
displayed through the administrative console.

— Node agent and application server nodes short name: Identifies the node
to z/OS facilities, such as SAF.

— Node agent and application server nodes long name: It is the primary
external identification of this WebSphere Application Server for the z/OS
node.This name identifies the node as displayed through the
administrative console.

— Node agent server short name: Identifies the node agent to z/OS facilities,
such as SAF. The server short name is also used as the node agent
JOBNAME.

— Node agent server long name: It is the name of the node agent and the
primary external identification of this WebSphere Application Server for
the z/OS node agent.

— Application server short name: Identifies the server to z/OS facilities, such
as SAF. The server short name is also used as the server JOBNAME.

— Application server long name: It is the name of the application server and
the primary external identification of this WebSphere Application Server
for the z/OS server. This name identifies the server as displayed through
the administrative console.

— Deployment manager cluster transition name: The WLM application
environment (WLM APPLENV) name for the deployment manager. If this
is a server that is converted into a clustered server, this name becomes
the cluster short name. The cluster short name is the WLM APPLENV
name for all servers that are of the same cluster.

— Application server cluster transition name: The WLM application
environment (WLM APPLENV) name for the application server. If this is a
server that is converted into a clustered server, this name becomes the
cluster short name. The cluster short name is the WLM APPLENV name
for all servers that are of the same cluster.

After completing the required fields, click Next.

11.The next window (Figure 3-41 on page 109) contains the file system
information for your z/OS system. The file system can be either HFS or zFS. It
is used to hold WebSphere Application Server configuration information. You

108 WebSphere Application Server V6.1: System Management and Configuration



will need to fill out this window twice, once for the deployment manager file
system configuration and a second time for the application server.

.@. Profile Management Tool M=l E3
System Environment: Configuration file system v
2/i05 cell {deployment manager and an application server) = ]jz]
Deployment manager configuration file system 1=
Mournk poink:

| Pwebsphere VaR1 W TSCPLXL Mebwork /dmgr

Marme:

I CMYS. WASELWTSCPLEL WTSCPLELLHFS

Yolume, or ™ For SMS;

I *
Brimary allocation in cylinders: I 420 :II

Secondary allocation in cylinders: I 100 :II

File swstem bype:

{*' Hierarchical File System {HFS)

™ z5eties File System (ZFS) ;I

< Back I Mext = I Eimish Cancel |

Figure 3-41 zPMT - Configuration file system

— Mount point: The read/write HFS directory where application data and
environment files are written. The customization process creates this
mount point if it does not already exist.

— Name: The file system data set you will create and mount at the specified
mount point above.
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— Volume, or ™' for SMS: Specify either the DASD volume serial number to
contain the above data set or "*" to let SMS select a volume. Using "*"
requires that SMS automatic class selection (ACS) routines be in place to
select the volume. If you do not have SMS set up to handle data set
allocation automatically, list the volume explicitly.

— Primary allocation in cylinders: The initial size allocation for the
configuration file system data set. In the application server, the total space
needed for this data set increases with the size and number of the
installed applications.The minimum suggested size is 250 cylinders
(3390).

— Secondary allocation in cylinders: The size of each secondary extent. The
minimum suggested size is 100 cylinders.

— File System type: Select to allocate and mount your configuration file
system data set using HFS or zFS.

After completing the required fields for the deploy manager configuration file
system, click Next.

12.Complete the required fields for the application server configuration file
system and click Next.

13.The next window contains the following fields. Complete the required
information to set up the log stream.

— Error log stream name: It is the name of the WebSphere error log stream
you will create.

— Trace Parmlib member suffix: It is the value that is appended to CTIBBO to
form the member name for the CTRACE parmlib member.

After completing the required fields, click Next.

14.The next window (Figure 3-42 on page 111) allows you to enter the required
information for the application server and deployment manager home
directory.
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&F Profile Management Tool M=l

Server: Defining App_Server_Root

z/i05 cell {deployment manager and an application server)

LR
>

WebSphere Application Server home directary pathrnarme

Deployment manager configurakion File syskem mount point:

| IwiebsphereVaR 1 W TSCPLE 1 Metwark dmgr

Ceployment manager directory pathname relative ko mount point;

| beplaymentManager

Application server configuration file system mount poink:

| fwebSphere/VER1 fWTSCPLE L Netw/SCE1

application Server directory pathname relative to mount poink;

| Appoerver

Admin asynch operations procedure name:

| EBCWESH

Asynchronous Administration Task

User ID: | WSADMSH

H)(H 2504 = ll

< Back I Mexk = I Eimish Zancel |

Figure 3-42 zPMT - Defining App_Server_Root

— Deploy manager configuration file system mount point: Specifies the
Read/write file system directory where the application data and
environment files are written. This field is not writable here, but was
specified earlier on the “System Environment: Configuration file system
information” window.
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— Deployment Manager directory path name relative to mount point: It is the
relative path name of the directory within the configuration file system in
which the Deployment Manager configuration resides.

— Application server configuration file system mount point: Specifies the
Read/write file system directory where the application data and
environment files are written. This field is not writable here, but was
specified earlier on the “System Environment: Configuration file system
information” window.

— Application server directory path name relative to mount point: It is the
relative path name of the directory within the configuration file system in
which the application server configuration resides.

— Admin asynch operations procedure name: Specifies the JCL procedure
name of a started task that is launched by way of the START command by
application servers or node agents to perform certain asynchronous
administrative operations.

— Asynchronous Administration Task User ID: This user ID is used to run the
asynchronous administration operations procedure. It must be a member
of the WebSphere Application Server configuration group.

— Asynchronous Administration Task UID: It is the UNIX System Services
(UID) number for the Asynchronous Administration Task User ID.

After completing the required fields, click Next.

15.The next window allows you to select the applications to deploy on the
environment that you are creating. We recommend that you select at least the
administrative console application.

Your choices are:

— Administrative console

— Default application

— Sample applications

After selecting the applications, click Next.

16.The next window allows you to define the job names, procedure names, and
user IDs to use for each process.

— Deploy manager controller process: The job name is specified in the
MVS™ START command JOBNAME parameter, associated with the
control region. This is the same as the server short name and it cannot be
changed during customization. The procedure name is the member name
in your procedure library to start the control region. The User ID is the user
ID associated with the control region.
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Deploy manager servant process: Specify the job name used by WLM to
start the servant regions. This is set to the server short name, followed by
the letter "S", and it cannot be changed during customization. The
procedure name is the member name in your procedure library to start the
servant regions. The User ID is the user ID associated with the servant
regions.

Application server controller process: Specify the name of the member in
your procedure library to start the control region. The User ID is the user
ID associated with the control region.

Application server controller adjunct process: Specify the name of
member in your procedure library that starts the control region adjunct.
The User ID is the user ID associated with the control region adjunct.

Application server servant process: Specify the name of member in your
procedure library that starts the servant regions. The jobname used by
WLM to start the servant regions. This is set to the server short name,
followed by the letter "S", and it cannot be changed during
customization.The User ID is the user ID associated with the servant
regions

After completing the required fields, click Next.

17.The next window allows you to specify the ports to use for each process.
Once again, good planning is very important to avoid port conflicts, so be sure
you have all values you need in order to fill out this window. The required
fields in this window are:

Deployment manager

* Node host name

¢ SOAP JMX connector port

¢ Cell Discovery Address port

¢ ORB Listener host name

* ORB port

* ORB SSL port

e HTTP transport host name

¢ Administrative console port

e Administrative secure console port
* High availability manager communication port
Node agent

e JMX SOAP Connector port

¢ ORB port
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* ORB SSL port
¢ High Availability Manager Communication Port
* Node Discovery Port
¢ Node Multicast Discovery Port
* Node IPv6 Multicast Discovery Port
— Application server
e JMX SOAP Connector port
¢ ORB port
¢ ORB SSL port
e HTTP port
e HTTP SSL port
* High Availability Manager Communication Port
* Service Integration port
e Service Integration Secure port
e Service Integration MQ Interoperability port
e Service Integration MQ Interoperability Secure port
¢ Session Initiation Protocol
* Session initiation Secure Protocol
After completing the required ports, click Next.

18.The next window allows you to specify the location daemon settings. The
location daemon service is the initial point of client contact in WebSphere
Application Server for z/OS. The server contains the CORBA-based location
service agent which places sessions in a cell. All RMI/IIOP I0Rs (for example,
enterprise beans) establish connections to the location service daemon first,
then forward them to the target application server.

— Daemon home directory: It is the directory in which the location service
daemon resides. This is set to the configuration file system mount
point/Daemon and cannot be changed.

— Daemon job name: Specifies the jobname of the location service daemon,
specified in the JOBNAME parameter of the MVS start command used to
start the location service daemon. When configuring a new cell, be sure to
choose a new daemon jobname value. A server automatically starts the
location service daemon if it is not already running.

— Procedure name: It is the member name in your procedure library to start
the location service daemon.
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— User ID: Specify the user ID associated with the location service daemon.

— UID: It is the user identifier associated with this user ID. UIDs must be
unique numbers within the system.

— IP name: ltis the fully qualified IP name, registered with the Domain Name
Server (DNS), that the location service daemon uses. The default is your
node host name. In a sysplex, you should consider using a virtual IP
address (VIPA) for the location service daemon IP name. Select the IP
name for the location service daemon carefully. You can choose any name
you want, but, once chosen, it is difficult to change, even in the middle of
customization.

— Listen IP: It is the address at which the daemon listens. Select either * or a
dotted IP address for this value.

— Port number: Specify the port number on which the location service
daemon listens.

— SSL port: The port number on which the location service daemon listens
for SSL connections.

Note: Choose the IP nhame and port number carefully since it is difficult
to change, even in the middle of customization.

— Register daemon with WLM DNS check box: If you use the WLM DNS
(connection optimization), you must register your location service daemon.
Otherwise, do not register your location service daemon. Only one
location service daemon per LPAR can register its domain name with
WLM DNS; if you have multiple cells in the same LPAR and register more
than one location service, it will fail to start.

After completing the required fields, click Next.
19.The next window allows you to enter SSL configuration values.

— Certificate authority keylabel: It is the name that identifies the certificate
authority (CA) to be used in generating server certificates.

— Generate certificate authority (CA) certificate check box: It is selected to
generate a new CA certificate. Do not select this option to have an existing
CA certificate generate server certificates.

— Expiration date for certificates: It is used for any X509 Certificate Authority
certificates created during customization, as well as the expiration date for
the personal certificates generated for WebSphere Application Server for
z/OS servers. You must specify this even if you have not selected
Generate Certificate Authority (CA) certificate.
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— Default SAF keyring name: It is the default name given to the RACF®
keyring used by WebSphere Application Server for z/OS. The keyring
names created for repertoires are all the same within a cell.

— Enable SSL on location service daemon check box: Select if you want to
support secure communications using Inter-ORB Request Protocol (IIOP)
to the location service daemon using SSL. If selected, a RACF keyring will
be generated for the location service daemon to use.

After completing the required SSL information, click Next.

20.The next window allows you to select the user registry to be used for
administrative security. You can choose from the following options:

— z/OS security product option: This option uses the z/OS system's SAF
compliant security product, such as IBM RACF or equivalent, to manage
WebSphere Application Server identities and authorization according to
the following:

* The SAF security database will be used as the WebSphere user
repository.

¢ SAF EJBROLE profiles will be used to control role-based authorization,
including administrative authority.

¢ Digital certificates will be stored in the SAF security database.

Note: Select the z/OS security product option if you are planning to use
the SAF security database as your WebSphere Application Server
registry or if you plan to set up an LDAP or custom user registry whose
identities will be mapped to SAF user IDs for authorization checking.
For this security option, you must decide whether to set a security
domain name, and choose an administrator user ID and an
unauthenticated (guest) user ID.

— WebSphere Application Server security option: The WebSphere
Application Server administrative security option is used to manage the
Application Server identities and authorization according to the following:

* A simple file-based user registry will be built as part of the
customization process.

¢ Application-specific role binds will be used to control role-based
authorization.

e The WebSphere Application Server console users and groups list will
control administrative authority.

* Digital certificates will be stored in the configuration file system as
keystores.
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Note: Choose this option if you plan to use an LDAP or custom user
registry without mapping to SAF user IDs. (The file-based user registry
is not recommend for production use.)

— No security

Although it is not recommended, you may disable administrative security. If
you choose this security option, there are no other choices to make. Your
WebSphere Application Server environment will not be secured until you
configure and enable security manually. You can enable security manually
later via the administrative console or using Jython scripts.

Select an option and click Next.
21.The next window you see will depend on the security option you choose.

— z/OS product option

Figure 3-43 shows the parameters to enter if you chose to use a z/OS
product for security.

4P Profile Management Tool

Security managed by the z/0S product
2/ 05 cell {deplovment manager and an application server) | é

LERAL

Security domain identifier (optional):

websphere Application Server administrator

User ID: | WSADMIN

] =
ID: 2403 =

websphere Application Server unauthenticated user

User ID: | WSGLEST

] =
10 2402 =

Figure 3-43 Creating a profile: Using z/OS security
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Security domain identifier: (Optional) Used to distinguish between
APPL or EJBROLE profiles based on security domain name; provides
an alphanumeric security domain name of one to eight characters.
Internally, this sets SecurityDomainType to the string cellQualified. All
servers in the cell will prepend the security domain name you specify to
the application-specific J2EE role name to create the SAF EJBROLE
profile for checking. The security domain name is not used, however, if
role checking is performed using WebSphere Application Server for
z/OS bindings. The security domain name is also used as the APPL
profile name and inserted into the profile name used for CBIND checks.
The RACEF jobs that the Customization Dialog generates create and
authorize the appropriate RACF profiles for the created nodes and
servers. If you do not want to use a security domain identifier, leave this
field blank.

WebSphere Application Server administrator user ID: The initial
WebSphere Application Server administrator. It must have the
WebSphere Application Server configuration group as its default UNIX
System Services group. The UNIX System Services UID number for
the administrator user ID is specified here, and must be a unique
numeric value between 1 and 2,147,483,647.

WebSphere Application Server unauthenticated user ID: Associated
with unauthenticated client requests. It is sometimes referred to as the
"guest" user ID. It should be given the RESTRICTED attribute in RACF,
to prevent it from inheriting UACC-based access privileges. The UNIX
System Services UID number for the user ID is specified here and is
associated with unauthenticated client requests. The UID value must
be unique numeric values between 1 and 2,147,483,647.

Click Next.

— WebSphere Application Server security option

On this window (Figure 3-44), specify a user name and password to log in
to the administrative console and perform administrative tasks. The
sample applications require a user and password as well.
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Specify a user name and password to login to the administrative console i
and perform administrative tasks,

User name:

| WS ADMIN

Passwiord;

| okt

Confirm passward;

| okt

Sample applications

The Sample applications require an account in the profile. Assign a
passwiord to the samples user account,

User narne:

Password:

| e

Confirm passwaord;

Figure 3-44 Creating a profile: Using WebSphere family security

Click Next.

22.The next window allows you to create a Web server definition for an existing
Web server. This step is not required for your configuration and can be easily
done after the run time environment is up and running by using the
administrative console. You can only have one Web server defined on a
stand-alone application server.

Click Next.
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23.The next window (Figure 3-45) allows you to tailor the JCL for the
customization jobs. Enter a valid job statement for your installation on this
window. The profile creation process will update the job name for you in all the
generated jobs, so you need not be concerned with that portion of the job
statement. If continuation lines are needed, replace the comment lines with
continuation lines.

r 4k Profile Management Tool E|E|E|

Job statement definition

R

z)03 cell (deployrment manager and an application server) | S]

All the customization jobs that will be tailored For vou will need a job statement. Enter a valid job
statement For wour installation below. The customization creation process will update the job
name For wou in all the generated jobs, so vou need not be concerned with that portion of the
job statemnent. IF continuation lines are needed, replace the comment lines with continuation
lines.

| //jcbname JOB ||{ ACCTNO.ROOM), 'USERID', CLASS=A, REGION=0M

| s o

| <o

| <o

Figure 3-45 Creating a profile: job statement definition

After you are done with this window, click Next.

24.The last window shows a short summary of the customization, including
profile type and where the generated jobs will be stored. To change the
characteristics of this profile, click the Back button; otherwise, click Create to
generate your z/OS Customization jobs and a status window is shown after
clicking Create.

When zPMT is done, it will display a summary window (Figure 3-46) that
indicates whether the jobs were created successfully or not. If the jobs were
not created, a log file containing failure information will be identified. If
successful, the next step in the z/OS customization process is to upload these
jobs and the associated instructions to a pair of z/OS partitioned data sets. To
do this, click Finish to return to the zZWebSphere preference window and
select Upload.
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4F Profile Management Tool

Customization Creation Summary

zlio5 cell {deployment manager and an application server)

LLL |

The Customization creation wizard created the z/0% customization jobs
successfully.

Cuskaomization definition name:

| WSCE 1 DMERFAS

The response file For this definition was written to:

| C:Documents and Settingsikleinubing ASTworkspace!, . metadata,. pluginsicam. ibrm, we

Mote: Do not modify this response file, or subsequent actions on this customization
definition may Fail,

After the 205 cuskamization jobs are generated, the next skepin the 2/05
cuskomization process is bo upload these jobs and the associated instructions to a pair

| Eirish | Cancel

Figure 3-46 Creating a profile: Customization creation summary window

25.Now, on the main window, select the profile you have just create and then
click the Upload... button.

In the upload customization definition window (Figure 3-47 on page 122),
enter the target z/OS system. This must be fully qualified or the upload will
fail.

Use the Allocate target z/OS data sets check box to specify whether to
allocate the data sets if they do not exist (box check). If the data sets exist and
are to be reused, clear the box.

You will see a progress information window while the upload is occurring.
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4P IBM WebSphere for z/0S Customization [Z] [E|E|

Upload customization definition

Specify the Following ftp information and then click Upload.

Target z/03 syskem: | Fy361.its0, raleigh.ibm.com

ser I | tkleinubing

Password: | btttk

The customization data will be uploaded ko the Following partitioned
data sets on the target 2/03 system:

| 5¥561.wiasS61 . ITSOCELL . DMGRFAS, CHTL

| 5¥561.Was61. ITSOCELL . DMGRFAS. DATA

I @llocate target z/OS data sets

Cptianally, specify bokh walume and unit For target daka sets,

Yolume: |

pload | Cancel

Figure 3-47 Creating a profile: Upload customization definition window

26.0nce the customization profile is uploaded, follow the instructions in the
BBOSSINS member of the CNTL data set. You can view this data set on the
host, or select the configuration and use the View... button.

These instructions will help you determine what jobs to run, the order to run
them in, and the expected results. It will also tell you how to start the
environment once you are done. From this point, the process is identical to
that you would use with the ISPF Customization Dialog process.
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3.5 Managing profiles

Each profile you create is registered in a profile registry:

<was_home>/properties/profileRegistry.xml

You have already seen how profiles are created with the Profile Management
Tool. At the heart of this wizard is the manageprofiles command. This command
provides you with the means to do normal maintenance activities for profiles. For
example, you can call this command to create profiles natively or silently, list
profiles, delete profiles, validate the profile registry, and other functions.

3.5.1 Using the manageprofiles command

The manageprofiles command can be found in the <was_home>/bin directory.

Syntax

Use the following syntax for the manageprofiles command:

» For Windows, use manageprofiles.bat -mode -arguments
» For UNIX, use manageprofiles.sh -mode -arguments

The following modes in Table 3-5 are available.

Table 3-5 manageprofiles modes

Mode Use

-create: Creates a new profile.

-augment Augments the given profile using the given profile template.
-delete Deletes a profile.

-unaugment: Unaugments the profile.

-deleteAll Deletes all registered profiles.

-listProfile Lists the profiles in the profile registry.

-getName Returns the name of the profile at the path specified.
-getPath Returns the path of the profile name specified.

-validateRegistry

Validates the profile registry and returns a list of profiles
that are not valid.

-validateAndUpdateRegistry

Validates the profile registry and lists the non-valid profiles that it purges.

-getDefaultName

Returns the name of the default profile.
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Mode Use

-setDefaultName Sets the default profile.

-backupProfile Back ups the given profile into a zip file.
-restoreProfile Restores the given profile from a zip file.
-response Manage profiles from a response file.
-help Shows help.

The following two examples show the results of manageprofiles -<mode> - help
and manageprofiles -listProfiles modes:

» Enter manageprofiles -<mode> -help for detailed help on each mode. See
Example 3-2 for an example of the manageprofiles -create -help
command.

Example 3-2 Getting help for the manageprofiles command

C:\Program Files\IBM\WebSphere\AppServer\bin>manageprofiles -create -help

The following command line arguments are required for this mode.

Command-1ine arguments are case sensitive.

-create: Creates a new profile. Specify -help -create -templatePath <path> to
get template-specific help information.

-templatePath: The fully qualified path name of the profile template that is
located on the file system. The following example selects a template:
-templatePath <app_server_home>/profileTemplates/<Template_name>
-profileName: The name of the profile.

-profilePath: The intended Tocation of the profile in the file system.

The following command line arguments are optional, and have no default values.
Command-Tine arguments are case sensitive.

-isDefault: Make this profile the default target of commands that do not use
their profile parameter.

» Enter manageprofiles -1istProfiles to see a list of the profiles in the
registry. The following is a sample output of -listProfiles:

C:\Program Files\IBM\WebSphere\AppServer\bin>manageprofiles -listProfiles
[Dmgr01, AppSrv0l, Custom0l, Custom02, Dmgr02]

3.5.2 Creating a profile

You can use the manageprofiles command to create profiles instead of using the
Profile Management Tool.
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Profile templates: The profiles are created based on templates supplied with
the product. These templates are located in <was_home>/profileTemplates.
Each template consists of a set of files that provide the initial settings for the
profile and a list of actions to perform after the profile is created. Currently,
there is no provision for modifying these templates for your use, or for creating
new templates. When you create a profile using manageprofiles, you will need
to specify one of the following templates:

» default (for application server profiles)
» dmgr (for deployment manager profiles)
» managed (for custom profiles)

» cell (for cell profiles)

For example, Example 3-3 shows the commands used to create an application
server named saserver1 on node sanodel in cell sacell1 on host
kcgg1d7.itso.ibm.com from the command line.

Example 3-3 Creating a profile with the manageprofiles command

cd $WAS_HOME\bin

{asuming WAS_HOME was set to some value, for example to “C:\Program
Files\IBM\WebSphere\AppServer”}

manageprofiles -create -profileName saserverl -profilePath
C:\myWAS61Profiles\appSrvrProfiles\saserverl -templatePath
$WAS_HOME\profileTemplates\default -nodeName sanodel -cellName sacelll
-hostName kcggld7.itso.ibm.com

Creating a profile in silent mode
Profiles can also be created in silent mode using a response file. The command
to use is:

<profile_management tool> -options <response file> -silent
In this example, <profile_management_tool> is the command required to start
the Profile Management Tool. The command to start the wizard is

platform-specific and is located in <was_homex>/bin/ProfileManagement. Choose
your platform command from Table 3-6.

Table 3-6 Platform-specific creation wizard

Platform (32-bit) Profile Management Tool command
Linux/HP-UX/Solaris/AIX pmt.sh
Windows pmt.bat
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Sample response files are stored in the <was_home>/bin/profileCreator
directory.

3.5.3 Deleting profiles

To delete a profile, you should do the following:

» If you are removing a custom profile or application server profile that has been
federated to a cell:

Stop the application servers on the node.

Remove the node from the cell using the administrative console or the
removeNode command. Removing a node does not delete it, but restores it
to its pre-federated configuration that was saved as part of the federation
process.

Delete the profile using manageprofiles -delete.

Use the manageprofiles -validateAndUpdateRegistry command to clean
the profile registry.

Delete the <profile_home> directory.

» If you are removing an application server profile that has not been federated
to a cell:

Stop the application server.
Delete the profile using manageprofiles -delete.

Use the manageprofiles -validateAndUpdateRegistry command to clean
the profile registry.

Delete the <profile_home> directory.

» If you are removing a deployment manager profile:

Remove any nodes federated to the cell using the administrative console
or the removeNode command. Removing a node does not delete it, but
restores it to its pre-federated configuration that was saved as part of the
federation process.

Stop the deployment manager.
Delete the profile using manageprofiles -delete.

Use the manageprofiles -validateAndUpdateRegistry command to clean
the profile registry.

Delete the <profile_home> directory.
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Deleting a profile with manageprofiles
To delete a profile, use the manageprofiles -delete command. The format is:

manageprofiles -delete -profileName <profile>

At the completion of the command, the profile will be removed from the profile
registry, and the run time components will be removed from the <profile_home>
directory with the exception of the log files.

If you have errors while deleting the profile, check the following log:
<was_home>/logs/manageprofile/<profile_name>_delete.log

For example, in Example 3-4, you can see the use of the manageprofiles
command to delete the profile named Node06.

Example 3-4 Deleting a profile using manageprofiles

C:\WebSphere\ND\profiles\Dmgr0l\bin>manageprofiles -delete -profileName Node06
INSTCONFSUCCESS: Success: The profile no longer exists.

As you can see in Example 3-4, all seems to have gone well. But, as an
additional step to ensure the registry was properly updated, you can list the
profiles to ensure the profile is gone from the registry and validate the registry.
See Example 3-5.

Example 3-5 Verifying the delete profile results

C:\WebSphere\ND\profiles\Dmgr0l\bin>manageprofiles -listProfiles
[Dmgr01l, AppSrv0l, AppSrv02, SamplesServer, WebServer2Node, DmgrSecure]

C:\WebSphere\ND\profiles\Dmgr01\bin> manageprofiles -validateAndUpdateRegistry
(

Note: If there are problems during the delete, you can manually delete the
profile. For information about this, see the Deleting a profile topic in the
Information Center.

3.6 Managing the processes

In a stand-alone server environment, you only have one process, the application
server, so it is clear how to stop and start the environment. But, when starting or
stopping a distributed server environment, it helps to do this in an orderly
manner. In some cases that we point out, the order is necessary. In others, it
simply makes good administrative sense.
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3.6.1 Starting a distributed server environment

An orderly procedure for starting a distributed server environment involves the
following steps:

1. On the deployment manager machine:

a. Change the directory to the <profile_home>/bin directory of the Network
Deployment installation.

b. Use the startManager command to start the deployment manager.
If you are successful, you will see the process ID for the deployment
manager process displayed on the window. See Example 3-6.

Example 3-6 Starting the deployment manager from the command line

C:\myWAS61Profiles\dmgrProfiles\DmgrProfilel\bin>startmanager
ADMUO116I: Tool information is being Togged in file
C:\myWAS61Profiles\dmgrProfiles\DmgrProfilel\logs\dmgr\startServer.log
ADMU0128I: Starting tool with the DmgrProfilel profile

ADMU3100I: Reading configuration for server: dmgr

ADMU3200I: Server launched. Waiting for initialization status.
ADMU3000I: Server dmgr open for e-business; process id is 1120

If there are any errors, check the log file for the dmgr process:
<profile_home>/10gs/dmgr/SystemOut.1og
2. On each node, do the following:

a. Change directory to the <profile_home>/bin directory for the application
server on that node.

b. Run the startNode command.

If successful, the node agent server process ID will be displayed on the
window, as shown in this sample:

C:\myWAS61Profiles\appSrvrProfiles\AppSrvProfilel\bin>startnode
ADMUO116I: Tool information is being Togged in file
C:\myWAS61Profiles\appSrvrProfiles\AppSrvProfilel\logs\nodeagent\sta
rtServer.log

ADMU0128I: Starting tool with the AppSrvProfilel profile

ADMU3100I: Reading configuration for server: nodeagent

ADMU3200I: Server Tlaunched. Waiting for initialization status.
ADMU3000I: Server nodeagent open for e-business; process id is 3356

If there are any errors, check the log file for the node agent process by typing
this commanad:

<profile_home>/1ogs/nodeagent/SystemOut.1og
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c. Use the startServer command to start each of the application server
processes on the node.

d. Check the node status by running the serverStatus -all command.

3. Repeat step 2 on page 128 for each and every node associated with this

deployment manager.

3.6.2 Stopping the distributed server environment

The following is a logical sequence of steps to follow to stop a distributed server
environment:

1.

2.

3.

On each node agent machine:

a. Use the stopServer command to stop each of the application server
processes on the node.

b. Use the stopNode command to stop the node agent process.

i. Change directory to the <profile_home>/bin directory for the
application server on that node.

ii. Run the stopNode command.

If successful, the message Server <node_agent> stop completed is
displayed on the console, as shown in this sample:

If there are any errors, check the log file for the node agent process:
<profile_home>/logs/dmgr/SystemOut.log
c. Check the node status by running the serverStatus -all command.

Repeat step 2 on page 128 for each and every node associated with this
deployment manager.

On the deployment manager machine:

a. Change directory to the <profile_home>/bin directory of the deployment

manager.

b. Use the stopManager command to stop the deployment manager (dmgr)

process.

If the procedure is successful, you will see a Server dmgr stop completed

message.
If there are any errors, check the log file for the dmgr process:
<profile_home>/logs/dmgr/SystemOut.log

Note: Stopping the deployment manager does not stop any node agents.
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3.6.3 Enabling process restart on failure

WebSphere Application Server does not have either:

» A nanny process to monitor whether the AdminServer process is running, and
restart it if the process has failed

» An AdminServer process to monitor whether each application server process
is running, and restart it if the process has failed

Instead, WebSphere Application Server uses the native operating system
functionality to restart a failed process. Refer to the sections below that discuss
your operating system.

Windows

The administrator can choose to register one or more of the WebSphere
Application Server processes on a machine as a Windows service during profile
creation, or after by using the WASService command. With this command,
Windows then automatically attempt to restart the service if it fails.

Syntax
Enter WASService.exe with no arguments to get a list the valid formats. See
Example 3-7.

Example 3-7 WASService command format

Usage: WASService.exe (with no arguments starts the service)
|| -add <service name>
-serverName <Server>
-profilePath <Server's Profile Directory>
[-wasHome <Websphere Install Directory>]
[-configRoot <Config Repository Directory>]
[-startArgs <additional start arguments>]
[-stopArgs <additional stop arguments>]
[-userid <execution id> -password <password>]
[-TogFile <service log file>]
[-TogRoot <server's log directory>]
[-encodeParams]
[-restart <true | false>]
[-startType <automatic | manual | disabled>]
|| -remove <service name>
|| -start <service name> [optional startServer.bat parameters]
|| -stop <service name> [optional stopServer.bat parameters]
|| -status <service name>
|| -encodeParams <service name>
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Be aware of the following when using the WASService command:

»

When adding a new service, the -serverName argument is mandatory. The
serverName is the process name. If in doubt, use the serverstatus -all
command to display the processes. For a deployment manager, the
serverName is dmgr, for a node agent it is nodeagent, and for a server, it is
the server name.

The -profilePath argument is mandatory. It specifies the home directory for
the profile.

Use unique service names. The services are listed in the Windows Services
control window as:

IBM WebSphere Application Server V6.1 - <service name>

The convention used by the Profile Management Tool is to use the node name
as the service name for a node agent. For a deployment manager, it uses the
node name of the deployment manager node concatenated with dmgr as the
service name.

Examples
Example 3-8 shows using the WASService command to add the deployment
manager as a Windows service and sample successful output.

Example 3-8 Registering a deployment manager as a Windows service

C:\Program Files\IBM\WebSphere\AppServer\bin>WASService -add "Deployment Mgr"
-serverName dmgr -profilePath "C:\myWAS61Profiles\dmgrProfiles\DmgrProfilel
-restart true

Adding Service: Deployment Mgr

Config Root: C:\myWAS61Profiles\dmgrProfiles\DmgrProfilel -restart

true\config

Server Name: dmgr

Profile Path: C:\myWAS61Profiles\dmgrProfiles\DmgrProfilel -restart true
Was Home: C:\Program Files\IBM\WebSphere\AppServer\

Start Args:

Restart: 1

IBM WebSphere Application Server V6.1 - Deployment Mgr service successfully
added.
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Note that the service name added in Figure 3-48 on page 132 will be IBM
WebSphere Application Server V6.1, concatenated with the name you specified
for the service name.
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Figure 3-48 New service

If you remove the service using the WASService -remove command, specify only
the latter portion of the name, as in Example 3-9.

Example 3-9 Removing a service

C:\Program Files\IBM\WebSphere\AppServer\bin>WASService -remove "Deployment
Mgrll

Remove Service: Deployment Mgr
Successfully removed service

The commands shown in Example 3-10 are used on a WebSphere Application
Server node to add the node agent and a server as Windows services.

Example 3-10 Registering WebSphere processes as Windows services

C:\Program Files\IBM\WebSphere\AppServer\bin>WASService -add CustomNode
-serverName nodeagent -profilePath
"C:\myWAS61Profiles\cstmProfiles\CstmProfilel -restart true

Adding Service: CustomNode

Config Root: C:\myWAS61Profiles\cstmProfiles\CstmProfilel -restart
true\config

Server Name: nodeagent
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Profile Path: C:\myWAS61Profiles\cstmProfiles\CstmProfilel -restart true
Was Home: C:\Program Files\IBM\WebSphere\AppServer\
Start Args:
Restart: 1
IBM WebSphere Application Server V6.1 - CustomNode service successfully added.

C:\Program Files\IBM\WebSphere\AppServer\bin>WASService -add "Cserverl"
-serverName Cserverl -proflePath "C:\myWAS61Profiles\cstmProfiles\CstmProfilel
-restart true
dding Service: Cserverl
Config Root: C:\myWAS61Profiles\cstmProfiles\CstmProfilel -restart
true\config
Server Name: Cserverl
Profile Path: C:\myWAS61Profiles\cstmProfiles\CstmProfilel -restart true
Was Home: C:\Program Files\IBM\WebSphere\AppServer\
Start Args:
Restart: 1
BM WebSphere Application Server V6.1 - Cserverl service successfully
added.

UNIX and Linux

The administrator can choose to include entries in inittab for one or more of the
WebSphere Application Server V6.1 processes on a machine, as shown in
Example 3-11. Each such process will then be automatically restarted if it has
failed.

Example 3-11 Inittab contents for process restart

On deployment manager machine:
ws1:23:respawn:/usr/WebSphere/DeploymentManager/bin/startManager.sh

On node machine:
ws1:23:respawn:/usr/WebSphere/AppServer/bin/startNode.sh
ws2:23:respawn:/usr/WebSphere/AppServer/bin/startServer.sh nodename_serverl
ws3:23:respawn:/usr/WebSphere/AppServer/bin/startServer.sh nodename_server2
ws4:23:respawn:/usr/WebSphere/AppServer/bin/startServer.sh nodename_server2

Note: When setting the action for startServer.sh to respawn in /etc/inittab, be
aware that init will always restart the process, even if you intended for it to
remain stopped. As an alternative, you can use the rc.was script located in
${WAS_HOME}/bin, which allows you to limit the number of retries.

The best solution is to use a monitoring product that implements notification of
outages and logic for automatic restart.
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z/O0S

WebSphere for z/OS takes advantage of the z/OS Automatic Restart
Management (ARM) to recover application servers. Each application server
running on a z/OS system (including servers you create for your business
applications) are automatically registered with an ARM group. Each registration
uses a special element type called SYSCB, which ARM treats as restart level 3,
ensuring that RRS (It is a z/OS facility that provides two-phase sync point
support across participating resource managers) restarts before any application
server.

Note: If you have an application that is critical for your business, you need
facilities to manage failures. z/OS provides rich automation interfaces, such as
automatic restart management, that you can use to detect and recover from
failures. The automatic restart management handles the restarting of servers
when failures occur.

Some important things to consider when using automatic restart management:

» If you have automatic restart management (ARM) enabled on your system,
you might want to disable ARM for the WebSphere Application Server for
z/OS address spaces before you install and customize WebSphere
Application Server for z/OS. During customization, job errors might cause
unnecessary restarts of the WebSphere Application Server for z/OS address
spaces. After installation and customization, consider enabling ARM.

» If you are ARM-enabled and you cancel or stop a server, it will restart in place
using the armrestart command.

» Itis a good idea to set up an ARM policy for your deployment manager and
node agents. For more information about how to change the ARM policies
please refer to:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6rl/index.jsp?topi
c=/com.ibm.websphere.zseries.doc/info/zseries/ae/cins_changearm.html

» If you start the location service daemon on a system that already has one, it
will terminate.

» Every other server will come up on a dynamic port unless the configuration
has a fixed port. Therefore, the fixed ports must be unique in a sysplex.

» If you issue STOP, CANCEL, or MODIFY commands against server
instances, be aware of how automatic restart management behaves
regarding WebSphere Application Server for z/OS server instances; Table 3-7
on page 135 depicts the behavior of ARM regarding WebSphere Application
Server for z/OS server instances.
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Table 3-7 Behavior of ARM and WebSphere Application Server for z/OS server instances

When you issue ARM behavior

STOP address_space It will not restart the address space.
CANCEL address_space It will not restart the address space.
CANCEL address_space, ARMRESTART It will restart the address space.
MODIFY address_space, CANCEL It will not restart the address space.
MODIFY address_space, It will restart the address space.
CANCEL,ARMRESTART

For more information about how to activate the ARM, please refer to:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6rl/index.jsp?topic=/
com.ibm.websphere.zseries.doc/info/zseries/ae/tins_activearm.htm]

Let us say you have activated ARM and want to check the status of address
spaces registered for automatic restart management; in order to get this
information, you need to:

1. Initialize all servers.

2. Issue one or both of the commands shown in Example 3-12.

Example 3-12 Displaying the status of address spaces registered for automatic restart
management

To display all registered address spaces (including the address spaces of
server instances), issue the command:
d xcf,armstatus,detail

To display the status of a particular server instance, use the display
command and identify the job name. For example, to display the status
of the Daemon server instance (job BBODMN), issue the following
command:

d xcf,armstatus,jobname=bbodmn,detail

For more information about how to use the display command, please refer to:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6rl/index.jsp?topic=/
com.ibm.websphere.zseries.doc/info/zseries/ae/rxml_mvsdisplay.htm]
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Administration basics

In this chapter, we introduce the WebSphere administrative console, command
line administration, and some basic administration tasks.

The topics we cover include:

Introducing the WebSphere administrative console
Securing the administrative console

Working with the deployment manager

Working with application servers

Working with nodes

Working with clusters

Working with virtual hosts

Managing applications

Managing your configuration files

YyVYyVYVYVYVYYVYYY

This IBM Redbook does not cover high availability, performance, scalability, or
the settings related to these topics. This includes dynamic caching, performance
monitoring, failover settings, and others. As you go through this chapter, keep in
mind that more information about these topics and settings can be found in the
following IBM Redbooks:

» WebSphere Application Server Network Deployment V6: High Availability
Solutions, SG24-6688

» WebSphere Application Server V6 Scalability and Performance Handbook,
SG24-6392
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4.1 Introducing the WebSphere administrative console

The WebSphere administrative console is the graphical, Web-based tool that you
use to configure and manage an entire WebSphere cell. It supports the full range
of product administrative activities, such as creating and managing resources
and applications, viewing product messages, and so on.

In a stand-alone server environment, the administrative console is located on the
application server and can be used to configure and manage the resources of
that server only.

In a distributed server environment, the administrative console is located in the
deployment manager server, dmgr. In this case, the administrative console
provides centralized administration of multiple nodes. Configuration changes are
made to the master repository and pushed to the local repositories on the nodes
by the deployment manager. In order for the administrative console to run, the
dmgr server must be running. In order for the changes to the master repository to
be pushed to the nodes, the node agents must also be running.

The administrative console groups administrative tasks into the following
categories:

Guided activities
Servers

Applications
Resources

Security

Environment

System administration
Users and groups
Monitoring and tuning
Troubleshooting
Service integration
uDDI

YVYVYYYVYVYVYVYVYVYYVYY

4.1.1 Starting the administrative console

The way you access the administrative console is the same whether you have a
stand-alone server environment or a distributed server environment. However,
the location and how you start the necessary processes will vary.

Stand-alone server environment

In a single application server installation, the console is hosted on the application
server, so you must start the server in order to reach the console.

138 WebSphere Application Server V6.1: System Management and Configuration



To access the administrative console, do the following:

1.

4.

Make sure that application server, server1, is running by using this command:
— Windows: <profile_home>\bin\serverStatus -all

— UNIX and z/OS: <profile_home>/bin/serverStatus.sh -all

If the status of server1 is not STARTED, start it with the following command:
— On Windows: <profile_home>\bin\startServer serverl

— On UNIX and z/OS: <profile_home>/bin/startServer.sh serverl

. Open a Web browser to the URL of the administrative console. The default

port is 9060 for HTTP and 9043 for HTTPS. This port can vary, depending on
the ports you specified when you created the application server profile.

http://<hostname>:9060/ibm/console
https://<hostname>:9043/ibm/console

<hostname> is your host name for the machine running the application server.

The administrative console loads and you are asked to log in.

Distributed server environment

If you are working with a deployment manager and its managed nodes, the
console is hosted on the deployment manager. You must start it in order to use
the console. To access the administrative console, do the following:

1.

Make sure that deployment manager, dmgr, is running by using this
command:

— Windows: <dmgr_profile_home>\bin\serverStatus -all

— UNIX and z/OS: <dmgr_profile_home>/bin/serverStatus.sh -all

If the dmgr status is not STARTED, start it with the following command:

— On Windows: <dmgr_profile_home>\bin\startManager

— On UNIX and z/OS: <dmgr_profile_home>/bin/startManager.sh

Open a Web browser to the URL of the administrative console. The default
port is 9060 for HTTP and 9043 for HTTPS.

http://<hostname>:9060/admin
https://<hostname>:9043/admin

<hostname> is your host name for the machine running the deployment
manager process, dmgr.

The administrative console loads and you are prompted for your user ID and
password.
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4.1.2 Logging in to the administrative console

The user ID specified during login is used to track configuration changes made
by the user. This allows you to recover from unsaved session changes made
under the same user ID, for example, when a session times out or the user
closes the Web browser without saving. The user ID for login depends on
whether WebSphere administrative security is enabled.

» WebSphere administrative security is not enabled.

You can enter any user ID, valid or not, to log in to the administrative console.
The user ID is used to track changes to the configuration, but is not
authenticated. You can also simply leave the User ID field blank and click the
Log In button.

Note: Logging in without an ID is not a good idea if you have multiple
administrators.

» WebSphere administrative security is enabled.

You must enter a valid user ID and password that has been assigned an
administrative security role.

A user ID must be unique to the deployment manager. If you enter an ID that is
already in use and in session, you will receive the message Another user is
currently logged with the same User ID and you will be prompted to do one
of the following:

» Force the existing user ID out of session. You will be allowed to recover
changes that were made in the other user’s session.

» Wait for the existing user ID to log out or time out of the session.

» Specify a different user ID.

Note: The message Another user is currently logged with the same User
ID appears if a previous session ended without a logout. For example, if the

user closed a Web browser during a session and did not log out first or if the

session timed out.

Recovering from an interrupted session

Until you save the configuration changes you make during a session, the
changes do not become effective. If a session is closed without saving the
configuration changes made during the session, these changes are remembered
and you are given the chance to pick up where you left off.
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When unsaved changes for the user ID exist during login, you are prompted to
do one of the following:

» Work with the master configuration

Selecting this option specifies that you want to use the last saved
administrative configuration. Changes made to the user's session since the
last saving of the administrative configuration will be lost.

» Recover changes made in a prior session

Selecting this option specifies that you want to use the same administrative
configuration last used for the user's session. It recovers all changes made by
the user since the last saving of the administrative configuration for the user's
session.

As you work with the configuration, the original configuration file and the new
configuration file are stored in a folder at:

<profile_home>/wstemp
Once you save the changes, these files are removed from the wstemp folder.

Each user who logs in has a folder created in wstemp. Even when there are no
unsaved changes, the folder will contain a preferences.xml file with the user
preference settings.

For information about how to change the default location, refer to the Changing
the location of temporary workspace files topic in the Information Center.
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4.1.3 Changing the administrative console session timeout

You might want to change the session timeout for the administrative console
application. This is the time it takes for the console session to time out after a
period of idleness. The default is 30 minutes. To change the session timeout
value, do the following:

1. Copy the following script into a file. See Example 4-1.

Example 4-1 Jython script to change the console session expiration

dep = AdminConfig.getid("/Deployment:isclite/" )
appDep = AdminConfig.list("ApplicationDeployment", dep )
sesMgmt = AdminConfig.list("SessionManager", appDep )

# check if existing sesMgmt there or not, if not then create a new one, if
exist then modify it
if (sesMgmt == ""):
# get applicationConfig to create new SessionManager
appConfig = AdminConfig.list("ApplicationConfig", appDep )
if (appConfig == ""):
# create a new one
appConfig = AdminConfig.create("ApplicationConfig", appDep, []
)
# then create a new SessionManager using new Application Config
just created
sesMgmt = AdminConfig.create("SessionManager", appConfig, [] )

else:
# create new SessionManager using the existing
ApplicationConfig
sesMgmt = AdminConfig.create("SessionManager", appConfig, [] )
#endElse

#endIf

# get tuningParams config id
tuningParams = AdminConfig.showAttribute(sesMgmt, "tuningParams" )
if (tuningParams == ""):
# create a new tuningParams
AdminConfig.create("TuningParams", sesMgmt, [["invalidationTimeout",
<timeout value>]] )

else:

#modify the existing one

AdminConfig.modify(tuningParams, [["invalidationTimeout", <timeout
value>]] )

#endElse
# saving the configuration changes
AdminConfig.save()
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2. Change the <timeout value> on the two lines of this sample to the new
session expiration value. This number specifies the number of minutes the
console preserves the session during inactivity.

Save the file to any directory using, for example, the filename timeout.py.
Start the wsadmin scripting client from the
<was_home>/profiles/<profile_name>/bin directory.

Issue the following command.

wsadmin -f <path to jython file>/timeout.py

4.1.4 The graphical interface

The WebSphere administrative console has the following main areas:

» Taskbar
» Navigation tree
» Workspace, including the messages and help display areas.

Each area can be resized as desired. See Figure 4-1.
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Figure 4-1 The administrative console graphical interface
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Taskbar

The taskbar is the horizontal bar near the top of the console. The taskbar
provides the following actions:

» Logout logs you out of the administrative console session and displays the
Login page. If you have changed the administrative configuration since last
saving the configuration to the master repository, the Save page displays
before returning you to the Login page. Click Save to save the changes,
Discard to return to the administrative console, or Logout to exit the session
without saving changes.

» Help opens a new Web browser with detailed online help for the
administrative console. This is not part of the Information Center.

The taskbar display is controlled with the Show banner setting in the console
preferences. See “Setting console preferences” on page 146.

Navigation tree

The navigation tree on the left side of the console offers links for you to view,
select, and manage components.

Clicking a + beside a tree folder or item expands the tree for the folder or item.
Clicking a - collapses the tree for the folder or item. Double-clicking an item
toggles its state between expanded and collapsed.

The content displayed on the right side of the console, the workspace, depends

on the folder or item selected in the tree view.

The folders shown in Table 4-1 are provided for selection.

Table 4-1 Navigation tree options

Navigation tree | Description Standalone | Deployment
option Manager
Guided Activities | Guided activities lead you through common Yes Yes
administrative tasks that require you to visit multiple
administrative console pages.
Servers Enables configuration of application servers, clusters, | Limited Yes
and external servers.
Applications Enables installation and management of applications. | Yes Yes
Resources Enables configuration of resources, including JMS Yes Yes
providers, asynchronous beans, caching, mail
providers, URL providers, and others.
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Navigation tree | Description Standalone | Deployment
option Manager
Security Enables configuration and management of Limited Yes
WebSphere security, SSL, and Web services
security.
Environment Enables configuration of hosts, replication domains, Yes Yes
environment variables, naming, and others.
System Enables configuration and management of nodes, Limited Yes
Administration cells, console settings. This is also where you save
configuration changes.
Users and Enables creation and update of user and groups and | Yes Yes
Groups their administrative roles.
Monitoring and Enables you to work with the Performance Monitor Yes Yes
Tuning Infrastructure (PMI), request metrics, and the Tivoli
Performance Viewer.
Troubleshooting Enables you to check for and track configuration Yes Yes
errors and problems. This section contains messages
resulting from configuration changes and the run time
messages.
Service Enables you to work with the service integration bus. | Yes Yes
Integration
uDDI Allows you to work with the private UDDI registry Yes Yes
functions.
Workspace

The workspace, on the right side of the console in Figure 4-1 on page 143,
allows you to work with your administrative configuration after selecting an item
from the console navigation tree.

When you click a folder in the tree view, the workspace lists information about
instances of that folder type, the collection page. For example, selecting Servers
—Application Servers shows all the application servers configured in this cell.
Selecting an item, an application server in this example, displays the detail page
for that item. The detail page can contain multiple tabs. For example, you might
have a Runtime tab for displaying the run time status of the item, and a
Configuration tab for viewing and changing the configuration of the displayed
item.

Messages are displayed at the top of the workspace, while help information is
displayed to the right.
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The display of help information can be controlled with the Show Descriptions
console preference setting.

Setting console preferences

The look of the administrative console can be altered by setting console
preferences. See Figure 4-2 on page 146.

Conscole Preferences

Specify user preferences for the administrative console
workspace.

Turn on workspace automatic refrash

D Mo confirmation on workspace discard

D Use default scope

Show the help portlet

I:l Enable command assistance notifications
D Log command assistance commands

D Synchronize changes with Nodes

Apply | FReset |

Figure 4-2 Administrative console preferences

To set console preferences, select System Administration —Console
settings —Preferences in the navigation tree. You have the following options:

» Turn on WorkSpace Auto-Refresh specifies that the view automatically
refreshes after a configuration change. If it is not selected, you must reaccess
the page to see the changes.

» No Confirmation on Workspace Discard specifies that a confirmation window
be displayed if you elect to discard the workspace. For example, if you have
unsaved changes and log out of the console, you will be asked whether you
want to save or discard the changes. If this option is not selected and you
elect to discard your changes, you will be asked to confirm the discard action.

» Use default scope (administrative console node) sets the default scope to the
node of the administration console.
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» Show the help portlet displays the help portlet at right top.

» Enable command assistance notifications specifies whether you want to
enable integration with the Application Server Toolkit scripting tool.

» Log command assistance commands specifies whether to log all the
command assistance wsadmin data for the current user.

» Synchronize changes with Nodes synchronizes changes that are saved to the
deployment manager profile with all the nodes that are running.

Click the boxes to select which preferences you want to enable and click Apply.

4.1.5 Finding an item in the console

To locate and display items within a cell, do the following:

1. Select the associated task from the navigation tree. For example, to locate an
application server, select Servers —Application Servers.

2. Certain resources are defined at a scope level. If applicable, select the scope
from the drop-down. With V6.1, you can now display resources at all scopes.

3. Set the preferences to specify how you would like information to be displayed
on the page.
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Select task

The navigation tree on the left side of the console contains links to console pages
that you use to create and manage components in the cell. To create a JDBC
provider, for example, expand Resources and then select the JDBC Providers
action. See Figure 4-3.
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Figure 4-3 Working with the administrative console

Select a scope

After selecting an action, use the scope settings to define what information is
displayed. Not all actions will require a scope setting. See Figure 4-4.

B Scope: =All scopes
Scope specifies the level at which the resource definition is visible. For
detailed information on what scope is and how it works, see the scope
settings help
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Figure 4-4 Setting scope
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Configuration information is defined at the following levels: cell, cluster, node,
server, and application. The scope determines which applications or application
servers will see and use that configuration.

Configuration information is stored in the repository directory that corresponds to
the scope. For example, if you scope a resource at the node level, the
configuration information for that resource is in
<profile_homex>/config/cells/<cell>/nodes/<node>/resources.xml. If you scoped
that same resource at the cell level, the configuration information for that
resource is in <profile_homex>/config/cells/<cell>/resources.xml.

The following lists the scopes in overriding sequence. Because you see
application scope first, anything defined at this scope overrides any conflicting
configuration you might find in the higher level scopes.

1. Resources and variables scoped at the application level apply only to that
application. Resources and variables are scoped at the application level by
defining them in an enhanced EAR. They cannot be created from the
WebSphere administrative tools, but can be viewed and modified (in the
administrative console, navigate to the details page for the enterprise
application and select Application scoped resources in the References
section).

2. Resources scoped at the server level apply only to that server. If a node and
server combination is specified, the scope is set to that server. Shared
libraries configured in an enhance EAR are automatically scoped at the
server level.

3. Resources scoped at the node level apply to all servers on the node.

4. Resources scoped at the cluster level apply to all application servers in the
cluster. New cluster members automatically have access to resources scoped
at this level. If you do not have any clusters defined, you will not see this
option.

5. Resources scoped at the cell level apply to all nodes and servers in the cell.
Select the scope from the drop-down.

The scope setting is available for all resource types, WebSphere variables,
shared libraries, and name space bindings.

Stand-alone application servers: Although the concept of cells and nodes is
more relevant in a managed server environment, scope is also set when
working with stand-alone application servers. Because there is only one cell,
node, and application server, and no clusters, simply let the scope default to
the node level.
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Set preferences for viewing the console page

After selecting a task and a scope, the administrative console page shows a
collection table with all the objects created at that particular scope.

You can change the list of items you see in this table by using the filter and
preference settings. The filter options can be displayed or set by clicking the

page 150.
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Figure 4-5 Setting filters and preferences

When you click the icon, a new area will appear at the top of the table allowing
you to enter filter criteria. To filter entries, do the following:

1.

Select the column to filter on. For example, in Figure 4-5, the display table has
three columns to choose from. Your options vary depending on the type of
item you are filtering.

Enter the filter criteria. The filter criteria is case sensitive and wild cards can
be used. In our example, to see only providers with names starting with “S”,
select the Name column to filter on and enter S* as the filter.

3. Click Go.
4. Once you have set the filter, click the Show Filter Icon again to remove the

filter criteria from view. You still have a visual indication that the filter is set at
the top of the table.
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Setting the filter is temporary and only lasts for as long as you are in that
collection. To keep the filter active for that collection, check the Retain filter
criteria box in the Preferences section and click Apply. To clear the filter criteria,
click the | icon.

The Preferences settings also allow you to specify the maximum number of rows
to display per page.

Tip: For help on filtering, see:
» The Administrative console buttons topic in the Information Center.

» Click the Help item in the Task bar and select the Administrative Console
Buttons topic under the Core Console heading.

4.1.6 Updating existing items
To edit the properties of an existing item, complete these tasks:

1. Select the category and type in the navigation tree. For example, select
Servers —Application Servers.

2. Alist of the items of that type in the scope specified will be listed in a
collection table in the workspace area. Click an item in the table. This opens a
detail page for the item.

3. In some cases, you see a Configuration tab and a Runtime tab on this page.
In others, you only see a Configuration tab. Updates are done under the
Configuration tab. Specify new properties or edit the properties already
configured for that item. The configurable properties will depend on the type
of item selected.
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For example, if we click an application server, this opens a page resembling
Figure 4-6 on page 152.

Runtime Canfiguration

General Properties

Container Setl:ings

Marme
|serl.ler1

| Session mmanagerment

#

Nade Marme SIP Container Settings

[kadwozEMadens |

#

Web Container Settings

&3]

¥ runin development mode Paortlet Container Settings

&3]

EJB Container Settings
MV parallel star

&3]

Container Services
Access to internal server clazses

&3]

Buziness Process Services

Allow -
Applicat
Server-specific Application Settings PRICEABNS
Classloader policy Insztalled applications

Multiple -
Server messaging

Clasz loading rmaode
Iparent first vI Messaging engines

Messaging engine inbound

transports
WebSphere MO link inbound
Apply | Ok Reset| Cancel | tranzports

Figure 4-6 Editing application server properties

The detail page provides fields for configuring or viewing the more common
settings and links to configuration pages for additional settings.

4. Click OK to save your changes to the workspace and exit the page. Click
Apply to save the changes without exiting. The changes are still temporary.
They are only saved to the workspace, not to the master configuration. This
still needs to be done.

5. As soon as you save changes to your workspace, you will see a message in
the Messages area reminding you that you have unsaved changes. See
Figure 4-7.
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Bl Meszages

i‘rChangeg have been made to your lacal configuration, Click
Save to apply changes to the master configuration,

[ The server rmay need to be restarted for these changes to
take effect.

Figure 4-7 Save changes to the master repository

At intervals during your configuration work and at the end, you should save
the changes to the master configuration. You can do this by clicking Save in
the message, or by selecting System administration —->Save Changes to
Master Repository in the navigation tree.

To discard changes, use the same options. These options simply display the
changes you have made and give you the opportunity to save or discard.

4.1.7 Adding new items

To create new instances of most item types, complete these tasks:
1. Select the category and type in the navigation tree. See Figure 4-8.

2. Select Scope. (To create a new item, you cannot select the All option for
scope.)

3. Click the New button above the collection table in the workspace.

JDBEC providers

Use this page to edit properties of a JDBC provider. The JDBC provider object
encapsulates the specific JDBC driver implementation class for access to the specific
vendor database of your environment. Learn more about this task in a guided activity.
guided activity provides a list of task steps and more general information about the
topic.

Scope: Cell=kcggilf2Cell0ol

Praferences

- Delete

0 e [

Select| Name & Scope Description

None

Total O

Figure 4-8 Create a new item
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You might be presented with a wizard prompting you to enter information and
taking you through the process. Proceed until all the required properties are
entered.

Note: In the configuration pages, you can click Apply or OK to store your
changes in the workspace. If you click OK, you will exit the configuration
page. If you click Apply, you will remain in the configuration page. As you
are becoming familiar with the configuration pages, we suggest that you
always click Apply first. If there are additional properties to configure, you
will not see them if you click OK and leave the page.

4. Click Save in the task bar or in the Messages area when you are finished.

4.1.8 Removing items

To remove an item, complete these tasks:

Find the item.

. Select the item in the collection table by checking the box next to it.

. Click Delete.

If asked whether you want to delete it, click OK.

. Click Save in the taskbar or in the Messages area when you are finished.

aOhAwN =

For example, to delete an existing JDBC provider, select Resources —-JDBC
Providers. Check the provider you want to remove and click Delete.

4.1.9 Starting and stopping items

To start or stop an item using the console:

1. Select the item type in the navigation tree.

2. Select the item in the collection table by checking the box next to it.

3. Click Start or Stop. The collection table shows the status of the item. See
Figure 4-9 on page 155.

For example, to start an application server in a distributed server environment,
select Servers — Application Servers. Place a check mark in the check box
beside the application server you want and click Start.
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Figure 4-9 Starting and stopping items

You can start and stop the following items from the administrative console:

>

>

Applications
Application, Web, and generic servers

Clusters: Starting or stopping a cluster will start or stop all the servers in the
cluster.

Nodes: Stop only.
Node agents: Stop or recycled only.

Deployment manager: Stop only. This kills the console. It does not stop any of
the node agents or the application servers running under those node agents.
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4.1.10 Using variables

WebSphere variables are name and value pairs used to represent variables in
the configuration files. This makes it easier to manage a large configuration.

To set a WebSphere variable:
1. Click Environment —>WebSphere Variables. See Figure 4-10.

WebSphere Yarables

Use this page to define substitution variables, Wariables specify a level of indirection for sorme systerm-defined valu
file systern root directaries. Wariables have 3 scope lavel, which iz either zarver, node, cluster, or cell, Values at ane
level can differ from values at other levels, When a variable has conflicting scope walues, the more granular scope

overrides values at greater scope levels, Therefare, server variables override node variables, which override cluster
which ouverride cell variables,

Scope! Cell=kadwD28Cellol, Node=kadw028Node03

Preferences

Mew Delete

El=lEE

Select| Marme 2 Walue o Scope o

[~ | APP INSTALL ROOT ${USER_INSTALL_ROOTH installedApps Mode=kadwO2aN
r COMMECTIDRS JDBC DRIVER PATH Mode=kadwO28M
I_ COMMECTOR TMSTALL ROOT ${USER_INSTALL_ROOTH installedConnectors | Node=kadw0Z28H
r Le2390 JI0BC DRIVER PATH Mode=kadwOZ28M

Figure 4-10 WebSphere variables
2. To add a new variable, click New, or click a variable name to update its

properties.

3. Enter a name and value and click Apply. See Figure 4-11.
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]
Appll,ll ﬂ Reset | Cancel |

Figure 4-11 New WebSphere variable

4.1.11 Saving work

As you work with the configuration, your changes are saved to temporary
workspace storage. For the configuration changes to take effect, they must be
saved to the master configuration. If you have a distributed server environment, a
second step is required to synchronize, or send, the configuration to the nodes.
Consider the following:

1.

If you work on a page, and click Apply or OK, the changes are saved in the
workspace under your user ID. This allows you to recover changes under the
same user ID if you exit the session without saving.

. You need to save changes to the master repository to make them permanent.

This can be done from the Navigation tree by selecting System
administration —Save Changes to Master Repository from the Messages
area, or when you log in if you logged out without saving the changes.

3. The Save window presents you with the following options:

— Save
— Discard

Discard reverses any changes made during the working session and
reverts to the master configuration.
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— Cancel

Cancel does not reverse changes made during the working session. It just
cancels the action of saving to the master repository for now.

— Synchronize changes with nodes

This distributes the new configuration to the nodes in a distributed server
environment.

Before deciding whether you want to save or discard changes, you can see
the changed items by expanding Total changed documents in the Save
window.

Important: All the changes made during a session are cumulative.
Therefore, when you decide to save changes to the master repository,
either at logon or after clicking Save on the taskbar, all changes are
committed. There is no way to be selective about what changes are saved
to the master repository.

4. When you are finished, log out of the console using the Logout option on the
taskbar.

4.1.12 Getting help

To access help, do the following:

1. Use the Help menu in the taskbar. This opens a new Web browser with online
help for the administrative console. It is structured by administrative tasks.
See Figure 4-12 on page 159.
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Figure 4-12 Online help

2. With the option Show the help portlet enabled, you can see the Help window

in the workspace.

3. The Information Center can be viewed online or downloaded from:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6rl/index.jsp

4.2 Securing the administrative console

WebSphere Application Server provides the ability to secure the administrative
console so only authenticated users can use it. Note that enabling administrative

security does not enable application security.

With V6.1, you can enable administrative security during installation and profile

creation. If you do this on distributed systems, you will automatically get a

file-based user registry populated with an administrative user ID of your
choosing. This registry can later be federated with the registry you choose for

application security. On z/OS platforms, you will have the option of using the
file-based registry or the z/OS system’s SAF-compliant security database.
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You can enable administrative security after profile creation through the
administrative console by navigating to Security — Secure administration,
applications, and infrastructure. Doing this allows you more flexibility in
specifying security options.

Before enabling any type of security, you will need to complete the configuration
items for authentication, authorization, and realm (user registry). You will also
need to populate the chosen user registry with at least one user ID to be used as
an administrator ID.

| Security Configuration Wizard I Security Configuration Report
Administrative security Authentication
¥ Enable sdministrative security Administrative User Roles ™ use darnain-qualifi

Administrative Group Ralas

Web security
Application security RMISITOP security

[T Enable application security Java Authentication i

Authentication mechan

Java 2 security
I- Use Java 2 security to restrict application access to local resources

F weaem if applications are granted custorn permissions Euternal authaorization o
Custom propetties

I_ Restrict access to resource authentication data

User account repository
Current realrn definition
Local aperating systermn

Auvailable realm definitions

ILcu:aI operating system ;l Configure Set a=s current

Figure 4-13 Enabling administrative security

Attention: Beware that when you check the box to enable administrative
security, the application security and Java 2 security check boxes are enabled
automatically. If you are not prepared to use Java 2 or application security at
this time, be sure to uncheck the boxes.

Administrative security is based on identifying users or groups that are defined in
the active user registry and assigning roles to each of those users. When you log
in to the administrative console, you must use a valid administrator user ID and
password. The role of the user ID determines the administrative actions the user
can perform.
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Fine-grained administrative security (new):

In releases prior to WebSphere Application Server Version 6.1, users granted
administrative roles could administer all of the resource instances under the
cell. With V6.1, administrative roles are now per resource instance rather than
to the entire cell. Resources that require the same privileges are placed in a
group called the authorization group. Users can be granted access to the
authorization group by assigning to them the required administrative role
within the group.

A cell-wide authorization group for backward compatibility: Users assigned to
administrative roles in the cell-wide authorization group can still access all of
the resources within the cell.

Administrator

The administrator role has operator permissions, configurator permissions,
and the permission required to access sensitive data, including server
password, Lightweight Third Party Authentication (LTPA) password and keys,
and so on.

Configurator

The configurator role has monitor permissions and can change the
WebSphere Application Server configuration.

Operator

The operator role has monitor permissions and can change the run time state.
For example, the operator can start or stop services.

Monitor

The monitor role has the least permissions. This role primarily confines the
user to viewing the WebSphere Application Server configuration and current
state.

Deployer

The deployer role is only available for wsadmin users, not for administrative
console users. Users granted this role can perform both configuration actions
and run time operations on applications.

AdminSecurityManager

The AdminSecurityManager role is only available for wsadmin users, not for
administrative console users. When using wsadmin, users granted this role
can map users to administrative roles. When fine grained administrative

security is used, users granted this role can manage authorization groups.
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» |scadmins

The iscadmins role has administrator privileges for managing users and
groups from within the administrative console only.

Role assignments are managed through the administrative console. Navigate to
Users and groups —Administrative User Roles or Users and
groups —Administrative Group Roles.

If you are using a file-based repository, you can add users and groups through
the console by navigating to Users and groups — Manage Users or Users and
groups — Manage Groups.

After saving the configuration, you must restart the application server in a
stand-alone server environment or the deployment manager in a distributed
server environment.

The next time you log in to the administrative console, you must authenticate
with one of the users that were identified as having an administrative role.
Entering commands from a command window will also prompt you for a user ID
and password.

4.3 Working with the deployment manager

This section will provide information about how to manage the deployment
manager and will introduce you to the configuration settings associated with it.

4.3.1 Deployment manager configuration settings

A deployment manager is created by creating a deployment manager profile.
Once created, there usually is not much that you need to do. However, it is good
to note that there are settings that you can modify from the administration tools.
This section gives you a brief look at these settings.

To view the deployment manager from the administrative console, select System
Administration —»Deployment manager. You have two pages available, the
Runtime page and the Configuration page. Figure 4-14 on page 163 shows the
Configuration page.
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Figure 4-14 Deployment manager configuration

Configuration tab

Because it is unlikely that you will need to change most of these settings, we only
give you a brief description here of the settings you can configure.

Java and process management

The Java and process management settings allow you to define how the
deployment manager process is initialized. The only category of settings under
this group is the process definition settings. These include:

» JVM settings, including heap size, class path and boot class path, and
verbose settings for garbage collection, class loading, and JNI

» Environment entries consisting of name/value pairs that define custom
properties

» Process execution properties (not used on Windows) that allow you to define
process priority, run as settings, file permission mode mask, and process
group assignment (for processor partitioning)

» Process log settings for stdout and stderr logs
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Core group service

A core group is a set of processes that participate in providing high availability
function to each other. In a distributed server environment, there is one default
core group automatically defined called DefaultCoreGroup. The deployment
manager is automatically added to this core group. New core groups can be
defined and the servers can be moved from one core group to another.

The core group settings allow you to modify core group settings related to the
deployment manager.

For more information about high availability and using core groups, see
WebSphere Application Server Network Deployment V6: High Availability
Solutions, SG24-6688.

Ports

The port settings allow you to modify the TCP/IP port settings used for the
deployment manager process. These settings were first defined when the
deployment manager profile was created.

Administration services

These settings allow you to configure properties related to the administrative
services. These include:

» Repository service settings used to enable auditing.

» Existing JMX connectors (RMI and SOAP). This allows you to update, add
HTTP and JMS connectors, or remove connectors.

» Mbean extensions. This allows you to add new extensions in order to manage
new types of resources.

» Custom properties consisting of name/value pairs.
» Web server plug-in automation.

Custom services

Custom services settings provide an extension point for configuration data for
plug-in services. This allows you to add in custom code that will be executed
during process initialization.

ORB service

These settings allow you to specify settings for the Object Request Broker
service.

Change log level details
These settings allow you to control which events are processed by Java logging.
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Logging and tracing

Log settings are available for the following logs:

Diagnostic trace

JVM logs

Process logs

IBM Service logs
Change log detail levels

vyvyyvyyvyy

Web container transport chains

Transport chains represent network protocol stacks operating within a client or
server. These settings give you access to transport chain definitions. For

information about transport chains, see “Working with nodes” on page 201.

Deployment manager Runtime tab

In addition to the Configuration page, the administrative console contains a

Runtime page for the deployment manager. To view the Runtime page, select
System Administration —Deployment manager and click the Runtime tab at
the top of the page. Figure 4-15 on page 165 shows the Runtime tab.

Deployment manager

Use this page to stop the deployrent manager from running, and to link to other
pages which you can use to define additional properties for the deplayment rmanager.
The deployment manager provides a single, central point of adrministrative control far
all elerments of the WebSphere(R) Application Server distributed call.

Funtirne Configuration

General Properties

Praceszz Id
JE9E

Cell Mame
kadwl2aCell0l

Mode Marne
kadwlzaCellManagerdl

State
Started

Back

Troubleshooting

Bl Diagnostic Provider
service

Tests
State Data

Configuration Data

Figure 4-15 Deployment manager run time page

The fact that the state is Started does not mean much, because you would not be
able to access the administrative console otherwise.
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The Diagnostic Provider framework is a new feature in V6.1. It allows you to
query components for current configuration data, state data, and to run a
self-diagnostic test routine. Not all components have a diagnostic provider in this
release.

4.3.2 Starting and stopping the deployment manager

The deployment manager must be started and stopped with commands. The
administrative console is not available unless it is running.

On a Windows system, you have the option of registering the deployment
manager as a Windows service. In order to have it registered, you must select
this option when you create the deployment manager profile or register it later
using the WASService command (see 3.6.3, “Enabling process restart on failure”
on page 130.

On Windows you also have the option of starting and stopping the deployment
manager using the Start menu. Select the following:

» Start > Programs — IBM WebSphere —» WebSphere Application Server
Network Deployment V6.1 — Profiles — <profile_name — Start the
deployment manager

» Start »> Programs — IBM WebSphere — WebSphere Application Server
Network Deployment V6.1 — Profiles — <profile_name — Stop the
deployment manager

Starting the deployment manager with startManager

Using the startManager command is the most common way to start the
deployment manager, as shown in Example 4-2.

Example 4-2 startManager command

c:\>cd <was_home>\profiles\<dmgr_profile>\bin
C:\<was_home>\profiles\<dmgr_profile>\bin>startManager

ADMU77011: Because dmgr is registered to run as a Windows Service, the request
to start this server will be completed by starting the associated
Windows Service.

ADMUO116I: Tool information is being Togged in file
C:\WebSphere\AppServer\profiles\Dmgr01\logs\dmgr\startServer.log

ADMU0128I: Starting tool with the Dmgr0l profile

ADMU3100I: Reading configuration for server: dmgr

ADMU3200I: Server launched. Waiting for initialization status.

ADMU3000I: Server dmgr open for e-business; process id is 1536
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Run this command from the

deployment manager <profile_homex>/bin directory.

If you run it from the <was_homex>/bin directory, use the -profileName parameter
to ensure the command is run against the deployment manager profile.

Syntax of startManager

The syntax of the startManager command is:

startManager.bat(sh) [options]

All arguments are optional. See Table 4-2.

Table 4-2 Options for startManager

Option Description

-nowait Do not wait for successful initialization of the deployment
manager process.

-quiet Suppress the printing of progress information.

-logfile <fileName>

Specify a log file location to which information gets
written. The default is
<profile_home>/logs/dmgr/startServer.log.

-profileName <profile>

Specify a profile to run the command against. If the
command is run from <was_home>/bin and -profileName
is not specified, the default profile is used. If it is run from
<profile_home>/bin, that profile is used.

-trace

Generates trace information into a file for debugging
purposes. The output goes to startServer.log.

-script [<script filename>] -background

Generate a launch script instead of starting the server.
The script file name is optional. If the file name is not
provided, the default script file name is
start_dmagr.bat(sh). The script is saved to the
<dmagr_profile_home>/bin directory.

The -background parameter specifies that the generated
script runs in the background.

-timeout <seconds>

Specifies the waiting time before server initialization
times out and returns an error.

-statusport <portnumber>

Set the port number for server status callback.

-replacelog

Replace the log file instead of appending to the current
log.

-J-<java option>

Options are to be passed through to the Java interpreter.
Options are specified in the form: -D<name>=<value>.
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Option

Description

-help or -?

Prints the command syntax to the console.

Starting the deployment manager on z/OS (START command)
On z/OS, the deployment manager can be started using a JCL start procedure.

The exact command can be found in the BBOCCINS instruction member of the
JCL generated to create the profile.
For example:

START CHMGCR,JOBNAME=CHDMGR, ENV=CHCELL.CHDMNODE . CHDMGR

Where:

» CHMGCR is the JCL start procedure.

» CHDMGR is the Job name.

» ENV is the concatenation of the cell short name, node short name, and server
short name.

Starting the deployment manager will start the following:

» A daemon. In our example, named CHDEMN. There will be one daemon per
cell per MVS image. One of the functions of the daemon server is to provide
the "location name service" for the cell. All daemons in the cell are fully aware
of all the objects in the cell and use the same port values.

» A controller region. In our example, named CHDMGR. The controller region
serves many functions, including acting as the endpoint for communications.

» A servant region. In our example, named CHDMGRS. The servant region
contains the JVM where the applications are run.

» If you are using messaging, you will also see a control region adjunct server
start.

Stopping the deployment manager
The deployment manager is stopped with the stopManager command, as shown
in Example 4-3.

Example 4-3 stopManager command

c:\>cd <was_home>\profiles\<dmgr_profile>\bin
C:\<was_home>\profiles\<dmgr_profile>\bin>stopmanager

ADMU77021: Because dmgr is registered to run as a Windows Service, the request
to stop this server will be completed by stopping the associated
Windows Service.

ADMUO116I: Tool information is being Togged in file
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ADMU0128I:
ADMU3100TI:
ADMU32011:
ADMU40001 :

C:\WebSphere\AppServer\profiles\Dmgr01\1ogs\dmgr\stopServer.1log
Starting tool with the Dmgr0l profile

Reading configuration for server: dmgr

Server stop request issued. Waiting for stop status.

Server dmgr stop completed.

Syntax of stopManager
The syntax of the stopManager command is:

stopManager.bat(sh) [options]

All arguments are optional. See Table 4-3.

Table 4-3 Options for stopManager

Option Description
-nowait Do not wait for successful shutdown of the deployment manager process.
-quiet Suppress the printing of progress information.

-lodfile <fileName>

Specify the location of the log file to which information is written. The default
is <profile_home>/logs/dmgr/startServer.log.

-profileName <profile>

Specify the profile against which to run the command. If the command is run
from <was_home>/bin and -profileName is not specified, the default profile
is used. If run from <profile_home=>/bin, that profile is used.

-trace

Generate trace information into a file for debugging purposes. The output
goes to stopServer.log.

-timeout <seconds>

Specify the waiting time before server shutdown times out and returns an
error.

-statusport <portnumber>

Set the port number for server status callback.

-replacelog

Replace the log file instead of appending to the current log.

-username <name>

Specify the user name for authentication if security is enabled in the server.

-password <password>

Specify the password for authentication if security is enabled.

-conntype <type>

Specify the JMX connector type to use for connecting to the deployment
manager. Valid types are SOAP or RMI.

-port <portNumber>

Specify the deployment manager JMX port to use explicitly, so that you can
avoid reading the configuration files to obtain information.

-help or -?

Print the command syntax to the console.
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Stopping the deployment manager on z/OS (STOP command)
To stop the deployment manager with a STOP command, use the following
format:

STOP dmgr_JOBNAME

For example:
STOP CHDMGR

Stopping the daemon server will stop all servers for that cell, and all the servers
on that daemon instance’s MVS image will be stopped in an order fashion. For
example:

STOP CHDEMN

4.4 Working with application servers

This section discusses the following topics:

Creating an application server

Viewing the status of an application server
Starting an application server

Stopping an application server

Viewing run time attributes of an application server
Customizing application servers

vyVvyvyvyYyvyy

Server types: This section uses the following terms.

» A stand-alone application server is an application server created through
the use of an application server profile and is not federated to a cell. This is
the only option in the Base and Express environments. You can also
create a stand-alone application server in the Network Deployment
package. However, the expectation is that you will federate the application
server to a cell for centralized management in the future.

» A managed application server is one that is managed from a deployment
manager. This is only possible with the Network Deployment package. A
managed server can either be an application server that was created using
an application server profile and subsequently federated to the cell, or it
can be created directly from the deployment manager’s administrative
console.
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4.4.1 Creating an application server

The process to create an application server depends on your WebSphere
Application Server package.

Stand-alone application servers

Stand-alone application servers are created by creating an application server
profile. This results in a profile that defines one stand-alone application server
called server1. This application server hosts the sample applications and the
administrative console application. During the Profile creation wizard, you have
the option of registering the new application server as a Windows service.

For information about creating an application server profile, see 3.3.2, “Creating
an application server profile” on page 67.

Managed application servers

In a Network Deployment distributed server environment, you can create an
application server from the deployment manager administrative console. The
following directions assume that you have created a deployment manager profile
and have started the deployment manager.

Note: If you are creating an application server with the intention of adding it to
a cluster, using the Servers —Cluster menu options is more efficient. See
4.6, “Working with clusters” on page 222.

To create an application server from the administrative console:
1. Open the deployment manager administrative console.
2. Select Servers — Application Servers.
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3. Click New. See Figure 4-16.
4. Select the node for the new server and enter a name for the new server.

Create New Application Server -

Use thiz page to create a new application server,

Step 1: Select a Select a node
Select the node that corresponds to the server
you wish to create,

Select node
|kadwozeModenz |

* Server name

|Serl.ler3

Nextl Cancel

Figure 4-16 Create an application server: Step 1

Click Next.

5. Select a template to use by clicking the appropriate radio button. See
Figure 4-17. You have the following options:

— Default: Standard production server.
— DeveloperServer: Optimized to developer uses.

— defaultZOS: This is only available on z/OS platforms and is the only option
until you create new templates.

Later, you can also create templates based on existing application servers.
(see “Creating a template” on page 174).

Select a server template

Select| Mame Type Specifies a description of an application server template.

This template is optimized to perform well for

{:} DeveloperServer | System e

{E} default System | The WebSphere Default Server Template

Figure 4-17 Create an application server: Step 2

Click Next.
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6. The options you see on the next window vary depending on the platform. For
distributed platforms, you see Figure 4-18. Select the core group from the list.
You will only have this option if you have more than one core group defined.

Check the Generate Unique Http Ports box to have unique ports generated
for this server.

Create New Application Server

Create Mew Server

Specify server specific properties

|7 Generate Unigue HHp Ports

Care Group

Step 3: Specify IDefauItCnreGrnup ;I
server specific
properbes

Figure 4-18 Create an application server: Step 3 for distributed systems

For z/OS systems, you will see Figure 4-19.

Create New Application Server

Usze this page to create 3 new application server,

Specify server specific properties

IF Generate Unique Ports

Server Specific Short Narme

Step 3: Specify | |
server specific
properties

Server Generic Short Name

5 4 iFirrm
m

| Prewious | |r'-.lext| |Canu:e| |

Figure 4-19 Create an application server: Step 3 for z/0S

The server specific short name specifies the short name for the server. This is
also used as the job name (for example, BBOS002). The generic short name
is the short name that is converted to a cluster short name if the server is later
used in a cluster.
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Click Next.

7. A summary window is presented with the options you chose. See Figure 4-20.

Create New Application Server

Use this page to create a new application server.

Confirm new server

The following iz a surnrmary of vour selections, Click the Finish butf
application server creation. If there are settings you wizsh to changsg
Previous button to review server settings,

Sumrnary of actions:
Mew application server "Server3" will I:'

! N be created on
= Step 4: Confirm
neﬁfse 2: . node "kadwlz8Mode03”, in a new

Tarver process,

[

[} Ensure thatthe node "kadw028Mode03" has encugh mermory t
proceszes, If it does not have enough mermaory, perfarmance will b

Prewious | Finish| Cancel |

Figure 4-20 Create an application server: Step 4

Click Finish to create the server.

8. In the messages box, click Save to save the changes to the master repository.

Note: If you are creating an application server on a Windows operating
system, this process does not give you the option of registering the new server
as a Windows service. You can do this later with the WASService command
(see 3.6.3, “Enabling process restart on failure” on page 130).

Creating a template
To create an application server template based on an existing server:

Select Servers —Application Servers.

Click Templates... at the top of the server list.

Click New.

Select a server from the list to build the template from and click OK.
Enter a name and description for the template and click OK.

Save your configuration.

ook~
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The new template will be in the list of templates and available to select the next
time you create an application server.

4.4.2 Viewing the status of an application server

Table 4-4 shows a summary of ways to view the status of an application server.

Table 4-4 Methods to view the status of an application server

Method

Server types

Summary

Windows service

Managed and
stand-alone

If an application server is registered as a Windows service,
then check the Windows services window for its status.

Command line

Managed and
stand-alone

To view the status of a stand-alone application server, type:

cd <profile_home>/bin
serverStatus(.sh) serverl

To view the status of a managed application server, type:

cd <profile_home>/bin
serverStatus(.sh) <server_name>

To check the status of all servers on the node, type:

cd <profile_home>/bin
serverStatus(.sh) -all

Administrative console

Managed

Select Servers —Application Servers.

Using the administrative console

To check the status of a managed server using the deployment manager’s
administrative console, the node agent must be started. To use the administrative
console, do the following:

1. Select Servers —Application Servers.
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2. The servers are listed. The last column to the right contains an icon to
indicate the status of each server. Figure 4-21 shows the icons and the
corresponding status.

S Started

#® Stopped

) Unarvailable

(Z) Unknawen

S Partial Start

23 Partial Stop

&% Synchronized

€5 Mot synchronized

Figure 4-21 Status icons

Note: If the server status is Unavailable, the node agent on the node in which
the application server is installed is not active. The server cannot be managed
from the administrative console unless its node agent is active.

Using the serverStatus command
The syntax of the serverStatus command is as follows:

serverStatus.bat(sh) <server>|-all [options]
The first argument is mandatory. The argument is either the name of the server
for which status is desired, or the -all keyword, which requests status for all

servers defined on the node. See Table 4-5 on page 177 for a list of available
options.
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Table 4-5 Options for serverStatus

Option

Description

-lodfile <log file path>

Specify an alternative location for the command’s log
output, instead of serverStatus.log. The path can be
specified in the following forms: absolute, relative, or
file name.

If the server name is specified, the default location is
<profile_home>/logs/<servername>/serverStatus.log.

If -all is specified, the default location is
<profile_home>/logs/serverStatus.log.

-replacelog

Start a new log, replacing any previous log of the
same name. If this argument is not specified, the
default behavior is to append the output to the existing
file.

-profileName <profile>

Us this profile to run the command against. If the
command is run from <was_home>/bin and
-profileName is not specified, the default profile is
used. If run from <profile_home>/bin, that profile is
used.

-trace

Generate trace information into a file for debugging
purposes. The output goes to serverStatus.log.

-username <username>

Specify the user name for authentication if
WebSphere security is enabled. it is ignored if
WebSphere security is disabled.

-password <password>

The password for authentication if WebSphere
security is enabled. It is ignored if WebSphere security
is disabled.

-help or -?

Prints a usage statement.
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Example 4-4 shows an example of using the serverStatus command.

Example 4-4 serverStatus example

C:\<was_home>\profiles\Node0l\bin>serverstatus -all

ADMUO1161:

ADMU0128I:
ADMU05031I:
ADMU05051 :
ADMU05061 :
ADMUO5061 :
ADMUO5061 :
ADMUO5061 :
ADMU05061 :
ADMU0509T :

ADMUO05091 :

ADMUO5081 :
ADMU05091 :

ADMU0509T :

Tool information is being Togged in file
C:\WebSphere\AppServer\profiles\NodeO1l\1ogs\serverStatus.log
Starting tool with the NodeOl profile

Retrieving server status for all servers

Servers found in configuration:

Server name: Cserverl

Server name: Cserver2

Server name: nodeagent

Server name: ServerNll

Server name: ServerN12

The Application Server "Cserverl" cannot be reached. It appears to
be stopped.

The Application Server "Cserver2" cannot be reached. It appears to
be stopped.

The Node Agent "nodeagent" is STARTED

The Application Server "ServerNll" cannot be reached. It appears to
be stopped.

The Application Server "ServerN12" cannot be reached. It appears to
be stopped.

4.4.3 Starting an application server

How you start an application server depends largely on personal preference and
on whether the application server is stand-alone or managed. Keep in mind that
the application server created by an application server profile is always called
server1. Multiple servers federated in this way are all named server1, but reside
on different nodes.

Table 4-6 shows the various methods you can use to start an application server.

Table 4-6 Methods to start an application server

Method Server types: | Summary

Windows service Managed and Application servers can be registered as a Windows service.
stand-alone You can start the server by starting the service.

First steps menu Managed and The First Steps menu is located at
stand-alone <profile_home>/firststeps/firststeps.bat (.sh).

Windows Start menu Managed and Select Start —» Programs — IBM WebSphere —

stand-alone Application Server V6.1 — Profiles — <profile_name —

Start the Server.
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Method

Server types:

Summary

Command line

Managed and

cd <profile_home>/bin

stand-alone startServer(.sh) serverl
Administrative console | Managed Select Servers — Application Servers.
To start a managed server from the administrative console,
the node agent must be started.
Administrative console | Clusters Select Servers — Clusters.

Starting a cluster starts each application server in the cluster.

z/OS START
command

Managed and
stand-alone

START
appserver_procname, JOBNAME=server_shortname,
ENV=cell_shortname.node_shortname.server_shortname

Using the administrative console to start a managed server

Note: Before managing a server in a distributed server environment using the
administrative console, you must make sure that the node agent for the
server’s node is running. To do this:

1. Select System Administration — Node Agents.

2. The status of the node agent is in the far right column. If it is not started,
you must start it (see 4.5.5, “Starting and stopping nodes” on page 215).

From the administrative console, do the following:

1. Select Servers —Application Servers.
2. Check the box to the left of each server you want to start.
3. Click Start.

If there are any errors, check the log file for the application server process:

<profile_home>/1ogs/<server_name>/SystemOut.1og

Note: By default, all the applications on a server start when the application
server starts. To prevent an application from starting, see 4.8.7, “Preventing an
enterprise application from starting on a server” on page 234.

Using the startServer command
The syntax of the startServer command is as follows:

startServer.bat(sh) <server> [options]
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<server> is the name of the server to be started. The first argument is mandatory
and case sensitive. The options are listed in Table 4-7.

Table 4-7 Options for startServer

Option Description

-nowait Tell the command not to wait for successful startup of
the server.

-quiet Suppress progress information printed to console in

normal mode. This option does not affect information
written to a file.

-trace Generate trace information into a file for debugging
purposes. The output goes to startServer.log.

-logdfile <log file path> Specify an alternative location for the command’s log
output instead of startServer.log. The path can be
specified in absolute, relative, or file name form. The
default location is
<profile_home>/logs/startServer.log.

-profileName <profile> Specify the profile against which to run the command.
If the command is run from <was_home>/bin and
-profileName is not specified, the default profile is
used. If it is run from <profile_home>/bin, that profile
is used.

-replacelog Start a new log, replacing any previous log of the
same name. If this argument is not specified, the
default behavior is to append output to the existing
file.

-script [<script filename>] Generate a launch script instead of starting the
server. The script file name is optional. If the file name
is not provided, the default script file name is
start_<server>.

The script needs to be saved to the bin directory of the
node installation.

-username <username> User name for authentication if WebSphere security is
enabled. Ignored if WebSphere security is disabled.

-password <password> Specify a password for authentication if WebSphere
security is enabled. The password is ignored if
WebSphere security is disabled.

-timeout <seconds> Specify the waiting time before server initialization
times out and returns an error.
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Option

Description

-statusport <portnumber>

Set the port number for server status callback.

-J-<java option>

Specify options to be passed through to the Java
interpreter. Options are specified in the form:
-D<name>=<value>.

-help or -?

Print a usage statement.

startServer example

Example 4-5 on page 181 shows an example of using the startServer

command.

Example 4-5 startServer example

C:\<was_home>\profiles\<profile_server>\bin>startserver serverl
ADMUO116I: Tool information is being Togged in file

C:\WebSphere\AppServer\profiles\AppSrv02\logs\serverl\startServer.log

ADMU0128I: Starting tool with the AppSrv02 profile

ADMU3100I: Reading configuration for server: serverl
ADMU3200I: Server launched. Waiting for initialization status.
ADMU3000I: Server serverl open for e-business; process id is

2548

4.4.4 Stopping an application server

How you stop an application server depends largely on personal preference and
on whether the application server is stand-alone or managed. Keep in mind that

the application server created by a application server profile is always called

serveri.
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Table 4-8 shows several methods to stop an application server.

Table 4-8 Methods to stop an application server

Method

Server types:

Summary

Windows service

Managed and
stand-alone

Application servers can be registered as a Windows service.
You can stop the server by stopping the service.

First steps menu

Managed and
stand-alone

The First Steps menu is located at
<profile_home>ffirststeps/firststeps.bat (.sh).

Windows Start menu

Managed and
stand-alone

For a standalone application server, do the following:

Select Start —» Programs — IBM WebSphere —
Application Server V6.1 — Profiles — <profile_name> —
Stop the Server.

For a stand-alone or managed application server on a
Network Deployment system, do the following:

Select Start —» Programs — IBM WebSphere —
Application Server Network Deployment V6.1 —
Profiles — <profile_name> — Stop the Server.

Command line

Managed and
stand-alone

For a stand-alone application server:

cd <profile_home>/bin
stopServer(.sh) serverl

For a managed application server:

cd <profile_home>/bin
stopServer(.sh) <server_name>

Administrative console

Managed

Select Servers —>Application Servers.

To stop a managed server from the administrative console,
the node agent must be started.

Administrative console

Managed

Select System Administration —-Node Agents — Restart
all Servers on the Node.
This restarts all the servers on the node.

z/OS STOP command

Managed and
standalone

STOP appserver_JOBNAME
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Using the administrative console to stop a managed server

Note: These directions assume the node agent for the application server is
running.

From the administrative console, you have the following options to stop an
application server:

» Stop quiesces the application server and stops it.

» Immediate Stop stops the server, but bypasses the normal server quiesce
process that supports in-flight requests to complete before shutting down the
entire server process. This shutdown mode is faster than the normal server
stop processing, but some application clients can receive exceptions.

» Terminate deletes the application server process. Use this if immediate stop
fails to stop the server.
From the administrative console, do the following to stop an application server:

1. Select Servers —>Application Servers.
2. Check the box to the left of each server you want to stop.
3. Click the appropriate stop option.

If there are any errors, check the log file for the application server process:

<profile_home>/logs/<server_name>/SystemOut.log

Restarting all servers on a node

If you want to stop, and then restart, all the application servers on a node, you
can do the following from the administrative console:

1. Select System Administration —>Node Agents.
2. Check the box to the left of the node agent.
3. Click Restart all Servers on the Node.

Restarting all servers in a cluster
If you want to stop, and then restart, all the servers in a cluster, you can do the
following from the administrative console:

1. Select Servers —Clusters.
2. Check the box to the left of the cluster.
3. Click Ripplestart.

Using the stopServer command
The syntax of the stopServer command is:

stopServer.bat(sh) <server> [options]
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<server> is the name of the server to be started. The first argument is mandatory
and is case sensitive. The options are listed in Table 4-9.

Table 4-9 stopServer command options

Option Description

-nowait Tells the command not to wait for the successful stop of the server.

-quiet Suppress progress information printed to console in normal
mode. This option does not affect information written to file.

-trace Generate trace information into a file for debugging purposes. The

output is to stopServer.log.

-logdfile <log file path>

Specify an alternative location for the command’s log output,
instead of stopServer.log. The path can be specified in the
following forms: absolute, relative, or file name.

-profileName <profile>

Specify the profile to run the command against. If the command is
run from <was_home>/bin and -profileName is not specified, the
default profile is used. If run from <profile_home>/bin, that profile
is used.

-replacelog

Start a new log, replacing any previous log of the same name. If
this argument is not specified, the default behavior is to append
the output to the existing file.

-timeout <seconds>

Specify the waiting time before server initialization times out and
returns an error.

-conntype <connector type>

Specify the type of JMX connector to use for connection to the
deployment manager. Valid values are SOAP or RMI. If not
specified, SOAP is assumed.

-port <portnumber>

The server JMX port is used explicitly, so that configuration files
do not have to be read to obtain the information.

-statusport <portnumber>

Set the port number for server status callback.

-username <username>

Specify the user name for authentication if WebSphere security is
enabled. Ignore the user name if WebSphere security is disabled.

-password <password>

Specify a password for authentication if WebSphere security is
enabled. Ignore the password if WebSphere security is disabled.

-help or -?

Print a usage statement.
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Table 4-6 shows an example of the stopServer command

Example 4-6 stopServer command example

C:\<was_home>\profiles\Node01l\bin>stopServer ServerNll

ADMUO116I: Tool information is being Togged in file
C:\WebSphere\AppServer\profiles\Node01\1ogs\ServerNl1l\stopServer.log

ADMU0128I: Starting tool with the NodeOl profile

ADMU3100I: Reading configuration for server: ServerN1l

ADMU3201I: Server stop request issued. Waiting for stop status.

ADMU4000I: Server ServerNll stop

completed.

4.4.5 Viewing run time attributes of an application server

To view run time attributes, do the following:
1. Select Servers —Application Servers to display the list of servers.
2. Click the server name to access the detail page.
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3. If the serveris running, you will see both a Configuration tab and Runtime tab.
If it is not running, you will see only a Configuration tab. Click the Runtime
tab. Figure 4-22 on page 186 shows the Runtime tab and the information it

provides.

Application servers = serverl

Runtime Configuration

General Properties

Use this page to configure an application server. An application server is a server
provides services required to run enterprise applications.

Process Id
Cell Name
Node Name

State

Back

Application servers

Server I'I"IEE-EEIEiI'IE

Messaging engines

Troubleshooting

Diagnostic Provider servi

Additional Properties

Transaction Service

Performance Monitoring

Infrastructure (PMI

Product Information

Figure 4-22 Application server Runtime tab

4. From the Runtime tab, you have access to the following:

— Alist of messaging engines that run on this application server. There will be
one messaging engine for each bus that the server is a member of.

— Access to the Diagnostic Provider service, allowing you to query current
configuration data, state, and to initiate diagnostic tests.

— Transaction Service properties allow you to specify settings for the
transaction service. You can change the timeout settings while the server
is running, but not the transaction log directory setting.
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Funtime Configuration

General Properties

Transzaction log diractary

ChvwebSphere\ND profiles\AppSredlitranlogikadwdzaCell0l
\kadwl22Modeld3\ serverltransaction

#* Total transaction lifetime tirmeout
|12III seconds

¥ Async rezponse timeout
|12I:I seconds

# Client inactivity tirmeout

|6III seconds

# Maxirnurm transackion tirmeout
|3IIIEI seconds

Manual transzactions - Review
o |

F.etry transactions - Review
o |

Heuristic transactions - Review
o |

Imported prepared transactions - Review
o |

¥ Ensble file lacking

¥ Ensble protacal security

ﬂ Cancel

Figure 4-23 Transaction service options and settings

You can also view or act on transactions in the following states by clicking
Review to the right of the state. This action is not normally necessary, but
in an exceptional situation it might be useful.

e Manual transactions

These transactions await administrative completion. For each
transaction, the local or global ID is displayed. You can display each
transaction resource and its associated resource manager. You can
choose also to commit or rollback transactions in this state.
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* Retry transactions

These are transactions with some resources being retried. For each
transaction, the local or global ID is displayed, and whether the
transaction is committing or rolling back. You can display each
transaction resource and its associated resource manager. You can
choose also to finish, or abandon retrying, transactions in this state.

e Heuristic transactions

These are transactions that have completed heuristically. For each
transaction, the local or global ID and the heuristic outcome is
displayed. You can display each transaction resource and its
associated resource manager. You can also choose to clear the
transaction from the list.

* Imported prepared transactions

Transactions that have been imported and prepared but not yet
committed. For each transaction, the local or global ID is displayed.
You can display each transaction resource and its associated resource
manager. You can also choose to commit or rollback transactions in
this state.

— Performance Monitoring Service settings allow you to change the
instrumentation levels while the server is running.

— Product Information gives you access to extensive information about the
product installation and Fix Pack information.

4.4.6 Customizing application servers

When you create a new application server, it inherits most of its configuration
settings from the specified template server. To view or modify these settings,
select Servers —Application Servers. A list of application servers defined in
the cell appears in the workspace. Click the name of the application server to
make a modification.

This section gives you a quick overview of the types of settings you can
customize. See Figure 4-24 on page 189 (not all settings are shown due to the
size of the configuration window).
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Runtirme Configuration

General Properties

Container Settings

Marme
|serl.ler1

| Session managerment

=

Mode Mame 5IP Container Settings

[-adwozzModenz |

=

Web Container Settings

E

I rRunin development moda Portlet Container Settings

=)

EJB Container Settings
V' parallel start

=)

Container Services
Access to internal server classes

E

Buziness Process Services

Allow -
Applicati
Server-specific Application Setbings BE
Clazsloader policy Installed applications

Multiple -
Server messaging

Class loading mode
IParent first vI Messaging engines

Messaging engine inbound transg

WebSphere MO link inbound tra

Apply | K| | Reset | Cancel SIE service

Server Infrastucture

Figure 4-24 Application server configuration

General properties
The general properties consist of a few items that you can see immediately.

» Run in development mode: Enable this option to streamline the startup time of
an application server. Do not enable this setting on production servers.

» Parallel start: Select this field to start the server components, services, and
applications on multiple threads. This might shorten the startup time.

The order in which the applications start depends on the weights you
assigned to each of them. Applications that have the same weight are started
in parallel.

» Access to internal server classes: Specifies whether the applications can
access many of the server implementation classes.

Chapter 4. Administration basics 189



» Application classloader policy and class loading mode: These settings allow
you to define an application server-specific classloader policy and class
loading mode. Class loaders are discussed in Chapter 12, “Understanding
class loaders” on page 795.

SIP container settings

Session Initiation Protocol (SIP) support (new): V6.1 extends the
application server to allow it to run SIP applications written to the JSR 116
specification.

Use these items to configure SIP container timers and custom properties.

» SIP container transport chains: Use this option to manage and create a SIP
transport chain. Transport chains represent network protocol stacks operating
within a client or server.

» SIP container: You can use this item to create and manage SIP container
timers and custom properties.

Maximum application sessions: The maximum number of SIP application
sessions that the container manages. When the maximum has been
reached, no new SIP conversations are started.

Maximum messages per averaging period: Sets the maximum amount of
SIP messages per averaging period.

Maximum response time: The maximum acceptable response time in
milliseconds for an application. After this parameter has been exceeded,
the container notifies the clustering framework that it is unavailable.

Averaging period: The time period in milliseconds over which averages are
calculated.

Statistic update rate: The interval at which the container calculates
averages and publishes statistics to PMI.

Thread pool: The thread pool to use for the SIP container.

Custom properties: Specifies additional custom properties for this run time
component. Some components use custom configuration properties that
can be defined on this option.

Session management: Use to configure the session manager that is
associated with the Web container and the SIP container.
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Web container settings

The Web container serves application requests for servlets and JSPs. The Web
container settings allow you to specify the default virtual host, enable servlet
caching, specify session manager settings such as persistence and tuning
parameters, and HTTP transport properties. See Figure 4-25.

Application servers > serverl > Web container transport chains > Web container

Click to configure the Web container

Configuration

General Properties

Additional Properties

Default virtual host:

default host | Custom Properties

Web container transport
chains

|:| Enable servlet caching
Session management

D Disable servlet request and response
pooling

Apply ﬂ REEEt| Canl:e||

Figure 4-25 Web container settings

— Default virtual host: This is the default virtual host to use for applications
on the server.

— Enable servlet caching: You can use dynamic cache to improve application
performance by caching the output of servlets, commands, and JSPs. This
setting allows you to enable dynamic caching for servlets. You must first
enable dynamic caching and create the appropriate cache policies in order
to use servlet caching.

— Disable servlet request and response pooling: You may want to disable
request and response pooling if your application is creating threads inside
of the application or if you are concerned about the Web container reusing
request and response objects.

— Session management: You can determine how the Web container will
manage HTTP session data. This includes settings for the session
tracking mechanism (for example, cookies), session timeout, and for the
session persistence method. Session management settings are discussed
in Chapter 10, “Session management” on page 671.

— Custom Properties: You can specify name/value pairs for configuring
internal system properties. Some components can make use of custom
configuration properties, which can be defined here. It is not common to
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pass information to the Web container this way, but the J2EE specification
indicates this as a requirement. Most configuration information can be
handled programmatically, or through the deployment descriptor.

» Web container transport chains: Communication to the Web container is
handled through the channel framework, which provides a common
networking service for WebSphere Application Server components. The
channel framework uses a set of configuration settings that describe in layers,
how a component communicates to networking ports.

Port

A port is the component’s view of the transport mechanism. A port that
uses the channel framework serves as a link between the component and
the transport chain.

Transport chain

A transport chain consists of one or more transport channel types that
support a specific I/O protocol.

Transport channel

A transport channel is specific to an 1/O protocol. It contains settings that
affect the communication, such as buffer size, timeout settings, TCP/IP
port numbers for TCP channels, and other settings required for the
communication protocol.

By default, you have four ports, their associated transport chains, and
channels defined for a Web container. These are shown in Table 4-10.

Table 4-10 Web container transports

Port Transport chain Transport channels
WC_adminhost WCInboundAdmin TCP Inbound Channel (TCP 1)
» Enabled » Host="
» Host=" » Port=9061
» Port=9061 » Thread pool=Web container
» SSL disabled » Max open connections = 100
» Inactivity timeout = 60 sec

HTTP Inbound Channel (HTTP 1)
» Keepalive enabled

Max persistent requests = 100
Read timeout = 60 sec

Write timeout = 60 sec
Persistent timeout = 30 sec

vyvyyvyy

Web Container Inbound Channel (WCC 1)
» Discrimination weight = 1
» Write buffer size = 32768
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Port

Transport chain

Transport channels

WC_adminhost_secure

WClInboundAdminSecure

»

>
>
>

Enabled
Host = *
Port = 9044
SSL enabled

TCP Inbound Channel (TCP 1)

»

vvyyvyy

Host ="

Port = 9044

Thread pool=Web container
Max open connections = 100
Inactivity timeout = 60 sec

SSL Inbound Channel (SSL 1)

>

SSL repertoire DMGRNode/
DefaultSSLSettings

HTTP Inbound Channel (HTTP 3)

>

vyvyyvyy

Keepalive enabled

Max persistent requests = 100
Read timeout = 60 sec

Write timeout = 60 sec
Persistent timeout = 30 sec

Web Container Inbound Channel (WCC 1)

>
>

Discrimination weight = 1
Write buffer size = 32768

WC_defaulthost

WClInboundAdminSecure

>

>
>
| 4

Enabled
Host =*

Port = 9080
SSL disabled

TCP Inbound Channel (TCP 2)

>

yvyyvyy

Host =~

Port = 9080

Thread pool=Web container
Max open connections = 20000
Inactivity timeout = 60 sec

HTTP Inbound Channel (HTTP 2)

>

vyvyyvyy

Keepalive enabled

Max persistent requests = 100
Read timeout = 60 sec

Write timeout = 60 sec
Persistent timeout = 30 sec

Web Container Inbound Channel (WCC 2)

»
>

Discrimination weight = 1
Write buffer size = 32768
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Port

Transport chain Transport channels

WC_defaulthost_secure WCInboundDefaultSecure TCP Inbound Channel (TCP 4)

» Enabled » Host="

» Host=" » Port =9443

» Port =9443 » Thread pool=Web container

» SSL enabled » Max open connections = 20000
» Inactivity timeout = 60 sec

SSL Inbound Channel (SSL 2)
» SSL repertoire DMGRNode/
DefaultSSLSettings

HTTP Inbound Channel (HTTP 4)
» Keepalive enabled

Max persistent requests = 100
Read timeout = 60 sec

Write timeout = 60 sec
Persistent timeout = 30 sec

vyvyyvyy

Web Container Inbound Channel (WCC 4)
» Discrimination weight = 1
» Write buffer size = 32768
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TCP channels provide client applications with persistent connections
within a Local Area Network (LAN). When configuring a TCP channel, you
can specify a list of IP addresses that are allowed to make inbound
connections and a list of IP addresses that are not allowed to make
inbound connections. You can also specify the thread pool that this
channel uses, which allows you to segregate work by the port on which the
application server is listening.

HTTP channels are used to enable communication with remote servers. It
implements the HTTP 1.0 and 1.1 standards and is used by other
channels, such as the Web container channel, to serve HTTP requests
and to send HTTP specific information to servlets expecting this type of
information.

Web container channels are used to create a bridge in the transport chain
between an HTTP inbound channel and a servlet and JavaServer™
Pages™ (JSP™) engine.

SSL channels are used to associate an SSL configuration repertoire with
the transport chain. This channel is only available when Secure Sockets
Layer (SSL) support is enabled for the transport chain. An SSL
configuration repertoire is defined in the security settings in the
administrative console.
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Portlet container services

Portlet support (new): V6.1 extends the application server to allow it to run
JSR 168 compliant portlets.

The portlet container is the run time environment for portlets using the JSR 168
Portlet Specification, in which portlets are instantiated, used, and finally
destroyed. The JSR 168 Portlet API provides standard interfaces for portlets.
Portlets based on this JSR 168 Portlet Specification are referred to as standard
portlets. Use this option to configure the portlet container.

» General Properties: Enable the configure portlet fragment caching to save the
output of portlets to the dynamic cache. You must enable the dynamic cache
service first.

» Additional Properties: Additional custom properties for this run time
component. Some components use custom configuration properties.
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EJB container properties
These properties allow you configure the services provided by the EJB container.
See Figure 4-26.

Application servers > ServerFed == EJB container

An EJB container is a component of a J2EE application server that pravides runtirme services to
ejb rmodules which can be deployed within it

Configuration

General Properties Additonal Properties

* Passivation directary

EJB cache
$IUSER_INSTALL_ROOT Y ermp cethings
Inactive pool deanup interval EJB tirner
[zo000 service settings

Default data source JNDI narme

I(nu:une) ;I

[T Enable stateful session bean failover using mernory-
to-rnemory replication (Replication dormains are defined,
but the merory to riermary settings have not been
selected.]

Initial State
I Started = I

Apply ﬂ FReset | Cancel |

Figure 4-26 EJB container settings
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» Passivation Directory: This attribute provides the directory that you can use to
store the persistent state of passivated, stateful session EJBs. If you are
using the EJB container to manage session data, you should give WebSphere
the ability to swap data to disk when necessary. This directory tells
WebSphere where to hold EJB session data when it passivates and activates
beans from the pool.

» Inactive pool cleanup interval: Because WebSphere builds a pool of EJBs to
satisfy incoming requests, you need to tell it when to remove beans from this
pool to preserve resources. This attribute allows you to define the interval at
which the container examines the pools of available bean instances to
determine if some instances can be deleted to reduce memory usage.

WebSphere Application Server V6.1: System Management and Configuration



» Default data source JNDI name: Here you can set a default data source to
use for EJBs that have no individual data source defined. This setting is not
applicable for EJB 2.x-compliant CMP beans.

» Initial state: This attribute allows you to identify the state of the container
when WebSphere is started. If you have to recycle the application server, this
attribute is used to determine whether to start the EJB container at server
startup. You would only set this to stopped if you planned on never using the
EJB container or EJBs within that specific application server instance.

» EJB cache settings: You can set up two types of cache settings in
WebSphere:

— Cleanup interval: This attribute allows you to set the interval at which the
container attempts to remove unused items from the cache in order to
reduce the total number of items in cache to the value we set in the cache
size attribute.

— Cache size: This attribute specifies the number of buckets in the active
instance list within the EJB container. This attribute is used by WebSphere
to determine how large the cache will be and when to remove components
from the cache to reduce its size.

» EJB timer service settings: Configure and manage the EJB timer service for a
specific EJB container.

— Scheduler type: Specifies a scheduler for the timer service to use.

Container services
The following settings are available under the container services section:

» Application profiling service: WebSphere Application Server V6 includes a
new feature as part of the programming model extensions that provides an
extension to access intents. This feature, Application Profiles, lets you identify
tasks and access intent to use for a specific task. For information about
Application Profiles, refer to the WebSphere Information Center.

Application profiles let you specify externally a set of tasks (a flow of calls in
your code), and specify which access intent should be used for a specific
task. For information about Application Profiles, refer to the WebSphere
Information Center.

» Transaction service: The transaction service properties allow you to specify
settings for the transaction service, as well as manage active transaction
locks. The settings include the directory location for the transaction service on
the application server to store log files for recovery, the total transaction
lifetime timeout, and client inactivity timeout.
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When the application server is running, a Runtime tab is available in the
Transaction Service properties workspace. From here, you can manage
running transactions and modify timeout settings at run time.

» Dynamic cache service: This page allows you to specify settings for the
dynamic cache service of this server.

» Programming model extensions (PME): These settings are for:

Compensation service

Internationalization service

Object pool service

Startup beans service

» ORB service settings: These settings allow you to specify settings for the
Object Request Broker service.

Business process services
The business process settings allow you to manage the following PME features:

» Activity session service
» Work area partition service
» Work area service

Server messaging

The server messaging settings provide configuration settings and information for
the messaging services. For information about messaging, see Chapter 8,
“Asynchronous messaging” on page 399 and Chapter 9, “Default messaging
provider” on page 539.

Server infrastructure

The server infrastructure settings include settings for Java and process
management and administration services.

» Java and Process Management

— Class loader: Create and configure class loader instances. Class loaders
are discussed in Chapter 12, “Understanding class loaders” on page 795.

— Process definition: You can enhance the operation of an application
server, and you can define command-line information for starting or
initializing an application server process. These settings define run time
properties, such as the program to run, arguments to run the program, and
the working directory. Within the process definitions, you will find the JVM
definitions, such as the initial and maximum heap sizes, debug options,
the process classpath, or different run time options, such as profiler
support and heap size.
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— Process execution: These include settings such as the process priority, or
the user and group that should be used to run the process. These settings
are not applicable on the Windows platform.

— Monitoring policy: These properties determine how the node agent will
monitor the application server. It includes ping intervals, timeouts, and an
initial state setting. These can be used to ensure that the server is started
when the node starts and will be restarted in the event of a failure.

» Administration

— Custom properties: Specifies additional custom properties for this
component.

— Administration services: This group of settings allows you to specify
various settings for administration facility for this server, such as
administrative communication protocol settings and timeouts. These
settings are not something you would normally be concerned with.

— Server components: Create an additional run time components that are
configurable.

— Custom Services: Create a custom service classes that run within this
server and their configuration properties.

If you plan to extend the administration services by adding custom MBeans,
see the Extending WebSphere Application Server Administrative System with
custom MBeans topic in the Information Center.

Performance

These settings allow you to specify settings for the Performance Monitoring
Infrastructure (PMI) and the Runtime Performance Advisor.

Communications
The communications settings include:

» Ports
These settings contain the basic port definitions for the server.

You might not ever need to manually change these ports. It is likely, however,
that you will want to view these. For example, if you use the dumpNameSpace
command, you can specify the bootstrap port of the process to dump the
name space from. When you federate a node, you will need to know the
SOAP connector port of the node or deployment manager. And the inbound
communications ports are essential for accessing applications and the
administrative console.

Some port settings will be defined to use the channel framework. These will
have an associated transport chain. The ports that use the channel
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framework include the Web container ports (see “Working with nodes” on
page 201), the service integration bus ports (see 9.2.2, “Service integration
bus transport chains” on page 563), and the port for Distribution and
Consistency Services (DCS) messages.

» Message listener service

The message listener service provides support for WebSphere Application
Server V5 message-driven beans applications.

Security

Security settings for the application server allow you to set specific settings at the
server level. Security settings are covered in WebSphere Application Security
V6.1 Security Handbook, SG24-6316.

Troubleshooting

These settings include those for logging and tracing. For information
troubleshooting and using these settings, see WebSphere Application Server V6
Problem Determination for Distributed Platforms, SG24-6798.

Additional properties
The following settings are defined under the additional properties section:

» Class loader viewer service: Enable or disable service to keep track of
classes loaded.

» Core group service: These settings are related to high availability.

» Endpoint listeners: An endpoint listener receives requests from service
requester applications within a specific application server or cluster.

» Debugging service: On this page, you can specify settings for the debugging
service, to be used in conjunction with a workspace debugging client
application, for example, the Application Server Toolkit.

» Thread pool: The thread pool specifies the possible maximum number of
concurrently running threads in the Web container. As one thread is needed
for every client request, this directly relates to the number of active clients that
can possibly access the Web container on this application server at any given
time. A timeout value can be specified for the application server to remove
threads from the pool based on a timed period of inactivity.

Finally, an option for creating threads beyond the maximum pool size is
available. Be careful when using this option. It can have the unexpected effect
of allowing the Web container to create more threads than the JVM might be
able to process, creating a resource shortage and bringing the application
server to a halt.
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» Web server plug-in properties: Used to change the HTTP plug-in
configuration without having to stop the server and start it again.

4.5 Working with nodes

Managing nodes is a concept specific to a Network Deployment environment.
Nodes are managed by the deployment manager through a process known as a
node agent that resides on each node. In order to manage a node in a Network
Deployment environment, the node must be defined and the node agent on each
WebSphere Application Server node must be started.

4.5.1 Adding (federating) a node

When you add a node to a cell, the node can be an existing stand-alone
application server, or it can be a custom node profile that you have not federated
yet.

A custom profile defines a node that can be federated during profile creation, or
later using the addNede command. For an example of federating a custom profile
during profile creation, see 3.3.4, “Creating a custom profile” on page 79. For an
example of using addNode to federate a custom profile, see 3.3.5, “Federating a
custom node to a cell” on page 86.

If you are adding a stand-alone application server installation to a cell, you can
do this from the deployment manager administrative console, or you can use the
addNode command from the node installation. The following examples illustrate
using these methods to federate an application server profile to the cell.

Method 1: Using the administrative console
Before you begin, be certain these tasks are completed.
» Make sure the application server is started on the node to be added.

» Open the administrative console for the application server and note the port
for the SOAP_CONNECTOR_ADDRESS. You can find this port number by
looking in the Communications section in the Details page for the application
server.

From the administrative console, do the following to add a node:

1. Select System Administration — Nodes — Add Node.

2. Select Managed node and click Next. The unmanaged node option is for
defining a Web server to the deployment manager (covered later in
Chapter 7, “Managing Web servers” on page 365). See Figure 4-27 on
page 202.
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3. Specify the host name of the node to be added to the cell.
4. Fill in the following fields, as applicable:

Mode connection
Hast

||Dca|hnst

IME connector type
I SOAP - I

IME connector port
2287

Application server uzer name

Application server password

Options
[T Incude applications
[T Incude buses

Starting port
% Use default

r Specify

Core gQroup narme
IDeFauItCDreGrDup;I

Figure 4-27 Working with nodes

— Host

Specifies the network name of the node to be added to the cell. This value
can be an IP address, a domain name server (DNS) name that resolves to
an IP address, or the word localhost, if the application server is running on
the same machine as the deployment manager. The application server
process must be running at the IP address identified by the host field.

— JMX connector type and port

Select the JMX connector type. You can select between SOAP and RMI. If
you select SOAP, enter the SOAP_CONNECTOR_PORT number for the
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application server. If you select RMI, enter the
ORB_LISTENER_ADDRESS number for the application server. These
port numbers can be found in serverindex.xml.

Application server user name

The user ID and password for the application server. If security is enabled
at the node you are adding, enter a valid user ID and password to enable
the deployment manager to communicate with the remote application
server process. If security is not enabled at the application server, no
entry is required.

Application server password
Password for the application server user ID entered previously.
Deployment manager user name

User ID and password for the deployment manager that is required since
security is enabled at the deployment manager.

Deployment manager password
The password for the deployment manager user ID entered previously.
Config URL

Define the security settings that enables a remote application server to
communicate with the deployment manager.

Include applications

Check this box if you want the applications currently installed on the
application server in the node to be included. If you do not check this box,
any existing applications on the server will be uninstalled during the
process.

Include buses

If the node you are adding includes a service integration bus and you want
to include it in the federation, check this box. The bus name has to be
unique within the cell. If there is already a bus by the same name, the
node will not be added.

Starting port

If you want to specify the ports for the node rather than taking the default,
you can specify a starting port. The numbers will be incremented from this
number. For example, if you specify 3333, the BOOTSTRAP_ADDRESS
port will be 3333, CSIV2_SSL_MUTUALAUTH_LISTENER_ADDRESS
will be 3334, and so on.
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— Core group name

Specify the core group the node agent will belong to. If you only have one

core group (DefaultCoreGroup), you will not see this option.

Click OK. The messages will be displayed on the administrative console. See

Example 4-7.

Example 4-7 Adding a node from the administrative console - output messages

ADMUO05051: Servers found in configuration:

ADMUO506I: Server name: serverl

ADMU2010I: Stopping all server processes for node AppSrv02Node

ADMUO510I: Server serverl is now STOPPED

ADMU0024I: Deleting the old backup directory.

ADMUO015I: Backing up the original cell repository.

ADMU0012I: Creating Node Agent configuration for node: AppSrv02Node
ADMUO014I: Adding node AppSrv02Node configuration to cell: Cell0l
ADMU0016I: Synchronizing configuration between node and cell.

ADMU0018I: Launching Node Agent process for node: AppSrv02Node

ADMU0020I: Reading configuration for Node Agent process: nodeagent
ADMU0022I: Node Agent launched. Waiting for initialization status.
ADMUO030I: Node Agent initialization completed successfully. Process id is:
1196

ADMU99901:

ADMU0300I: Congratulations! Your node AppSrv02Node has been successfully
incorporated into the Cell101 cell.

ADMU99901 :

ADMUO306I: Be aware:

ADMU0302I: Any cell-level documents from the standalone CARLAVM2Node03Cell
configuration have not been migrated to the new cell.

ADMU0307I: You might want to:

ADMU0303I: Update the configuration on the Cel101 Deployment Manager with
values from the old cell-level documents.

ADMU99901 :

ADMUO0O3I: Node AppSrv02Node has been successfully federated.

The new node will not be available in the console until you log in again
Logout from the WebSphere Administrative Console

Method 2: Using the addNode command
Before you begin, be certain these tasks are completed.

» Make sure the application server is started on the node to be added.

» Open the deployment manager administrative console and note the port

specified as the SOAP_CONNECTOR_ADDRESS port for the deployment

manager. You will can find this port number by looking in the Additional
Properties section in the Details page for the deployment manager.
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To use the addNode command, do the following:

1.

3.

Open a command-line window on the system that has the running
stand-alone application server.

Change the directory to the <profile_home=>/bin directory of the stand-alone
application server installation. On z/OS, the addNode.sh command is in the
<was_home>/bin directory.

Execute addNode.

The addNode command adds a new node to an existing administrative cell.

The actions the command performs are:

1.

Connects to the deployment manager process. This is necessary for the file
transfers performed to and from the deployment manager in order to add the
node to the cell.

2. Attempts to stop all running application servers on the node.

3. Backs up the current stand-alone node configuration to the

<profile_home>/config/backup/base/ directory.

. Copies the stand-alone node configuration to a new cell structure that

matches the deployment manager structure at the cell level.

Creates a new local config directory and definition (server.xml) for the node
agent.

Creates entries (directories and files) in the master repository for the new
node’s managed servers, node agent, and application servers.

Uses the FileTransfer service to copy files from the new node to the master
repository.

8. Uploads applications to the cell only if the -includeapps option is specified.

9. Performs the first file synchronization for the new node. This pulls everything

down from the cell to the new node.

10.Fixes the node’s setupCmdLine and wsadmin scripts to reflect the new cell

environment settings.

11.Launches the node agent.
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Important: Keep in mind the following points when adding a node to a cell.
» The cell must already exist.

» The cell's deployment manager must be running before addNode can be
executed.

» The new node must have a unique name. If an existing node in the cell
already has the same name, addNode will fail.

» By default, addNode does not carry over the applications or service
integration buses when added to the cell. The -includeApps and
-includebuses options must be used for this purpose.

Addnode command syntax
The syntax of the addNede command is as follows:

addNode.bat (sh) <dmgr_host> <dmgr_port> [options]

The command must be run from the node’s <profile_home=>/bin. It cannot be run
from the deployment manager. The <dmgr_host> and <dmgr_port> parameters
give the location of the deployment manager. The <dmgr_host> parameter is
required.

The default JMX connector type to use is SOAP and the default port number for
SOAP is 8879. If this is how you want to connect, and the
SOAP_CONNECTOR_ADDRESS is 8879 for the deployment manager, you do
not need to specify the <dmgr_port> parameter.

For options, see Table 4-11.

Table 4-11 Options for addNode

Option Description

-nowait Tell the command not to wait for successful completion of the node
addition.

-quiet Suppress progress information printed to the console in normal mode.
This option does not affect information written to file.

-trace Generate trace information into a file for debugging purposes. The
output goes to addNode.log.

-logdfile <log file path> Specify an alternative location for command’s log output, instead of
addNode.log. The path can be specified in the following forms:
absolute, relative, or file name. The default is
<profile_home>/logs/addNode.log.

206  WebSphere Application Server V6.1: System Management and Configuration




Option

Description

-replacelog

Start a new log, replacing any previous log of the same name. If this
argument is not specified, the default behavior is to append output to
the existing file.

-conntype <type>

Specify the JMX connector to use for connection. Valid values are
SOAP or RML. If not specified, SOAP is assumed.

If RMI is specified, then the deployment manager’s correct RMI/IIOP
JMX connector port must be specified by the <dmgr_port> argument.

-profileName <profile>

Specify the profile to run the command against. If the command is run
from <was_home>/bin and -profileName is not specified, the default
profile is used. If it is run from <profile_home>/bin, that profile is used.

-username <username>

Specify a user name for authentication if WebSphere security is
enabled. The user name is ignored if WebSphere security is disabled.

-password <password>

Specify a password for authentication if WebSphere security is
enabled. The password is ignored if WebSphere security is disabled.

-includeapps

Attempt to include the applications in the incorporation of the base
node into a cell. The default is not to include the applications.

-includebuses

If the node contains one or more service integration buses, carry these
into the new configuration.

-startingport <port>

Used as the starting/base IP port number for the node agent created
for this new node.

-portprops <qualified-filename>

Passes the name of the file that contains key-value pairs of explicit
ports that you want the new node agent to use.

-nodeagentshortname <name>

Specify the short name to use for the new node agent.

-nodegroupname <name>

Specify the node group in which to add this node. If you do not specify,
the node is added to the DefaultNodeGroup.

-registerservice
-serviceusername <name>
-servicepassword <password>

In Windows only, this option registers the node agent as a Windows
service with the specified user ID and password.

-coregroupname <name>

Specify the core group in which to add this node. If you do not specify
this option, the node will be added to the DefaultCoreGroup.

-statusport <port>

Set the port number for server status callback.

-noagent Indicates that the new node agent (generated as part of adding the
node to a cell) is not to be started at the end. The default setting is to
start the node agent.

-help or -? Print a usage statement.
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Example 4-8 shows an example of using the addNode command to add a custom
node to a cell.

Example 4-8 addNode usage examples

C:\<was_base>\profiles\Node02\bin>addnode carlavm2 8879 -startingport 3333

ADMUO1161I:

ADMU0128I:
ADMUOOO1I:

ADMUO009I:
ADMU05071:

Tool information is being logged in file
C:\WebSphere\AppServer\profiles\Node02\1ogs\addNode.log

Starting tool with the Node02 profile

Begin federation of node Node02 with Deployment Manager at
carlavm2:8879.

Successfully connected to Deployment Manager Server: carlavm2:8879
No servers found in configuration under:

C:\<was_base>\profiles\Node02\config\cells\CARLAVM2Node02Ce11\nodes\Node02\serv

ers

ADMU20101:
ADMU00241:
ADMUO0151:
ADMU0O12T:
ADMU0O014T:
ADMU0O161:
ADMUO0018I:
ADMU00201 :
ADMU00221 :
ADMU0O030T:

ADMU99901 :
ADMUO3001:

ADMU99901 :
ADMU03061:
ADMU03021:

ADMUO3071:
ADMUO3031I:

ADMU99901 :
ADMUO3061:
ADMUO3041:

ADMUO3071:
ADMUO3051:

ADMU99901 :
ADMUOOO3I:

Stopping all server processes for node Node(2

Deleting the old backup directory.

Backing up the original cell repository.

Creating Node Agent configuration for node: Node02
Adding node Node02 configuration to cell: Cell0l
Synchronizing configuration between node and cell.
Launching Node Agent process for node: Node02

Reading configuration for Node Agent process: nodeagent
Node Agent launched. Waiting for initialization status.
Node Agent initialization completed successfully. Process id is:
1072

Congratulations! Your node Node02 has been successfully incorporated
into the Cell01 cell.

Be aware:

Any cell-level documents from the standalone CARLAVM2Node02Cell
configuration have not been migrated to the new cell.

You might want to:

Update the configuration on the Cel101 Deployment Manager with
values from the old cell-level documents.

Be aware:

Because -includeapps was not specified, applications installed on
the standalone node were not installed on the new cell.

You might want to:

Install applications onto the Cel101 cell using wsadmin $AdminApp or
the Administrative Console.

Node Node02 has been successfully federated.

C:\<was_base>\profiles\Node02\bin>
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Federating a node on z/0OS

The zPMT tool has an option that leads you through the process of generating
jobs that will federate a stand-alone server to a cell.

4.5.2 Removing a node

There are two ways of removing a node from a network distributed administration
cell.

Note: When a node is removed, it is restored to its original configuration,
except when it was added to the cell.

Method 1: Using the administrative console
From the administrative console, do the following:

1. Select System Administration —Nodes.
2. Place a check mark in the check box beside the node you want to remove and
click Remove Node.

This method runs the removeNode command in the background.

Method 2: Using the removeNode command
The removeNode command detaches a node from a cell and returns it to a

stand-alone configuration.

To use the command, do the following:

1. Change the directory to the <profile home>/bin directory.

2. Run removeNode. All parameters are optional for this command.

In a distributed environment on z/OS, the removeNode.sh command is in the
<was_home>/bin directory. You will need to specify the -profileName parameter
to specify the profile for the node you want to remove.

The command performs the following operations:

1. Connects to the deployment manager process to read the configuration data.

2. Stops all of the running server processes of the node, including the node
agent process.

3. Removes servers in the node from clusters.

4. Restores the original stand-alone node configuration. This original
configuration was backed up when the node was originally added to the cell.
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5. Removes the node’s configuration from the master repository of the cell. The
local copy of the repository held on each node will get updated at the next
synchronization point for each node agent. Although the complete set of
configuration files are not pushed out to other nodes, some directories and
files are pushed out to all nodes.

6. Removes installed applications from application servers in the cell that are
part of the node being removed.

7. Copies the original application server cell configuration into the active
configuration.

Unlike the addNode command, removeNode always uses the SOAP JMX connector
of the deployment manager. There is no option provided for specifying the RMI
JMX connector.

The command provides the -force option to force the local node’s configuration to
be decoupled from the cell even if the deployment manager cannot be contacted.
However, if this situation occurs, the cell’s master repository will then have to be
separately updated to reflect the node’s removal, for example, through manual
editing of the master repository configuration files.

removeNode command
The command syntax is as follows:

removeNode [options]

Table 4-12 shows the removeNode parameters.

Table 4-12 removeNode parameters

Parameter Description

-quiet Suppress the printing of progress information.

-lodfile <fileName> Specify the location of the log file to which information is written. The default
is <profile_home>/logs/removeNode.log.

-profileName <profile> Specify the profile to run the command against. If the command is run from
<was_home>/bin and -profileName is not specified, the default profile is
used. If it is run from <profile_home>/bin, that profile is used.

-replacelog Replace the log file instead of appending to the current log.

-trace Generate trace information into the log file for debugging purposes.

-statusport <portNumber> | Set the port number for node agent status callback.

-username <name> Specify the user name for authentication if security is enabled in the server.

-password <password> Specify the password for authentication if security is enabled.
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Parameter

Description

-force Clean up the local node configuration, regardless of whether you can reach
the deployment manager for cell repository cleanup.
Note: After using the -force parameter, you might need to use the
cleanupNode command on the deployment manager.

-help or -? Print command syntax information.

Example
Table 4-9 shows an example of using the removeNode command.

Example 4-9 removeNode example

C:\<was_base>\bin>removeNode -profileName Custom0l

ADMUO116I: Tool information is being Togged in file
C:\WebSphere\AppServer\profiles\Custom01\Togs\removeNode.1og

ADMU0128I: Starting tool with the Custom0l profile

ADMU2001I: Begin removal of node: CustomNode

ADMUO009I: Successfully connected to Deployment Manager Server:
CARLAVM2.itso.ral.ibm.com:8879

ADMUO05051: Servers found in configuration:

ADMUO5061I: Server name: Cserverl

ADMUO5061I: Server name: Cserver2

ADMU0506I: Server name: nodeagent

ADMU2010I: Stopping all server processes for node CustomNode

ADMUO512I: Server Cserverl cannot be reached. It appears to be stopped.

ADMUO512I: Server Cserver2 cannot be reached. It appears to be stopped.

ADMUO512I: Server nodeagent cannot be reached. It appears to be stopped.

ADMU2021I: Removing all servers on this node from all clusters in the cell.

ADMU20141I: Restoring original configuration.

ADMU20171: The local original configuration has been restored.

ADMU99901 :

ADMUO306I: Be aware:

ADMU2031I: Any applications that were uploaded to the DMCell cell configuration
during addNode using the -includeapps option are not uninstalled by
removeNode.

ADMU0307I: You might want to:

ADMU20321: Use wsadmin or the Administrative Console to uninstall any such
applications from the Deployment Manager.

ADMU99901 :

ADMU20241: Removal of node CustomNode is

complete.
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4.5.3 Renaming a node

renameNode (new): The renameNode command allows you to modify the node
name of a federated server.

To run the command, do the following:

1. Change to the <profile_home=>/bin directory of the deployment manager.

2. Run the renameNode command.

The command:

1. Connects to the deployment manager.

. Stops all servers.

2
3. Changes the node configuration on the deployment manager.
4

. Synchronizes the node.

renameNode command
The command syntax is as follows:

renameNode.sh <dmgr_host> <dmgr_port> <node name> [options]

The parameters for the command are shown in Table 4-13.

Table 4-13 renameNode parameters

Parameter

Description

-nodeshortname <name>

Short name of the node.

-conntype <type>

Specifies the JMX connector type to use for connecting to the deployment
manager. Valid types are SOAP or RMI.

-trace

Generate trace information into the log file for debugging purposes.

-username <name>

Specify the user name for authentication if security is enabled in the server.

-password <password>

Specify the password for authentication if security is enabled.

-logfile <filename>

Specify the location of the log file to which information is written. The default
is <profile_home>/logs/renameNode.log.

-help or -?

Print command syntax information.
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4.5.4 Node agent synchronization

Configuration synchronization between the node and the deployment manager is
enabled by default. During a synchronization operation, a node agent checks
with the deployment manager to see if any configuration documents that apply to
the node have been updated. New or updated documents are copied to the node
repository, and deleted documents are removed from the node repository.
Configure the interval between synchronizations in the administrative console by
doing the following:

1. Expand System Administration —>Node Agents in the administrative
console.

2. Select the node agent process on the appropriate server to open the
Properties page.

3. In the Additional Properties section, click File Synchronization Service.

4. Configure the synchronization interval. By default, the synchronization
interval is set to one minute.

Explicit synchronization can be forced by selecting System Administration —
Nodes. Select a node and click Synchronize or Full Synchronization.

Synchronize performs an immediate synchronization on the selected node.

The Full Synchronization option disregards any synchronization optimization
settings and ensures that the node and cell configuration are identical.

Tip: Increase the synchronization interval in a production environment to
reduce the overhead.

Using the syncNode command

The syncNode command can be used to force the synchronization of a node’s
local configuration repository with the master repository on the deployment
manager node.

Note: To use the syncNode command. the node agent must be stopped. You
can use the -stopservers and -restart options on the syncNode command to
stop the node agent and application servers, and then restart the node agent.

The syntax of the syncNode command is as follows:
syncNode.bat(sh) <dmgr_host> [dmgr_port] [options]
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The first argument is mandatory. The options are listed in Table 4-14.

Table 4-14 Options for syncNode

Option Description

-nowait Tell the command not to wait for successful synchronization of the
node.

-quiet Suppress progress information printed to the console in normal mode.
This option does not affect information written to file.

-trace Generate trace information into a file for debugging purposes. The

output goes to syncNode.log.

-profileName <profile>

Specify the profile to run the command against. If the command is run
from <was_home>/bin and -profileName is not specified, the default
profile is used. If it is run from <profile_home>/bin, that profile is used.

-conntype <type>

Specify the JMX connector type to use for connection to the
deployment manager. Valid values are SOAP or RMI. If not specified,
SOAP is assumed.

-stopservers Indicate that the node agent and all managed servers of the node
should be stopped prior to synchronizing the node’s configuration with
the cell.

-restart Indicate that the node agent is to be restarted after synchronizing the

node’s configuration with the cell.

-lodfile <log file path>

Specify an alternative location for the command’s log output, instead
of syncNode.log. The path can be specified in the following forms:
absolute, relative, or file name. The default location is
<profile_home>/logs/syncNode.log

-replacelog

Start a new log, replacing any previous log of the same name. If this
argument is not specified, the default behavior is to append the output
to the existing file.

-username <username>

Specify a user name for authentication if WebSphere security is
enabled. Ignore it if WebSphere security is disabled.

-password <password>

Specify a password for authentication if WebSphere security is
enabled. Ignore it if WebSphere security is disabled.

-localusername
<localusername>

Specifies the user name for authentication for existing application
servers on the node that you want to federate. This parameter is only
applicable if security is enabled for the application server.
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Option

Description

-localpassword

Specifies the password for authentication for existing application

<localpassword> servers on the node that you want to federate. The password that you

choose must be one that is associated with a preexisting user name.
This parameter is only applicable if security is enabled for the
application server.

-help or -?

Print a usage statement.

Example 4-10 shows an example of using the syncNode command. This example
was run on a Windows system.

Example 4-10 syncNode usage examples

C:\<was_base>\profiles\NodeOl\bin>stopnode

ADMUO116I: Tool information is being Togged in file
C:\WebSphere\AppServer\profiles\Node0O1\1ogs\nodeagent\stopServer.log

ADMU0128I: Starting tool with the NodeOl profile

ADMU3100I: Reading configuration for server: nodeagent

ADMU3201I: Server stop request issued. Waiting for stop status.

ADMU4000I: Server nodeagent stop completed.

C:\<was_base>\profiles\Node01l\bin>syncnode carlavm2

ADMUO116I: Tool information is being Togged in file
C:\WebSphere\AppServer\profiles\Node01\Togs\syncNode.log

ADMU0128I: Starting tool with the NodeOl profile

ADMUO401I: Begin syncNode operation for node NodeOl with Deployment Manager
carlavm2: 8879

ADMU0016I: Synchronizing configuration between node and cell.

ADMU04021: The configuration for node NodeOl has been synchronized with
Deployment Manager carlavm2: 8879

4.5.5 Starting and stopping nodes

A node consists of the node agent and the servers. There are several ways to
start and stop a node and node agent, or stop them individually. Before using any
of these methods, be sure to note whether it affects the entire node, including
servers, or just the node agent.

Starting a node agent

When a node agent is stopped, the deployment manager has no way to
communicate with it. Therefore, the node agent has to be started with the
startNode command run from on the profile node system.
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From a command prompt, type the following command:

» Windows: <profile_home>\bin\startNode
» UNIX and z/OS: <profile_home>/bin/startNode. sh

startNode command
The command syntax is as follows:

startNode.bat(sh) [options]

The parameters are shown in Table 4-15.

Table 4-15 startNode parameters

Parameter Description
-nowait Do not wait for successful initialization of the node agent process.
-quiet Suppress the printing of progress information.

-logfile <fileName>

Specify the location of the log file to which information gets written. The
default is <profile_home>/logs/nodeagent/startServer.log.

-profileName <profile>

Specify the profile to run the command against. If the command is run from
<was_home>/bin and -profileName is not specified, the default profile is
used. If it is run from <profile_home>/bin, that profile is used.

-replacelog

Replace the log file instead of appending to the current log.

-trace

Generate trace information into the log file for debugging purposes.

-timeout <seconds>

Specify the wait time before node agent initialization times out and returns
an error.

-statusport <portNumber>

Set the port number for node agent status callback.

-script [<script fileName>]
-background

Generate a launch script with the startNode command instead of launching
the node agent process directly. The launch script name is an optional
argument. If you do not provide the launch script name, the default script file
name is start_<nodeName>, based on the name of the node. The
-background parameter is an optional parameter that specifies that the
generated script will run in the background when you execute it.

-J-<java_option>

Specify options to pass through to the Java interpreter.

-help Prints command syntax information
See Example 4-11 for an example of the startNode command.
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Example 4-11 startNode command

C:\<was_base>\profiles\<profile_name>\bin>startnode

ADMUO116I: Tool information is being Togged in file
C:\WebSphere\AppServer\profiles\Custom01\Togs\nodeagent\startServer.log
ADMU0128I: Starting tool with the Custom0l profile

ADMU3100I: Reading configuration for server: nodeagent

ADMU3200I: Server launched. Waiting for initialization status.
ADMU3000I: Server nodeagent open for e-business; process id is 1816

Starting a node on 2/OS using the START command

To start a node agent on z/OS using the START command, use the following
format:

START nodeagent_procname,JOBNAME=server_shortname,
ENV=cell_shortname.node_shortname.server_shortname

For example:

START CHACRA,JOBNAME=CHAGNTA,ENV=CHCELL.CHNODEA.CHAGNTA

Stopping a node agent

To stop the node agent and leave the servers running, do the following,
depending on your preferred method.

From the administrative console, do the following:

1. From the administrative console, select System Administration —-Node
Agents.

2. Check the box beside the node agent for the server and click Stop.

From a command prompt, type the following command:
» Windows: <profile_home>\bin\stopNode
» UNIX and z/OS: <profile_home>/bin/stopNode.sh

Note: Once you stop the node agent, the deployment manager has no way to
communicate with the servers on that node. The servers might be up and
running, but the administrative console is not able to determine their status.

stopNode command
The command syntax is as follows:

stopNode [options]
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The parameters are shown in Table 4-16 on page 218.

Table 4-16 stopNode parameters

Parameter Description

-nowait Do not wait for successful initialization of the node agent process.
-quiet Suppress the printing of progress information.

-lodfile <fileName> Specify the location of the log file to which information gets written. The

default is <profile_home>/logs/nodeagent/stopServer.log.

-profileName <profile> Specify the profile to run the command against. If the command is run from
<was_home>/bin and -profileName is not specified, the default profile is
used. If run from <profile_homex>/bin, that profile is used.

-replacelog Replace the log file instead of appending to the current log.
-trace Generate trace information into the log file for debugging purposes.
-timeout <seconds> The wait time before node agent shutdown times out and returns an error.

-statusport <portNumber> | Set the port number for node agent status callback.

-username <name> Specify the user name for authentication if security is enabled in the server.
-password <password> Specify the password for authentication if security is enabled.

-stopservers Stop all application servers on the node before stopping the node agent.
-conntype <type> Specify the JMX connector type to use for connecting to the deployment

manager. Valid types are SOAP or RMI.

-port <portNumber> Specify the node agent JMX port to use explicitly, so that you can avoid
reading configuration files to obtain the information.

-help Print command syntax information.

See Example 4-12 for an example and sample output of the stopNode command.

Example 4-12 stopNode command

C:\<was_base>\profiles\<profile_name>\bin>stopNode

ADMUO116I: Tool information is being Togged in file
C:\<was_base>\profiles\<profile_name>\Togs\nodeagent\stopServer.log
ADMU0128I: Starting tool with the Custom0l profile

ADMU3100I: Reading configuration for server: nodeagent

ADMU32011I: Server stop request issued. Waiting for stop status.
ADMU4000I: Server nodeagent stop

completed.
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Stopping a node on z/OS using the STOP command
To stop a node agent on z/OS, you can use the following command:

STOP nodeagent_JOBNAME

For example:
STOP CHAGNTA

Stopping a node (the node agent and servers)

You can use the administrative console to stop a node and its servers with one
action:

1. From the administrative console, select System Administration —>Nodes.
2. Check the box beside the node and click Stop.

Restarting a node agent

You can restart a running node agent from the administrative console by doing
the following from the administrative console:

1. Select System Administration —>Node Agents.
2. Check the box beside the node agent for the server and click Restart.

4.5.6 Node groups

You can have nodes in cells with different capabilities. Currently, this means
having a cell with nodes on both distributed platforms and z/OS nodes. In the
future, there might be other situations that fit this criteria. However, there are still
restrictions on how the nodes can coexist. For example, you cannot have mixed
nodes in a cluster. Node groups are created to group nodes of similar capability
together to allow validation during system administration processes.

A default node group called DefaultNodeGroup is automatically created for you
when the deployment manager is created, based on the deployment manager
platform. New nodes on similar platforms are automatically added to the default
group. A node must belong to at least one node group, but can belong to more
than one.

As long as you have nodes in a cell with similar platforms, you do not need to do
anything with node groups. New nodes are automatically added to the node
group. However, before adding a node on a platform that does not have the same
capabilities as the deployment manager platform, you will need to create the new
node group.
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Working with node groups

You can display the default node group and its members by selecting System
Administration —Node Groups. See Figure 4-28.

Mode groups NIE

Mode groups

A onode group iz a callection of WebSphere Application Server nodes, A node group
establizhes 2 boundary for clustar creation, All cluster rnermbers of a2 cluster rust be on
nodes that are members of the sarme node group, MNodes that are organized into a node
group need enough capabilities in cormrmon to ansure that clusters formed acrozs thosze
nodes can host the same application in 2ach cluster rmember, A node must be a3 member
of at least one node group and cam be a mermber of rore than one node group, To delete
a node group, it must be empty,

Praferences

Mew Delate

Ealli

gelect| Mame & Mermbers Description

r DefaultModeGroup 2 WebSphere Default Mode
Group,

Total 1

Figure 4-28 Display a list of node groups

» To create a new node group, click New. The only thing you need to enter is
the name of the new node group. Click OK.

» To delete a node group, check the box to the left of the node group name and
select Delete.

» To display a node group, click the node group name. For example, in
Figure 4-30, we have displayed the DefaultNodeGroup.
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General Properties

Additional Properties

Name cust s
[DefaultNodeGroup | HEOM Brogerhes

Node group members
Members

E |

Description

WebSphere Default Mode Group.

|)’-‘-.|:l|:||',r| | REEEtl | Cancel |

Figure 4-29 Node group properties

» To add a node to a node group, display the node group and click Node group
members in the Additional Properties section. When the list appears, select
Add. You will be able to select from a list of nodes.

Mode groups v =

Node groups > DefaultMode Group = Node group members

View and configure the nodes in thiz node group,

Preferences

Addl Rermove |

Seleck| Mame &

I— CMGRMade

r ModeOl

Total 2

Figure 4-30 Displaying node group members
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4.6 Working with clusters

This section discusses creating, configuring, and managing clusters using the
administrative console. Clustering is an option in a distributed server
environment only.

4.6.1 Creating clusters

Clusters consist of one or more application servers. When you create a cluster,
you can choose one existing application server to add to the cluster. The rest of
the servers must be new and can be created when you create the cluster or later.

When creating a cluster, it is possible to select the template of an existing
application server for the cluster without adding that application server into the
new cluster. For this reason, consider creating an application server with the
server properties that you want as a standard in the cluster first, then use that
server as a template or as the first server in the cluster.

To create a new cluster:
1. Select Servers —Clusters.
2. Click New. See Figure 4-31 on page 222.

Create 2 new cluster

Step 1: Enter basic Enter basic cluster information
cluster information

* Cluster name
|E-ankC|u5teri

¥ prefer local. Specifies whether entarprise bean
requests will be routed to the node an which the
client resides when posszible.

I_ Configure HTTP session memaory-to-rmermory
replication

Mext I Cancel |

Figure 4-31 Creating a new cluster

3. Enter the information for the new cluster:

— Cluster name: Enter a cluster name of your choice. On z/OS, you will also
be asked for the short name for the cluster.
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— Prefer local: This setting indicates that a request to an EJB should be
routed to an EJB on the local node if available.

— Configure HTTP session memory-to-memory replication: WebSphere
Application Server supports session replication to another WebSphere
Application Server instance. In this mode, sessions can replicate to one or
more WebSphere Application Server instances to address HTTP Session
single point of failure.

4. Create first cluster member: The first cluster member determines the server
settings for the cluster members.

» 11 Enter i Create first cluster member
ter inform:

The first duster rmember determines the server settings for the cluster
Step 2: Create first members, A server configuration termplate iz created from the first
cluster member rmermber and stored as part of the cluster data, Additicnal cluster
rmembers are copied from thiz template,

* Mermber narme
|E-ankSerl.ler1| |

Select node
|kadwozaMode03(HD 6.1.0.00 = |

* Waight
|2 (0,200

p Generate unique HTTP ports

Core Sroup
I DefaultCoreGroup ;I

Select basis for first cluster member:

% Create the member uzing an application server termplate.

Idefault ;I
 Create the member uzing an existing application server as a
termnplate.

|kadwozacellol/kadwl2ENode03(ND &.1.0.0) serverl =]
" Create the member by converting an existing application server,

|kadwozacellol/kadwizENode03(ND 6.1.0.0) serverl 2]

. Mone, Create an empty cluster,

| Previous | |Next| |Canu:e| |

Figure 4-32 First cluster member
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— Member Name: Type a name of the new server to be added to the cluster.
On z/OS, you will also be asked for the short name for the server.

— Select Node: Specifies the node on which this new cluster member is
created.

— Server weight: The value for this field determines how workload is
distributed. For example, if all cluster members have identical weights,
work is distributed among the cluster members equally. Servers with
higher weight values are given more work. A rule of thumb formula for
determining routing preference would be:

% routed to Server1 = weight1 /(weight1+weight2+...+weight n)
In the formula, n represents the number of cluster members in the cluster.

— Generate unique HTTP ports: Generates unique port numbers for every
transport that is defined in the source server, so that the resulting server
that is created will not have transports that conflict with the original server
or any other servers defined on the same node.

— Select basis for first cluster member:

¢ If you select Create the member using an application server
template, the settings for the new application server are identical to the
settings of the application server template you select from the list of
available templates.

¢ If you select Create the member using an existing application
server as a template, the settings for the new application server are
identical to the settings of the application server you select from the list
of existing application servers.

¢ If you select Create the member by converting an existing
application server, the application server you select from the list of
available application servers becomes a member of this cluster.

¢ If you select None. Create an empty cluster, a new cluster is created,
but it does not contain any cluster members.

Click Next.

5. Create additional cluster members: Use this page to create additional
members for a cluster. You can add a member to a cluster when you create
the cluster or after you create the cluster. A copy of the first cluster member
that you create is stored as part of the cluster data and becomes the template
for all additional cluster members that you create.

To add a member, enter a new server name, select the node, and click Add
Member. See Figure 4-33.
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cluster info
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additional cluster
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Create additional cluster members
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as part of the cluster data, Additional cluster mermbers are copied
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Select | Marmbar narme Nodes Version Weight
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Figure 4-33 Additional cluster members

. When all the servers have been entered, click Next.

. Click Finish to create the cluster and new servers.

6
7. A summary page shows you what will be created.
8
9

. Save the configuration.
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4.6.2 Viewing cluster topology
The administrative console provides a graphical view of the existing clusters and
their members. To see the view, do the following:
1. Select Servers —Cluster Topology.
2. Expand each category. See Figure 4-34.

Cluster Topology

Cluster Topology

Thiz page displays the list of application server custers in a tree format.

Local Topalogy

cell
= % BankiClustar
B & Modes
=] (—f] kadwi2SHoden? (MO &.1.0.07
B & Cluster members
% BankServerl
'%ﬁ BankServer?

Figure 4-34 Cluster topology view

3. Selecting a server will take you to the configuration window for the application
server.

4.6.3 Managing clusters

Application servers within a cluster can be managed as independent servers. A
second option is to manage all the servers in the cluster using a single button:

1. Select Servers —Clusters.

2. Check each cluster you want to work with and select one of the following
options:

— Start: Use this option to start all servers in the cluster.

— Stop: Use this option to stops all servers in the cluster. This allows the
server to finish existing requests and allows failover to another member of
the cluster.

— Ripplestart: Use this option to Stop, then start all servers in the cluster.
— ImmediateStop: Stop all servers immediately.
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4.7 Working with virtual hosts

Note: For an example of defining and using a new virtual host, see 14.1.4,
“Defining the Plants by WebSphere virtual host” on page 901.

A virtual host is a configuration enabling a single host machine to resemble
multiple host machines. It consists of a host alias or aliases, which consist of a
host name and a port number. If you specify an asterisk (*) as a host name, all
host names and IP addresses that the Web server can receive will be mapped to
that virtual host.

There are two virtual hosts defined during installation: default_host and
admin_host.

» The default_host virtual host is intended for access to user applications, either
through the HTTP transport or through a Web server. At installation time, it is
configured as the default virtual host for the server1 application server. It is
configured to match requests to ports 80, 9080, and 9443 for any host name.

» The admin_host virtual host is used for access to the WebSphere
administrative console. It is configured to match requests to the secure ports
9090 (HTTP transport) and 9043 (Web server) for any host name.

» The proxy_host virtual host includes default port definitions, port 80 and 443,
which are typically initialized as part of the proxy server initialization. Use this
proxy host as appropriate with routing rules associated with the proxy server.

When you install an application, you associate a virtual host with each Web
module in the application. By associating a virtual host with a Web module,
requests that match the host aliases for the virtual host should be processed by
servlets/JSPs in this Web module. The Web server plug-in also checks the URI
of the request against the URIs for the Web module to determine whether the
Web module can handle them or not.

A single virtual host can be associated with multiple Web modules unless each
application has unique URIs. If there are same URIs among applications,
different virtual hosts must be created and associated with each of the
applications.

Chapter 4. Administration basics 227



4.7.1 Creating a virtual host

By default, default_host is associated with all user application requests. There
are some cases in which multiple virtual hosts should be created, for example:

>
>
>

Applications having conflicting URIs
Support for extra ports, such as port 443 for SSL
Keep clear independence of each virtual host for applications and servers

The configuration of a virtual host is applied to an entire cell. To create a new
virtual host, do the following:

1.

o~ 0N

Select Environment — Virtual Hosts and then click New.
Enter a name for the virtual host and click Apply.

Click Host Aliases in the Additional Properties pane.

Click New.

Enter values for the Host Name and Port fields and click OK.

The host aliases are not necessarily the same as the host name and port
number of the WebSphere Application Servers. They are the host names and
port numbers that the Web server plug-in is expecting to receive from the
browser. The Web server plug-in will send the request to the application
server using the host name and port number in the transport setting for that
server. If the Web server is running on a separate machine from WebSphere,
then the host aliases are for Web server machines.

Mapping HTTP requests to host aliases is case sensitive and the match must
be alphabetically exact. Also, different port numbers are treated as different
aliases.

For example, the request http://www.myhost.com/myservlet does not map to
any of the following:

http://myhost/myserviet
http://www.myhost.com/MyServiet
http://www.myhost.com:9876/myserviet

If the Web server plug-in receives a request that does not match one of the
virtual hosts, then an HTTP error will be returned to the user.

Simple wild cards can be used on the host aliases. A * can be used for the
host name, the port or both. It means that any request will match this rule.

Note: If the virtual host is used in a cluster environment, all host aliases
used by servers in the cluster should be registered in the virtual host. For
information about how to do this, see 7.3.1, “Regenerating the plug-in
configuration file” on page 386.
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6. Multi-Purpose Internet Mail Extensions (MIME) mappings associate a file
name extension with a type of data file, such as text, audio, or image. A set of
MIME types is automatically defined for you when you create a virtual host. To
see or alter the MIME types associated with this new virtual host, click MIME
Types in the Additional Properties section of the virtual host.

7. Click New to add a MIME type.

8. Enter the MIME type and extension. Click Apply to continue adding new
types or click OK if you are finished.

9. Click Save on the taskbar and save your changes.

Important: If you create, delete, or update virtual hosts, you need to
regenerate the Web server plug-in.

4.8 Managing applications

Applications can be managed using the following methods:
» Using wsadmin

Using scripts to manage applications is more complicated than using the
other methods. It requires skill in at least one of the supported scripting
languages and a complete understanding of the WebSphere Application
Server configuration. However, scripting can offer a greater degree of control
and can be quite useful in situations where you are performing the same
administrative tasks multiple times, or when the tasks are to be done by
multiple administrators.

Information about using wsadmin scripts is found in Chapter 5, “Administration
with scripting” on page 249.

» Using WebSphere Rapid Deployment

The rapid deployment tools in WebSphere Rapid Deployment provides a
shortcut to installing, uninstalling, and updating applications. You can place
full J2EE applications (EAR files), application modules (WAR files or EJB JAR
files), or application artifacts (Java source files, Java class files, images,
JSPs, and so on) into a configurable location on your file system, referred to
as the monitored, or project, directory. The rapid deployment tools then
automatically detect added or changed parts of these J2EE artifacts and
performs the steps necessary to produce a running application on an
application server.

For information about using this feature, see Rapid deployment of J2EE
applications topic in the Information Center.
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» Using the administrative console

Using the administrative console is an easy way to install or update an
application. Wizards take you through the process and provide help
information at each step.

This is the method discussed in this section at a high level. A detailed
example of it can be found in Chapter 14, “Deploying applications” on
page 893.

4.8.1 Using the administrative console to manage applications

To view and manage applications using the administrative console, select
Applications — Enterprise Applications.

In the window, you see the list of installed applications and options for performing
application management tasks. Select one or more applications by checking the
box to the left of the application name, and then click an action to perform. The
exception to this is the Install option, which installs a new application, and
requires no existing application to be selected. See Figure 4-35 on page 230.

Enterprise Applications

Use this page to manage installed applications. & single application can be deployed onta multiple

Preferences

Star‘t| Stnp| Install Uninstall Update Rollout Update Rermowe File | E

.

Select| Mame & Application Status g
r Defaultdpplication ()
r PlantzBvwebSphere =
r SarmplesGallary B

Figure 4-35 Working with enterprise applications

The following list describes the actions you can choose on this window.
» Start

Applications normally start when the server to which they are mapped starts.
Exceptions to this include when the application has just been installed, and
when the application has been stopped manually.
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» Stop

You can stop an application manually without affecting the rest of the
application server processes. This is common when you are updating an
application or want to make it unavailable to users.

» Install

The install option takes you through the process of installing a new enterprise
application EAR file.

» Uninstall

Use this to uninstall an application. This removes it from the application
servers and from the configuration repository.

» Update or Rollout Update

Applications can be updated in several ways. The update options include full
application, single module, single file, and partial application.

» Remove file

With this option, you can remove a single file from an application.
» Export

Use this option to export an EAR file of the application.
» Export DDL

Use this option to export DDL files found in the application.

4.8.2 Installing an enterprise application

Adding a new cluster member: When an application server is added as a
member to a server cluster, the modules installed on other members are also
installed on the new member. You do not need to re-install or upgrade the
application.

To install an enterprise application into a WebSphere configuration, you must
install its modules onto one or more application servers. Follow these steps for
this task:

1. Select Applications — Enterprise Applications — Install, or Applications
— Install New Application.
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2. Specify the location of the EAR file to install, as shown in Figure 4-36 on
page 232.

The EAR file that you are installing can be either on the client machine
running the Web browser, or on any of the nodes in the cell.

Preparing for the application installation

Specify the EAR, WAR, JAR, or SAR module to upload and install,

Path to the new application
% Local file systam

Full path
|C:"-,M',lApps"\E-ankApp. earl Browsze. ..

 Remote file systam

Browse.,,

Context root

Used only for standalone Web modules ((war filas) a
SIP rodules (Lzar files)

Howr do you want to install the application?

o Prampt me anly when additional inforrmation is required,

 Show me all installation options and parameters,

et Cancel

Figure 4-36 Installing an enterprise application

Streamline™ installation process (new): Note the new V6.1 Prompt
me... option that allows you to streamline the installation process.

Click Next.

3. The first window has settings used during the installation. These settings
primarily determine whether default settings will be used or if you will override
them during the installation. You can choose to view all installation options
and parameters or just prompt when additional information is required.

Click Next.
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4. The rest of the installation process is done in steps. The steps can vary,
depending on the contents of the EAR file. The following steps are a typical
sequence for the option Show me all installation options and parameters:

a.

- 0o o0 T

J @

-

k.

Provide options to perform the installation. This includes an option to use
embedded configuration values in an Enhanced EAR and the option to
pre-compile JSPs.

Map modules to servers

Provide JSP reloading options for Web modules
Map shared libraries

Initialize parameters for servlets

Provide JNDI names for beans

Map resource references to resources

Map virtual hosts for Web modules

Map context roots for Web modules

Map security roles to users or groups

Summary

5. Click Finish to install the application.

6. Save the configuration.

For information about where the application files are stored, see 2.4.3,
“Application data files” on page 42.

4.8.3 Uninstalling an enterprise application

To uninstall a no longer needed enterprise application, do the following:

1. Select Applications — Enterprise Applications.
2. Check the application you want uninstall and click Uninstall.

4.8.4 Exporting an enterprise application

If you have modified the binding information of an enterprise application, you
might want to export the changed bindings to a new EAR file. To export an
enterprise application to an EAR file:

arwn~

Select Applications —Enterprise Applications.

Check the application you want to export and click Export.
Click the link for the file you want to export.

Click Save.

Specify the directory on the local machine and click Save.
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4.8.5 Starting an enterprise application

An application starts automatically when the application server to which it is
mapped starts. You only need to start an application immediately after installing
it, or if you have manually stopped it.

Application startup: Starting an application server starts the applications
mapped to that server. The order in which the applications start depends on
the weights you assigned to each them. The application with the lowest
starting weight is started first. Applications that have the same weight are
started in no particular order. Enabling the parallel start option for the
application server means start applications with the same weight in parallel.

To view or change the application starting weight, select

Applications —Enterprise Applications. To find the Starting weight field,
open the configuration page for the application by clicking the application
name.

An application can be started by following these steps from the administrative
console:

1. Select Applications —Enterprise Applications.
2. Check the application you want and click Start.

Note: In order to start an application, the application server that contains the
application has to be started. If not, the application displays in the
administrative console as unavailable and you are not able to start it.

4.8.6 Stopping an enterprise application

An application can be stopped using the administrative console.
1. From the administrative console, do the following.

a. Select Applications — Enterprise Applications
b. Check the application you want to stop and click Stop.

4.8.7 Preventing an enterprise application from starting on a server

By default, an application will start when the server starts. The only way to
prevent this is to disable the application from running on the server.

1. From the administrative console:

a. Select Applications — Enterprise Applications.
b. Click the application to open the configuration.
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Select Target specific application status in the Detail Properties table.
Select the server for which you want to disable the application.

Click the Disable Auto Start button.

Save the configuration.

~® Qo0

4.8.8 Viewing application details

The administrative console does not display the deployed servlets, JSPs, or
EJBs directly on the console. However, you can use the console to display XML
deployment descriptors for the enterprise application, Web modules, and EJB
modules.

To view the application deployment descriptor for an application, do the following:

1. From the console navigation tree, select Applications —»Enterprise
Applications.

2. Click the application that you are interested in.

3. Under the Configuration tab, select View Deployment Descriptor under
Detail Properties.

Chapter 4. Administration basics 235



Figure 4-37 shows the deployment descriptor window for the
PlantsByWebSphere enterprise application. The Configuration tab shows you
the structure defined by the deployment descriptor:

The name and description of the enterprise application

The Web modules or WAR files and their context roots

The EJB modules and their associated JAR files

The security roles associated with the enterprise application

Enterprise Applications

Enterprise Applications > Plants By WebSphere > Deployment DescHptor

Expand and collapze the application deployrnant descriptor data to viaw,

v

vYvyy

Expand all | Collapse all |

<application id="dpplication_ID" version="1.4"
wsischemalocation="ho. s va. sun.com s rmldns S2ee
Lt Afava. son. comdxmildns 2eesapolication_1_d. xsd" =

<dizplav-name> PlantsByWebSphere </ dizplay-name=
B <module id="WebModuwile_ 1" >

B <web=
<web-uri= PlantsBy WebSphere.war</uweb-uri=
<context-root> fPlantsBy Web Sphere </ context-racts
<fweb>
<frmodule=
B <module id="WebModuwie_ 2" >

B <web=
<web-uri= PlantsGallery. war</wab-uri=
<context-root> fPlantsBy Web Sphere /docs </ context-root=
<fweb>
<frmodule=
B <module id="&bMedule_ 1" =
<ejb>= PlantsByWebSphere EJB. jar</cjb >
<frmodule=
B <security-role id="SecuritpRele 1153942557250 =
<description> Samples Administrator</description=
<role-name> SampAdmin-</role-name>
<fzecurity-ralax
=/ application=

Figure 4-37 Enterprise application deployment descriptor

Viewing EJB modules
To see the EJBs that are part of an enterprise application:

1. Select Applications —Enterprise Applications.

2. Click the application that you are interested in.
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3. Select Manage Modules under Modules ltems.
4. Click the EJB module you want to view. See Figure 4-38.

Enterprise Applications

Enterprise Applications > Plants By WebSphere > Manage Modules =
PlantsByWebSphereEJB . jar

Specifies a server-module installation binding for an EJB rmodule,

Configuration

General Properties Additional Properties

* URI
|F‘IantsByWebSphereEJB.jar

| Stateful session bean
failover settings

Alternate deplovrment descriptaor View Module Class
| | Loader
# Starting weight Target specific

application status

[sooo
View Deplovment
Lescriptor

Apply | ﬂ FReset Cancel |

Figure 4-38 Viewing an EJB module configuration

5. Click View Deployment Descriptor under Additional Properties to see the
EJB deployment descriptor.

Viewing Web modules
To see the servlets and JSPs that are part of an enterprise application:

1. Select Applications —Enterprise Applications.
2. Click the application that you are interested in.
3. Select Manage Modules under Modules.
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4. Click the Web module you want to view. See Figure 4-39.

Enterprise Applications > PlantsBy WebSphere > Manage Modules = Plants By WebSphere.wrar

Use this page to configure an instance of a deployed Web rmodule in the application. This page conts
deployrnent-specific information for a Web rmodule and session managerment settings,

Caonfiguration

General Properbes

Web Services Properties

#* URI . . L.
|F‘|ant5E-l,lWe|:uSphere.war | Web services client bindings

Wiew web services client deplown
descriptor extansion

Alternate deployrment descriptor

Web Services Security Properties

# Starting weight

|1EIEIEIIII web services: Client security bin
#* Class loader arder Additional Properties
ICIasses loaded with parent class loader first -

View Module Class Loader

Target specific application statud
Apply K| | Reset Cancel
View Deplovrment Descriptor

Wigw Portlet Deployrnent Descrip

Session Managerment

web Module Proxy Configuratiog

Figure 4-39 View a Web module

5. Click View Deployment Descriptor to see the details of the Web module
content.

4.8.9 Finding a URL for a servlet or JSP

The URL for a servlet or JSP is the path used to access it from a browser. The
URL is partly defined in the deployment descriptor provided in the EAR file and
partly defined in the deployment descriptor for the Web module containing the
servlet or JSP.

To find the URL for a servlet or JSP:
1. Find the context root of the Web module containing the servlet.
2. Find the URL for the servlet.

3. Find the virtual host where the Web module is installed.
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4. Find the aliases by which the virtual host is known.

5. Combine the virtual host alias, context root, and URL pattern to form the URL
request of the servlet/JSP.

For example, to look up the URL for the snoop servlet:

1. Find the context root of the Web module DefaultWebApplication of the
DefaultApplication enterprise application. This Web module contains the
shoop servlet.

a. From the console navigation tree, select Applications —Enterprise
Applications.

b. Click the application that you are interested in, in our case,
DefaultApplication.

c. On the Configuration tab, select Context Root for Web Modules.
(Figure 4-40). You can see:

i. There is only one Web module in this application,
DefaultWebApplication.

ii. The context root for the DefaultWebApplication Web module is “/”.We
will use this later.

Enterprise Applications

Enterprise Applications > DefaultApplication = Context Root For Web Modules
Context Root For Web Modules

Context root defined in the deployment descriptor can be edited.

Web maodule LRI ContextRoot
Default Web DefaultwebApplication. war, WEBR- |.l"
Application IMFfweb. xml

ﬂ Cancel

Figure 4-40 Context root for the Web modules in DefaultApplication

d. Click OK to return to the DefaultApplication configuration.
2. Find the URL for the snoop servlet:
a. In the DefaultApplication configuration page, select Manage Modules.

b. Click the DefaultWebApplication Web module to see the general
properties.
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c. Click View Deployment Descriptor.

This displays the Web module properties window, as shown in

Figure 4-41. Note that the URL pattern for the snoop servlet starting from
the Web module context root is “/snoop/*”. The Web module context root
was /.

Enterprise Applications > DefaultApplication = Manage Modules =
DefaultWeb Application.war > Deployment DescHptor

Expand and collapse the application deployrment descriptor data to view,

Expand all Collapse all

<web-app id="Webdpo 0" =
<dizplay-narme> Default Web Application=/dizplay-narme>
“<deszcription= This is the IBM WebSphere Application Sever Default Web
Application.=/dezcription =

<zervlet id="Serriet_ 1" =

<zervlet id="Serrlet 2" =

<zervlet id="Serrlet 3" =

B «zervlet-rmapping id="ServletMapsing_ 1" =
<zerylet-name> Snoop Servlet</zcerulet-narme>
<utl-pattern> fenoop/*</url-pattern>

=fzarvlet-rmapping=
B «zervlet-rmapping id="ServletMapping 2" =

<zerulet-narme= Hello Pervasive Servlet=/scrulet-name=
<url-pattern= Shello=/url-pattern=
</zerulet-rnapping>
B «zervlet-rmapping id="ServletMapping_ 3" =
<setulet-narme> Hit Count Servlet</serulet-narme>
<url-pattern> Shibcount</url-pattern>
=fzarvlet-rmapping=
“<welcome-file-list id="Welcormarilelizt_1" =
[# arror-mang ides"ErrerSang 1"

Figure 4-41 DefaultWebApplication Web module deployment descriptor

d. Note that as you navigate through the windows, a navigation path is
displayed below the Messages area. Click DefaultApplication to return to
the application configuration page.
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3. Find the virtual host where the DefaultWebApplication Web module is
installed:

a. In the DefaultApplication configuration page, select Virtual hosts under
Web Module Properties.

This will display all of the Web modules contained in the enterprise
application, and the virtual hosts in which they have been installed. See
Figure 4-42. Note that the DefaultWebApplication Web module has been
installed on the default_host virtual host.

Enterprise Applications = DefaultApplication = Virtual hosts
Wirtual hosts
Specify the virtual host where vou want to install the Web rnodules that are contain

vour application, You can install Web rmmodules on the same virkual host ar dispers
thern armong several hosts,

Apply Multiple Mappings

Selaect| Web module Virtual host

| Default Wweb Application Idefault_hu:-st "I

Figure 4-42 List of virtual hosts

4. Find the host aliases for the default_host virtual host.
a. From the console navigation tree, select Environment —Virtual Hosts.
b. Click default_host.
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c. Select Host Aliases under Additional Properties.

This shows the list of aliases by which the default_host virtual host is
known. See Figure 4-43.

Virtual Hosts

Virtual Hosts > default host > Host Aliases
A list of one or more DS aliases by which the virual host is known,

Preferences

Mew Delete |

3 (@

Seleck| Host Mame 2 Port O
r *® 9080
r * 20

r *® 9443
Total 3

Figure 4-43 Default_host virtual host aliases

Note that the aliases are composed of a DNS host name and a port
number. The host aliases for the default_host virtual host are *:80, *:9080
and *:9443, “*” meaning any host name.

5. Combine the virtual host alias, context root and URL pattern to form the URL
request of the snoop servlet. Requests for the servlet with any of the following
URLs will map to the default_host virtual host:

http://<hostname>:80/snoop
http://<hostname>:9080/snoop
https://<hostname>:9443/snoop

4.9 Managing your configuration files

This section summarizes some of the most common system management tasks:

» Backing up a profile
» Restoring a profile
» Exporting and importing profiles
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4.9.1 Backing up a profile

Use the backupConfig command to back up a profile. The command will zip the
configuration file and store it in the current directory or a specified file name. The
zip file can be restored using the restoreConfig command. By default,
backupConfig will stop all servers in the configuration before performing the
backup.

» Executing backupConfig from the <was_home>/bin directory without the
-profileName parameter will back up the default directory.

» Executing backupConfig from the <profile_home>/bin directory without the
-profileName parameter will back up that profile.

» To back up a node configuration, specify the node profile in the -profileName
parameter.

» To back up a cell configuration, specify the deployment manager profile in the
-profileName parameter.

» To back up a stand-alone application server, specify the application server
profile in the -profileName parameter.

Syntax:

backupConfig <backup_file> [options]

The backup_file parameter specifies the file where the backup is to be written. If

you do not specify a backup file name, a unique name is generated and the file is

stored in the current directory. If you specify a backup file name in a directory
other than the current directory, the specified directory must exist.

The parameters are shown in Table 4-17.

Table 4-17 backupConfig parameters

Parameter Description

-nostop Servers are not to be stopped before backing up the configuration.

-quiet Suppresses the printing of progress information.

-logfile <fileName> Name of the log file to which information gets written. The default is
<profile_home>/logs/backupConfig.log

-profileName <profile> Profile to run the command against. If the command is run from
<was_home>/bin and -profileName is not specified, the default profile is
used. If run from <profile_home>/bin, that profile is used.

-replacelog Replaces the log file instead of appending to the current log.

-trace Generates trace information into the log file for debugging purposes.
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Parameter Description

-username <name> User name for authentication if security is enabled in the server.
-password <password> Specifies the password for authentication if security is enabled.
-help of -? Prints command syntax information.

Example
Example 4-13 shows an example of backing up a deployment manager.

Example 4-13 backupConfig example

C:\WebSphere\ND\bin>backupConfig c:\WASbackups\Dmgr01\Dmgr01Aug2506

-profileName Dmgr01 -logfile c:\WASbackups\Togs\Dmgr01Aug2506

ADMUO116I: Tool information is being Togged in file
c:\WASbackups\1ogs\Dmgr01Aug2506

ADMU0128I: Starting tool with the Dmgr0l profile

ADMU50011: Backing up config directory C:\WebSphere\ND\profiles\DmgrO01l\config
to file C:\WASBackups\Dmgr01\Dmgr01Aug2506

ADMUO0505I: Servers found in configuration:

ADMUO506I: Server name: dmgr

ADMU2010I: Stopping all server processes for node kadw028CellManager01

ADMU5002I: 627 files successfully backed up.

4.9.2 Restoring a profile

Use the restoreConfig command to restore a profile configuration using an
archive previously generated using backupConfig. If the configuration to be
restored exists, the config directory is renamed to config.old (then config.old_1,
etc.) before the restore begins. The command then restores the entire contents
of the <profile_home>/config directory. By default, all servers on the node stop
before the configuration restores so that a node synchronization does not occur
during the restoration.

» Executing restoreConfig from the <was_home>/bin directory without the
-profileName parameter will restore the default directory.

» Executing restoreConfig from the <profile_home>/bin directory without the
-profileName parameter will restore that profile.
Syntax:

restoreConfig <backup_file> [options]
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where backup_file specifies the file to be restored. If you do not specify one, the
command will not run.

The parameters are shown in Table 4-18.

Table 4-18 restoreConfig parameters

Parameter Description

-nowait Do not wait for the servers to be stopped before backing up the
configuration.

-quiet Suppresses the printing of progress information.

-location Location of the backup file.

<directory_name>

-logfile <fileName>

Location of the log file to which information gets written. The default is
<profile_home>/logs/backupConfig.log.

-profileName <profile>

Profile to run the command against. If the command is run from
<was_home>/bin and -profileName is not specified, the default profile is
used. If run from <profile_home>/bin, that profile is used.

-replacelog

Replaces the log file instead of appending to the current log.

-trace

Generates trace information into the log file for debugging purposes.

-username <name>

User name for authentication if security is enabled in the server.

-password <password>

Specifies the password for authentication if security is enabled.

-help or -?

Prints command syntax information.
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Example
Example 4-14 shows an example of restoring an application server profile.

Example 4-14 restoreConfig example

C:\<was_base>\bin>restoreconfig d:\wasbackups\appsrv01Nov022004 -profileName

AppSrv01

ADMUO116I: Tool information is being Togged in file
C:\WebSphere\AppServer\profiles\AppSrv01\logs\restoreConfig.log

ADMU0128I: Starting tool with the AppSrv0l profile

ADMUO0505I: Servers found in configuration:

ADMUO506I: Server name: serverl

ADMU2010I: Stopping all server processes for node AppSrvNodeOl

ADMUO5121I: Server serverl cannot be reached. It appears to be stopped.

ADMU55021: The directory C:\WebSphere\AppServer\profiles\AppSrv0l\config
already exists; renaming to
C:\WebSphere\AppServer\profiles\AppSrv0l\config.old

ADMU55041: Restore Tocation successfully renamed

ADMU55051: Restoring file d:\wasbackups\appsrv01lNov022004 to location
C:\WebSphere\AppServer\profiles\AppSrv0l\config

ADMU55061: 187 files successfully restored

ADMU6001I: Begin App Preparation -

ADMU6009I: Processing complete.

4.9.3 Exporting and importing profiles

WebSphere Application Server V6.x provides a mechanism that allows you to
export certain profiles, or server objects from a profile to an archive. The archive
can be distributed and imported to other installations.

An exported archive is a zip file of the config directory with host-specific
information removed. The recommended extension of the zip file is .car. The
exported archive can be the complete configuration or a subset. Importing the
archive creates the configurations defined in the archive.

The target configuration of an archive export / import can be a specific server or
an entire profile.
To use an archive, you would:

1. Export a WebSphere configuration. This creates a zip file with the
configuration.

2. Unzip the files for browsing or update for use on other systems. For example,
you might need to update resource references.
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3. Send the configuration to the new system. An import can work with the zip file
or with the expanded format.

4. Import the archive. The import process requires that you identify the object in
the configuration you want to import and the target object in the existing
configuration. The target can be the same object type as the archive or its
parent:

— If you import a server archive to a server configuration, the configurations
are merged.

— If you import a server archive to a node, the server is added to the node.

Server archives
The following command in wsadmin can be used to create an archive of a server:

$AdminTask exportServer {-archive <archive location> -nodeName <node>
-serverName <server>}

This process removes applications from the server that you specify, and breaks
the relationship between the server that you specify and the core group of the
server, cluster, or bus membership. If you export a single server of a cluster, the
relation to the cluster is eliminated.

To import a server archive, use the following command:

$AdminTask importServer {-archive <archive location> [-nodeInArchive
<node>] [-serverInArchive <server>][-nodeName <node>] [-serverName
<server>]}

When you use the importServer command, you select a configuration object in
the archive as the source and select a configuration object on the system as the
target. The target object can match the source object or be its parent. If the
source and target are the same, the configurations are merged.

Profile archives

You can create a configuration archive (CAR) file containing the configuration of
a stand-alone application server profile for later restoration. A CAR file can be
used to clone the original profile to another machine or system. CAR files can be
bundled in a customized installation package for use with the Installation Factory
feature. For more information about using the Installation Factory, refer to the
Information Center.

You can only create an archive of an unfederated profile (standalone application
server).
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The following commands in wsadmin can be used to create an archive of a
profile:

$AdminTask exportWasprofile {-archive <archive location>}
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Administration with
scripting

In this chapter, we introduce the WebSphere scripting solution called wsadmin
and describe how some of the basic tasks that are performed by WebSphere
administrators can be done using the scripting solution. There are two types of
tasks: the operational task and the configurational task. The operational tasks
deal with currently running objects in WebSphere installation and the
configurational tasks deal with the configuration of WebSphere installations.

This chapter contains the following topics:

Overview of WebSphere scripting

Using wsadmin

Common operational tasks using wsadmin
Common configuration tasks

Help creating wsadmin scripts

Using Java for administration

vVvyvyvyYYyy

The system management operations used in WebSphere Application Server
V6.1 are based on the model used on V.6.0.x. All V.6.0.x commands continue to
work as before. There have been some improvements, as we will point out in the
relevant sections.

The examples shown in this chapter were written in the Jython language.
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5.1 Overview of WebSphere scripting

WebSphere Application Server provides a scripting interface based on the Bean
Scripting Framework (BSF) called wsadmin. BSF is an open source project to
implement an architecture for incorporating scripting into Java applications and
applets. The BSF architecture works as an interface between Java applications
and scripting languages. Using BSF allows scripting languages to do the
following:

Look up a pre-registered bean and access a pre-declared bean
Register a newly created bean

Perform all bean operations

Bind events to scripts in the scripting language

vyvyyy

Because wsadmin uses BSF, it can make various Java objects available through
language-specific interfaces to scripts. Figure 5-1 shows the major components
involved in the wsadmin scripting solution.

Resources

External tools
and programs MBean

Server

Figure 5-1 wsadmin scripting

5.2 Using wsadmin

In this section, we describe how to configure and launch wsadmin. We then
describe the wsadmin objects used to manage WebSphere Application Server.

5.2.1 Jacl versus Jython

Jacl deprecated (new): WebSphere Application Server V6.1 represents the
start of the deprecation process for the Jacl syntax.

Both the Jacl and Jython scripting languages are supported by the wsadmin tool.
This chapter shows scripting using Jython.
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If you have existing Jacl scripts and would like to start migrating to Jython, the
Application Server Toolkit V6.1 provides a tool that converts the Jacl scripts to
Jython, Jacl2Jython. In most cases, the resulting conversion is syntactically
equivalent, and is usually run time equivalent.

However Jacl and Jython language differences can result in a few lines of code
that are difficult to automatically convert, and in almost all such cases these
preliminary converted lines are flagged #?PROBLEM?. This helps developer's focus
on manual verification or alteration of these lines to ensure the intended run time
result is maintained. While the developer needs to manually review and verify all
the converted script, the #?PROBLEM? comment flags help identify the most likely
problem lines.

Jacl2dython is a conversion assistant which typically does 95-98% of a
preliminary conversion, but the developer must manually verify all of the
preliminary conversion, and typically must also manually convert or modify some
code to make it function as originally intended. Even if the preliminary conversion
superficially appears correct, it always requires a complete line-by-line manual
review and verification.

5.2.2 Launching wsadmin

The wsadmin.bat (Windows) or .sh (UNIX) command file resides in the bin
directory of every profile for an application server, deployment manager, and
managed node instance. Start wsadmin from a command prompt with the
command:

<was_home>\profiles\<profile_name>\bin\wsadmin.bat (.sh)
Note that the wsadmin command also exists in the bin directory of every
<profile_home> directory. Starting wsadmin from this location is not

recommended because you have to be very careful to specify the right profile to
work with. The default profile will be chosen.
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To get syntax-related help, type wsadmin.bat -? and press Enter. Example 5-1
shows the output. Some of these options have an equivalent in the properties
file. Any options specified on the command line will override those set in the
properties file.

Example 5-1 wsadmin command-line options

C:\<was_home>\profiles\<profile_name>\bin>wsadmin -?
wsadmin
[ -h(elp) 1]
[-? 1]
[ -c <command> ]
[ -p <properties_file_name>]
[ -profile <profile_script_name>]
[ -f <script_file_name>]
[ -javaoption java_option]
[ -lang Tlanguage]
[ -wsadmin_classpath classpath]
[ -profileName profile]

[ -conntype
SOAP
[-host host_name]
[-port port_number]
[-user userid]
[-password password] |
RMI
[-host host_name]
[-port port_number]
[-user userid]
[-password password] |
NONE
1

[ -jobid <jobid_string>]

[ -tracefile <trace_file>]

[ -appendtrace <true/false>]
[ script parameters ]

5.2.3 Configuring wsadmin

252

The properties that determine the scripting environment for wsadmin can be set
using either the command line or a properties file. Properties can be set in the
following three ways:

» Use the profile or system default properties file:
<profile_home>/properties/wsadmin.properties
or

WebSphere Application Server V6.1: System Management and Configuration



<was_home>/properties/wsadmin.properties

» Use a customized properties file placed in the location pointed to by the
WSADMIN_PROPERTIES environment variable. You can copy the default
properties file to this location and modify it.

» Specify the -p argument to the wsadmin command.

The properties to note are listed in Table 5-1.

Table 5-1 wsadmin properties

Property

Value

com.ibm.ws.scripting.connectionType

SOAP, RMI or NONE

com.ibm.scripting.port

TCP port of target system

com.ibm.scripting.host

Host name of target system

com.ibm.ws.scripting.defaultlLang

Jython or Jacl

com.ibm.ws.scripting.echoparams

Determines whether parameters or
arguments are output to STDOUT or to
the wsadmin trace file

com.ibm.ws.scripting.traceFile

File for trace information

com.ibm.ws.scripting.validationOutpu

Location of validation reports

com.ibm.ws.scripting.traceString

=com.ibm.*=all=enabled

com.ibm.ws.scripting.appendTrace

Appends to the end of the existing log file

com.ibm.ws.scripting.profiles

List of profiles to be run before running
user commands, scripts, or an interactive
shell

com.ibm.ws.scripting.emitWarningForC
ustomSecurityPolicy

Controls whether message WASX7207W
is emitted when custom permissions are
found

com.ibm.ws.scripting.tempdir

Store temporary files when installing
applications

com.ibm.ws.scripting.validationLevel

Level of validation to use when
configuration changes are made from the
scripting interface

com.ibm.ws.scripting.crossDocumentVa
lidationEnabled

Determines whether the validation
mechanism examines other documents
when changes are made to one document
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Property Value

com.ibm.ws.scripting.classpath List of paths to search for classes and
resources

Some of the listed properties in the wsadmin.properties file are commented out by
default. An example is com.ibm.ws.scripting.traceString. If you want to trace
wsadmin execution, remove the comment sign # from the properties file.

Similarly, some of the properties contain values. For example,
com.ibm.ws.scripting.connectionType has a default value of SOAP. This means
that when a scripting process is invoked, a SOAP connector is used to
communicate with the server.

The wsadmin command can operate in either connected or local mode. In
connected mode, all operations are performed by method invocations on running
JMX MBeans. In local mode, the application server (MBeans server) is not
started and the wsadmin objects are limited to configuring the server by means of
directly manipulating XML configuration documents. When operating in local
mode, it is very important to specify the correct profile for performing the
administration tasks or starting the tool from the correct profile directory.
Remember that each application server instance is configured from a set of XML
documents that is stored in separate directories for every server instance (the
application server profile).

When performing configuration changes in local mode in a distributed server
environment, care should be take to make configuration changes at the
deployment manager level. Changes made directly to the node configuration will
be lost at server startup or at configuration replication.

In addition to the properties file and configuration profile, you should also take
note of the script profile file. This is not to be confused with the server
configuration profile. A script profile is a script that is invoked before the main
script or before invoking wsadmin in interactive mode. The purpose of the script
profile is to customize the environment on which scripts run. For example, a
script profile can be set for Java Command Language (Jacl) scripting language
that makes Jacl-specific variables or procedures available to the interactive
session or main script.

5.2.4 Command and script invocation

The wsadmin commands can be invoked in three different ways. This section
details the different ways in which command invocation is performed.
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Invoking a single command (-c)

The -c option is used to execute a single command using wsadmin in

Example 5-2. In the example, we use the AdminControl object to query the node
name of the WebSphere server process.

Example 5-2 Running a single command in wsadmin

C:\<was_home>\profiles\<profile_name>\bin>wsadmin -c AdminControl.getNode()
WASX72091: Connected to process "dmgr" on node kcgglf3CellManager0l using SOAP
connector; The type of process is: DeploymentManager

'kcgglf3CellManager0l’

Invoking commands interactively

The command execution environment can be run in interactive mode, so you can
invoke multiple commands without having the overhead of starting and stopping
the wsadmin environment for every single command. Run the wsadmin command
without the command (-c) and script file (-f) options to start the interactive
command execution environment, as shown in Example 5-3.

Example 5-3 Starting the wsadmin interactive command execution environment

C:\<was_home>\profiles\<profile_name>\bin>wsadmin

WASX72091: Connected to process "dmgr" on node kcgglf3CellManager0l using SOAP
connector; The type of process is: DeploymentManager

WASX7031I: For help, enter: "print Help.help()"

wsadmin>

From the wsadmin> prompt, the WebSphere administrative objects and built-in
language objects can be invoked, as shown in Example 5-4. Type the commands
as shown in bold.

Example 5-4 Interactive command invocation

wsadmin>AdminControl.getNode()
"kcgglf3CellManager0l’
wsadmin>

End the interactive execution environment by typing quit and pressing the Enter
key.
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Running script files (-f)

The -f option is used to execute a script file. Example 5-5 shows a two-line
Jython script named myScript.py. The script has a .py extension to reflect the
Jythonl language syntax of the script. The extension plays no significance in
wsadmin; the com.ibm.ws.scripting.defaultLang property and -lang command-line
option is used to determine the language used. If the property setting is not
correct, use the -lang option to identify the scripting language, because the
default is Jacl.

Example 5-5 Jython script

print "This is an example Jython script"
print ""+ AdminControl.getNode()+""

Example 5-6 shows how to execute the script.

Example 5-6 Running a Jython script in wsadmin

C:\<was_home>\profiles\<profile name>\bin>wsadmin -f myScript.py

WASX72091: Connected to process "dmgr" on node kcgglf3CellManager0l using SOAP
connector; The type of process is: DeploymentManager

This is an example Jython script

kcgglf3CellManager0l

Using a profile (-profile)

The -profile command-line option can be used to specify a profile script. The
profile can be used to perform whatever standard initialization is required.
Several -profile options can be used on the command line and those are invoked
in the order given.

Specifying a properties file (-p)

Use the -p option to specify a properties file other than wsadmin.properties either
located in the <profile_home>/properties directory, <was_home>/properties
directory, or in the $user_home directory.

Figure 5-7 shows an example of invoking wsadmin to execute a script file using a
specific properties file.
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Example 5-7 Specifying properties file on the command line

C:\<was_home>\profiles\<profile_name>\bin>wsadmin -f c:\myScript.py -p
c:\temp\custom.properties

WASX72091: Connected to process "dmgr" on node kcgglf3CellManager0l using SOAP
connector; The type of process is: DeploymentManager

This is an example Jython script

kcgglf3CellManager0l

5.2.5 Overview of wsadmin objects

The wsadmin command exposes four objects used for managing the WebSphere
environment, as well as a help object:

AdminControl
AdminConfig
AdminApp
AdminTask
Help

vyvyvyyvyy

AdminControl

The AdminControl scripting object is used for operational control. It
communicates with MBeans that represent live objects running a WebSphere
server process. It includes commands to query existing running objects and their
attributes and invoke operations on the objects. In addition to the operational
commands, the AdminControl object supports commands to query information
about the connected server, convenient commands for client tracing,
reconnecting to a server, and starting and stopping a server.

AdminConfig

The AdminConfig object is used to manage the configuration information that is
stored in the repository. This object communicates with the WebSphere
Application Server configuration service component to make configuration
inquires and changes. You can use it to query existing configuration objects,
create configuration objects, modify existing objects, and remove configuration
objects. In a distributed server environment, the AdminConfig commands are
available only if a scripting client is connected to the deployment manager. When
connected to a node agent or a managed application server, the AdminConfig
commands will not be available because the configuration for these server
processes are copies of the master configuration that resides in the deployment
manager.
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AdminApp

The AdminApp object can update application metadata, map virtual hosts to Web
modules, and map servers to modules for applications already installed.
Changes to an application, such as specifying a library for the application to use
or setting session management configuration properties, are performed using the
AdminConfig object.

AdminTask

The AdminTask object is used to access a set of task-oriented administrative
commands that provide an alternative way to access the configuration
commands and the running object management commands. The administrative
commands run simple and complex commands. The administrative commands
are discovered dynamically when the scripting client is started. The set of
available administrative commands depends on the edition of WebSphere
Application Server you install. You can use the AdminTask object commands to
access these commands.

Two run modes are always available for each administrative command, namely
the batch and interactive mode. When you use an administrative command in
interactive mode, you go through a series of steps to collect your input
interactively. This process provides users a text-based wizard and a similar user
experience to the wizard in the administrative console. You can also use the help
command to obtain help for any of the administrative commands and the
AdminTask object.

Help

The Help object provides information about the available methods for the four
management objects as well as information about operations and attributes of
running MBeans. For example, to get a list of the public methods available for the
AdminControl object, enter the command as shown:

wsadmin>print Help.AdminControl()

To get a detailed description of a specific object method and the parameters it
requires, invoke the help method of the target object with the method name as
the option to the help method, as shown in Example 5-8 on page 259.
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Example 5-8 Getting method-specific help

wsadmin>print AdminControl.help('completeObjectName')
WASX70491: Method: completeObjectName

Arguments: object name, template
Description: Returns a String version of an object name that matches

the "template." For example, the template might be "type=Server,*"
If there are several MBeans that match the template, the first match

Similarly, you can get a detailed methods help for the AdminConfig, AdminApp,
and AdminTask objects.

Obtaining operations and attributes information from the Help object are
discussed in “Finding attributes and operations for running MBeans” on
page 262.

Execution environment

The AdminConfig, the AdminTask, and the AdminApp objects all handle
configuration functionality. You can invoke configuration functions with or without
being connected to a server. Only the AdminControl object requires the server to
be started because its commands can only be invoked on running JMX MBeans.

If a server is running, it is not recommended that the scripting client be started in
local mode because configuration changes made in local mode are not reflected
in the running server configuration. The reverse is also true. In connected mode,
the availability of the AdminConfig commands depend on the type of server to
which the scripting client is attached to. Performing configuration changes to a
node agent or managed application server is not advised.

Note: For the purposes of this discussion, we will refer to the methods of the
AdminControl, AdminConfig, AdminApp, AdminTask, and Help objects as
commands.

5.2.6 Management using wsadmin objects

Administration can be performed from wsadmin on JMX MBean objects from the
AdminControl object. Configuration management is done with the AdminConfig
object. the AdminTask is used for performing common types of administrative
and configurative tasks without in-depth knowledge of the JMX framework and
the WebSphere XML configuration structure. The following sections explain
these wsadmin objects in more detail.
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Administration using AdminControl

In order to invoke administrative methods on running JMX MBeans, a reference
to the target MBean object is required, by means of an Object Name. As
explained previously, MBeans represent running components in the WebSphere
run time environment and can be used to query and alter state and configuration.
Each WebSphere server instance contains an MBean server that registers and
provides the run time environment for all MBeans in that server.

Use the queryNames command to list the object names of all MBeans registered
and running in the MBean server. The simplest form of this command in Jython
is:

AdminControl.queryNames('*"')

The list contains all object names of all MBeans currently running in the MBean
server. Depending on the server your scripting client is attached to, this list might
contain MBeans that are running in remote servers. This is because every
MBean server provides management capabilities for all the node agents and
managed application servers that is manageable from this level in the cell
hierarchy. The MBeans running on the remote MBean server are manageable by
means of a proxy MBean, transparent to the scripting client.

» If the client is attached to a stand-alone WebSphere Application Server, the
list contains only MBeans running on that server.

» If the client is attached to a node agent, the list contains MBeans running in
the node agent as well as MBeans running on all application servers on that
node.

» If the client is attached to a deployment manager, the list contains MBeans
running in the deployment manager, in all node agents communicating with
that deployment manager, and all application servers on all the nodes served
by those node agents.

Example 5-9 on page 261 shows a Jython script that collects information about
running MBeans into a file named mbean.txt. The list returned by the queryNames
command is a single Jython string object that separates every object name with
two new line control characters for clear readability. The new line character is
used for creating a Jython list structure that is written to the mbean.ixt file with an
ObjectName: prefix. Note that because the list is created based on new line
(line.separator) information, every other entry from the mbList object is empty.
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Example 5-9 Finding information for running MBeans

file = "mbean.txt"
logFile = open( file, "a" )
mbStr = AdminControl.queryNames ("*:*")
mbList = mbStr.split(java.lang.System.getProperty("line.separator"))
for item in mblList:

if (item != ""):

print >>1ogFile, "ObjectName: "+item

#endIf
#endFor
TogFile.close()

An example of object name item returned by the queryNames command could
look like Example 5-10.

Example 5-10 Returned object name item

ObjectName:
WebSphere:name=dmgr,process=dmgr,platform=proxy,node=kcgglf3CelIManager0l, j2eeT
ype=J2EEServer,version=6.1.0.0,type=Server,mbeanldentifier=cells/kcgglf3Cel101/
nodes/kcgglf3CellManager0l/servers/dmgr/server.xml#Server_1,cell=kcgglf3Cell01,
spec=1.0,processType=DeploymentManager

This represents a deployment manager (dmgr) running in cell kegg1f3Cell01 on
node kcgg1f3CellManager01. WebSphere includes the following key properties
on its object names:

Name

Type

Cell

Node

Process
mbeanldentifier

vVvyvyvyyy

You can use any of these key properties to narrow the scope of the list returned
by queryNames. For example you can list all MBeans that represent server
objects on the node kcgg1f3CellManager01, as follows:

wsadmin>AdminControl.queryNames ('WebSphere:type=Server,node=kcgglf3CellManager0
1,*")
Note: Be aware of the following when using AdminControl.queryNames.

» You will get an empty list back if you do not use the * wildcard at the end of
the ObjectName.

» WebSphere: represents the domain and is assumed if you do not include it.
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An alternative way to obtain the object name is by using the completeObjectName
command. This command only returns the first object name matching the pattern
specified. For patterns specifying the exact object needed or the top level
MBean, for example, the deployment manager, the completeObjectName
command could be a better choice. For example, this command would obtain the
deployment manager object name:

wsadmin>AdminControl.completeObjectName('type=DeploymentManager,node=kcgglf3Cel
1

Javadoc™: All MBean types are documented in the Javadoc format in the
web\mbeanDocs directory from within the WebSphere target installation
directory. The starting point is the index.html file. For a default installation, the
location of the index.html file is in this directory in a Windows environment:

C:\<was_home>\web\mbeanDocs\index.html

Finding attributes and operations for running MBeans

The Help object can be used to list attributes and operations available for any
running MBean. The object name of the running MBean is needed in order to
complete the query. The object name can be obtained by use of the
AdminControl completeObjectName command.

Example 5-11 shows how to find attributes information for a server MBean. The
first command initializes the variable serv to the object name of a running server
on the kcgg1f3CellManager01, as found by the completeObjectName command.
Note that the object name returned is the first found by completeObjectName. The
attributes command of the Help object lists all the available attributes for the
particular server MBean found.

Example 5-11 Finding attributes for a running MBean

wsadmin>serv =
AdminControl.completeObjectName ('type=Server,node=kcgglf3CellManager0l,*")
wsadmin>print Help.attributes(serv)

Attribute Type Access
name java.lang.String RO
shortName java.lang.String RO
threadMonitorInterval int RW
threadMonitorThreshold int RW
threadMonitorAdjustmentThreshold int RW
pid java.lang.String RO
celTName java.lang.String RO
cel1ShortName java.lang.String RO
deployedObjects java.lang.String; RO
javaVMs java.lang.String; RO
nodeName java.lang.String RO
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nodeShortName java.lang.String
processType java.lang.String
resources java.lang.String;
serverVersion java.lang.String
serverVendor java.lang.String
state java.lang.String
platformName java.lang.String
platformVersion java.lang.String
internalClassAccessMode java.lang.String
objectName java.lang.String
stateManageable boolean

statisticsProvider boolean

eventProvider boolean

eventTypes java.lang.String;

RO
RO
RO
RO
RO
RO
RO
RO
RO
RO
RO
RO
RO
RO

Attribute values for any specific MBean can be read with the getAttribute

command of the AdminControl object. Depending on the access policy for the
individual attribute (Read only (RO) or Read and Write (RW), as listed with the

attributes Help command), attribute values can be modified with the
setAttribute command. For example, the process ID (pid) from the server

MBean can be retrieved by running:

wsadmin>AdminControl.getAttribute(serv, 'pid')
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Similar to the attributes command, the operations command can be used to
list the operations supported by a particular MBean. Example 5-12 shows the
usage of the operation command and its output.

Example 5-12 Finding operations for a running MBean (partial list of operations)

wsadmin>print Help.operations(serv)
Operation

java.lang.String getName()
java.lang.String getShortName()

int getThreadMonitorInterval()

void setThreadMonitorInterval(int)

int getThreadMonitorThreshold()

void setThreadMonitorThreshold(int)

int getThreadMonitorAdjustmentThreshold()
void setThreadMonitorAdjustmentThreshold(int)
java.lang.String getPid()
java.lang.String getCellName()
java.lang.String getCellShortName()
java.lang.String; getDeployedObjects()
void stopImmediate()

void stop(java.lang.Boolean, java.lang.Integer)
void restart()

java.lang.String getObjectNameStr()
boolean isStateManageable()

boolean isStatisticsProvider()

boolean isEventProvider()
java.lang.String; getEventTypes()

MBean operations are invoked by use of the invoke command of the
AdminControl object. For example, this is the syntax for invoking the
getVersionsForAllProducts operation:

wsadmin>print AdminControl.invoke(serv,'getVersionsForAl1Products')

For viewing and invoking MBean attributes and operations visually, the graphical
tool MBeanlnspector (MBI) is recommended. With MBeanInspector, all JMX
MBeans are listed in a parent-child tree structure and with the wsadmin invocation
syntax displayed for most operations.

Even though MBI was not available for WebSphere Application Server Version
6.x, the current version for Version 5 works fine with Version 6. However, MBI is
not profile-aware. With security enabled, it uses the generic sas.properties file
from the root of the WebSphere install tree instead of the sas.properties file from
the current profile. For more information, see MBeanlnspector for WebSphere
Application Server on alphaWorks® at:

http://www.alphaworks.ibm.com/tech/mbeaninspector
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Configuring using AdminConfig

The AdminConfig and AdminTask objects are used to manage configuration
information for the WebSphere environment. This section discusses the use of
the AdminConfig object.

The AdminConfig object communicates with the configuration service of the
WebSphere process to query and update the configuration. All modifications
done with the AdminConfig commands are stored to a temporary workspace until
you invoke the save command.

The AdminConfig object performs a series of tasks for configuration changes:

1. Identify the configuration type and the corresponding attributes.

2. Query an existing configuration object to obtain the configuration ID of the
object to modify.

3. Modify the existing configuration object or overwrite with a new object.

4. Save the configuration.

The next sections discuss these steps in more detail. Be warned that configuring
WebSphere by use of the AdminConfig object requires a good understanding of
the WebSphere XML configuration documents and the config directory content.
A starting point would be to look through a default WebSphere configuration
profile and understand the defined elements, attributes, and namespaces listed
in the Javadoc configuration documentation.
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The types command

The WebSphere configuration consists of element types and attribute names
structured in a set of XML documents. The WebSphere configuration is managed
from the AdminConfig object by obtaining a reference to an existing element type
or by instantiating or removing element types from the configuration. In wsadmin,
every element type is managed as a configuration object with a unique
configuration ID. All available configuration objects can be listed by using the
types command. Example 5-13 shows the partial output of the types command.

Example 5-13 Partial output of types command

wsadmin>print AdminConfig.types()
AccessPointGroup
ActivationSpec
ActivationSpecTemplateProps
ActivitySessionService
AdminObject
AdminObjectTemplateProps
AdminServerAuthentication
AdminService

Agent

AlTActivePolicy
Al1AuthenticatedUsersExt
Application
ApplicationClientFile
ApplicationConfig
ApplicationContainer
ApplicationDepTloyment
ApplicationManagementService
ApplicationProfileService
ApplicationServer

Every configuration object is used for configuring a specific part of the overall
cell. For example, the ApplicationServer object is used for defining application
servers in the environment. As the application server provides configurable
features, attributes defined from within the object are used to configure the
application server features. The available attributes for the ApplicationServer
object can be listed by use of the AdminConfig attributes command, this will be
discussed in detail in “Input and output of configuration object attributes” on
page 269.
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An object can contain other objects. Therefore, a parent-to-child relationship
exists in the configuration. For example, a node type object contains server type
objects, making the node object a parent to the server objects. To identify
possible objects in where a given configuration object can reside, use the
parents command. Locate the parent configuration objects for the
ApplicationServer object by issuing:

wsadmin>AdminConfig.parents('ApplicationServer')

The getid command

The getid command returns the configuration name for a configuration object.
Configuration objects are named with a combination of the display name for the
object and its configuration ID. The ID uniquely identifies the object and can be
used in any configuration command that requires a configuration object name.

Example 5-14 shows how to obtain the configuration name for dmgr. The string
argument passed to the command identifies the node and server to get the name
for. The / is used to separate one set of object type and value from another. The :
is used to separate the value from the object type in an object type and value
pair.

Example 5-14 Finding configuration name of an object

wsadmin>AdminConfig.getid('/Node:kcgglf3CellManager0l/Server:dmgr/"')
'dmgr(cells/kcgglf3Cel101/nodes/kcgglf3CelManager0l/servers/dmgr|server.xml#Se
rver_1)'

Example 5-14 illustrates how the parent-to-child relationship of configuration
objects comes into play. As the configuration object name for the dmgr residing
on the kcgg1f3CellManager01 is needed, the specification of both child and
parent objects are required.

Note: Configuration objects are named using a combination of the display
name and its configuration ID. The display name comes first, followed by the
configuration ID in parentheses. An example of such an object name is:

serverl(cells/MyCell/nodes/MyNode/servers/serverl|server.xml#Server 1)
For those pieces of configuration data that do not have display names, the

name of the object simply consists of the configuration ID in parentheses. An
example of such an object name is as follows:

(cells/MyCel1/nodes/MyNode/servers/serverl|server.xml#ApplicationServer 1)

Because the ID portion is completely unique, a user can always use it without
the prepended display name in any command that requires a configuration
object name.
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The list command

The Tist command returns a list of objects for a given type. In a WebSphere
Application Server environment, there are several object types and many objects
configured that have the same object type.

Example 5-15 list all objects of the DataSource object type in the test
environment. The list command returns two objects of the DataSource type to the
server1 server. Note how this command lists all objects regardless of scope.
From the administrative console, you would have to collect this information by
querying at each scope level.

Example 5-15 Finding objects of the same object type

wsadmin>print AdminConfig.list('DataSource')

"Default
Datasource(cells/kcgglf3Cel101/nodes/kcgglf3Node0l/servers/serverl|resources.xm
1#DataSource_1153406381923)"
DefaultEJBTimerDataSource(cells/kcgglf3Cel101/nodes/kcgglf3Node0l/servers/serve
rl|resources.xml#DataSource_1000001)

The defaults command

The defaults command displays a table of attributes, their types, and defaults, if
any, for the configuration object. Each object has an object type and each object
type has attributes that might or might not have default values.

Example 5-16 shows the usage of the defaults command to list the attributes
and default values for those attributes for object type DynamicCache.

Example 5-16 Finding attributes and default values for an object type

wsadmin>print AdminConfig.defaults('DynamicCache')

Attribute Type Default
enable boolean false
defaultPriority int 1
hashSize int 0
cacheSize int 2000
enableCacheReplication boolean false
replicationType ENUM NONE
pushFrequency int 1
enableDisk0ffload boolean false
diskOffloadLocation String

flushToDiskOnStop boolean false
enableTaglLevelCaching boolean false
diskCachePerformancelLevel ENUM BALANCED
diskCacheSizeInGB int 0
diskCacheSizeInEntries int 0
diskCacheEntrySizeInMB int 0
diskCacheCleanupFrequency int 0
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context ServiceContext

properties Property

cacheGroups ExternalCacheGroup

cacheReplication DRSSettings
diskCacheCustomPerformanceSettings DiskCacheCustomPerformanceSettings
diskCacheEvictionPolicy DiskCacheEvictionPolicy

Input and output of configuration object attributes

The AdminConfig attributes command is part of the wsadmin online help
feature. The information displayed does not represent any particular
configuration object, but represents configuration object types or object
metadata. The metadata is used to show, modify, and create real configuration
objects. In this section, we discuss the interpretation of the output of those
commands.

The attributes command displays the type and name of each attribute defined
for a given type of configuration object. The name of each attribute is always a
string, generally beginning with a lowercase letter. But the types of attributes
vary.

Example 5-17 shows the output of the attributes command for the
configuration object DynamicCache. There are 15 attributes listed, four simple
integer attributes, five Boolean attributes, and one String attribute.

The cacheGroups and properties objects are lists of objects indicated by * at the
end of ExternalCacheGroup and Property(TypedProperty), respectively. These
are nested attributes. Another attributes invocation can be used to see the
composition of these nested attributes.
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Example 5-17 Output of attribute command of AdminConfig object

wsadmin>print AdminConfig.attributes('DynamicCache')
cacheGroups ExternalCacheGroup*

cacheReplication DRSSettings

cacheSize int

context ServiceContext@

defaultPriority int

diskCacheCleanupFrequency int
diskCacheCustomPerformanceSettings DiskCacheCustomPerformanceSettings
diskCacheEntrySizeInMB int

diskCacheEvictionPolicy DiskCacheEvictionPolicy
diskCachePerformanceLevel ENUM(HIGH, CUSTOM, BALANCED, LOW)
diskCacheSizelnEntries int

diskCacheSizeInGB int

diskOffloadLocation String

enable boolean

enableCacheReplication boolean

enableDiskOffload boolean

enableTaglLevelCaching boolean

flushToDiskOnStop boolean

hashSize int

properties Property(TypedProperty, DescriptiveProperty)*
pushFrequency int

replicationType ENUM(PULL, PUSH, PUSH_PULL, NONE)

wsadmin>print AdminConfig.attributes('ExternalCacheGroup')
members ExternalCacheGroupMember*

name String

type ENUM(SHARED, NOT_SHARED)

wsadmin>print AdminConfig.attributes('TypedProperty')
description String

name String

required boolean

type String

validationExpression String

value String

In Example 5-17, the properties attribute of the DynamicCache object has a
value that is also a list of objects of the Property type. The Property type is a
generic type, so its sub-types are listed, that is TypedProperty. The
replicationType and diskCachePerformancelevel attribute are an ENUM type
attribute whose value must be one of the four possible values listed in
parentheses.
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The show command of the AdminConfig object can be used to display the
top-level attributes of a given object. In Example 5-18, the top-level attributes for
the SocratesServer1 object is shown by use of the show command.

Example 5-18 Finding top-level attributes for a given object

wsadmin>print
AdminConfig.show(AdminConfig.getid('/Node:kcgglf3CellManager0l/Server:dmgr/'))
[components
"[(cel1s/kcgglf3Ce1101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.xml#NameS
erver_1) "Deployment
Manager(cells/kcgglf3Cel101/nodes/kcgglf3CelIManager0l/servers/dmgr|server.xml#
CellManager 1)" "WorkloadManagement
Server(cells/kcgglf3Cel101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.xml#W
orkloadManagementServer_1)" "Network Deployment
Server(cells/kcgglf3Cel101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.xml#A
pplicationServer 1)"]"]

[customServices []1]

[developmentMode false]

[errorStreamRedirect
(cells/kcgglf3Cel101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.xml#StreamR
edirect_1)]

[name dmgr]

[outputStreamRedirect
(cells/kcgglf3Cel101/nodes/kcgglf3CellManager0l/servers/dmgr|server.xml#StreamR
edirect_2)]

[parallelStartEnabled true]

[processDefinitions
[(cells/kcgglf3Cel101/nodes/kcgglf3CellManager0l/servers/dmgr|server.xml#JavaPr
ocessDef_1)]]

[serverType DEPLOYMENT_MANAGER]

[services
"[(cells/kcgglf3Ce1101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.xml#PMISe
rvice_1)
(cel1s/kcgglf3Cel101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.xml#AdminSe
rvice_ 1)
(cells/kcgglf3Cel101/nodes/kcgglf3CelIManager0l/servers/dmgr|server.xml#TraceSe
rvice_1)
(cells/kcgglf3Cel101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.xml#Diagnos
ticProviderService_1)

(cel1s/kcgglf3Cel101/nodes/kcgglf3Cel 1Manager0l/servers/dmgr|server.xml#RASLogg
ingService_1)
(cells/kcgglf3Cel101/nodes/kcgglf3CelIManager0l/servers/dmgr|server.xml#CoreGro
upBridgeService_1)
(cells/kcgglf3Cel101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.xml#0bjectR
equestBroker_1)
(cel1s/kcgglf3Cel101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.xml#Transpo
rtChannelService_1)
(cells/kcgglf3Cel101/nodes/kcgglf3CellManager0l/servers/dmgr|server.xml#ThreadP
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oolManager_1)

(cells/kcgglf3Cel101/nodes/kcgglf3Cel IManager0l/servers/dmgr|server.

essLoggingService 1)]"]
[stateManagement

(cells/kcgglf3Cel101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.

nageable 1)]
[statisticsProvider

(cel1s/kcgglf3Cel101/nodes/kcgglf3Cel IManager0l/servers/dmgr|server.

icsProvider_1)]

xm1#HTTPAcc

xml#StateMa

xml#Statist

The value for a particular attribute can be retrieved with the showAttribute
command. In Example 5-19, the values for the name attribute and the services

attribute of SocratesServer1 server object are listed.

Example 5-19 Retrieving attribute values for a given object

wsadmin>serv = AdminConfig.getid('/Node:kcgglf3CellManager0l/Server:dmgr/")

wsadmin>print AdminConfig.showAttribute(serv, 'name')
dmgr

wsadmin>print AdminConfig.showAttribute(serv,'services')

[(cells/kcgglf3Cel101/nodes/kcgglf3CellManager0l/servers/dmgr|server.xml#PMISer

vice_1)

(cells/kcgglf3Cel101/nodes/kcgglf3CellManager0l/servers/dmgr|server.

rvice_1)

(cells/kcgglf3Cel101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.

rvice_1)

(cel1s/kcgglf3Cel101/nodes/kcgglf3Cel IManager0l/servers/dmgr|server.

ticProviderService 1)

(cells/kcgglf3Cel101/nodes/kcgglf3CellManager0l/servers/dmgr|server.

ingService_1)

(cells/kcgglf3Cel101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.

upBridgeService_1)

(cel1s/kcgglf3Cel101/nodes/kcgglf3Cel IManager0l/servers/dmgr|server.

equestBroker_1)

(cells/kcgglf3Cel101/nodes/kcgglf3CellManager0l/servers/dmgr|server.

rtChannelService_1)

(cells/kcgglf3Cel101/nodes/kcgglf3Cel1Manager0l/servers/dmgr|server.

oolManager_1)

(cel1s/kcgglf3Cel101/nodes/kcgglf3Cel 1Manager0l/servers/dmgr|server.

essLoggingService_1)]

xm1#AdminSe
xml#TraceSe
xm1#Diagnos
xm1#RASLogg
xml#CoreGro
xml#0bjectR
xml#Transpo
xml#ThreadP

xm1#HTTPAcc

Another useful command to list all attributes and their values in the AdminConfig
object is the showall command. This command returns names and values for all

attributes of a given object, including nested attributes.
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Tip: Scripting examples for managing the WebSphere Application Server
configuration are available from the IBM WebSphere Developer Domain
(WSDD) library in the samples collection. Even though the samples are for
WebSphere Application Server V5, they are just as useful for WebSphere
Application Server V6.1.

Configuring using AdminTask

Use of the AdminConfig and AdminControl requires some knowledge of the JMX
framework and WebSphere XML configuration structure. For performing various
scripted administrative tasks without knowledge of the underlying infrastructure,
the AdminTask object has been introduced.

The AdminTask object commands are more like wizards, providing a
step-by-step guide to performing management operations. The AdminTask
commands can either be invoked interactively, in order to prompt the user for the
parameters required, or be invoked batch-like, with all input specified as part of
the invocation. The AdminTask commands offered are direct reflections of the
tasks each component provides through the command framework. As the
command set is discovered dynamically on wsadmin startup, the number of
commands can differ, depending on the server environment and WebSphere
Application Server package.

Overview of AdminTask commands

The AdminTask object provides a large number of commands that perform
simple and complex administrative tasks. In order to find a command for a
specific task, commands have been logically grouped into command groups.
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For example, to find AdminTask commands related to service integration bus
administration, the commands of the SIBAdminCommands group can be listed.
All the command groups and the commands in the SIBAdminCommands group
are listed in Example 5-20.

Example 5-20 AdminTask Groups and SIBAdmin commands (partial list)

wsadmin>print AdminTask.help('-commandGroups')
WASX8005I: Available admin command groups:

AdminReports - Admin configuration reports

AuthorizationGroupCommands - Authorization Group

AutoGen Commands - Commands for autogenerating LTPA password and server Id.
CertificateRequestCommands - Command that manage certificate request.
ChannelFrameworkManagement - A group of admin commands that help in configuring
the WebSphere Transport Channel Service

ClusterConfigCommands - Commands for configuring application server clusters
and cluster members.

ConfigArchiveOperations - A command group that contains various config archive
related operations.

ConfigLimits - No description available

CoreGroupBridgeManagement - A group of administrative commands that help in
configuring core groups.

CoreGroupManagement - A set of commands for modifying core groups
CreateWebServerByHostNameCommands - Specify the configuration properties for
IBM HTTP Server.

DescriptivePropCommands - Commands to configure Descriptive Properties.

wsadmin>print AdminTask.help('SIBAdminCommands')

WASX80071: Detailed help for command group: SIBAdminCommands

Description: A group of commands that help configure SIB queues and messaging
engines.

Commands:

addSIBPermittedChain - Adds the specified chain to the Tist of permitted chains
for the specified bus.

addSIBusMember - Add a member to a bus.

createSIBDestination - Create bus destination.

createSIBEngine - Create a messaging engine.

createSIBForeignBus - Create a SIB foreign bus.

createSIBLink - Create a new SIB Tink.

createSIBMQLink - Create a new WebSphere MQ link.

createSIBMediation - Create a mediation.

createSIBWMQServer - Create a new WebSphere MQ server.

createSIBus - Create a bus.

deleteSIBDestination - Delete bus destination.
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All the available AdminTask commands can be retrieved in one list with the help
command:

wsadmin>print AdminTask.help('-commands')

For example, in order to invoke the createSIBus command, a number of options
are needed. To list the options, invoke help on the command:

wsadmin>print AdminTask.help('createSIBus')

An example of creating a service integration bus interactively is shown in
Example 5-21 on page 276. The batch invocation of the command is displayed at
the end of the interactive guide with all the correct options added. This command
can be used to form scripted creations of additional service integration buses. It
is a means to help the script developer become familiar with the command
invocation of the AdminTask object. Using the interactive approach for obtaining
the correct invocation syntax can be very useful when developing automated
scripted installations and configurations.

Tip: The AdminTask batch command syntax is displayed at the time of
command invocation. To obtain the command syntax without changing the
master WebSphere configuration repository, the change need not be saved
from the local workspace to the repository. The change to the workspace can
be reversed with use of the AdminConfig reset command:

wsadmin>AdminConfig.reset ()
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Example 5-21 Interactive invocation of AdminTask

wsadmin>AdminTask.createSIBus('-interactive')
Create a bus

Create a bus.

*Bus name (bus): WSBus

Description of bus (description): Web Services cell wide bus
Security (Deprecated) (secure): false

Inter-engine authentication alias (interEngineAuthAlias):
Mediations authentication alias (mediationsAuthAlias):

Protocol (protocol):

Discard messages after queue deletion (discardOnDelete): [false]
Max bus queue depth (highMessageThreshold):

Dynamic configuration reload enabled (configurationReloadEnabled): [true]
Enable bus security (busSecurity):

Script Compatibility (scriptCompatibility):

Create a bus

F (Finish)
C (Cancel)

Select [F, C]: [F] F

WASX72781: Generated command line: AdminTask.createSIBus('[-bus WSBus
-description "Web Services cell wide bus" -secure false ]')

"WSBus (cell1s/kcgglf3Cel101/buses/WSBus |sib-bus.xml#SIBus_1153949210676) "

As some configuration tasks are dependent on other resources to exist, the task
commands can provide a means for configuring related resources for completing
the intended task. Such tasks are split into steps. An example of a multi-step task
is the createCluster command, which provides steps to create a replication
domain and convert servers to cluster members as part of the cluster creation.
See the help text for the createCluster command in Example 5-22.
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Example 5-22 createCluster help text

wsadmin>print AdminTask.help('createCluster')
WASX80061: Detailed help for command: createCluster
Description: Creates a new application server cluster.

Target object: None
Arguments:

None
Steps:

clusterConfig - Specifies the configuration of the new server cluster.
replicationDomain - Specifies the configuration of a replication domain for
this cluster. Used for HTTP session data replication.

convertServer - Specifies an existing server will be converted to be the

first member of cluster.

eventServiceConfig - Specifies the event service configuration of the new

server cluster.

promoteProxyServer - If a proxy server was specified for convertServer,
apply its proxy settings to the cluster.

Some steps are required for performing the intended task, while others are
optional. When starting the command task in interactive mode, the steps are
numbered with an optional marker prefixed to the number. A prefix of:

v

vYvyy

The asterisk (*) character indicates a required step.
A parentheses () indicates a step that is disabled.
No denotation indicates an optional step.

An arrow ( — ) indicates the current step in process.

New in V6.1: Several new high level commands have been added to wsadmin
to ease administrative tasks. These commands are exposed in wsadmin as
AdminTask commands. Table 5-2 shows these new commands.

Table 5-2 New high level commands

High level command group

Commands

Data Source Management

createJDBCProvider, createDataSource,
listJDBCProviders, and listDatasources

Server Management

New commands to modify and view server
configurations

Variable Configuration

setVariable, removeVariables, and showVariables

Port Management

listServerPorts, modifyServerPort, and
listApplicationPorts

Report Generation Commands

ReportConfiginconsistencies,
ReportConfiguredPorts
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New in V6.1: Table 5-3 on page 278 shows some utility commands introduced
in WebSphere Application Server V6.1.

Table 5-3 New utility commands

Utility Function

isFederated Check if the system is a single server or network deployment.

getDmgrProperties | Return the name of the deployment manager.

changeHostName Change the host name of a node.

renameNode This new command line utility is used to rename a federated
node in a network deployment environment.

5.3 Common operational tasks using wsadmin

In this section, we describe how you can use wsadmin to perform common
WebSphere operations. This section discusses a general approach for
operational tasks and gives specific examples of common administrative tasks.

5.3.1 General approach for operational tasks

In order to invoke an operation on a running MBean, you first need to know the
name of the running object. Then you invoke the method on a fully qualified
object name. This means that invoking operations usually involves two types of
commands:

» Find the object name.
» Invoke the operation.

In simple cases, the two commands can be combined.

Similarly, in order to change an attribute of a running object, you first need to
know the object name of that running object. This means that getting or setting
attributes involves a sequence of two commands:

» Find the object name of the running object/MBeans.
» Get or set attributes for that running object.

Note: You can use the queryNames and completeObjectName commands of the
AdminControl object to identify the name of a running object. See “Help” on
page 258 for information about how to do this.
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5.3.2 Examples of common administrative tasks

Common operational tasks performed using wsadmin include:

Starting and stopping the deployment manager
Starting and stopping nodes

Starting and stopping application servers

Starting, stopping, and viewing enterprise applications
Starting and stopping clusters

Generating the Web server plug-in configuration file
Enabling tracing for WebSphere components

YyVVyVYyVYVYYVYY

Note: Some of the examples used in this section need Network Deployment
installed. To show the command syntax, we used the WebSphere sample
applications.

The elements of our distributed server environment include:

» Server node: kcgg1f3NodeO1

» Deployment manager node: dmgr
» Node agent server: nodeagent

» Servers: serveri, server2

5.3.3 Managing the deployment manager

This section describes how to start and stop tasks on the deployment manager
using wsadmin.

Starting the deployment manager

wsadmin works on MBeans. Because the MBean representing the deployment
manager is not available unless the process is running, you have to start the
deployment manager using other methods (see 4.3.2, “Starting and stopping the
deployment manager” on page 166).

Stopping the deployment manager

The deployment manager can be stopped using the AdminControl object and
invoking the stopServer command. To invoke stopServer, you must provide the
deployment manager name and the node name. Example 5-23 shows an
example of stopping the deployment manager.

Example 5-23 Stopping deployment manager using a single line command

wsadmin>AdminControl.stopServer('dmgr', 'kcgglf3CellManager0l')
WASX73371: Invoked stop for server "dmgr" Waiting for stop completion.
WASX72641: Stop completed for server "dmgr" on node "kcgglf3CellManager0l"
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The stop operation can also be performed by invoking the stop method of the
AdminControl object on the MBean representing the deployment manager. To do
this, you need to identify the MBean that represents the deployment manager
using the completeObjectName command of AdminControl object.

Example 5-24 shows the command to query the MBeans information and the
command to stop the deployment manager. First, the variable named dmgr is
assigned to the DeploymentManager Server MBean; subsequently, this variable
is used for starting the invoke command.

Example 5-24 Getting MBean information and stopping the deployment manager

wsadmin>dmgr =
AdminControl.completeObjectName ('type=Server,processType=DeploymentManager,*"')
wsadmin>AdminControl.invoke (dmgr,'stop')

5.3.4 Managing nodes

This section describes how to perform common administration tasks on nodes
and their node agent using wsadmin.

Starting a node agent

As with the deployment manager, the node agent cannot be started with wsadmin
because there are no MBeans available yet. Use the startNode command to
start the node agent. For information, see 4.5.5, “Starting and stopping nodes”
on page 215.

Stopping a node agent

The node agent process controls all of the WebSphere managed processes on a
node. Therefore, stopping a node agent limits the ability to issue any further
commands against managed servers. There is one node agent per node.

You can stop node agents by invoking the stopServer command of the
AdminControl object. The name of the node agent server and the name of the
node need to be supplied as arguments. Example 5-25 shows the command to
stop a node agent.

Example 5-25 Single line command to stop a node agent

wsadmin>AdminControl.stopServer('nodeagent', 'kcgglf3Node0l1')
WASX73371: Invoked stop for server "nodeagent" Waiting for stop completion.
WASX72641: Stop completed for server "nodeagent" on node "kcgglf3NodeOl"
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The stop operation of the node agent can also be performed by invoking the stop
operation on the MBean representing the node agent. You first need to identify
the Server MBean for the node agent using the completeObjectName command.

Example 5-26 shows the command syntax to query MBean information for the
node agent Server object and to invoke the stop method on the identified MBean.

Example 5-26 Getting MBean information for a node agent Server object

wsadmin>naServer =
AdminControl.completeObjectName ('type=Server,node=kcgglf3Node0l,name=nodeagent,
* l)

wsadmin>AdminControl.invoke(naServer, 'stop')

5.3.5 Managing application servers

This section describes how to perform common administration tasks on
application servers using wsadmin.

Starting an application server

In a distributed server environment, the node agent can start an application
server. Example 5-27 shows the command for starting the server2 application
server by use of the startServer command.

Example 5-27 Start an application server

wsadmin>AdminControl.startServer('server2', 'kcgglf3Node0l')
'"WASX72621: Start completed for server "server2" on node "kcgglf3NodeOl1l"'

You can also use the TaunchProcess operation on the NodeAgent object to start
server2. Example 5-28 on page 281 shows the command syntax to query the
MBean information for the NodeAgent object and to invoke the TaunchProcess
operation from the identified MBean.

Example 5-28 Getting MBean information for a node agent NodeAgent object

wsadmin>naMain =

AdminControl.completeObjectName ('type=NodeAgent,node=kcgglf3Node0l,name=NodeAge
nt,*')

wsadmin>AdminControl.invoke(naMain, 'launchProcess', 'server2')

"true’
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Stopping an application server
Example 5-29 shows the command for stopping the server2 application server.

Example 5-29 Stop an application server

wsadmin>AdminControl.stopServer('server2', 'kcgglf3Node0l')

WASX73371: Invoked stop for server "server2" Waiting for stop
completion.

WASX72641: Stop completed for server "server2" on node "kcgglf3NodeOl"

You can also use the TaunchProcess operation on the NodeAgent to start the
application server. Example 5-30 on page 282 shows the command syntax to
query the MBean information for the NodeAgent object and to invoke the
launchProcess operation from the identified MBean.

Example 5-30 Getting MBean information for a node agent NodeAgent object

wsadmin>naMain = AdminControl.queryNames ('*:*,type=NodeAgent"')
wsadmin>AdminControl.invoke(naMain, 'launchProcess', 'server2')
"true’

If there are multiple application servers running on a node, you can stop all the
servers from a single script. Example 5-31 on page 282 shows a script that stops
all application servers on the SocratesNode node. In this example, the node
name is hardcoded, but it is also possible to write Jython code that accepts the
node name from the command line or a menu.

To invoke the script from a command, type the following:

cd \<was_home>\profiles\<profile _name>\bin
wsadmin -f <script_filename>

Example 5-31 Stopping all application servers on a node

servername =
AdminControl.queryNames ('node=kcgglf3Node0l,type=Server,processType=ManagedProc
ess,*').split(1ineSeparator)
for item in servername:

shortname = AdminControl.getAttribute(item,'name')

completename =
AdminControl.completeObjectName('type=Server,node=kcgglf3Node01,name="+shortnam
et',*' )

print 'Stopping server : '+shortname

AdminControl.invoke(completename, "stop")
#endFor
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5.3.6 Managing enterprise applications

This section describes how to perform common administration tasks on
enterprise applications.

New in V6.1

The application management functions of install, edit, and update provided by
AdminApp have been simplified using the regular expression pattern instead
of use of all parameters. In order to specify target for all Web modules, one
can specify .*war* as module URI pattern in the MapModulesToServer step.

Install and update commands now support the server or node option to specify
a default target for installation or updating. Multiple targets can be specified in
a single command, avoiding the need to repeat a command for each target. A
+ or - leading delimiter is used on AdminApp install or edit operations to add or
remove deployment targets. Lack of leading delimiter replaces existing targets
with specified ones, which is the behavior in V6.0.x.

Viewing installed applications

Use the AdminApp object to view the applications installed on an application
server. Example 5-32 shows the use of the list command and the resulting
output.

Example 5-32 Listing installed applications

wsadmin>AdminApp.list()
'DefaultApplication'

You can also do this by querying the MBeans for running applications on a node.
Example 5-33 shows you how to perform this task.

Example 5-33 Listing applications by MBeans query

wsadmin>AdminControl.queryNames ('type=Application,node=kcgglf3Node0l,*")
'"WebSphere:name=DefaultApplication,process=serverl,platform=dynamicproxy,node=k
cgglf3Node0l,J2EEName=DefaultApplication,Server=serverl,version=6.1.0.0,type=Ap
plication,mbeanldentifier=cells/kcgglf3Cel101/applications/DefaultApplication.e
ar/deployments/DefaultApplication/deployment.xml#ApplicationDeployment 11534063
59260,cell=kcgglf3Cel101,spec=1.0"

If an object is not running, the MBean for that object does not exist. Based on
this, we can write a simple Jython script that will display running applications.
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Example 5-34 shows a script using the AdminApp object that lists the installed
applications. The data obtained is configurational data and cannot be
interrogated to determine run time status. Use queryNames for each installed
application to see if an MBean exists, if the application is running. If the
application is running, queryNames returns a name; otherwise, queryNames returns
a null value.

Example 5-34 Script to display the status of applications

application = AdminApp.list().split(lineSeparator)
for app in application:
objName = AdminControl.queryNames('type=Application,name='+ app +',*')
if (len(objName) == 0):
print 'The Application '+ app +' is not running'
else:
print 'The Application '+ app +' is running'
#end if
#end for

Stopping a running application

To stop a running application, we use the AdminControl object and invoke the
stopApplication method on the MBean of the running application. Example 5-35
shows the sequence of commands used to query the MBean and stop the
application.

Example 5-35 Stopping a running application

wsadmin>appservername =

AdminControl.queryNames (' type=ApplicationManager,node=kcgglf3Node0l,process=ser
verl,*')
wsadmin>AdminControl.invoke (appservername, 'stopApplication', 'DefaultApplication

')

Starting a stopped application

To start a stopped application, we use the AdminControl object and invoke the
startApplication method on the stopped application. This requires the identity of
the application server MBean. Example 5-36 shows the sequence of commands
used to start the DefaultApplication application.

Example 5-36 Starting a stopped application

wsadmin>appservername =

AdminControl.queryNames (' type=ApplicationManager,node=kcgglf3Node0l,process=ser
verl,*')
wsadmin>AdminControl.invoke (appservername, 'startApplication’, 'DefaultApplicatio

n')
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5.3.7 Managing clusters

This section describes how to perform common administration tasks on clusters
using wsadmin.

Starting a cluster

Example 5-37 shows the sequence of commands needed to start a cluster. The
first command lists the configured clusters in the cell. In this case, there is only
one cluster, testCluster. The second command initializes a variable named
tstClst with the cluster object name. The final command invokes the start
operation on the cluster object.

Example 5-37 Start a cluster

wsadmin>AdminControl.queryNames ('type=Cluster,*')
'"WebSphere:name=testCluster,process=dmgr,platform=common,node=kcgglf3CellManage
r0l,version=6.1.0.0,type=Cluster,mbeanIdentifier=testCluster,cell=kcgglf3Cel101
,spec=1.0"

wsadmin>tstClst =
AdminControl.completeObjectName('type=Cluster,name=testCluster,*")
wsadmin>AdminControl.invoke(tstClst, " 'start')

Stopping a cluster

Example 5-38 shows the sequence of commands used to stop a cluster. The first
command lists the configured clusters in the cell. The second command
initializes a variable named tstClst with the cluster object name. The final
command invokes the stop operation on the cluster object.

Example 5-38 Stopping a cluster

wsadmin>AdminControl.queryNames ('type=Cluster,*')
'"WebSphere:name=testCluster,process=dmgr,platform=common,node=kcgglf3CellManage
r0l,version=6.1.0.0,type=Cluster,mbeanIdentifier=testCluster,cell=kcgglf3Cel101
,spec=1.0"

wsadmin>tstClst =
AdminControl.completeObjectName ('type=Cluster,name=testCluster,*')

wsadmin>AdminControl.invoke(tstClst,'stop')
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5.3.8 Generating the Web server plug-in configuration

Example 5-39 shows the sequence of commands used to generate the Web
server plug-in configuration file. The first command identifies the MBean for the
Web server plug-in configuration file generator on a node. The second command
generates the Web server plug-in configuration file.

Example 5-39 Generating the Web server plug-in configuration file

wsadmin>pluginGen =
AdminControl.completeObjectName('type=PluginCfgGenerator,*")
wsadmin>AdminControl.invoke(pluginGen, 'generate',"C:/PROGRA~1/IBM/WebSphere/App
Server/profiles/Dmgr0l/config kcgglf3Cel101 kcgglf3CellManager0l dmgr
plugin-cfg.xml")

WASX7435W: Value plugin-cfg.xml is converted to a boolean value of false.

The argument for the generate command includes:

Install root directory
Configuration root directory
Cell name

Node name

Server name

Output file name

vVvyyvyvyYyy

You can use null as an argument for the node and server name options. The
generate operation generates a plug-in configuration for all the nodes and
servers residing in the cell. The output file, plugin-cfg.xml, is created in the
configuration root directory, in this case on C:\ Program
Files\IBM\WebSphere\AppServer\profiles\Dmgr01\config\cells\kcgg1f3Cell01\no
des\kcgg1f3CellManagerO1\servers\dmgr.

5.3.9 Enabling tracing for WebSphere components

This section illustrates how to enable tracing for a server process using the
setAttribute command on the TraceService MBean.

In a Network Deployment environment, there are multiple server processes and
therefore multiple TraceService MBeans. Example 5-40 shows how to use
queryNames to list the TraceService MBeans.
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Example 5-40 List of TraceService MBeans

wsadmin>print AdminControl.queryNames ('type=TraceService,*")
WebSphere:name=TraceService,process=dmgr,platform=proxy,node=kcgglf3CelTManager
01,version=6.1.0.0,type=TraceService,mbeanldentifier=cells/kcgglf3Cel101/nodes/
kcgglf3CellManager0l/servers/dmgr/server.xml#TraceService 1,cell=kcgglf3Cel101,
spec=1.0
WebSphere:name=TraceService,process=nodeagent,platform=proxy,node=kcgglf3Node0l
,version=6.1.0.0,type=TraceService,mbeanldentifier=cells/kcgglf3Cel101/nodes/kc
gglf3Node0l/servers/nodeagent/server.xml#TraceService_1120677326772,cell=kcgglf
3Cel101,spec=1.0
WebSphere:name=TraceService,process=server2,platform=proxy,node=kcgglf3Node0l,v
ersion=6.1.0.0,type=TraceService,mbeanldentifier=cells/kcgglf3Cel101/nodes/kcgg
1f3Node01/servers/server2/server.xml#TraceService_1154007376682,cel1=kcgglf3Cel
101,spec=1.0

To start tracing for a server, you need to locate the TraceService MBean for the
server process using the completeObject command. Example 5-41 shows how
to do this using a variable named ts, which is set to the value of the tracing
service MBean. In the second step, the setAttribute command is used to
enable the tracing.

Example 5-41 Enable tracing using TraceService mbean

wsadmin>ts =
AdminControl.completeObjectName('type=TraceService,process=serverl,*")
wsadmin>AdminControl.setAttribute(ts, 'traceSpecification', 'com.ibm.ejs.*=all")

The SystemOut.log file for the Server reflects this new trace specification, as the
TraceService has logged this statement:

TRAS0018I: The trace state has changed. The new trace state is
*=info:com.ibm.ejs.*=all

Note that setting trace level with use of the AdminControl object only changes the
current trace specification of the TraceService. The specification is not stored to
the WebSphere configuration repository. To change the configuration
permanently, use the modify command of the AdminConfig object to change the
traceSpecification attribute of the TraceService configuration object.

Chapter 5. Administration with scripting 287



5.4 Common configuration tasks

In this section, we describe how to use wsadmin to create, modify, and change the
WebSphere Application Server configuration. The section is described in two
parts as follows:

» General approach for configuration tasks
» Specific examples of WebSphere configuration tasks

5.4.1 General approach for configuration tasks

The are many possible configuration tasks that can be performed in a
WebSphere environment. Rather than document every possible modification, we
describe a general approach to use when performing configuration tasks and
then give a few specific examples.

This general approach has three steps:

1. Find the object you want to change using AdminConfig.getid().
2. Change or create a configuration using AdminConfig.modify() or create().
3. Save the changes using AdminConfig.save().

The create and modify commands use an attribute list. In general, the attribute
is supplied as a list of Jython lists. A Jython list can be constructed using name
and value pairs as follows:

[ ['namel', 'valuel']l,['name2', 'value2''],['name3', 'value3']... ]
The attributes for a WebSphere configuration object are often deeply nested. If
you need to modify a nested attribute, you can get the ID of the object and modify

it directly. This is the preferred method, although it requires more lines of
scripting.

5.4.2 Specific examples of WebSphere configuration tasks

This section describes how a variety of typical configuration tasks can be done
using the wsadmin objects, including:

» Application server

— Create or remove an application server.
» Enterprise application

— Install or uninstall an enterprise application.

— Change attributes of an enterprise application.
» Configure and modify WebSphere configuration
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— Configure virtual hosts.

— Configure JDBC providers.
— Edit an application server.
— Create a cluster.

— Add member to a cluster.

Creating an application server

With the introduction of the AdminTask object, there are now two ways of creating
an application server. The AdminTask provides the interactive approach, and is
shown in Example 5-42. Notice the batch invocation of the
createApplicationServer command shown at the end of the input.

Notice the extra step after collecting the configuration values for the server
creation. This extra step provides the ability to configure ConfigCoreGroup
options for the server being created. The — arrow in front of the line indicates
this to be the current step of the interactive guide. To input a core group name for
this server, type S (for select), then press Enter. To skip configuration of a core
group for this server, type F (as shown).

Example 5-42 Creating an application server using AdminTask

wsadmin>AdminTask.createApplicationServer('-interactive')
Create Server

Command that creates a server

*Node Name: kcgglf3Node0l

*Server Name (name): serverd

Template Name (templateName):

Generate Unique Ports (genUniquePorts): [true]
template location (templatelocation):

server specific short name (specificShortName):
server generic short name (genericShortName):
Create Server

Command that creates a server

-> 1. No description available (ConfigCoreGroup)
S (Select)

F (Finish)

C (Cancel)
H (Help)

Select [S, F, C, H]: [F] F
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WASX72781: Generated command Tine:
AdminTask.createApplicationServer('kcgglf3NodeOl', '[-name serverd ]')
'serverd(cells/kcgglf3Cel101/nodes/kcgglf3NodeOl/servers/serverd|server.xml#Ser
ver 1154109581505) '

wsadmin>AdminConfig.save()

The alternative approach to using AdminTask for creating an application server is
using the AdminConfig object. Example 5-43 illustrates application server
creation using AdminConfig. The first command initializes a variable named node
to set the value of the node configuration ID. The second command creates the
server on the node.

Example 5-43 Creating an application server using AdminConfig

wsadmin>AdminConfig.getid('/Node:kcgglf3Node0l/")
"kcgglf3NodeO1(cells/kcgglf3Cel101/nodes/kcgglf3Node0l|node.xml#Node 1)'

wsadmin>node = AdminConfig.getid('/Node:kcgglf3Node0l1/")
wsadmin>AdminConfig.create("Server", node, [["name", "server5"]])
'server5(cells/kcgglf3Cel101/nodes/kcgglf3Node0l/servers/servers|server.xml#Ser
ver 1154115062206) '

wsadmin>AdminConfig.save()

Removing an application server

As with creating application servers, an application server can be removed by
either using the AdminTask object or the AdminConfig object. Example 5-44
illustrates removing an application server using AdminTask.

Example 5-44 Remove an application server using AdminTask

wsadmin>AdminTask.deleteServer('-interactive')
Delete Server

Delete a server configuration
*ADMG01061 (serverName): server5
*ADMG0104I (nodeName): kcgglf3NodeOl
Delete Server

Delete a server configuration

-> 1. No description available (ConfigCoreGroup)
2. No description available (CleanupSIBuses)

S (Select)

N (Next)
F (Finish)
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C (Cancel)
H (Help)

Select [S, N, F, C, H]: [F] F

WASX72781: Generated command line: AdminTask.deleteServer('[-serverName server5
-nodeName kcgglf3Node0l1 ]')

wsadmin>AdminConfig.save()

The general syntax for removing an application server using the AdminConfig
object is:

AdminConfig.remove(‘<server Config id>")

Installing an enterprise application
There are two options for installing an application:

» Perform an interactive installation using the installInteractive command.
The interactive install prompts you for options. The syntax is:

AdminApp.installInteractive(‘<ear_file location>*)

For example:
wsadmin>AdminApp.installInteractive('C:/PROGRA™1/IBM/WebSphere/AppServer/in
stallableApps/ivtApp.ear')

Note: In Windows, use either a forward slash (/), or double backslashes
(\\) when specifying the path to the .ear file.

» Perform a non-interactive installation using the install command.

Using the install command
The general syntax for installing an enterprise application is as follows:

AdminApp.install(‘<location of the ear file> {task or non-task option}’)

There are two types of options that can be specified when using the install

command:

» To see a list of install task options, use the following syntax:
AdminApp.options()

The list includes options for specifying server name, cluster name, install
directory, and so on.

» To see a list of application-specific options, use the following syntax:

AdminApp.options(‘<ear_file_location>>)

Chapter 5. Administration with scripting 291



Here is a sample output for application-specific options:

wsadmin>print
AdminApp.options('C:/PROGRA™1/1BM/WebSphere/AppServer/installableApps/ivtAp
p.ear')

The list of options includes things that define application information, security
role mapping, module-to-virtual host mapping, and whether to pre-compile JSPs.

Note: All options supplied for the install command must be supplied in a
single string. In Jython, a single string is formed by collecting all options within
curly braces or double quotes:

AdminApp.install("c:/temp/application.ear", [["-server", "serv2",
"-appname", "-TestApp"]])

Example 5-45 shows an example of installing a new application named ivtApp on
a server named server1 inside cluster testCluster.

Example 5-45 Installing an application

wsadmin>AdminApp.install('C:/PROGRA~1/IBM/WebSphere/AppServer/installableApps/i
vtApp.ear',['-server','serverl','-node', 'kcgglf3Node0l','-cluster', 'testCluster
','-appname','IVT App'])

wsadmin>AdminConfig.save()

Uninstalling an enterprise application
The general syntax for uninstalling an enterprise application is:

AdminApp.uninstall(“<application name>")

Example 5-46 shows an example of uninstalling an application, remember that
the application name is case sensitive.

Example 5-46 Uninstalling an enterprise application

wsadmin>AdminApp.uninstall('IVT App')

ADMA5017I: Uninstallation of IVT App started.

ADMA51041: The server index entry for
WebSphere:cell=kcgglf3Cel101,node=kcgglf3N

ode01 is updated successfully.

ADMA5102I: The configuration data for IVT App from the configuration repository
is deleted successfully.

ADMA5011I: The cleanup of the temp directory for application IVT App is
complete.

ADMA51061: Application IVT App uninstalled successfully.
wsadmin>AdminConfig.save()
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Editing an enterprise application

Editing of an enterprise application can be done either interactively or
non-interactively. The following commands are available for editing:

» Interactively, use the editInteractive command, which prompts you for
input. The syntax is:

AdminApp.editInteractive(’<application name>’)

» Non-interactively, you can use the edit command.

Using the edit command
The general syntax for editing an enterprise application in non-interactive mode
is:

AdminApp.edit(<application_name>, [-taskname [[’itemla’,
>item2a’,’item3a’] [’itemlb’,’item2b’,’item3b’]....... 11

In Example 5-47, you can see how to change the module to server mapping for
an application. The options are the same as those you would use during
installation with the install command.

Example 5-47 Edit an enterprise application

wsadmin>AdminApp.edit("IVT App", ["-MapModulesToServers", [["IVT Application",
"jvt_app.war,WEB-INF/web.xm1","WebSphere:cell=kcgglf3Cel101,node=kcgglf3Nodell,
server=serverl,cluster=testCluster"]]] )

wsadmin>AdminConfig.save()

Preventing the startup of an application

To prevent the startup of a specific enterprise application when starting the
application server, change the configuration property to enable the enterprise
application on the deployed target. In Example 5-48, the steps to locate, modify,
and save the target property are outlined.

Example 5-48 Disable of enterprise application on target server

wsadmin>import java.lang.System as sys

wsadmin>1lineSeparator = sys.getProperty('line.separator')
wsadmin>eaBk =
AdminConfig.list('ApplicationDeployment').split(1ineSeparator)[0]
wsadmin>print AdminConfig.showAttribute(eaBk,'targetMappings')
["(cel1s/kcgglf3Cel101/applications/IVT App.ear/deployments/IVT
App|deployment.xm1#DeploymentTargetMapping 1154118924159)"]
wsadmin>AdminConfig.modify (' (cells/kcgglf3Cel101/applications/IVT
App.ear/deployments/IVTApp|deployment.xml#DeploymentTargetMapping_11541
18924159) "' ,[['enable','false']])

wsadmin>print AdminConfig.queryChanges()
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'"WASX71461: The following configuration files contain unsaved changes:
cells/kcgglf3Cell01/applications/IVT App.ear/deployments/IVT
App/deployment.xm1’

wsadmin>AdminConfig.save()

Creating a virtual host
The command to create a virtual host is:

AdminConfig.create(’VirtualHost’,<cell object>,[[’name’,’<vhost name>>]])

First, you need to find the ID of the object you want to change. The virtual host is
a WebSphere resource defined in a cell. Therefore, by creating a virtual host, we
are modifying the configuration of the cell object. Example 5-49 shows the
command syntax for retrieving the configuration ID of the cell object and creating
the virtual host resource. Finally, save the changes to the WebSphere
configuration repository.

Example 5-49 Find an object using the AdminConfig command

wsadmin>cell = AdminConfig.getid('/Cell:kcgglf3Cel101/"')
wsadmin>AdminConfig.create('VirtualHost',cell, [['name’', 'IVTVHost']])
"IVTVHost (cells/kcgglf3Cel101|virtualhosts.xml#VirtualHost 1154362727831)'
wsadmin>AdminConfig.save()

Modifying a virtual host

Modify the virtual host configuration with the modify command in the
AdminConfig object. Example 5-50 shows an example of modifying a virtual host.
The example gets the ID of the IVTVHost virtual host, then uses that ID in the
modify command to redefine the list of aliases.

Example 5-50 Modifying a virtual host

wsadmin>IVTVHost = AdminConfig.getid('/VirtualHost:IVTVHost/')

wsadmin>AdminConfig.modify (IVTIVHost, [["aliases”, [[["hostname",'*'], ["port",

9082]1, [["hostname",'*'], ["port", 80]111]1 )

wsadmin>print AdminConfig.queryChanges()

WASX71461: The following configuration files contain unsaved changes:
cells/kcgglf3Cel101/virtualhosts.xml

wsadmin>AdminConfig.save()

Modifying an application server

Modify an application server configuration using the AdminConfig object. The
modify command is used for changing the attribute values for configuration
objects. As the AdminConfig commands interacts with the configuration service,
changes are written to the WebSphere configuration repository (XML
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documents). All services within the WebSphere run time environment read from
the configuration repository at startup only. As a result, changes made with the
AdminConfig commands take effect only after restarting the service or
WebSphere run time.

Tip: To find the parent-child relationships for configuration objects placed in
the application server configuration hierarchy, use the output from the showall
command. To use showall, use the following syntax:

AdminConfig.showall(<object id of application server>)
Also, the layout of the WebSphere administrative console presents some kind
of logical progression from parent to child. For example, to change the

Pinglnterval you would need to select Application Server —
<server_name> — Monitoring Policy — Ping Interval.

Example 5-51 shows an example of changing the ping interval for a server
named serveri.

Example 5-51 Modifying an application server

wsadmin>AdminControl.stopServer('serverl', 'kcgglf3Node01')
WASX73371: Invoked stop for server "serverl" Waiting for stop completion.
'"WASX72641: Stop completed for server "serverl" on node "kcgglf3NodeO1"'

wsadmin>srv = AdminConfig.getid('/Node:kcgglf3Node0l/Server:serverl/')

wsadmin>prcDef = AdminConfig.list('ProcessDef',srv)

wsadmin>monPol = AdminConfig.list('MonitoringPolicy',prcDef)
wsadmin>AdminConfig.modify(monPol, [["pingInterval", 120]] )
wsadmin>AdminConfig.save()

wsadmin>AdminControl.startServer('serverl', 'kcgglf3Node0l')
'"WASX72621: Start completed for server "serverl" on node "kcgglf3NodeO1l"'
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Creating a cluster

To create a new cluster use either the AdminTask or AdminConfig object. In
Example 5-52, the AdminTask object is used for creating a cluster named
T4SCluster adding an existing server named server2 as a cluster member.

Example 5-52 Create a server cluster

wsadmin>AdminTask.createCluster('-interactive')
Create Server Cluster

Creates a new application server cluster.

-> *1, Cluster Configuration (clusterConfig)

2. Replication Domain (replicationDomain)

3. Convert Server (convertServer)

4, Configure the event service during cluster creation.
(eventServiceConfig)

5. Promote Proxy Server Settings To Cluster (promoteProxyServer)

S (Select)
N (Next)
C (Cancel)
H (Help)

Select [S, N, C, H]: [S] S
Cluster Configuration (clusterConfig)

*Cluster Name (clusterName):

Prefer Local (preferlLocal): [true]
Cluster Type (clusterType):

Short Name of Cluster (shortName):

Select [C (Cancel), E (Edit)]: [E]
*Cluster Name (clusterName): testCluster2
Prefer Local (preferlLocal): [true]
Cluster Type (clusterType):

Short Name of Cluster (shortName):
Create Server Cluster

Creates a new application server cluster.
1. Cluster Configuration (clusterConfig)

-> 2. Replication Domain (replicationDomain)
3. Convert Server (convertServer)
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4. Configure the event service during cluster creation.
(eventServiceConfig)

5. Promote Proxy Server Settings To Cluster (promoteProxyServer)

S (Select)

N (Next)

P (Previous)
F (Finish)

C (Cancel)

H (Help)

Select [S, N, P, F, C, H]: [F] N
Create Server Cluster

Creates a new application server cluster.

Cluster Configuration (clusterConfig)
Replication Domain (replicationDomain)
. Convert Server (convertServer)
4. Configure the event service during cluster creation.
(eventServiceConfig)

w N =

5. Promote Proxy Server Settings To Cluster (promoteProxyServer)

S (Select)

N (Next)

P (Previous)
F (Finish)
C (Cancel)

H (Help)

Select [S, N, P, F, C, H]: [F] S
Convert Server (convertServer)

Converted Server Node Name (serverNode):
Converted Server Name (serverName):

Member Weight (memberWeight):

Node Group (nodeGroup):

enable data replication (replicatorEntry):

Select [C (Cancel), E (Edit)]: [E] E

Converted Server Node Name (serverNode): kcgglf3Node0l
Converted Server Name (serverName): server2

Member Weight (memberWeight):
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Node Group (nodeGroup):
enable data replication (replicatorEntry):
Create Server Cluster

Creates a new application server cluster.

Cluster Configuration (clusterConfig)

Replication Domain (replicationDomain)

Convert Server (convertServer)

-> 4, Configure the event service during cluster creation.
(eventServiceConfig)

w N =

5. Promote Proxy Server Settings To Cluster (promoteProxyServer)

S (Select)

N (Next)

P (Previous)
F (Finish)
C (Cancel)

H (Help)

Select [S, N, P, F, C, H]: [F] F

WASX72781: Generated command line: AdminTask.createCluster('[-clusterConfig
[-clusterName testCluster2] -convertServer [-serverNode kcgglf3Node0Ol
-serverName server2]]')
'testC]usterZ(ce]1s/kcgglf3Ce1101/c1usters/testC]usterZ|c1uster.xm1#$erverc1ust
er 1154374243841)"

wsadmin>AdminConfig.save()

The AdminConfig object provides a different means of creating a cluster. Use the
convertToCluster command to create a cluster with an existing server added.
Use the create command to create an empty cluster with the ServerCluster type
object.

Adding a member to an existing cluster

As with creating a cluster, both AdminTask and AdminConfig objects provide the
means for creating a new cluster members. Servers have to be created as cluster
members from the start; they cannot be joined to a cluster later.

Example 5-53 shows how to create a new server, server4, and make it a member
of a cluster, testCluster2, by use of the batch invocation of the
createClusterMember command from the AdminTask.
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Example 5-53 Create a new cluster member

wsadmin>AdminTask.createClusterMember (["-clusterName", "testCluster2",
"-memberConfig", [["kcgglf3NodeOl", "server4", "", "", "true", "false"]]] )
'serverd(cells/kcgglf3Cel101/clusters/testCluster2|cluster.xml#ClusterMember 11
54375381547) "

wsadmin>AdminConfig.save()

Deleting a member from a cluster

To delete a member from a cluster, use the AdminTask deleteClusterMember
command. Example 5-54 shows how to delete a cluster member.

Example 5-54 Delete a cluster member

wsadmin>AdminTask.deleteClusterMember( ["-clusterName", "testCluster2",
"-memberNode", "kcgglf3NodeOl", "-memberName", "server4"] )

"ADMG9239I: Cluster member server4 on node kcgglf3NodeOl deleted from cluster
testCluster2.'

wsadmin>AdminConfig.save()

Configuring JDBC providers
Example 5-55 on page 300 shows a common method for creating a JDBC
provider. The provider is created based on a template.

Using templates: A group of templates are supplied with the WebSphere
installation as XML files in the <profile_home>/config/templates directory.
Within each XML file, you will find multiple entries. To use a template, you
specify the XML file and the entry within the file that you want to use.

Templates are especially useful when using the AdminConfig object for
configuration purposes. The template reduces the amount of typed input
required, speeding up the process and reducing the probability of syntax
errors.

The TistTemplates command of the AdminConfig object prints a list of
templates matching a given type. These templates can be used with the
createlUsingTemplate command.
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In Example 5-55, the JDBC provider is added at the cluster scope, so the first
command gets the configuration ID for the cluster and assigns it to a variable
named cluster to hold the ID. The second command uses TistTemplates to set
the JDBCTempl variable to the template ID. The third command creates the
JDBC provider using the template.

Example 5-55 Configuring a JDBC driver

wsadmin>cluster = AdminConfig.getid('/ServerCluster:testCluster/')
wsadmin>JDBCTempl = AdminConfig.listTemplates("JDBCProvider", "Cloudscape JDBC
Provider (XA)" ).split(lineSeparator)[1]
wsadmin>AdminConfig.createUsingTemplate("JDBCProvider", cluster, [["name",
"testDriver"]], JDBCTempl )
'testDriver(ce]1s/kcgglf3Ce1101/c1usters/testC1uster|resources.xm]#JDBCProvider
_1154378721689) '

wsadmin>AdminConfig.save()

5.5 Help creating wsadmin scripts

Assistance with scripting (new): V6.1 has added the command assistance
feature in the administrative console to show the corresponding scripting
commands when you perform certain activities. The list of activities that show
the corresponding commands will grow over time. You also have the option to
send these as notifications to the Application Server Toolkit, where you can
use the new Jython editor to build scripts.

Command assistance in the administrative console maps your administrative
activities to wsadmin scripting commands, so that you can capture your console
activities and apply them to wsadmin scripts. To enable this feature, go to
Console Preferences and check the box Enable command assistance
notifications. After performing an administrative task, the help portlet will show
the corresponding command in Jython. You can also enable an option to log
command assistance commands.

The new Jython editor in Application Server ToolKit V6.1 is used to perform a
variety of tasks, such as the followi.ng:

» Develop Jython script files.

» Edit Jython script files.

» Import existing Jython files for structured viewing.

» Set breakpoints for debugging your scripts.
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The Jython Editor is also integrated with the WebSphere Administrative Script
Launcher and Debugger tools, so you can run and debug script files directly from

the editor.
iy MewScript.py &3 “Lpy running_app. py =g
# TODO: enter JYITHON code and =save
servername = AdminControl.gueryNames ('node=kcgglf3iNode(l, type=Server, pr
@ “for item in sServername:
» shortname = AdminControl.getAtf bute (item, 'name')
completename = AdminCon al)l ectMName (' cype=Server, nod
print 'Stopping server : '"+shortname
AdminControl.invoke (conpletename, "scop™)
#endFor
4 >

Figure 5-2 Jython editor running on debug mode.

The Jython editor has many text editing features, such as syntax highlighting,
unlimited undo or redo, and automatic tab indentation. When you tag a comment
in a Jython script with "#TODQ", the editor automatically creates a corresponding
task as a reminder in the Tasks view. Then, if you open the task later, the editor
automatically synchronizes to that TODO entry in the script source. Other helpful
features are content assist and tips, which provides a list of acceptable
continuations depending on where the cursor is located in a Jython script file, or
what you have just typed. The Jython editor is not integrated to a compiler. As a
result, the Jython editor does not perform syntax verification on your scripts.

5.6 Using Java for administration

An alternative way of managing the WebSphere environment from a
programmatic point of view is to develop a Java client that attaches to the
WebSphere JMX infrastructure directly. Every administrative task can be
performed with the use of MBean resources, just as the administrative console
and wsadmin administrative objects use MBeans to do their tasks. The advantage
of using Java for developing the administrative client is that the language is
well-adopted in the WebSphere community. Every administrative aspect can be
highly-customized. The disadvantage is that the developer needs to have a very
detailed understanding of the WebSphere infrastructure and every administrative
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task has to be built directly from the MBean resources. This means that wsadmin
object functionality has to be programmed by the developer.

The Information Center has more on this topic. Also, the IBM WebSphere
Developer Technical Journal article series System Administration for WebSphere
Application Server V5 discussed this subject in detail.

Online resources
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These Web sites and URLSs are also relevant as further information sources:

>

WebSphere Application Server Information Center
http://www.ibm.com/software/webservers/appserv/was/Tibrary/

See Scripting: Resources for learning

MBeanlinspector for WebSphere Application Server.
http://www.alphaworks.ibm.com/tech/mbeaninspector

Sample Scripts for WebSphere Application Server Versions 5 and 6:

http://www.ibm.com/developerworks/websphere/1library/samples/
SampleScripts.html

Tcl Developer Xchange
http://www.tcl.tk/
IBM WebSphere Developer Technical Journal

http://www.ibm.com/developerworks/websphere/techjournal/
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http://www.ibm.com/software/webservers/appserv/infocenter.html
http://www.alphaworks.ibm.com/tech/mbeaninspector
http://www-106.ibm.com/developerworks/websphere/library/samples/SampleScripts.html
http://www.tcl.tk/
http://www-106.ibm.com/developerworks/websphere/techjournal/

Configuring WebSphere
resources

Resource providers are a class of objects that provide resources needed by
running Java applications, and J2EE applications in particular. For example, if an
application requires database access through a data source, you would need to
install a JDBC data source provider and then configure a data source to be used
by your application.

This chapter discusses the following application server resource providers:

JDBC resources

JCA resources

JavaMail resources

URL providers

Resource environment providers
Resource authentication

vVvyyvyvyYYyypy
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6.1 WebSphere resources
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WebSphere Application Server provides a number of resources that you can
define for applications to use. The resource types can be seen in the
administrative console under the Resources category, as in Figure 6-1.

New in V6.1: The path to access resources from the administrative console
has been shortened in some cases. For example, you can list the data
sources without selecting a JDBC provider first. A new option for scope (All
scopes) allows you to display all of the selected resource types as opposed to
only those defined at a specific scope.

B Rescurces
Schedulers
Object pool managers
E 1ms
B ioec
JDBC Providers
Data sources
Data sources [We
application Server W
El Resource Adapters
Rescurce adapters
J2C connectien facteries
12 activation specificatiens

12 administered chjects
# Asynchronous beans

Cache instances

Bl mail
Mail Providers
Mail sessiens
Bl urL =
URL Providers
URLs

[l Resource Environment
Rescurce Envircnment Providers

Rescurce environment entries

Figure 6-1 WebSphere Application Server resource types
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In this chapter, we discuss the following topics:

» JDBC resources

Resource adapters

Mail providers

URL providers

Resource environment providers

vvyyy

For information about configuring JMS resources, see Chapter 8, “Asynchronous
messaging” on page 399.

For information about dynamic cache, including servlet cache, and object cache
configuration, see WebSphere Application Server V6 Scalability and
Performance Handbook, SG24-6392.

Asynchronous beans, object pools, and schedulers are programming model
extensions that have previously been available only in WebSphere Application
Server Enterprise and in WebSphere Business Integration Server Foundation.
These programming model extensions are not covered in this IBM Redbook.
Information about them can be found in the Information Center. Conceptual
information and examples of these at the previous versions can be found in:

» WebSphere Application Server Enterprise V5 and Programming Model
Extensions, SG24-6932

» WebSphere Business Integration Server Foundation V5.1 Handbook,
SG24-6318

6.2 JDBC resources

The JDBC API provides a programming interface for data access of relational
databases from the Java programming language. The JDBC 3.0 APl is
comprised of two packages:

» The java.sql package (the JDBC 3.0 core API)
» The javax.sqgl package (the JDBC 3.0 Standard Extension API)

This package provides data source and connection pooling functionality.
In the next sections, we explain how to create and configure data source objects
for use by JDBC applications. This is the recommended way of getting a

connection to a database, and the only way if you are looking to use connection
pooling and distributed transactions.
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The following database platforms are supported for JDBC:

DB2 family

Oracle

Sybase

Informix

SQL Server

Cloudscape / Derby (test and development only)

Third-party vendor JDBC data source using SQL99 standards

vVvyYvYyvYyvYyYYyvyy

New in V6.1: The new embedded Cloudscape v10.1 is a pure Java database
server. The code base, which the open source community calls Derby, is a
product of the Apache Software Foundation (ASF) open source relational
database project. The new Cloudscape includes Derby without any
modification to the underlying source code. Learn more about Derby code at
the Apache Derby Web site:

http://db.apache.org/derby/

WebSphere Application Server does not currently support Cloudscape v10.1
for production.

6.2.1 What are JDBC providers and data sources?
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A data source represents a real-world data source, such as a relational
database. When a data source object has been registered with a JNDI naming
service, an application can retrieve it from the naming service and use it to make
a connection to the data source it represents.

Information about the data source and how to locate it, such as its name, the
server on which it resides, its port number, and so on, is stored in the form of
properties on the DataSource object. This makes an application more portable
because it does not need to hardcode a driver name, which often includes the
name of a particular vendor. It also makes maintaining the code easier because
if, for exampl