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Preface

This Solaris Trusted Extensions Administrator’s Procedures guide provides procedures formanaging
users, zones, devices, and hosts that are labeled with SolarisTM Trusted Extensions software.

Note –This Solaris release supports systems that use the SPARC® and x86 families of processor
architectures: UltraSPARC®, SPARC64,AMD64, Pentium, and Xeon EM64T. The supported systems
appear in the Solaris 10 Hardware Compatibility List at http://www.sun.com/bigadmin/hcl. This
document cites any implementation differences between the platform types.

In this document these x86 related termsmean the following:

� “x86” refers to the larger family of 64-bit and 32-bit x86 compatible products.
� “x64” points out specific 64-bit information aboutAMD64 or EM64T systems.
� “32-bit x86” points out specific 32-bit information about x86 based systems.

For supported systems, see the Solaris 10 Hardware Compatibility List.

WhoShouldUse This Book
This book is used by administrators who are able to assume an administrative role. This book
describes how to do administrative tasks that are particular to Trusted Extensions.

Administrators should be familiar with Solaris administration. In addition, you should understand
the following:

� Basic concepts and procedures for using a host that is configured with Trusted Extensions, as
described in the Solaris Trusted Extensions User’s Guide.

� How administrative tasks are divided among roles at your site.

15
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How the Solaris Trusted ExtensionsBooksAreOrganized
The Solaris Trusted Extensions 1.0 documentation set supplements the documentation for the
Solaris Express release. Obtain a copy of both sets for a complete understanding of Solaris Trusted
Extensions. The Solaris Trusted Extensions documentation set consists of the following books.

Book Title Topics Audience

Solaris Trusted Extensions Transition
Guide

Provides an overview of the differences between Trusted Solaris 8
software, Solaris Express software, and Solaris Trusted Extensions
1.0 software.

All

Solaris Trusted Extensions Reference
Manual

Provides Solaris Trusted Extensionsman pages. All

Solaris Trusted Extensions User’s Guide Describes the basic features of Solaris Trusted Extensions. This
book contains a glossary.

End users,
administrators, and
developers

Solaris Trusted Extensions Release Notes Lists known problems and describes workarounds for Solaris
Trusted Extensions 1.0 software.

Administrators,
developers

Solaris Trusted Extensions Installation
and Configuration

Describes how to plan for, install, and configure Solaris Trusted
Extensions.

Administrators,
developers

Solaris Trusted Extensions
Administrator’s Procedures

Provides detailed information for performing specific
administration tasks.

Administrators,
developers

Solaris Trusted Extensions Developer’s
Guide

Describes how to develop applications with Solaris Trusted
Extensions.

Developers,
administrators

Solaris Trusted Extensions Label
Administration

Provides information on specifying label components in the label
encodings file.

Administrators

CompartmentedModeWorkstation
Labeling: Encodings Format

Describes the syntax used in the label encodings file. The syntax
enforces the various rules for well-formed labels for a system.

Administrators

Documentation, Support, andTraining
The Sunweb site provides information about the following additional resources:

� Documentation (http://www.sun.com/documentation/)
� Support (http://www.sun.com/support/)
� Training (http://www.sun.com/training/)

Preface
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Typographic Conventions
The following table describes the typographic changes that are used in this book.

TABLE P–1TypographicConventions

Typeface or Symbol Meaning Example

AaBbCc123 The names of commands, files, and directories,
and onscreen computer output

Edit your .login file.

Use ls -a to list all files.

machine_name% you have mail.

AaBbCc123 What you type, contrasted with onscreen
computer output

machine_name% su

Password:

aabbcc123 Placeholder: replace with a real name or value The command to remove a file is rm
filename.

AaBbCc123 Book titles, new terms, and terms to be
emphasized

Read Chapter 6 in theUser’s Guide.

Perform a patch analysis.

Do not save the file.

[Note that some emphasized items
appear bold online.]

Shell Prompts in CommandExamples
The following table shows the default system prompt, role prompt, and superuser prompt for the
C shell, Bourne shell, and Korn shell.

TABLE P–2Shell Prompts

Shell Prompt

C shell prompt machine_name%

C shell superuser prompt machine_name#

Profile shell prompt $

Bourne shell and Korn shell prompt $

Bourne shell and Korn shell superuser prompt #

Preface
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Trusted ExtensionsAdministration Concepts

This chapter introduces you to administering a system that is configured with Solaris Trusted
Extensions software.

� “Solaris OSWith Trusted Extensions Software” on page 19
� “Basic Concepts of Trusted Extensions” on page 21

SolarisOSWith Trusted Extensions Software
Trusted Extensions software adds labels to a system that is running the Solaris Operating System
(Solaris OS). Labels implementmandatory access control (MAC).MAC, along with DAC,
discretionary access control, protect system subjects and objects. Trusted Extensions software
provides interfaces to handle label configuration, label assignment, and label policy.

Similarities BetweenTrusted Extensions and the
SolarisOS
Trusted Extensions software uses rights profiles, roles, auditing, privileges, and other security
features of the Solaris OS. You can use Solaris Secure Shell (SSH), BART, the Solaris cryptographic
framework, IPsec, and IPfilter with Trusted Extensions.

� As in the Solaris OS, users can be limited to those applications that are necessary for performing
their jobs. Other users can be authorized to domore.

� As in the Solaris OS, capabilities that were formerly assigned to superuser are available to
separate, discrete “roles.”

� As in the Solaris OS, privileges protect processes. Zones are also used to separate processes.
� As in the Solaris OS, events on the system can be audited.
� Trusted Extensions uses the system configuration files of the Solaris OS, such as policy.conf

and exec_attr.

1C H A P T E R 1
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Differences BetweenTrusted Extensions and the
SolarisOS
Trusted Extensions software extends the Solaris OS. The following list provides an overview. For a
quick reference, see AppendixA.

� Trusted Extensions controls access to data with special security tags that are called labels. Labels
providemandatory access control (MAC).MAC protection is in addition to UNIX® file
permissions, or discretionary access control (DAC). Labels are directly assigned to users, zones,
devices, windows, and network endpoints. Labels are implicitly assigned to processes, files, and
other system objects.
MAC cannot be overridden by ordinary users. Trusted Extensions requires ordinary users to
operate in labeled zones. By default, no users or processes in labeled zones can overrideMAC.
As in the Solaris OS, the ability to override security policy can be assigned to specific processes or
users whenMAC can be overridden. For example, users can be authorized to change the label of
a file. Such an action upgrades or downgrades the sensitivity of the information in that file.

� Trusted Extensions adds to existing configuration files and commands. For example, Trusted
Extensions adds audit events, authorizations, privileges, and rights profiles.

� Trusted Extensions can require features from the Solaris OS that are optional when Trusted
Extensions is not configured. For example, zones and roles are required on a system that is
configured with Trusted Extensions.

� Trusted Extensions recommends features that are optional on a Solaris system. For example,
Trusted Extensions recommends that you turn the root user into the root role.

� Trusted Extensions can change the default behavior of the Solaris OS. For example, on a system
that is configured with Trusted Extensions, auditing is enabled by default. Device allocation is
required.

� Trusted Extensions can narrow the options that are available in the Solaris OS. For example, on a
system that is configured with Trusted Extensions, the NIS+ naming service is not supported.
Also, in Trusted Extensions, all zones are labeled zones. Unlike the Solaris OS, labeled zonesmust
use the same pool of user and group IDs.Additionally, in Trusted Extensions, labeled zones can
share one IP address.

� Trusted Extensions provides additional graphical user interfaces (GUIs) and command line
interfaces (CLIs). For example, Trusted Extensions provides a DeviceAllocationManager to
administer devices. The updatehome command is used to place startup files in an ordinary user’s
home directory at every label.

� Trusted Extensions requires the use of particular GUIs for administration. For example, on a
system that is configured with Trusted Extensions, the SolarisManagement Console is used to
administer users, roles, and the network. Similarly, theAdmin Editor is used to edit system files.

� Trusted Extensions limits what users can see. For example, a device that cannot be allocated by a
user cannot be seen by that user.

� Trusted Extensions limits users’ desktop options. For example, users are allowed a limited time of
workstation inactivity before the screen locks.

Solaris OSWith Trusted Extensions Software
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Basic Concepts of Trusted Extensions
Trusted Extensions software adds labels to a Solaris system. Labeled desktops and trusted
applications, such as the Label Builder and the DeviceAllocationManager, are also added. The
concepts in this section are basic to understanding Trusted Extensions, both for users and
administrators. Users are introduced to these concepts in the Solaris Trusted Extensions User’s Guide.

Trusted Extensions Protections
Trusted Extensions software adds to the protection of the Solaris OS. The Solaris OS protects access
to the systemwith user accounts that require passwords. You can require that passwords be changed
regularly, be of a certain length, and so on. Roles require additional passwords to perform
administrative tasks.Additional authentication limits the damage that can be done by an intruder
who guesses the root password, because roles cannot be used as login accounts. Trusted Extensions
software restricts users and roles to an approved label range. This label range limits the information
that users and roles can access.

Trusted Extensions software displays the Trusted Path symbol, an unmistakable, tamper-proof
emblem that appears at the left of the trusted stripe. In CDE, the stripe is on the bottom of the screen.
The Trusted Path symbol indicates to users when they are using security-related parts of the system.
If this symbol does not appear when the user is running a trusted application, that version of the
application should be checked immediately for authenticity.

Most security-related software, the Trusted Computing Base (TCB), runs in the global zone.
Ordinary users cannot enter the global zone or view its resources. Users are able to interact with TCB
software, as in when they change passwords. The Trusted Path symbol is displayed whenever the user
is interacting with the TCB.

Trusted Extensions andAccess Control
Trusted Extensions software protects information and other resources through both discretionary
access control (DAC) andmandatory access control (MAC). DAC is the traditional UNIX
permission bits and access control lists that are set at the discretion of the owner.MAC is a
mechanism that the system enforces automatically. MAC controls all transactions by checking the
labels of processes and data in the transaction.

Auser’s label represents the sensitivity level at which the user is permitted to and chooses to operate.
The label determines the information that the user is allowed to access. BothMAC andDAC can be
overridden by special permissions that are in the Solaris OS. Privileges are special permissions that
can be granted to processes.Authorizations are special permissions that can be granted to users and
roles by an administrator.

As administrator, you need to train users on the proper procedures for securing their files and
directories, according to your site’s security policy. Furthermore, you should instruct any users who
are allowed to upgrade or downgrade labels as to when it is appropriate to change a label.

Basic Concepts of Trusted Extensions

Chapter 1 • Trusted ExtensionsAdministration Concepts 21



Roles andTrusted Extensions
On a system that is running Solaris software without Trusted Extensions, roles are optional. On a
system that is configured with Trusted Extensions, roles are required. The system is administered by
the SystemAdministrator role and the SecurityAdministrator role. In some cases, the root role is
used.

As in the Solaris OS, rights profiles are the basis of a role’s capabilities. Trusted Extensions provides
two rights profiles, Information Security andUser Security. These two profiles define the Security
Administrator role.

The programs and tools that are available to a role in Trusted Extensions have a special property, the
trusted path attribute. This attribute indicates that the program is part of the TCB. The trusted path
attribute is available when a program is launched from the global zone.

For information about roles, see Part III, “Roles, Rights Profiles, and Privileges,” in System
Administration Guide: Security Services.

Labels in Trusted Extensions Software
Labels and clearances are the heart of mandatory access control (MAC) in Trusted Extensions. They
determine which users can access which programs, files, and directories. Labels and clearances
consist of one classification component and zero ormore compartment components. The
classification component indicates a hierarchical level of security such as TOP SECRET or
CONFIDENTIAL. The compartment component represents a group of users whomight need access to a
common body of information. Some typical types of compartments are projects, departments, or
physical locations. Labels are readable by authorized users, but internally, labels aremanipulated as
numbers. The numbers and their readable versions are defined in the label_encodings file.

Trusted Extensionsmediates all attempted security-related transactions. The software compares the
labels of the accessing entity, typically a process, and the entity being accessed, usually a filesystem
object. The software then permits or disallows the transaction depending on which label is dominant.
Labels are also used to determine access to other system resources, such as allocatable devices,
networks, frame buffers, and other hosts.

DominanceRelationships Between Labels
One entity’s label is said to dominate another label if the following two conditions aremet:

� The classification component of the first entity’s label is equal to or higher than the second
entity’s classification. The security administrator assigns numbers to classifications in the
label_encodings file. These numbers are compared when determining dominance.

� The set of compartments in the first entity includes all of the second entity’s compartments.

Two labels are said to be equal if they have the same classification and the same set of compartments.
If the labels are equal, they dominate each other and access is permitted.

Basic Concepts of Trusted Extensions
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If one label has a higher classification or if it has the same classification and its compartments are a
superset of the second label’s compartments or both, the first label is said to strictly dominate the
second label.

Two labels are said to be disjoint or noncomparable if neither label dominates the other label.

The following table presents examples of label comparisons for dominance. In the example,
NEED_TO_KNOW is a higher classification than INTERNAL. There are three compartments: Eng,Mkt, and
Fin.

TABLE 1–1Examples of Label Relationships

Label 1 Relationship Label 2

NEED_TO_KNOW Eng Mkt (strictly) dominates INTERNAL Eng Mkt

NEED_TO_KNOW Eng Mkt (strictly) dominates NEED_TO_KNOW Eng

NEED_TO_KNOW Eng Mkt (strictly) dominates INTERNAL Eng

NEED_TO_KNOW Eng Mkt dominates (equals) NEED_TO_KNOW Eng Mkt

NEED_TO_KNOW Eng Mkt is disjoint with NEED_TO_KNOW Eng Fin

NEED_TO_KNOW Eng Mkt is disjoint with NEED_TO_KNOW Fin

NEED_TO_KNOW Eng Mkt is disjoint with INTERNAL Eng Mkt Fin

Administrative Labels

Trusted Extensions provides two special administrative labels that are used as labels or clearances:
ADMIN_HIGH and ADMIN_LOW. These labels are used to protect system resources and are intended for
administrators rather than ordinary users.

ADMIN_HIGH is the highest label. ADMIN_HIGH dominates all other labels in the system and is used to
protect system data, such as administration databases or audit trails, from being read. Youmust be in
the global zone to read data that is labeled ADMIN_HIGH.

ADMIN_LOW is the lowest label. ADMIN_LOW is dominated by all other labels in a system.Mandatory
access control does not permit users to write data to files with labels lower than the subject’s label.
Thus, a file at the label ADMIN_LOW can be read by ordinary users, but cannot bemodified. ADMIN_LOW
is typically used to protect public executables that are shared, such as files in /usr/bin.

Basic Concepts of Trusted Extensions
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Label Encodings File
All label components for a system, that is, classifications, compartments, and the associated rules, are
stored in an ADMIN_HIGH file, the label_encodings file. This file is located in the
/etc/security/tsol directory. The security administrator sets up the label_encodings file for the
site.A label encodings file contains:

� Component definitions – Definitions of classifications, compartments, labels, and clearances,
including rules for required combinations and constraints

� Accreditation range definitions – Specification of the clearances andminimum labels that define
the sets of available labels for the entire system and for ordinary users

� Printing specifications – Identification and handling information for print banners, trailers,
headers, footers, and other security features on printer output

� Customizations – Local definitions including label color codes, and other items

Formore information, see the label_encodings(4) man page. Detailed information can be found in
Solaris Trusted Extensions Label Administration and inCompartmentedModeWorkstation Labeling:
Encodings Format.

Label Ranges
A label range is the set of potentially usable labels at which users can operate. Users and resources
both have label ranges. Resources that can be protected by label ranges include such things as
allocatable devices, networks, interfaces, frame buffers, and commands or actions.A label range is
defined by a clearance at the top of the range and aminimum label at the bottom.

Arange is not necessarily all combinations of labels that fall between amaximum andminimum
label. Rules in the label encodings file can disqualify certain combinations.A label must be
well-formed, that is, permitted by all applicable rules in the label encodings file, in order to be
included in a range.

On the other hand, a clearance does not have to be well-formed. Suppose, for example, that a label
encodings file prohibits any combination of compartments Eng, Mkt, and Fin in a label. INTERNAL
Eng Mkt Fin would be a valid clearance but not a valid label. As a clearance, this combination would
let a user access files that are labeled INTERNAL Eng, INTERNAL Mkt, and INTERNAL Fin.

Account Label Range

When you assign a clearance and aminimum label to a user, you define the upper and lower
boundaries of the account label range in which that user is permitted to operate. The following
equation describes the account label range, using ≤ to indicate dominated by or the same as:

minimum label ≤ permitted label ≤ clearance

Thus, the user is permitted to operate at any label that is dominated by the clearance as long as that
label dominates theminimum label.When a user’s clearance orminimum label is not expressly set,
the defaults that are defined in the label encodings file take effect.

Basic Concepts of Trusted Extensions
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Users can be assigned a clearance and aminimum label that enable them to operate at more than one
label, or at a single label.When a user’s clearance is equal to the user’s minimum label, the user can
operate at only one label.

Session Range

The session range is the set of labels that is available to a user during a Trusted Extensions session.
The session rangemust be within the user’s account label range and the label range set for the system.
If the user selects single-label sessionmode, the session range is limited to that label. If the user
selects multilabel mode, then the label that is selected becomes the session clearance. The session
clearance defines the upper boundary of the session range. The user’s minimum label defines the
lower bound. The user begins the session in a workspace at theminimum label. During the session,
the user can switch to a workspace at any label in the session range.

What Labels Protect andWhere LabelsAppear
Labels appear on the desktop and on output that is executed on the desktop, such as printer output.

Applications Applications start processes. These processes run at the label of the
workspace where the application is started.An application in a labeled
zone, as a file, is labeled at the label of the zone.

Devices Data flowing through devices is controlled through device allocation
and device label ranges. To use a device, users must be within the label
range of the device, and be authorized to allocate the device.

Filesystemmount points Everymount point has a label. The label is viewable by using the
getlabel command.

Network interfaces IP addresses (hosts) have templates which describe their label range.
Unlabeled hosts also have a default label.

Printers and printing Printers have label ranges. Labels are printed on body pages. Labels,
handling information, and other security information is printed on the
banner and trailer pages. To configure printing in Trusted Extensions,
see Chapter 15 and “Labels on PrintedOutput” in Solaris Trusted
Extensions Label Administration.

Processes Processes are labeled. Processes run at the label of the workspace where
the process originates. The label of a process is visible by using the
plabel command.

Users Users are assigned a label and a label range. The label of the user’s
workspace indicates the label of the user’s processes.

Windows Labels are visible at the top of windows on the desktop. The label of the
desktop is also indicated by color. In CDE, the color shows on the
desktop switch, and above window title bars.

Basic Concepts of Trusted Extensions
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When a window ismoved to a workspace at another label, the window
maintains its original label.

Zones Every zone has a unique label. The files and directories that are owned
by a zone are at the label of the zone. Formore information, see the
getzonepath(1) man page.

Basic Concepts of Trusted Extensions
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Trusted ExtensionsAdministration Tools

This chapter lists the tools that are available in Trusted Extensions, the location of the tools, and the
databases on which the tools operate.

� “Administration Tools for Trusted Extensions” on page 27
� “Trusted CDEActions” on page 28
� “DeviceAllocationManager” on page 31
� “SolarisManagement Console Tools” on page 32
� “Command Line Tools” on page 34
� “RemoteAdministration” on page 37

Administration Tools for Trusted Extensions
Administration on a system that is configured with Trusted Extensions usesmany of the same tools
that are available in the Solaris OS. Trusted Extensions offers security-enhanced tools as well.
Administration tools are available only to roles in a role workspace.

Within a role workspace, you can access four types of trusted applications. The following table
summarizes these administrative tools.

TABLE 2–1Trusted ExtensionsAdministrative Tools

Tool Description ForMore Information

In CDE, actions in the Trusted_Extensions
folder in theApplicationManager folder

Used to edit local files that the Solaris
Management Console does notmanage,
such as /etc/system. Some actions run
scripts, such as the Install Zone action.

See “Trusted CDEActions” on page 28 and
“How to Launch CDEAdministrative
Actions in Trusted Extensions” on page 43.

DeviceAllocationManager Used to administer the label ranges of
devices, and to allocate or deallocate
devices.

See “DeviceAllocationManager” on page
31 and “Handling Devices in Trusted
Extensions (TaskMap)” on page 189.
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TABLE 2–1Trusted ExtensionsAdministrative Tools (Continued)
Tool Description ForMore Information

SolarisManagement Console Used to configure users, roles, rights, hosts,
zones, and networks. Can update local files
or LDAPdatabases.

Can also launch the dtappsession legacy
application.

For basic functionality, see Chapter 2,
“WorkingWith the SolarisManagement
Console (Tasks),” in System
Administration Guide: Basic
Administration. For information that is
specific to Trusted Extensions, see “Solaris
Management Console Tools” on page 32.

SolarisManagement Console commands,
such as smuser(1M) and
smtnzonecfg(1M)

Is the command line interface for the
SolarisManagement Console.

For a list, see Table 2–4.

Trusted Extensions commands Used to perform tasks that are not covered
by SolarisManagement Console tools or
CDE actions.

For the list of administrative commands,
see Table 2–5.Also, see individual man
pages in the Solaris Trusted Extensions
ReferenceManual.

TrustedCDEActions
The following graphic and tables list the CDE actions that roles in Trusted Extensions can run. These
trusted CDE actions are available from the Trusted_Extensions folder.

Trusted CDEActions
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TABLE 2–2AdministrativeActions in CDE, Their Purpose, andAssociated Rights Profiles

ActionName Purpose of Action Default Rights Profile

Add Allocatable Device Creates devices by putting entries in device databases. See
add_allocatable(1M).

Device Security

Admin Editor Edits the specified file. See “How to EditAdministrative Files in
Trusted Extensions” on page 44.

ObjectAccessManagement

Audit Classes Edits the audit_class file. See audit_class(4). Audit Control

Audit Control Edits the audit_control file. See audit_control(4). Audit Control

Audit Events Edits the audit_event file. See audit_event(4). Audit Control

Audit Startup Edits the audit_startup.sh script. See audit_startup(1M). Audit Control

Check Encodings Runs the chk_encodings command on specified encodings file.
See chk_encodings(1M).

Object LabelManagement

Check TN Files Runs the tnchkdb command on tnrhdb, tnrhtp, and tnzonecfg
databases. See tnchkdb(1M).

NetworkManagement

Trusted CDEActions
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TABLE 2–2AdministrativeActions in CDE, Their Purpose, andAssociated Rights Profiles (Continued)
ActionName Purpose of Action Default Rights Profile

Configure Selection

Confirmation

Edits /usr/dt/config/sel_config file. See sel_config(4). Object LabelManagement

Create LDAP Client Makes the global zone an LDAP client of an existing LDAP
directory service.

Information Security

Edit Encodings Edits the specified label_encodings file and runs the
chk_encodings command. See chk_encodings(1M).

Object LabelManagement

Name Service Switch Edits the nsswitch.conf file. See nsswitch.conf(4). NetworkManagement

Set DNS Servers Edits the resolv.conf file. See resolv.conf(4). NetworkManagement

Set Daily Message Edits the /etc/motd file.At login, the contents of this file display
in the Last Login dialog box.

NetworkManagement

Set Default Routes Specifies default static routes. NetworkManagement

Share Filesystem Edits the dfstab file. Does not run the share command. See
dfstab(4).

File SystemManagement

The following actions are used by the install team during zone setup. Some of these actions can be
used formaintenance and troubleshooting.

TABLE 2–3 InstallationActions in CDE, Their Purpose, andAssociated Rights Profiles

ActionName Purpose of Action Default Rights Profile

Clone Zone Creates a labeled zone from a ZFS snapshot of an existing zone. ZoneManagement

Copy Zone Creates a labeled zone from an existing zone. ZoneManagement

Configure Zone Associates a label with a zone name. ZoneManagement

Initialize Zone for LDAP Initializes the zone for booting as an LDAP client. ZoneManagement

Install Zone Installs the system files that a labeled zone requires. ZoneManagement

Restart Zone Restarts a zone that has already been booted. ZoneManagement

Share Logical Interface Sets up one interface for the global zone and a separate interface for the
labeled zones to share.

NetworkManagement

Share Physical Interface Sets up one interface that is shared by the global zone and the labeled
zones.

NetworkManagement

Shut Down Zone Shuts down an installed zone. ZoneManagement

Start Zone Boots an installed zone and starts the services for the zone. ZoneManagement

Zone Terminal Console Opens a console to view processes in an installed zone. ZoneManagement

Trusted CDEActions
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DeviceAllocationManager
Adevice is either a physical peripheral that is connected to a computer or a software-simulated device
called a pseudo-device. Because devices provide ameans for the import and export of data to and
from a system, devices must be controlled to properly protect the data. Trusted Extensions uses
device allocation and device label ranges to control data flowing through devices.

Examples of devices that have label ranges are frame buffers, tape drives, diskette and CD-ROM
drives, printers, andUSB devices.

Users allocate devices through the DeviceAllocationManager. The DeviceAllocationManager
mounts the device, runs a clean script to prepare the device and performs the allocation.When
finished, the user deallocates the device through the DeviceAllocationManager, which runs another
clean script and unmounts and deallocates the device.

Device Allocation

FIGURE 2–1DeviceAllocationManager Icon

Administrators manage devices by using the DeviceAdministration tool from the DeviceAllocation
Manager.

FIGURE 2–2DeviceAllocationManagerGUI

Formore information on device protection in Trusted Extensions, see Chapter 17.

DeviceAllocationManager
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SolarisManagement Console Tools
The SolarisManagement Console provides access to families of GUI-based administration tools.
These tools enable you to edit items in various configuration databases. In Trusted Extensions, the
SolarisManagement Console is the administrative interface for users, roles, and the trusted network
databases.

� Trusted Extensionsmodifies the SolarisManagement Console Users tool set. For an introduction
to the tool set, see Chapter 2, “WorkingWith the SolarisManagement Console (Tasks),” in
SystemAdministration Guide: Basic Administration.

� Trusted Extensions adds the Security Templates tool and the Trusted Network Zones tool to the
Computers andNetworks tool set.

SolarisManagement Console tools are stored in sets that are referred to as toolboxes. To administer
Trusted Extensions, Trusted Extensions provides toolboxes whose Policy=TSOL. You can access tools
according to scope, that is, according to naming service. The available scopes are local host and
LDAP.

The SolarisManagement Console is shown in the following figure.AScope=Files Trusted
Extensions toolbox is loaded and the Users tool set is open.

FIGURE 2–3Typical Trusted Extensions Toolbox in the SolarisManagement Console

SolarisManagement Console Tools
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Trusted Extensions Tools in the SolarisManagement
Console
Trusted Extensions adds configurable security attributes to three tools:

� User Accounts tool – Is the administrative interface to change user’s label, change users’ views of
labels, and to control account usage.

� Administrative Roles tool – Is the administrative interface to change a role’s label range and
screen-locking behavior when idle.

� Rights tool –– Includes CDE actions that can be assigned to rights profiles. Security attributes
can be assigned to these actions.

Trusted Extensions adds two tools to the Computers andNetworks tool set:

� Security Templates tool – Is the administrative interface formanaging the label aspects of hosts
and networks. This tool modifies the tnrhtp and tnrhdb databases, enforces syntactic accuracy,
and updates the kernel with the changes.

� TrustedNetwork Zones tool – Is the administrative interface formanaging the label aspects of
zones. This tool modifies the tnzonecfg database, enforces syntactic accuracy, and updates the
kernel with the changes.

FIGURE 2–4Computers andNetworks Tool Set in the SolarisManagement Console

Security Templates Tool
A security template describes a set of security attributes in a template. The Security Templates tool
enables you to conveniently assign a set of security attributes to a group of hosts. These attributes
control how data is packaged, transmitted, and interpreted. Hosts that are assigned to a template
have identical security settings.

SolarisManagement Console Tools
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The hosts are defined in the Computers tool. The security attributes of the hosts are assigned in the
Security Templates tool. TheModify Template dialog box describes the template:

� General tab –Describes the template. Includes its name, host type, default label, domain of
interpretation (DOI), accreditation range, and set of discrete sensitivity labels.

� Hosts Assigned to Template tab – Lists all the hosts on the network that you have assigned to
this template.

Trusted networking and security templates are explained inmore detail in Chapter 12.

TrustedNetwork Zones Tool
The Trusted Network Zones tool identifies the zones on your system. Initially, the global zone is
listed.When you add the zones and their labels, the zone names display in the pane. Zone creation
usually occurs during system configuration. Label assignment, multilevel port configuration, and
label policy is configured in this tool.

SolarisManagement ConsoleDocumentation
Themain source of documentation for the SolarisManagement Console is its online help.
Context-sensitive help is tied to the currently selected feature and is displayed in the information
pane. Expanded help topics are available from theHelpmenu or by clicking links in the
context-sensitive help. Further information is provided in Chapter 2, “WorkingWith the Solaris
Management Console (Tasks),” in SystemAdministration Guide: Basic Administration and in “Using
the SolarisManagement ToolsWith RBAC (TaskMap)” in SystemAdministration Guide: Basic
Administration.

CommandLine Tools
Commands that are specific to Trusted Extensions are in the Solaris Trusted Extensions Reference
Manual. When Trusted Extensionsmodifies Solaris commands, themodified commands are in the
Solaris ReferenceManual. The man command finds all the commands.

The following table lists commands that are unique to Trusted Extensions. The commands are listed
inman page format.

TABLE 2–4 List of User andAdministrative Trusted Extensions Commands

ManPage Trusted ExtensionsModification DocumentedUse

add_allocatable(1M) Enables a device to be allocated by adding the device
to device allocation databases. By default, removable
devices are allocatable.

Use the DeviceAllocationManager.

“How to Configure a Device” on page 191

Command Line Tools
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TABLE 2–4 List of User andAdministrative Trusted Extensions Commands (Continued)
ManPage Trusted ExtensionsModification DocumentedUse

atohexlabel(1M) Translates a label into hexadecimal format. “How to Get the Hexadecimal Equivalent
for a Label” on page 58

chk_encodings(1M) Checks the integrity of the label_encodings file. “How toDebug a label_encodings File” in
Solaris Trusted Extensions Label
Administration

dtappsession(1) Opens a remote CDE session by using theApplication
Manager.

Chapter 8

getlabel(1) Displays the label of the selected files or directories. “How toDisplay the Labels ofMounted
Files” on page 106

getzonepath(1) Displays the full pathname of a specific zone. “Acquiring a Sensitivity Label” in Solaris
Trusted Extensions Developer’s Guide

hextoalabel(1M) Translates a hexadecimal label into its readable
equivalent.

“How to Get a Readable Label From Its
Hexadecimal Form” on page 59

plabel(1) Displays the label of the current process.

remove_allocatable(1M) Prevents allocation of a device by removing its entry
from device allocation databases.

Use the DeviceAllocationManager.

“How to Configure a Device” on page 191

setlabel(1) Relabels the selected item. Requires the
solaris.label.file.downgrade or
solaris.label.file.upgrade authorization. These
authorizations are in the Object LabelManagement
rights profile.

For a procedure that uses themouse rather
than the command line, see “How toUse
Two FileManagers to Relabel a File”
on page 111.

smtnrhdb(1M) Manages entries in the tnrhdb database locally or in a
naming service database.

For procedures that use the Solaris
Management Console, see “Configuring
Trusted Network Databases (Tasks)”
on page 138.

smtnrhtp(1M) Manages entries in the tnrhtp database locally or in a
naming service database.

smtnzonecfg(1M) Manages entries in the local tnzonecfg database. For a procedure that uses the Solaris
Management Console, see “How to Create
aMultilevel Port for a Zone” on page 112.

tnchkdb(1M) Checks the integrity of the tnrhdb and tnrhtp
databases.

“How to Check the Syntax of Trusted
Network Databases” on page 151.

tnctl(1M) Caches network information in the kernel. “How to Synchronize Kernel CacheWith
Network Databases” on page 153.

tnd(1M) Executes the trusted network daemon. “How to Change the tnd Polling Interval”
on page 154.

Command Line Tools
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TABLE 2–4 List of User andAdministrative Trusted Extensions Commands (Continued)
ManPage Trusted ExtensionsModification DocumentedUse

tninfo(1M) Displays kernel-level network information and
statistics.

“How to Compare Network Database
InformationWith Kernel Cache” on page
151.

updatehome(1M) Updates .copy_files and .link_files for the
current label.

“How to Configure Startup Files for Users”
on page 74.

The following table lists Solaris commands that aremodified or are extended by Trusted Extensions.
The commands are listed inman page format.

TABLE 2–5 List of User andAdministrative Commands That Trusted ExtensionsModifies

ManPage Purpose of Command DocumentedUse

allocate(1) Adds options to clean the allocated device, and to
allocate a device to a specific zone. In Trusted
Extensions, ordinary users do not use this command.

Use the DeviceAllocationManager.

“How toAllocate a Device” in Solaris
Trusted Extensions User’s Guide.

deallocate(1) Adds options to clean the device, and to deallocate a
device from a specific zone. In Trusted Extensions,
ordinary users do not use this command.

“How toAllocate a Device” in Solaris
Trusted Extensions User’s Guide.

list_devices(1) Adds the -a option to display device attributes, such
as authorizations and labels.Adds the -d option to
display the default attributes of an allocated device
type.Adds the -z option to display available devices
that can be allocated to a labeled zone.

tar(1) Adds the -T option to archive and extract files and
directories that are labeled.

“How to BackUp Files” on page 119 and
“How to Restore Files” on page 120.

auditconfig(1M) Adds the windata_down and windata_up audit policy
options.

“How to ConfigureAudit Policy” in System
Administration Guide: Security Services.

auditreduce(1M) Adds the -l option to select audit records by label. “How to SelectAudit Events From the
Audit Trail” in SystemAdministration
Guide: Security Services.

automount(1M) Modifies the names and contents of auto_homemaps
to account for zone names and zone visibility from
higher labels.

“Changes to theAutomounter in Trusted
Extensions” on page 117.

ifconfig(1M) Adds the all-zones option tomake an interface
available to every zone on the system.

“How to Verify That a Host’s InterfacesAre
Up” on page 155.

netstat(1M) Adds the -R option to display extended security
attributes for sockets and routing table entries.

“How toDebug the Trusted Extensions
Network” on page 156.

Command Line Tools
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TABLE 2–5 List of User andAdministrative Commands That Trusted ExtensionsModifies (Continued)
ManPage Purpose of Command DocumentedUse

route(1M) Adds the -secattr option to display the security
attributes of the route: min_sl, max_sl, doi, and
cipso.

“How to Configure RoutesWith Security
Attributes” on page 149.

RemoteAdministration
You can remotely administer a system that is configured with Trusted Extensions by using the ssh
command, the dtappsession program, or the SolarisManagement Console. If site security policy
permits, you canmake adjustments to log in from a non-Trusted Extensions host, although this
configuration is less secure. Formore information, see Chapter 8.

RemoteAdministration

Chapter 2 • Trusted ExtensionsAdministration Tools 37



38



Getting Started as a Trusted Extensions
Administrator

This chapter introduces you to administering a system that is configured with Trusted Extensions.

� “Security RequirementsWhenAdministering Trusted Extensions” on page 39
� “Getting Started as a Trusted ExtensionsAdministrator (TaskMap)” on page 40

Security RequirementsWhenAdministering Trusted
Extensions

In Trusted Extensions, roles are the conventional way to administer the system. Typically, superuser
is not used. Roles are created as they are in the Solaris OS, andmost tasks are done by roles. In
Trusted Extensions, the root user is not used to perform administrative tasks.

The following roles are typical of a Trusted Extensions site:

� root role – Created by the install team
� SecurityAdministrator role – Created during or after initial configuration by the install team
� SystemAdministrator role – Created by the SecurityAdministrator role

As in the Solaris OS, youmight also create a PrimaryAdministrator role, an Operator role, and so on.
With the exception of the root role, the roles that you create can be administered in a naming service.

As in the Solaris OS, only users who have been assigned a role can assume the role. In Trusted
Extensions, you can assume a role from a desktopmenu, the Trusted Pathmenu.

Role Creation in Trusted Extensions
To administer Trusted Extensions, you create roles that divide system and security functions. The
install team created the SecurityAdministrator role during configuration. For details, see “Create the
SecurityAdministrator Role” in Solaris Trusted Extensions Installation and Configuration
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The process of creating a role in Trusted Extensions is identical to the Solaris OS process.As
described in Chapter 2, the SolarisManagement Console is the GUI formanaging roles in Trusted
Extensions.

� For an overview of role creation, see Chapter 10, “Role-BasedAccess Control (Reference),” in
SystemAdministration Guide: Security Services and “Using RBAC (TaskMap)” in System
Administration Guide: Security Services.

� To create a powerful role that is equivalent to superuser, see “Creating the PrimaryAdministrator
Role” in SystemAdministration Guide: Basic Administration. At sites that use Trusted
Extensions, the PrimaryAdministrator role might violate security policy. These sites would turn
root into a role, and create a SecurityAdministrator role.

� To create the root role, see “How toMake root User Into a Role” in SystemAdministration Guide:
Security Services.

� To create roles by using the SolarisManagement Console, see “How to Create andAssign a Role
ByUsing the GUI” in SystemAdministration Guide: Security Services.

RoleAssumption in Trusted Extensions
Unlike the Solaris OS, Trusted Extensions provides anAssume RolenameRolemenu item from the
Trusted Pathmenu.After confirming the role password, the software activates a role workspace with
the trusted path attribute. Role workspaces are administrative workspaces. Such workspaces are in
the global zone.

Getting Started as a Trusted ExtensionsAdministrator (Task
Map)

You should familiarize yourself with the following procedures before administering Trusted
Extensions.

Task Description For Instructions

Log in Log in securely. “Starting in Trusted Extensions (Tasks)” in Solaris
Trusted Extensions User’s Guide

Change your password Unlike the Solaris OS, Trusted Extensions
requires users and roles to use the Trusted
Pathmenu to change passwords. The
menu has a Change Password option.

“How to ChangeYour Password” in Solaris
Trusted Extensions User’s Guide

Getting Started as a Trusted ExtensionsAdministrator (TaskMap)
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Task Description For Instructions

Create useful roles Create administrative roles for your site.
When you create roles in LDAP, this is a
one-time task.

The SecurityAdministrator role is a useful
role.

“Role Creation in Trusted Extensions” on page 39

“Create the SecurityAdministrator Role” in
Solaris Trusted Extensions Installation and
Configuration

(Optional)Make root a role Turn the root user into the root role. This
task is done once per system.

“How toMake root User Into a Role” in System
Administration Guide: Security Services

Assume a role Enter the global zone in a role. “How to Enter the Global Zone in Trusted
Extensions” on page 41

Administer users, roles, rights,
zones, and networks

Use the SolarisManagement Console to
manage the distributed system.

“How to Launch the SolarisManagement
Console” on page 42

Administer locally by using CDE
actions

Use the administrative actions in the
Trusted_Extensions folder.

“How to Launch CDEAdministrativeActions in
Trusted Extensions” on page 43

Edit an administrative file in CDE Use theAdmin Editor action. “How to EditAdministrative Files in Trusted
Extensions” on page 44

Administer device allocation in CDE Use the DeviceAllocationManager –
DeviceAdministration GUI.

“Managing Devices in Trusted Extensions
(Tasks)” on page 190

� How toEnter theGlobal Zone in Trusted Extensions
By assuming a role, you enter the global zone in Trusted Extensions.Administration of the entire
system is possible only from the global zone. Only superuser or a role can enter the global zone.

After assuming a role, the role can create a workspace at a user label to edit administration files in a
labeled zone.

You have created one ormore roles, or you plan to enter the global zone as root. For pointers, see
“Role Creation in Trusted Extensions” on page 39.

In CDE, clickmouse button 3 over theworkspace switch area.

BeforeYouBegin
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Workspace Switch Area

ChooseAssume rolename role from the Trusted Pathmenu.
For troubleshooting purposes, you can also enter the global zone by starting a Failsafe session in
CDE. For details, see “How to Log In to a Failsafe Session in CDE” on page 77.

Type the role passwordwhenprompted.
The workspace changes to the role workspace. In CDE, the workspace switch button changes to the
color of the role desktop, and the title bar above a window shows Trusted Path.

You leave a role workspace in Trusted Extensions by using themouse to choose an ordinary user
workspace. You can also delete the last role workspace to exit a role.

� How to Launch the SolarisManagement Console
The first time on a system that you launch the SolarisManagement Console, a delay occurs while the
tools are registered and various directories are created. This delay typically occurs during system
configuration.

Youmust have assumed a role. For details, see “How to Enter the Global Zone in Trusted Extensions”
on page 41.

To use the LDAP toolbox, youmust have completed “Configuring the SolarisManagement Console
for LDAP (Tasks)” in Solaris Trusted Extensions Installation and Configuration.

Launch the tool.
In CDE, you have three choices.

� Use the smc command in a terminal.
$ /usr/sbin/smc &

� From the Tools pull-upmenuon the Front Panel, click the SolarisManagement Console icon.

2

3

BeforeYouBegin
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� In the Trusted_Extensions folder, double-click the SolarisManagement Console icon.

Choose Console ->Open Toolbox.

From the list, choose a Trusted Extensions toolbox of the appropriate scope.

ATrusted Extensions toolbox has Policy=TSOL as part of its name. The Files scope updates local files
on the current computer. The LDAP scope updates LDAPdirectories on the Sun Java System
Directory Server. The toolbox names appear similar to the following:
This Computer (this-host: Scope=Files, Policy=TSOL)

This Computer (this-host: Scope=LDAP, Policy=TSOL)

(Optional) Save the current toolbox to reduce reloading time.

a. Choose Console ->Preferences.

b. On the Console tab, click theUse Current Toolbox button.

c. ClickOK.

Navigate to the desired SolarisManagement Console tool.

For tools that Trusted Extensions hasmodified, click SystemConfiguration.

Whenprompted, provide a password.

Refer to the online help for additional information about SolarisManagement Console tools. For an
introduction to the tools that Trusted Extensionsmodifies, see “SolarisManagement Console Tools”
on page 32.

To close theGUI, choose Exit from the Consolemenu.

� How to LaunchCDEAdministrativeActions in Trusted
Extensions

Assumea role.

For details, see “How to Enter the Global Zone in Trusted Extensions” on page 41.

In CDE, bring up theWorkspacemenu.

Clickmouse button 3 on the background.

a. Click Applications, then click theApplicationManagermenu item.

2

3

4

5
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The Trusted_Extensions folder is in theApplicationManager.

b. Open the Trusted_Extensions folder.

c. Double-click the icon for the desired administrative action.

For a list of administrative actions, see “Trusted CDEActions” on page 28.

� How toEditAdministrative Files in Trusted Extensions
Youmust be in a role workspace.

Double-click theAdmin Editor action.

TheAdmin Editor action is in the Trusted_Extensions folder. This trusted editor incorporates
auditing. This editor also prevents the user from executing shell commands and from saving to any
file name other than the original file being edited.

� To create a new file, type the full path name for the new file.
When you save the file, the editor creates the file with the specified path name.

� To edit an existing file, type the full path name for the existing file.

BeforeYouBegin

◗
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Security Requirements on a Trusted Extensions
System

This chapter describes configurable security features on a system that is configured with Trusted
Extensions.

� “Configurable Solaris Security Features” on page 45
� “Security Requirements Enforcement” on page 46
� “RulesWhen Changing the Level of Security for Data” on page 49
� “Customization of Solaris Trusted Extensions (CDE)” on page 52

Configurable Solaris Security Features
Trusted Extensions uses the same security features that the Solaris OS provides, and adds some
features. For example, the Solaris OS provides eeprom protection, password requirements, system
protection by locking out a user, protection from keyboard shutdown, and strong password
algorithms.

Trusted Extensions differs from the Solaris OS in the actual procedures tomodify these security
defaults. In Trusted Extensions, you typically administer in a role. Local settings aremodified by
using theAdmin Editor, a trusted editor. Changes that affect the network of users, roles, and hosts are
made in the SolarisManagement Console.

Trusted Extensions Interfaces for Configuring Security
Features
Where Trusted Extensions requires a particular interface tomodify security settings, and that
interface is optional in the Solaris OS, procedures are provided in this book.Where Trusted
Extensions requires the use of theAdmin Editor to edit local files, no separate procedures are
provided in this book. For example, the procedure, “How to PreventAccount Locking for
Individuals” on page 82, describes how to update a user’s account by using the SolarisManagement
Console to prevent the account from being locked. However, the procedure for setting a system-wide
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password lock policy is not provided in this book. You follow the Solaris instructions, except that in
Trusted Extensions, you use theAdmin Editor tomodify the system file.

Extensionof Solaris SecurityMechanisms
The following Solaris securitymechanisms are extensible in Trusted Extensions as they are in the
Solaris OS.

� Audit events and classes –Adding audit events and audit classes is described in Chapter 29,
“Managing SolarisAuditing (Tasks),” in SystemAdministration Guide: Security Services.

� Rights profiles –Adding rights profiles is described in Part III, “Roles, Rights Profiles, and
Privileges,” in SystemAdministration Guide: Security Services.

� Roles –Adding roles is described in Part III, “Roles, Rights Profiles, and Privileges,” in System
Administration Guide: Security Services.

� Authorizations – For an example of adding a new authorization, see “Customizing Device
Authorizations in Trusted Extensions (Tasks)” on page 199.

As in the Solaris OS, privileges cannot be extended.

Trusted Extensions Security Features
Trusted Extensions provides unique security features.

� Labels – Subjects and objects are labeled. Processes are labeled. Zones and the network are
labeled.

� DeviceAllocationManager – By default, devices are protected by allocation requirements.A
DeviceAllocationManager GUI is the interface for administrators and for ordinary users.

� Change Passwordmenu item – The Trusted Pathmenu enables you to change your user
password, and the password of the role that you have assumed.

Security Requirements Enforcement
To ensure that the security of the system is not compromised, administrators need to protect
passwords, files and audit data. Computer users need to be trained to do their part. To be consistent
with the requirements for an evaluated configuration, follow the guidelines in this section.

Security Requirements Enforcement

Solaris Trusted ExtensionsAdministrator’s Procedures • September 2006 (Beta)46



Users andSecurity Requirements
Each site’s security administrator ensures that users are trained. The security administrator should
hand off the following rules to new employees and remind existing employees of these rules on a
regular basis.

� Anyone who knows your password can access the same information that you can without being
identified and therefore without being accountable.

� Do not tell anyone else the password.
� Do not write the password down or include it in an email message.
� Choose passwords that are hard to guess.
� Do not leave your computer unattended without locking the screen or logging off.
� Be aware that sender information in email can be forged.
� Remember that administrators do not rely on email to send instructions to users. Do not ever

follow emailed instructions from an administrator without first double-checking with the
administrator.

� Do not send your password to anyone by email.
� Because you are responsible for the access permissions on files and directories that you create,

make sure that the permissions on your files and directories are set appropriately. Do not allow
unauthorized users to read a file, to change a file, to list the contents of a directory, or to add to a
directory.

Your organizationmight want to provide additional suggestions beyond the suggestions that are
listed in this section.

Email Usage
It is poor practice to use email to instruct users to take an action.

Tell users not to trust email with instructions that purport to come from an administrator. This
prevents the possibility that spoofed email messages could be used to fool users into changing a
password to a certain value or divulging the password, which could subsequently be used to log in
and compromise the system.

Password Enforcement
The SystemAdministrator role must specify a unique user name and a unique user IDwhen creating
a new account.When choosing the name and ID for a new account, the administratormust ensure
that both the user name and associated UID are not duplicated anywhere on the network and have
not been previously used.

Security Requirements Enforcement
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The SecurityAdministrator role is responsible for specifying the original password for each account
and for handing off the passwords to new accounts. This administrator should take into account the
following information when administering passwords:

� Make sure that the accounts for users who are able to assume the SecurityAdministrator role are
configured so that the account cannot be locked. This ensures that at least one account can always
log in and assume the SecurityAdministrator role to reopen everyone’s account if it ever happens
that all other accounts are locked.

� Hand over the password to an account in such a way that the password cannot be eavesdropped
by anyone else.

� Change an account’s password if there is any suspicion that the password has been discovered by
anyone who should not know it.

� Never reuse user names or UIDs over the lifetime of the system. Ensuring that user names and
UIDs are not reused prevents possible confusion about the following:
� Which actions were performed by which user when audit records are analyzed
� Which user owns which files when archived files are restored

InformationProtection
Administrators are responsible for correctly setting up andmaintaining DAC andMAC protections
for security-critical files. Critical files include the shadow(4) file containing encrypted passwords, the
local prof_attr(4), exec_attr(4), and user_attr(4) databases, and the audit trail.

Caution –Because the protectionmechanisms for LDAP entries are not subject to the access control
policy enforced by the Trusted Extensions software, the default LDAP entries should not be
extended, and their access rules should not bemodified.

PasswordProtection
In local files, passwords are protected from viewing by DAC and frommodifications by both DAC
andMAC. Passwords for local accounts aremaintained in the /etc/shadow file, that is readable only
by root. Formore information, see the shadow(4) man page.

GroupAdministration
The SystemAdministrator role needs to verify on the local system and on the network that all groups
have a unique group ID (GID).

Security Requirements Enforcement
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When a local group is deleted from the system, the SystemAdministrator role must ensure the
following:

� All objects with the GID of the deleted groupmust be deleted or be assigned to another group.
� All users who have the deleted group as their primary groupmust be reassigned to another

primary group.

UserDeletionPractices
When an account is deleted from the system, the SystemAdministrator role and the Security
Administrator role must take the following actions:

� The account’s home directorymust be deleted.
� Any processes or jobs belonging to the deleted accountmust be removed:

� Any objects owned by the accountmust be deleted or the ownershipmust be assigned to
another user.

� Any at or batch jobs scheduled on behalf of the usermust be deleted. For details, see the
at(1) and crontab(1) man pages.

� The user (account) name andUIDmust be retired and not reused.

RulesWhenChanging the Level of Security forData
By default, ordinary users can perform cut and paste, copy and paste, and drag and drop operations
on both files and selections. The source and target must be at the same label.

To change the label of files or of information within files requires authorization.When users are
authorized to change the security level of data, a SelectionManagermediates the transfer. The
sel_config file controls file relabeling actions, and cutting and copying information to a different
label. The /usr/dt/bin/sel_mgr application controls dragging and dropping between windows.As
the following tables illustrate, the sel_mgr is more restrictive than the sel_config file.

The following table summarizes the rules for file relabeling. The rules cover copying, cutting, pasting,
dragging, and dropping files.

RulesWhen Changing the Level of Security for Data
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TABLE 4–1Conditions forMoving Files to aNewLabel

TransactionDescription Label Relationship Owner Relationship RequiredAuthorization

Copy/Cut and paste, or drag and drop
of files between FileManagers

Same label SameUID None

Downgrade SameUID solaris.label.file.downgrade

Upgrade SameUID solaris.label.file.upgrade

Downgrade Different UIDs solaris.label.file.downgrade

Upgrade Different UIDs solaris.label.file.upgrade

Different rules apply to selections within a window or file. Drag and drop of selections always requires
equality of labels and ownership. Drag and drop between windows is mediated by the
/usr/dt/bin/sel_mgr application, not by the sel_config file.

The rules for changing the label of selections are summarized in the following table.

TABLE 4–2Conditions forMoving Selections to aNewLabel

TransactionDescription Label Relationship Owner Relationship RequiredAuthorization

Copy/Cut and paste of
selections between windows

Same label SameUID None

Downgrade SameUID solaris.label.win.downgrade

Upgrade SameUID solaris.label.win.upgrade

Downgrade Different UIDs solaris.label.win.downgrade

Upgrade Different UIDs solaris.label.win.upgrade

Drag and drop of selections
between windows

Same label always
required

SameUID always required None applicable

Trusted Extensions provides a selection confirmer tomediate label changes. This window appears
when an authorized user attempts to change the label of a file or selection. The user has 120 seconds
to confirm the operation. To change the security level of data without the selection confirmer
requires the solaris.label.win.noview authorization, in addition to the relabeling authorizations.

RulesWhen Changing the Level of Security for Data
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By default, the selection confirmer displays whenever data is being transferred to a different label. If a
selection requires several transfer decisions, the automatic replymechanism provides a way to reply
once to the several transfers. Formore information, see the sel_config(4) man page, and the
following section.

sel_config File
The sel_config file is consulted to determine the behavior of the selection confirmer when an
operation would upgrade or downgrade a label.

The /usr/dt/config/sel_config file defines the following:

� Alist of selection types to which automatic replies are given
� Whether certain types of operation should be automatically confirmed
� Whether a selection confirmer dialog should be displayed

In CDE, the SecurityAdministrator role can change the defaults by using the Configure Selection
Confirmation action in the Trusted_Extensions folder. The new settings become effective at the next
login. If you are in Java DSwhenmodifying the file, do not use the CDE action. Copy the sel_config
file to the /etc/dt/config directory. Then, customize that copy as you would customize any other
CDE configuration file.

RulesWhen Changing the Level of Security for Data
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Customizationof Solaris Trusted Extensions (CDE)
In Solaris Trusted Extensions (CDE), users can add actions to the Front Panel and customize the
Workspacemenu. Trusted Extensions software limits users’ ability to add programs and commands
to CDE.

WorkspaceMenuCustomization
TheWorkspaceMenu is themenu that appears when you clickmouse button 3 on the background of
the workspace. Ordinary users can customize themenu, and add items to themenu.

The following conditions apply when a user is allowed to work at multiple labels:

� The usermust have a home directory in the global zone.
� The usermust use the CustomizeMenu andAdd Item toMenu options in an ordinary user

workspace. The user can create a different customization per label.
� When the user assumes a role, changes to theWorkspaceMenu persist.
� Changes that aremade to theWorkspaceMenu are stored in the user’s home directory at the

current label. The customizedmenu file is .dt/wsmenu.
� The user’s rights profilemust enable the user to run the action.

Any option that is added to theWorkspaceMenumust be handled by one of the user’s rights
profiles. Otherwise, the option will fail when invoked and an errormessage is displayed.
For example, anyone with the Run action can double-click the icon for any executable and run it,
even if the action or any commands that the action invokes are not in one of the account’s rights
profiles. By default, roles do not have the Run action. Therefore, any item that requires the Run
action fails when executed by a role.

Front Panel Customization
Anyone can drag and drop a pre-existing action from theApplicationManager to the Front Panel as
long as the account doing themodification has the action in its profile.Actions in the /usr/dt/ or
/etc/dt/ directories can be added to the Front Panel, but applications in the $HOME/.dt/appconfig
directories cannot.While users can use the CreateAction action, they cannot write into any of the
directories where the system-wide actions are stored, so they cannot use the actions.

In Trusted Extensions, the actions’ search path has been changed.Actions in any individual’s home
directory are processed last instead of first. Therefore, no one can customize existing actions.

The SecurityAdministrator role has theAdmin Editor action, so canmake any neededmodifications
to the /usr/dt/appconfig/types/C/dtwm.fp file and the other configuration files for the Front
Panel subpanels.

Customization of Solaris Trusted Extensions (CDE)
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Administering Security Requirements in
Trusted Extensions

This chapter contains tasks that are commonly performed on a system that is configured with
Trusted Extensions.

CommonTasks in Trusted Extensions (Tasks)
The following procedures include procedures that set up a working environment for administrators
of Trusted Extensions.

Task Description For Instructions

Change the workspacemenu Customize theWorkspaceMenu at your session
clearance.

“How to Customize theWorkspaceMenu”
on page 54

Save your desktop
configuration

Configure the windows in your user workspaces,
and save the layout.

“How to Save Your Desktop Layout in CDE”
on page 55

Work at a different label Find or create a workspace at a specific label. “How toWork at a Different Label” on page 56

Keep your current workspace, and add a new
workspace at a different label.

“How toAdd aWorkspace at a Particular Label”
on page 55

Relabel your current workspace. “How toAssign a Different Label to aWorkspace”
on page 56

Change the editor program
for theAdmin Editor

Specify the editor that theAdmin Editor action
opens.

“How toAssign the Editor of Your Choice as the
Admin Editor” on page 57

Change the password for root Specify a new password for the root user, or for
the root role.

“How to Change the Password for root” on page
58

Change the password for a
role

Specify a new password for your current role. Example 5–2
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Task Description For Instructions

Determine the hexadecimal
number for a label

Find the internal representation for a text label. “How to Get the Hexadecimal Equivalent for a
Label” on page 58

Determine the text
representation for a label

Display the text representation for a hexadecimal
label.

“How to Get a Readable Label From Its
Hexadecimal Form” on page 59

Edit system files Administer Solaris or Trusted Extensions system
files.

“How to Change Security Defaults in System
Files” on page 60

Allocate a device Use a device to add information to or remove
information from the system.

“How toAllocate a Device” in Solaris Trusted
Extensions User’s Guide

Administer remotely Administer Solaris or Trusted Extensions hosts
from a remote host.

Chapter 8

� How toCustomize theWorkspaceMenu

Note – In CDE, users and roles can customize theWorkspaceMenu for each distinct label.

In a roleworkspace, start to customize themenu.

� To addone ormore items to themenu, choose theAdd Item toMenu ... item.

Adialog box with a Browse button appears.

� Tomodify themenuormenuproperties, choose CustomizeMenu ... item.

AFileManager appears.

If you are adding items, do the following:

a. Find your program.

The Browse button shows the files that are available for this workspace at this label.

b. Select the program.

c. Repeat for all programs that youwant to add to themenu.

d. Close thewindow.

The items are added to the top of themenu.

1

2
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If you aremodifying themenu, do the following:

� To removemenu items, usemouse button 3 over the item.

Select Put in Trash.

� To changeproperties, such as permissions, usemouse button 3 over the item.

Select Properties. Modify permissions. You can also view file information and file sensitivity
label.

Confirm themenu changes or cancel.

� To cancel your changes, choose File –>Close.

� To confirmyour changes, choose File –>UpdateWorkspaceMenu,

TheWorkspaceMenu reflects your changes.

� How toSaveYourDesktop Layout in CDE
Users can save desktop configurations. Roles cannot save desktop configurations.

Onyour CDEdesktop, lay out yourworkspaces.

Open the StyleManager from theWorkspaceMenuor from the Front Panel.

The StyleManager requires the trusted path. Therefore, do not run it from theApplicationManager.

Save the Startup.

� How toAddaWorkspace at a Particular Label
You can add a workspace at yourminimum label, or at the label of an existing workspace.

To create aworkspace at yourminimum label, do the following:

� Clickmouse button 3 over theWorkspace SwitchArea.

� ChooseAddWorkspace.

The workspace is created at yourminimum label.

To create aworkspace at the label of an existingworkspace, do the following:

� Clickmouse button 3 over theworkspace button.
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� ChooseAddWorkspace.

The workspace is created at the label of the workspace button.

� How toAssign aDifferent Label to aWorkspace
Youmust be logged in to amultilevel session.

Clickmouse button 3 over theworkspace button.

Choose ChangeWorkspace Label.

Choose a label from the label builder.

The workspace label is changed to the new label.Windows and applications that were invoked before
the label change continue to run at the previous label.

� How toWork at aDifferent Label
The ability to set workspace labels in Trusted Extensions provides a convenient means of working at
different labels within the same session.

Youmust be logged in to amultilevel session.

Towork in the sameworkspace, see “How toAssign aDifferent Label to aWorkspace” onpage 56.

Towork in a differentworkspace, see “How toAdd aWorkspace at a Particular Label” onpage 55.
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� How toAssign the Editor ofYour Choice as theAdmin
Editor
TheAdmin Editor action uses the value of the $EDITOR environment variable as its editor.

Youmust be in a role in the global zone.

Determine the value of the $EDITOR variable.

# echo $EDITOR

The following are editor possibilities. The $EDITOR variable might also not be set.

� /usr/dt/bin/dtpad – Is the editor that CDE provides.
� /usr/bin/gedit – Is the editor that Java DS or GNOME provides.
� /usr/bin/vi – Is the visual editor.

Set the value of the $EDITOR variable.

� To set the value permanently,modify the value in the shell initialization file for the role.

� To set the value for the current shell, set the value in the terminalwindow.

For example, in a Korn shell, use the following commands:
# setenv EDITOR=pathname-of-editor
# export $EDITOR

In a C shell, use the following command:

# setenv EDITOR=pathname-of-editor

Specifying the Editor for theAdmin EditorAction

The SecurityAdministrator role wants to use viwhen editing system files. The user who has
assumed the role modifies the .kshrc initialization file in the role’s home directory.

$ cd /home/secadmin

$ vi .kshrc

# Interactive shell

set -o vi

...

export EDITOR=vi

The next time that any user assumes the SecurityAdministrator role, vi is theAdmin Editor.
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� How toChange thePassword for root
The SecurityAdministrator role can change any account’s password at any time by using the Solaris
Management Console. However, the SolarisManagement Console cannot change the password of a
“system account”.Asystem account is an account whose UID is below 100. root is a system account
because its UID is 0.

Become root.

If your site hasmade superuser into the root role, assume the root role.

Choose Change Password from the Trusted Pathmenu.

Change the password and confirm the change.

Changing the Password for a Role

Arole that is defined in LDAPuses the Trusted Pathmenu to change the password for the role. The
password is then changed in LDAP for all users who attempt to assume the role.

� How toGet theHexadecimal Equivalent for a Label
This procedure provides an internal hex representation of a label. This representation is safe for
storing in a public directory. Formore information, see the atohexlabel(1M)man page.

Youmust be in the SecurityAdministrator role in the global zone. For details, see “How to Enter the
Global Zone in Trusted Extensions” on page 41.

Toget a hexadecimal value for a label, do one of the following.

� Toget the hexadecimal value for a sensitivity label, pass the label to the command.

$ atohexlabel "CONFIDENTIAL : NEED TO KNOW"

0x0004-08-68
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� Toget the hexadecimal value for a clearance, use the -coption.

$ atohexlabel -c "CONFIDENTIAL NEED TO KNOW"

0x0004-08-68

Using the atohexlabel Command

When you pass a valid label in hexadecimal format, the command returns the argument.

$ atohexlabel 0x0004-08-68

0x0004-08-68

When you pass an administrative label, the command returns the argument.

$ atohexlabel admin_high

ADMIN_HIGH

atohexlabel admin_low

ADMIN_LOW

The error message atoxhexlabel parsing error found in <string> at position 0 indicates
that the <string> argument that you passed to atohexlabelwas not a valid label or clearance.
Check your typing, and check that the label exists in your installed label_encodings file.

� How toGet aReadable Label From ItsHexadecimal
Form
This procedure provides a way to repair labels that are stored in internal databases. Formore
information, see the hextoalabel(1M)man page.

Youmust be in the SecurityAdministrator role in the global zone.

Toget the text equivalent for an internal representation of a label, do one of the following.

� Toget the text equivalent for a sensitivity label, pass the hexadecimal formof the label.

$ hextoalabel 0x0004-08-68

CONFIDENTIAL : NEED TO KNOW

� Toget the text equivalent for a clearance, use the -coption.

$ hextoalabel -c 0x0004-08-68

CONFIDENTIAL NEED TO KNOW

Example 5–3
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� How toChangeSecurityDefaults in SystemFiles
In Trusted Extensions, the security administrator changes or accesses default security settings on a
computer.

Files in the /etc/security and /etc/default directories contain security settings. On a Solaris
system, superuser can edit these files. For Solaris security information, see Chapter 3, “Controlling
Access to Systems (Tasks),” in SystemAdministration Guide: Security Services.

Caution –Relax system security defaults only if site security policy allows you to.

Youmust be in the SecurityAdministrator role in the global zone.

Use theAdmin Editor action to edit the file.

For details, see “How to EditAdministrative Files in Trusted Extensions” on page 44.

File Task Further Information

/etc/default/login Reduce the allowed number of password
tries

Example under “How toMonitorAll Failed Login
Attempts” in SystemAdministration Guide: Security
Services.

passwd(1) man page.

/etc/default/kbd Disable keyboard shutdown “How toDisable a System’sAbort Sequence” in System
Administration Guide: Security Services.

Note –Onhosts that are used by administrators for
debugging, the default setting for KEYBOARD_ABORT
allows access to the kadb kernel debugger. Formore on
the debugger, see the kadb(1M)man page.

/etc/security/policy.conf Require amore powerful algorithm for
user passwords

Remove a basic privilege from all users of
this host

Restrict users of this host to Basic Solaris
User authorizations

policy.conf(4) man page.
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File Task Further Information

/etc/default/passwd Require users to change passwords
frequently

Require users to createmaximally
different passwords

Require a longer user password

Require a password that cannot be found
in your dictionary

passwd(1) man page.

Common Tasks in Trusted Extensions (Tasks)

Chapter 5 • Administering Security Requirements in Trusted Extensions 61



62



Users, Rights, and Roles in Trusted Extensions

This chapter describes essential decisions tomake before creating regular users, and provides
additional background formanaging user accounts. The chapter assumes that the install team has set
up roles, and has set up a limited number of user accounts. These users can assume the roles that
configure and administer Trusted Extensions. For details, see Solaris Trusted Extensions Installation
and Configuration.

� “User Security Features in Trusted Extensions” on page 63
� “Administrator Responsibilities for Users” on page 64
� “Decisions toMake Before Creating Users” on page 65
� “Default User SecurityAttributes” on page 65
� “Configurable UserAttributes” on page 66
� “UserAttributes ThatAreAssignedAfter Creation” on page 67

User Security Features in Trusted Extensions
Trusted Extensions software adds the following security features to users, roles, or profiles:

� Auser has a label range within which the user can use the system.
� Arole has a label range within which the role can perform its administrative tasks.
� ATrusted Extensions rights profile can include actions. Like commands, actions can have

security attributes.
� Commands and actions in a Trusted Extensions rights profile have a label attribute. The

command or actionmust be performed within a label range, or at a particular label.
� Trusted Extensions software adds privileges and authorizations to the set of authorizations and

privileges that are defined by the Solaris OS.
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Administrator Responsibilities forUsers
The SystemAdministrator role creates user accounts. The SecurityAdministrator role sets up the
security aspects of an account.

If you are using the Sun JavaTM SystemDirectory Server for the LDAPnaming service, check that the
install team configured the tsol_ldap.tbx toolbox. For the procedure, see “Configuring the Solaris
Management Console for LDAP (Tasks)” in Solaris Trusted Extensions Installation and
Configuration.

For details on setting up users and roles, use the following references.

� SystemAdministration Guide: Basic Administration
� “Setting UpUserAccounts (TaskMap)” in SystemAdministration Guide: Basic Administration
� Part III, “Roles, Rights Profiles, and Privileges,” in SystemAdministration Guide: Security Services

SystemAdministrator Responsibilities forUsers
In Trusted Extensions, the SystemAdministrator role is responsible for determining who can access
to the system. The SystemAdministrator is responsible for the following tasks:

� Adding and deleting users
� Adding and deleting roles
� Modifying user and role configurations, other than security attributes

SecurityAdministrator Responsibilities forUsers
In Trusted Extensions, the SecurityAdministrator role is responsible for all security attributes of a
user or role. The SecurityAdministrator is responsible for the following tasks:

� Assigning andmodifying the security attributes of a user, a role, or a profile
� Creating andmodifying rights profiles
� Assigning rights profiles to a user or role
� Assigning privileges to a user, a role, or a profile
� Assigning authorizations to a user, a role, or a profile
� Removing privileges from a user, a role, or a profile
� Removing authorizations from a user, a role, or a profile

In general, the SecurityAdministrator creates rights profiles. However, if a profile needs capabilities
that the SecurityAdministrator role cannot grant, then superuser or the PrimaryAdministrator role
creates the profile.

Before creating a rights profile, the security administrator should analyze whether any of the
commands or actions in the new profile need privilege or authorization to be successful. Theman
pages for individual commands list the privileges and authorizations that a commandmight need.
For examples of actions that require privileges and authorizations, see the exec_attr database.

Administrator Responsibilities for Users
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Decisions toMakeBefore CreatingUsers
The following decisions and setup affect what users are able to do in Trusted Extensions and how
much effort is required. Some decisions are the same as the decisions that you wouldmake when
installing the Solaris OS. However, decisions that are specific to Trusted Extensions can affect site
security and ease of use.

� Decide whether to change default user security attributes in the policy.conf file. User defaults
in the label_encodings file were configured by the install team. For a description of the defaults,
see “Default User SecurityAttributes” on page 65.

� Decide which startup files, if any, should be copied from or linked from each user’s
minimum-label home directory to the user’s higher-level home directories. For the procedure,
see “How to Configure Startup Files for Users” on page 74.

� Decide if users can access peripheral devices, such as themicrophone, CD-ROMdrive, and JAZ
drive.

If access is permitted to some users, decide if your site requires additional authorizations to
satisfy site security. For the default list of device-related authorizations, see Example 17–8. For a
finer-grained set of device authorizations, see “Customizing DeviceAuthorizations in Trusted
Extensions (Tasks)” on page 199.

Default User SecurityAttributes
Settings in the label_encodings and the policy.conf files together define default security
attributes for user accounts. The values that you set explicitly for a user override these system values.
Some of the values that are set in these files also apply to role accounts. For security attributes that
you can explicitly set, see “Configurable UserAttributes” on page 66.

Label Encodings FileDefaults
The label_encodings file defines a user’s minimum label, clearance, and default label view. For
details about the file, see the label_encodings(4) man page. Your site’s label_encodings file was
installed by your install team. Their decisions were based on “Devising a Label Strategy” in Solaris
Trusted Extensions Installation and Configuration, and examples from Solaris Trusted Extensions
Label Administration.

Label values that the SecurityAdministrator explicitly sets for individual users in the Solaris
Management Console are derived from the label_encodings file. User values override the values in
the label_encodings file.

Default User SecurityAttributes
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policy.conf FileDefaults
The Solaris /etc/security/policy.conf file contains the default security settings for the system. In
addition, Trusted Extensions provides two keywords. You can add these keyword-value pairs to the
file if you want to change the system-wide value. These keywords are enforced by CDE.

TABLE 6–1Trusted Extensions SecurityDefaults in policy.conf File

Keyword Default Value Possible Values Notes

IDLECMD LOCK LOCK | LOGOUT Does not apply to roles.

IDLETIME 30 0 to 120minutes Does not apply to roles.

The authorizations and rights profiles that are defined in the policy.conf file are in addition to any
authorizations and profiles that are assigned to individual accounts. For the other fields, the
individual user’s value overrides the system value.

“Planning User Security” in Solaris Trusted Extensions Installation and Configuration includes a table
of every policy.conf keyword. See also the policy.conf(4) man page.

ConfigurableUserAttributes
The SolarisManagement Console 2.1 is your tool for creating andmodifying user accounts. For
multilevel users, youmight also want to set up .copy_files and .link_files files in each user’s
minimum label home directory.

The UserAccounts tool in the SolarisManagement Console works as it does in the Solaris OS. There
are two exceptions:

� Trusted Extensions adds attributes to user accounts.
� Home directory server access does not work as smoothly in Trusted Extensions as it does in the

Solaris OS.
� You create the home directory server entry the same as you do on a Solaris system.
� Then, you do additional steps tomount the home directory at every user label.

As described in “How toAdd aUserWith the SolarisManagement Console’s Users Tool” in System
Administration Guide: Basic Administration, aWizard enables you to create user accounts quickly.
After using theWizard, each account’s security informationmust be entered.

Formore information about .copy_files and .link_files files, see “.copy_files and
.link_files Files” on page 68.

Configurable UserAttributes
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UserAttributes ThatAreAssignedAfter Creation
Security informationmust still be entered by the SecurityAdministrator, as the following table
shows. For information about the files that contain default values, see “Default User Security
Attributes” on page 65.

TABLE 6–2User SecurityAttributes ThatYouAssignAfter Creation

User Attribute Location of Default Value Is Action Required Effect of Action

Password None Required User has password

Roles None Optional User can assume a role

Authorizations policy.conf file Optional User has additional authorizations

Rights Profiles policy.conf file Optional User has additional rights profiles

Labels label_encodings file Optional User has different default label or accreditation
range

Privileges policy.conf file Optional User has different set of privileges

Account Usage policy.conf file Optional User has different setting for computer when it is
idle

Audit audit_control file Optional User is audited differently from the system audit
settings

SecurityAttributeAssignment toUsers
The SecurityAdministrator role assigns security attributes to users in the SolarisManagement
Console after the user is created. If the administrator has set up correct defaults, assigning security
attributes is needed only for users who are exceptions to the defaults.

Assigning Passwords
The SecurityAdministrator role assigns passwords to users after the user has been created. The
password is created by the administrator.After assignment, users can change their passwords.

As in the Solaris OS, users can be forced to change their passwords at regular intervals. The
password aging options limit how long any intruder who is able to guess or steal a password could
potentially access the system. Establishing aminimum length of time to elapse before change also
prevents a user with a new password from reverting immediately to the old password. For details,
see the passwd(1) man page.

Note –The passwords for users who can assume roles should not be subject to any password aging
constraints.

UserAttributes ThatAreAssignedAfter Creation
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Assigning Roles
Auser is not required to have a role.Asingle user can be assignedmore than one role if that
assignment is consistent with your site’s security policy.

AssigningAuthorizations
As in the Solaris OS, assigning authorizations directly to a user adds those authorizations to
existing authorizations. In Trusted Extensions, you add the authorizations to a rights profile, then
assign the profile to the user.

Assigning Rights Profiles
As in the Solaris OS, the order of profiles is important. The profilemechanism uses the first
instance of the command or action in an account’s profile set.

You can use the sorting order of profiles to your advantage. If you want a command to run with
different security attributes from those defined for it in an existing profile, create a new profile
with the desired assignments for the command. Then, insert that new profile before the existing
profile.

Note –Rights profiles that include administrative actions or administrative commands should not
be assigned to an ordinary user account. The profile would not work, because an ordinary user
cannot enter the global zone.

Changing Privilege Default
The default privilege set can be too liberal formany sites. To restrict the privilege set for any
ordinary user on a system, change the policy.conf file setting. To change the privilege set for
individual users, use the SolarisManagement Console. For an example, see “How toModify a
User’s Set of Privileges” on page 81.

Changing Label Defaults
Changing a user’s label defaults creates an exceptions to the user defaults in the label_encodings
file.

ChangingAudit Defaults
As in the Solaris OS, assigning audit classes to a user creates exceptions to the audit classes that are
assigned in the /etc/security/audit_control file on the system. Formore about auditing, see
Chapter 18.

.copy_files and .link_files Files
In Trusted Extensions, files are automatically copied from the skeleton directory only into the zone
that contains the account’s minimum label. To ensure that zones at higher labels can use startup files,
either the user or the administratormust create the files .copy_files and .link_files.

The Trusted Extensions files .copy_files and .link_files help to automate the copying or linking
of startup files into every label of an account’s home directory.Whenever a user creates a workspace
at a new label, the updatehome command reads the contents of .copy_files and .link_files at the
account’s minimum label. The command then copies or links every listed file into the higher-labeled
workspace.
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The .copy_files file is useful when a user wants a slightly different startup file at different labels.
Copying is desirable, for example, when users use different mail aliases at different labels. The
.link-files file is useful when a startup file should be identical at any label that it is invoked.
Linking is desirable, for example, when using one printer for all labeled print jobs. For sample files,
see “How to Configure Startup Files for Users” on page 74.

The following is a list of some startup files that youmight want users to be able to link or to copy to
higher labels:

.acrorc

.aliases

.cshrc

.dtprofile

.emacs

.login

.mailrc

.mime_types

.newsrc

.profile

.signature

.soffice

.Xdefaults

.Xdefaults-hostname
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ManagingUsers, Rights, and Roles in Trusted
Extensions

This chapter provides the procedures for configuring andmanaging users, user accounts, and rights
profiles.

� “Customizing the User Environment for Security (Tasks)” on page 71
� “Managing Users and RightsWith SolarisManagement Console (Tasks)” on page 77

Customizing theUser Environment for Security (Tasks)
The following table describes common tasks that are performed when customizing a system for all
users, or when customizing an individual user’s account.

Task Description For Instructions

Change label attributes Modify label attributes, such asminimum label
and default label view, for a user account.

“How toModify Default User Label
Attributes” on page 72

Change Trusted Extensions
policy for all users of a system

Log the user out after a set amount of time that the
computer is idle.

Example 7–1

Shorten the idle time Turn on the screensaver after a short amount of
time.

Example 7–1

Change every user’s privilege set Remove unnecessary privileges from all ordinary
users of a system.

Example 7–2

Hide labels from users Prevent labels from being visible on a single-label
system.

Example 7–3

Remove labels from printer
output

Remove labels from printouts at a public kiosk. Example 7–4

Configure initialization files for
users

Configure startup files, such as .cshrc,
.copy_files, and .soffice for all users.

“How to Configure Startup Files for Users”
on page 74
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Task Description For Instructions

Lengthen the timeout for file
relabeling

Configure some applications to enable authorized
users to relabel files.

“How to Lengthen the TimeoutWhen
Relabeling Information” on page 76

Log in to a Failsafe Session in
CDE

Fix faulty user initialization files “How to Log In to a Failsafe Session in CDE”
on page 77

� How toModifyDefault User LabelAttributes
You can change default user label attributes during the configuration of the first system. The changes
must be copied to everymachine.

Youmust be in the SecurityAdministrator role in the global zone. For details, see “How to Enter the
Global Zone in Trusted Extensions” on page 41.

Review the default user attribute settings in the /etc/security/tsol/label_encodings file.

For the defaults, see “Label Encodings File Defaults” on page 65.

Modify the user security attributes in the label_encodings file.

Use the Edit Label Encodings action. For details, see “How to Launch CDEAdministrativeActions
in Trusted Extensions” on page 43.

The label_encodings file should be the same on all hosts.

Distribute a copy of the file to every Trusted Extensions host.

� How toModify policy.confDefaults
Changing the policy.conf defaults in Trusted Extensions is similar to changing any
security-relevant system file in the Solaris OS. In Trusted Extensions, you use a trusted editor to
modify system files.

Youmust be in the SecurityAdministrator role in the global zone. For details, see “How to Enter the
Global Zone in Trusted Extensions” on page 41.

Review the default settings in the /etc/security/policy.conf file.

Read the file for the settings. For Trusted Extensions keywords, see Table 6–1.

Modify the settings.

For a description of the general method for system files, see “How to Change Security Defaults in
System Files” on page 60.
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Changing the Computer’s Idle Settings
In this example, the security administrator wants idle computers to return to the login screen. The
default locks an idle computer. Therefore, the SecurityAdministrator role adds the IDLECMD
keyword=value pair to the /etc/security/policy.conf file, as follows:

IDLECMD=LOGOUT

The administrator also wants computers to be idle a shorter amount of time before logout.
Therefore, the SecurityAdministrator role adds the IDLETIME keyword=value pair to the
policy.conf file, as follows:

IDLETIME=10

The computer now logs out the user after the computer is idle for tenminutes.

Modifying Every User’s Basic Privilege Set
In this example, the security administrator of a Sun RayTM installation does not want ordinary users
to see the processes of other Sun Ray users. Therefore, on every system that is configured with
Trusted Extensions, the administrator removes proc_info from the basic set of privileges. The
PRIV_DEFAULT setting in the /etc/policy.conf file is modified as follows:

PRIV_DEFAULT=basic,!proc_info

Hiding Labels on a System
In this example, the security administrator changes the default setting in a system’s policy.conf file
to hide labels.Any user on this systemwould not see labels, unless the user was specifically
configured to be able to see labels. This setting is reasonable on a single-label system, or on a system
that is available to the general public.

# /etc/security/policy.conf

...

LABELVIEW=hidesl

To configure a user to override this setting, see “How toHide Labels From aUser” on page 83.

Assigning Printing–RelatedAuthorizations toAll Users of a Computer
In this example, the security administrator enabled a public kiosk computer to print without labels
by typing AUTHS_GRANTED= solaris.print.unlabeled in the computer’s
/etc/security/policy.conf file.At the next boot, print jobs by all users of this kiosk printed
without page labels.

The administrator then decided to save paper by removing banner and trailer pages. She first
ensured that theAlways Print Banners checkbox in the PrintManager was notmarked with a check.

Example 7–1

Example 7–2

Example 7–3

Example 7–4
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She thenmodified the policy.conf entry to read: AUTHS_GRANTED=
solaris.print.unlabeled,solaris.print.nobanner and rebooted. Now, all print jobs are
unlabeled, and have no banner or trailer pages.

� How toConfigure Startup Files forUsers
Users can put a .copy_files file and .link_files file into their home directory at the label that
corresponds to their minimum sensitivity label. Users can alsomodify the existing .copy_files and
.link_files files at the users’ minimum label. This procedure is for the administrator role to
automate the setup for a site.

Youmust be in the SystemAdministrator role in the global zone. For details, see “How to Enter the
Global Zone in Trusted Extensions” on page 41.

Create two Trusted Extensions startup files.

You are going to add .copy_files and .link_files to your list of startup files.

Customize the .copy_files file.

a. Use theAdmin Editor.

For details, see “How to EditAdministrative Files in Trusted Extensions” on page 44.

b. Type the full pathname to the .copy_files file in theAdmin Editor.

c. Type into .copy_files, one file per line, the files to be copied into the user’s homedirectory at all
labels.

Use “.copy_files and .link_files Files” on page 68 for ideas. For sample files, see Example
7–5.

Customize the .link_files file.

Follow the steps for .copy_files. In .link_files, type the files to be linked from the user’s
minimum-label home directory to higher labels.

Customize the other startup files for your users.

� For a discussion of what to include in startup files, see “Customizing a User’sWork
Environment” in SystemAdministration Guide: Basic Administration.

� For details, see “How to Customize User Initialization Files” in SystemAdministration Guide:
Basic Administration.

� For an example, see Example 7–5.

(Optional) Create a skelP subdirectory for userswhose default shell is a profile shell.
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Copy the customized startup files into the appropriate skeletondirectory.

Use the appropriate skelXpathnamewhen you create the user.

Customizing Startup Files for Users

In this example, the security administrator configured files for every user’s home directory. The files
were in place before any user logged in. The files are at the user’s minimum label.At this site, the
users’ default shell is the C shell.

The security administrator created a .copy_files and a .link_files file.

# .copy_files for regular users

# Copy these files to my home directory in every zone

.mailrc

.mozilla

.soffice

:wq

# .link_files for regular users with C shells

# Link these files to my home directory in every zone

.cshrc

.login

.Xdefaults

.Xdefaults-hostname
:wq

# .link_files for regular users with Korn shells

# Link these files to my home directory in every zone

.ksh

.profile

.Xdefaults

.Xdefaults-hostname
:wq

In the shell initialization files, the administrator ensured that the users’ print jobs would go to a
labeled printer.

# .cshrc file

setenv PRINTER conf-printer1

setenv LPDEST conf-printer1

# .ksh file

export PRINTER conf-printer1

export LPDEST conf-printer1

The administratormodified the .Xdefaults-home-directory-server file to force the dtterm
command to source the .profile file for a new terminal.

6
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# Xdefaults-HDserver

Dtterm*LoginShell: true

The customized files were copied to the appropriate skeleton directory.

$ cp .copy_files .link_files .cshrc .login .profile \

.mailrc .Xdefaults .Xdefaults-home-directory-server \

/etc/skelC

$ cp .copy_files .link_files .ksh .profile \

.mailrc .Xdefaults .Xdefaults-home-directory-server \

/etc/skelK

� How to Lengthen the TimeoutWhenRelabeling
Information
In Trusted Extensions, a SelectionManagermediates transfers of information between labels. The
SelectionManager appears for drag and drop operations, and for cut and paste operations. Some
applications require that you set a suitable timeout so that the SelectionManager has time to
intervene.Avalue of 2minutes is sufficient.

Note –Donot change the default timeout value on an unlabeled system.

Youmust be in the SystemAdministrator role in the global zone. For details, see “How to Enter the
Global Zone in Trusted Extensions” on page 41.

For the StarOfficeTM orOpenOffice application, do the following:

a. Navigate to the file office-installation-directory/VCL.xcu.
where office-install-directory is the StarOffice or OpenOffice installation directory,
office-top-dir/share/registry/data/org/openoffice

b. Change the SelectionTimeoutproperty value to 120.

Use theAdmin Editor action. For details, see “How to EditAdministrative Files in Trusted
Extensions” on page 44.

The default value is 3 seconds.Avalue of 120 sets the timeout to 2minutes.

For users of applications that rely on theGNOMEToolKit (GTK) library, do one of the following:

� Have each user change the selection timeout property value to 2minutes.

Each user would perform the steps that you would perform, as described in the following step.

BeforeYouBegin
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� Change the selection timeout property value to 2minutes.

Most Java DS applications use the GTK library.Web browsers such asMozillaTM, Firefox, and
Thunderbird use the GTK library.

By default, the selection timeout value is 300, or 5 seconds.Avalue of 7200 sets the timeout to 2
minutes.

a. Create aGTK startup file.

Name the file .gtkrc-mine. The .gtkrc-mine file belongs in the user’s home directory at the
minimum label.

b. Add the selection timeout value to the file.
# .gtkrc-mine

*gtk-selection-timeout: 7200

As in the Solaris OS, the gnome-settings-daemon reads this file on startup.

� (Optional) Add the .gtkrc-mine file to the list in each user’s .link_files file.

For details, see “How to Configure Startup Files for Users” on page 74.

� How to Log In to a Failsafe Session in CDE
In Trusted Extensions, failsafe login is protected. If an ordinary user has customized shell
initialization files and now cannot log in, you can use Failsafe Login to fix the user’s files.

Youmust know the root password.

As in the Solaris OS, chooseOptions –> Failsafe Session on the login screen.

At the prompt, have the user provide the user’s nameandpassword.

At the prompt for the root password, provide the password for root.

You can now debug the user’s initialization files.

ManagingUsers andRightsWith SolarisManagement
Console (Tasks)

In Trusted Extensions, youmust use the SolarisManagement Console to administer users,
authorizations, rights, and roles. Tomanage users and their security attributes, assume the Security
Administrator role.

BeforeYouBegin
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Task Description For Instructions

Change a user’s label range Modify the labels at which a user can work. This
task constrains the user to a different range within
the range that the label_encodings file permits.

“How toModify a User’s Label Range in the
SolarisManagement Console” on page 78

Create an authorizations profile Several authorizations exist that might be useful
for ordinary users. Create a profile for users who
qualify to have these authorizations.

“How to Create a ConvenientAuthorizations
Rights Profile” on page 79

Modify a user’s default privilege
set.

Remove a privilege from the user’s basic set. “How toModify a User’s Set of Privileges”
on page 81

Prevent account locking for
particular users

Users who can assume a role should have account
locking turned off.

“How to PreventAccount Locking for
Individuals” on page 82

Hide labels on a user’s screen On a single-label system, youmight want a user to
not pay attention to labels.

“How toHide Labels From aUser” on page 83

Change view of ADMIN_HIGH and
ADMIN_LOW for ordinary users

On a single-label system, youmight want a user to
not pay attention to labels.

“How to Change theAdministrative Label
View for a User” on page 83

Enable a user to relabel data Authorize a user to downgrade information or
upgrade information.

“How to Enable a User to Change the Security
Level of Data” on page 84

Remove a user Remove a user from the system. “How to Remove a User” on page 85

Handle other tasks Use the SolarisManagement Console to handle
tasks that are not specific to Trusted Extensions.

“How toHandle Other Tasks in the Solaris
Management Console” on page 85

� How toModify aUser’s Label Range in the Solaris
Management Console
Youmight want to add to a user’s label range to give the user read access to an administrative
application.Auser who can log into the global zone can run, for example, the SolarisManagement
Console. The user would not be able to change the contents, but could view the contents.

Alternatively, youmight want to restrict the user’s label range.Aguest user, for example, might be
limited to one label.

Youmust be in the SecurityAdministrator role in the global zone.

Open a Trusted Extensions toolbox in the SolarisManagement Console.
Use the toolbox of the appropriate scope. For details, see “How to Launch the SolarisManagement
Console” on page 42.

Select the individual user fromUser Accounts.

Click the Trusted Extensions Attributes tab.
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� To extend the user’s label range, choose a higher clearance.

You can also lower theminimum label.

� To restrict the label range to one label,make the clearance equal to theminimum label.

ClickOK to save the changes.

� How toCreate aConvenientAuthorizations Rights
Profile
Where site security policy permits, youmight want to create a rights profile that contains
authorizations for users who can do limited administrative tasks that require authorization. To
enable every user of a particular system to be authorized, see “How toModify policy.confDefaults”
on page 72.

Youmust be in the SecurityAdministrator role in the global zone.

Open a Trusted Extensions toolbox in the SolarisManagement Console.

Use the toolbox of the appropriate scope. For details, see “How to Launch the SolarisManagement
Console” on page 42.

Under SystemConfiguration, select Rights.

Create a rights profile that contains one ormore of the following authorizations.

For a step by step procedure, see “How to Create or Change a Rights Profile” in System
Administration Guide: Security Services.

4
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By default, Solaris users can read and write to a CD-ROM.However, in Trusted Extensions, only
users who can allocate a device can access the CD-ROMdrive. To allocate the drive for use requires
authorization. Therefore, to read and write to a CD-ROM in Trusted Extensions, a user needs the
Allocate Device authorization.

� Allocate Device -Authorizes a user to allocate a peripheral device, such as amicrophone.
� Downgrade DragNDrop or CutPaste Info -Authorizes a user to select information from a

higher-level file and place the information in a lower-level file.
� Downgrade File Label -Authorizes a user to lower the security level of a file
� DragNDrop or CutPaste without viewing contents -Authorizes a user tomove information

without viewing the information that is beingmoved.
� Print Postscript -Authorizes a user to print PostScript files.
� Print without Banner -Authorizes a user to print hardcopy without a banner page.
� Print without Label -Authorizes a user to print hardcopy that does not display labels.
� Remote Login -Authorizes a user to remotely log in.
� Shutdown -Authorizes a user to shut down the computer and to shut down a zone.
� Upgrade DragNDrop or CutPaste Info -Authorizes a user to select information from a

lower-level file and place the information in a higher-level file.
� Upgrade File Label -Authorizes a user to heighten the security level of a file.

Assign the profile to a user, or to a role.

For assistance, follow the online help. For a step by step procedure, see “How to Change the RBAC
Properties of a User” in SystemAdministration Guide: Security Services.

4

ManagingUsers and RightsWith SolarisManagement Console (Tasks)

Solaris Trusted ExtensionsAdministrator’s Procedures • September 2006 (Beta)80



Assigning a Printing-RelatedAuthorization to a Role

In the following example, the SecurityAdministrator allows a role to print jobs without labels on
body pages.

On the SolarisManagement Console, navigate toAdministrative Roles. Make sure that the desired
print-related authorization is contained in one of the role’s rights profiles.

� How toModify aUser’s Set of Privileges
Site securitymight require that users be permitted fewer privileges than users are assigned by default.
For example, at a site that uses Trusted Extensions on Sun Rays, youmight want to prevent users
from viewing other users’ processes on the Sun Ray server.

Youmust be in the SecurityAdministrator role in the global zone.

Open a Trusted Extensions toolbox in the SolarisManagement Console.

Use the toolbox of the appropriate scope. For details, see “How to Launch the SolarisManagement
Console” on page 42.

Under SystemConfiguration, navigate toUsers.

For each user, remove one ormore of the privileges in the basic set.

Caution –Do not remove proc_exec or proc_fork unless you know exactly why you can do this
successfully.

a. Double-click the icon for the user.

b. Select the Rights tab.

c. Click the Edit button to the right of the right_extended_attr field.

Example 7–6
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d. Remove proc_info or proc_sessions from the user’s basic privilege set.

Save your changes.

� How toPreventAccount Locking for Individuals
Trusted Extensions extends the user security features in the SolarisManagement Console to include
account locking.Account locking should be turned off for users who can assume a role.

Youmust be in the SecurityAdministrator role in the global zone.

Bring up the SolarisManagement Console.

Use the toolbox of the appropriate scope. For details, see “How to Launch the SolarisManagement
Console” on page 42.

4
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Navigate fromSystemConfiguration to theUser Accounts tool.

Type the role password when prompted.

Open theUser Properties tool for an individual user.

Under the Trusted Extensions Attributes tab, prevent account locking.

In the Account Usage section, select No from the pull-down menu next to Lock account after
maximum failed logins.

� How toHide Labels FromaUser
Hiding labels is useful at a site where users can work at a single label only.An organizationmight not
want ordinary users to see labels or to be aware of mandatory access controls. Ordinary users can
then work whose desktop closely resembles the Java DS or the CDE desktop on a Solaris system.

Youmust be in the SecurityAdministrator role in the global zone.

Open a Trusted Extensions toolbox in the SolarisManagement Console.

Use the toolbox of the appropriate scope. For details, see “How to Launch the SolarisManagement
Console” on page 42.

Select the individual user fromUser Accounts.

Click the Trusted Extensions Attributes tab.

ChooseHide from the Label: selection list.

This setting overrides the value of LABELVIEW in the system’s policy.conf file.

For details, see “Default User SecurityAttributes” on page 65.

� How toChange theAdministrative Label View for a
User
In Trusted Extensions, users rarely see the administrative label names ADMIN_HIGH or ADMIN_LOW.
Windows that implement security-relevant actions, such as the DeviceAllocationManager, display
the label Trusted Path. Also, Trusted Extensions interfaces such as getlabel do not check for label
view. Therefore, hiding the names of administrative labels affects very little that an ordinary user can
see.

Youmust be in the SecurityAdministrator role in the global zone.
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Open a Trusted Extensions toolbox in the SolarisManagement Console.

Use the toolbox of the appropriate scope. For details, see “How to Launch the SolarisManagement
Console” on page 42.

Select the individual user fromUser Accounts.

Click the Trusted Extensions Attributes tab.

Choose External from theView: selection list.

This setting overrides the value of Default Label View in the system’s label_encodings file.

� How toEnable aUser to Change the Security Level of
Data
An ordinary user or a role is given authorization to change the labels of files and directories. The user
or role, in addition to having the authorization, must be configured to work at more than one label.

Caution –Changing the security level of data is a privileged operation. This task is for trusted users
only.

Youmust be in the SecurityAdministrator role in the global zone.

Follow the procedure “How toCreate a Convenient Authorizations Rights Profile” onpage 79 to
create a rights profile.

The following authorizations enable a user to relabel a file.

� Downgrade File Label
� Upgrade File Label

The following authorizations enable a user to relabel information within a file.

� Downgrade DragNDrop or CutPaste Info
� DragNDrop or CutPaste InfoWithout Viewing
� Upgrade DragNDrop or CutPaste Info

Use the SolarisManagement Console to assign the profile to the appropriate users and roles.

For assistance, follow the online help. For a step by step procedure, see “How to Create or Change a
Rights Profile” in SystemAdministration Guide: Security Services and “How to Change the RBAC
Properties of a User” in SystemAdministration Guide: Security Services.
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� How toRemoveaUser
When a user is deleted from the system, the administratormust ensure that the user’s home directory
and any objects owned by that user are also deleted.As an alternative to deleting objects that are
owned by the user, the administratormight change the ownership of these objects to a valid user.

The administratormust also ensure that all batch jobs that are associated with the deleted user are
also deleted. The administratormust ensure that there are no objects or processes belonging to a
deleted user that remain on the system.

Youmust be in the SystemAdministrator role.

Open a Trusted Extensions toolbox in the SolarisManagement Console.

Use the toolbox of the appropriate scope. For details, see “How to Launch the SolarisManagement
Console” on page 42.

Navigate toUser Accounts.

a. Click Users, andprovide a password if prompted.

b. Double-click User Accounts.

Select the user to be deleted and click theDelete button.

Usersmight have home directories andmail files to delete. These should be archived and be deleted
manually.

� How toHandleOther Tasks in the SolarisManagement
Console
Youmust be superuser, or in a role in the global zone.

FollowSolaris procedures to handle tasks in the SolarisManagement Console.

Task For Instructions

Perform administrative tasks by using the Solaris
Management Console

Chapter 2, “WorkingWith the SolarisManagement
Console (Tasks),” in SystemAdministration Guide: Basic
Administration

Create users “Using the SolarisManagement ToolsWith RBAC (Task
Map)” in SystemAdministration Guide: Basic
Administration
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Task For Instructions

Create roles “How to Create andAssign a Role ByUsing the GUI” in
SystemAdministration Guide: Security Services

Modify roles “How to Change the Properties of a Role” in System
Administration Guide: Security Services

Create ormodify a profile “How to Create or Change a Rights Profile” in System
Administration Guide: Security Services

Change other security attributes of a user “How to Change the RBAC Properties of a User” in System
Administration Guide: Security Services

Audit the actions of a role “How toAudit Roles” in SystemAdministration Guide:
Security Services

List the rights profiles by using smprofile list
-Dname-service-type:/server-name/domain-name

Chapter 9, “Using Role-Based Access Control (Tasks),” in
SystemAdministration Guide: Security Services or the
smprofile(1M)man page
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RemoteAdministration in Trusted Extensions

This chapter describes how to use Trusted Extensions administrative tools to administer a remote
host.

� “Secure RemoteAdministration in Trusted Extensions” on page 87
� “Methods forAdministering Remote Systems” on page 88
� “Remote Login by a Role” on page 88
� “Administering Remotely (Tasks)” on page 90

SecureRemoteAdministration in Trusted Extensions
By default, Trusted Extensions does not allow remote administration. Remote administration would
present a significant security risk if remote untrusted systems could administer a system that is
configured with Trusted Extensions. Therefore, the system is initially installed without the ability for
it to be remotely administered.

Until the network is configured, all remote hosts are assigned the admin_low security template.
Therefore, the CIPSO protocol is not used or accepted for any connections.While in this initial state,
the system is protected from remote attacks by several mechanisms.Mechanisms include netservices
settings, default login policy, and PAMpolicy.

� When the netservices ServiceManagement Facility (SMF) profile is set to limited, no remote
services except secure shell are enabled. However, the ssh service cannot be used for remote
logins because of the login and PAMpolicies.

� The root account cannot be used for remote logins because the default policy for CONSOLE in
/etc/default/login prevents remote logins by root.

� Two PAM settings also affect remote logins.

The pam_rolesmodule always rejects local logins from accounts of type role. By default, this
module also rejects remote logins. However, the system can be configured to accept remote logins
by specifying allow_remote in the system’s pam.conf entry.

8C H A P T E R 8
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Additionally, the pam_tsol_accountmodule rejects remote logins into the global zone unless the
CIPSO protocol is used. The intent for this policy is that remote administration should be done
using another Trusted Extensions system.

To enable remote login functionality, both systemsmust assign their peer to a CIPSO security
template. If this approach is not practical, the network protocol policy can be relaxed by specifying
the allow_unlabeled option in the pam.conf file. If either one of these two policies are relaxed, the
default network template should be changed so that arbitrarymachines cannot access the global
zone. The admin_low template should be used sparingly, and the tnrhdb database should bemodified
so that the wildcard address 0.0.0.0 does not default to the admin_low label. For details, see
“Administering Remotely (Tasks)” on page 90 and “How to Limit the Hosts That Can Be Contacted
on the Trusted Network” on page 147.

Methods forAdministeringRemote Systems
Typically, administrators use the rlogin and ssh commands to administer remote systems from the
command line. The SolarisManagement Console can also be used. In CDE, the dtappsession
program can launch Trusted CDE actions remotely.

� The root user can log in to a remote host from a terminal. For the steps, see “How to Log In
Remotely From the Command Line” on page 92. This method works as it does on a Solaris
system. This method is insecure.

� Arole can log in to a remote host from a terminal in their role workspace. For the steps, see “How
to Log In Remotely From the Command Line” on page 92.

� Administrators can launch a SolarisManagement Console server that is running on a remote
host. For the steps, see “How to RemotelyAdministerWith the SolarisManagement Console”
on page 94.

� Actions in the Trusted_Extensions folder can be started remotely by using the dtappsession
command. For the steps, see “How to RemotelyAdministerWith dtappsession” on page 92.

Remote Loginby aRole
As in the Solaris OS, a setting in the /etc/default/login file on each host must be changed to allow
remote logins. In Trusted Extensions, the SecurityAdministrator role is responsible for the change.
For the procedure, see “How to Enable root to Log In Remotely” on page 90.

On both Trusted Extensions and Solaris hosts, remote loginsmight ormight not require
authorization. “Remote LoginManagement” on page 89 describes the conditions and types of
logins that require authorization. By default, roles have the Remote Login authorization.

Methods forAdministering Remote Systems
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RemoteRole-BasedAdministration FromUnlabeled
Hosts
In Trusted Extensions, users assume roles through the Trusted Pathmenu. The roles then operate in
protected trusted workspaces. By default, roles cannot be assumed outside of the trusted path. If site
policy permits, the SecurityAdministrator role can change the default policy.Administrators on
unlabeled hosts that are running SolarisManagement Console 2.1 client software can then
administer trusted hosts.

� To change the default, see “How to Enable RemoteAdministration by a Role” on page 91.
� To administer remotely, see “How to Log In Remotely From the Command Line” on page 92.

This policy change only applies when the user on the remote unlabeled computer has a user account
on the Trusted Extensions host. The Trusted Extensions user accountmust have the ability to assume
the administrative role. The role can then also use the SolarisManagement Console to administer the
remo

Caution – If remote administration from a non-Trusted Extensions host is enabled, the administrative
environment is less protected than a Trusted Extensions administrative workspace. Be cautious when
entering passwords and other secure data.As a precaution, shut down all untrusted applications
before starting the SolarisManagement Console.

Remote LoginManagement
Aremote login between two Trusted Extensions hosts is considered to be an extension of the current
login session.

An authorization is not required when the rlogin command does not prompt for a password. If an
/etc/hosts.equiv or a .rhosts file in the user’s home directory on the remote host lists either the
username or the host fromwhich the remote login is being attempted, no password is required. For
more information, see the rhosts(4) and rlogin(1) man pages.

For all other remote logins, including logins with the ftp(1) command, the Remote Login
authorization is required.

To create a profile that includes the Remote Login authorizations, see “Managing Users and Rights
With SolarisManagement Console (Tasks)” on page 77.

Remote Login by a Role
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AdministeringRemotely (Tasks)
The following table describes how to administer a remote Trusted Extensions host.

Task Description For Instructions

Enable root to remotely log in to a Trusted
Extensions host

Enable the root user to work remotely from
a labeled host.

“How to Enable root to Log In Remotely”
on page 90

Enable a role to remotely log in to a
Trusted Extensions host

Allow any role to work remotely from a
labeled host.

“How to Enable RemoteAdministration
by a Role” on page 91

Enable remote login from an unlabeled
host to a Trusted Extensions host

Allow any user or role to work remotely from
an unlabeled host.

“How to Enable Remote Logins From an
UnlabeledHost” on page 91

Log in remotely to a Trusted Extensions
host

Log in as a role to a Trusted Extensions. “How to Log In Remotely From the
Command Line” on page 92

Administer a host remotely Use the dtappsession command to
administer the remote host with
Trusted_Extensions actions.

“How to RemotelyAdministerWith
dtappsession” on page 92

Use the SolarisManagement Console to
administer the remote host.

“How to RemotelyAdministerWith the
SolarisManagement Console” on page 94

Enable specific users to log in to the global
zone

Use user and network tools in the Solaris
Management Console to enable specific
users to access the global zone.

“How to Enable Specific Users to Log in
Remotely to the Global Zone” on page 94

� How toEnable root to Log InRemotely
As in the Solaris OS, root can log in remotely from a labeled host when the CONSOLE entry is disabled.
To log in from an unlabeled host, the allow_unlabeled optionmust be added to the pam.conf file.

Youmust be in the SecurityAdministrator role in the global zone.

Edit the /etc/default/login file.

Use theAdmin Editor action. For details, see “How to EditAdministrative Files in Trusted
Extensions” on page 44.

a. Insert a pound sign (#) to comment out the line: CONSOLE=/dev/console.

#CONSOLE=/dev/console

b. Save andquit the file.
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Touse ssh, youmust permit root logins.

Modify the /etc/ssh/sshd_config file.
PermitRootLogin yes

To log in fromanunlabeled host, you relax PAMpolicy.

For the procedure, see “How to Enable Remote Logins From anUnlabeledHost” on page 91.

� How toEnable RemoteAdministrationby aRole
Follow this procedure to enable a role, including the root role, to remotely log in from a labeled host.

Youmust be in the SecurityAdministrator role in the global zone.

Launch a terminal.

Bring up theWorkspaceMenu by clicking withmouse button 3 on the screen background. Select
Tools→Terminal.

Relax the PAMpolicy for pam_tsol_account.so.1.

a. Edit the /etc/pam.conf file.

b. Add allow_remote to the accountmodule for pam_roles.so.1.
other account required pam_roles.so.1 allow_remote

The fields are separated by tabs.

c. Save andquit the file.

To log in as the root role, complete “How to Enable root to Log In Remotely” onpage 90.

To log in fromanunlabeled host, you relax PAMpolicy.

For the procedure, see “How to Enable Remote Logins From anUnlabeledHost” on page 91.

� How toEnable Remote Logins FromanUnlabeledHost
For any user or role to log in from an unlabeled host, the allow_unlabeled optionmust be added to
the pam.conf file.

You should have completed “How to Limit the Hosts That Can Be Contacted on the Trusted
Network” on page 147.

Youmust be in the SecurityAdministrator role in the global zone.
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Relax the policy for pam_tsol_account.so.1 in the /etc/pam.conf file.

a. Add allow_unlabeled to the accountmodule for pam_tsol_account.so.1.
other account required pam_tsol_account.so.1 allow_unlabeled

The fields are separated by tabs.

b. Save andquit the file.

� How to Log InRemotely From theCommandLine

Note –The telnet cannot be used for remote role assumption because this command cannot pass the
primary and role identities to the pam_rolesmodule.

The rolemust have the Remote Login authorization. By default, this authorization is in the Remote
Administration andMaintenance and Repair rights profiles.

The SecurityAdministrator has completed the procedure “How to Enable RemoteAdministration
by a Role” on page 91 on every host that is going to be remotely administered. If the computer can be
administered from an unlabeled host, the procedure “How to Enable Remote Logins From an
UnlabeledHost” on page 91 has also been completed.

Froma roleworkspace, log in to the remote host.

Use the rlogin command, the ssh command, or the ftp command.

� If the rlogin command is used to log in, all commands that are in the current role’s rights
profiles are available.

� If the ftp command is used, see the ftp(1) man page for the commands that are available.

� How toRemotelyAdministerWith dtappsession
The dtappsession program enables an administrator to administer a remote system that is running
CDE. You can also invoke dtappsession from a SolarisManagement Console that is administering a
remote system. For details, see “How to RemotelyAdministerWith the SolarisManagement
Console” on page 94.

dtappsession is useful when a remote host does not have amonitor. For example, dtappsession is
often used when to administer domains on large servers. Formore information, see the
dtappsession(1) man page.

On a labeled host, youmust be in an administrative role in the global zone. On an unlabeled host,
youmust assume a role that is defined on the remote host. Youmust then run the remote login from
the role’s profile shell.
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(Optional) Create aworkspace that is dedicated to the remote session.

To avoid confusion between the remote CDE applications and any local applications, dedicate an
administrative role workspace to this procedure.

Log in to the remote host.

You can use the rlogin command or the ssh command.
$ ssh remote-host

Start remote administration.

In the terminal, type the dtappsession command followed by the name of the local host.
$ /usr/dt/bin/dtappsession local-host

AnApplicationManager that is running on the remote host displays on the local host.Also, an Exit
dialog box appears.

Administer the remote host.

If you invoked the remote session fromCDE, you can use actions in the Trusted_Extensions folder.

Whenfinished, click the Exitbutton.

Caution –Closing theApplicationManager does not end the login session and is not recommended.

In the terminal, exit the remote login session.

$ exit

$ hostname

local-host

1

2

3

4

5

6
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� How toRemotelyAdministerWith the Solaris
Management Console
The SolarisManagement Console provides a remote administration interface.

Youmust be in an administrative role in the global zone.

Launch the SolarisManagement Console.
For details, see “How to Launch the SolarisManagement Console” on page 42.

a. From the Consolemenu, chooseOpen Toolbox.

b. In theOpen Toolbox dialog box, select the appropriate server.

Administer the remote system.
To run dtappsession, double-click the LegacyApplications icon in the left panel.

� How toEnable SpecificUsers to Log inRemotely to the
Global Zone
Youmight want to do this procedure for a tester who is using a labeled host remotely. For security, the
host should be running a disjoint label from other users.

You should have a very good reason why this user can log in to the global zone.

Youmust be in the SecurityAdministrator role in the global zone.

For specific users to log in to the global zone, assign to theman administrative label range.
Use the SolarisManagement Console to assign a clearance of ADMIN_HIGH and aminimum label of
ADMIN_LOW to each user. For details, see “How toModify a User’s Label Range in the Solaris
Management Console” on page 78.

To enable remote login froma labeled zone into the global zone, do the following.

a. Enable remote login to the global zone.
Use the SolarisManagement Console to add amultilevel port to the global zone. Port 513 over
the TCPprotocol enables remote login. For an example, see “How to Create aMultilevel Port for
a Zone” on page 112.

b. Read the tnzonecfg changes into the kernel.
# tnctl -fz /etc/security/tsol/tnzonecfg

BeforeYouBegin
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2

BeforeYouBegin
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c. Restart the remote login service.
# svcadm restart svc:/network/login:rlogin

Administering Remotely (Tasks)
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Trusted Extensions and LDAP

This chapter describes the use of the Sun Java SystemDirectory Server (LDAP service) for a system
that is configured with Trusted Extensions.

� “Using a Naming Service” on page 97
� “Using the LDAPNaming Service” on page 99

Using aNamingService
To achieve uniformity of user, host, and network attributes within a security domain withmultiple
Trusted Extensions computers, a naming service is used for distributingmost configuration
information. LDAP is an example of a naming services. The nsswitch.conf file determines which
naming service is used. LDAP is the recommended naming service for Trusted Extensions.

The Sun Java SystemDirectory Server can provide the LDAPnaming service for Trusted Extensions
and Solaris clients. The servermust include Trusted Extensions network databases, and the Trusted
Extensions clients must connect to the server over amultilevel port. The security administrator
specifies themultilevel port when configuring Trusted Extensions.

Trusted Extensions adds two trusted network databases to the LDAP server: tnrhdb and tnrhtp.
They are administered by using Security Templates tool in the SolarisManagement Console.

� For information about the use of the LDAPnaming service in the Solaris Operating System, see
SystemAdministration Guide: Naming and Directory Services (DNS, NIS, and LDAP).

� Setting up the Sun Java SystemDirectory Server for Trusted Extensions clients is described in
Solaris Trusted Extensions Installation and Configuration. Trusted Extensions computers can be
clients of a Solaris LDAP server by using an LDAPproxy server that is configured with Trusted
Extensions.

Note – Systems that are configured with Trusted Extensions cannot be clients of NIS or NIS+masters.
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Non-NetworkedTrusted Extensions Computers
If a naming service is not used at a site, administrators have the responsibility to ensure that
configuration information for users, hosts, and networks is identical on all hosts.Achange that is
made on one host must bemade on all hosts.

On a non-networked Trusted Extensions computer, configuration information is maintained in the
/etc, /etc/security, and /etc/security/tsol directories.Actions in the Trusted_Extensions
folder enable you tomodify some configuration information. The Security Templates tool in the
SolarisManagement Console enables you tomodify network database parameters. Users, roles, and
rights aremodified in the UserAccounts,Administrative Roles, and Rights tools.A toolbox on This
Computer with Scope=Files, Policy=TSOL stores configuration changes locally.

Trusted Extensions LDAPDatabases
Trusted Extensions extends the directory server’s schema to accommodate the tnrhdb and tnrhtp
databases. Trusted Extensions defines two new attributes, ipTnetNumber and ipTnetTemplateName,
and two new object classes, ipTnetHost and ipTnetTemplate.

The attribute definitions are as follows:

ipTnetNumber

( 1.3.6.1.1.1.1.34 NAME ’ipTnetNumber’

DESC ’Trusted network host or subnet address’

EQUALITY caseExactIA5Match

SYNTAX 1.3.6.1.4.1.1466.115.121.1.26

SINGLE-VALUE )

ipTnetTemplateName

( 1.3.6.1.1.1.1.35 NAME ’ipTnetTemplateName’

DESC ’Trusted network template name’

EQUALITY caseExactIA5Match

SYNTAX 1.3.6.1.4.1.1466.115.121.1.26

SINGLE-VALUE )

The object class definitions are as follows:

ipTnetTemplate

( 1.3.6.1.1.1.2.18 NAME ’ipTnetTemplate’ SUP top STRUCTURAL

DESC ’Object class for Trusted network host templates’

MUST ( ipTnetTemplateName )

MAY ( SolarisAttrKeyValue ) )

ipTnetHost

( 1.3.6.1.1.1.2.19 NAME ’ipTnetHost’ SUP top AUXILIARY

DESC ’Object class for Trusted network host/subnet address

Using aNaming Service
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to template mapping’

MUST ( ipTnetNumber $ ipTnetTemplateName ) )

The cipso template definition in LDAP is similar to the following:

ou=ipTnet,dc=example,dc=example1,dc=exampleco,dc=com

objectClass=top

objectClass=organizationalUnit

ou=ipTnet

ipTnetTemplateName=cipso,ou=ipTnet,dc=example,dc=example1,dc=exampleco,dc=com

objectClass=top

objectClass=ipTnetTemplate

ipTnetTemplateName=cipso

SolarisAttrKeyValue=host_type=cipso;doi=1;min_sl=ADMIN_LOW;max_sl=ADMIN_HIGH;

ipTnetNumber=0.0.0.0,ou=ipTnet,dc=example,dc=example1,dc=exampleco,dc=com

objectClass=top

objectClass=ipTnetTemplate

objectClass=ipTnetHost

ipTnetNumber=0.0.0.0

ipTnetTemplateName=internal

Using the LDAPNamingService
The LDAPnaming service is managed in Trusted Extensions as it is managed in the Solaris OS. the
following is a sample of useful commands, and references tomore detailed information.

� For strategies to solve LDAP configuration problems, see Chapter 13, “LDAPTroubleshooting
(Reference),” in SystemAdministration Guide: Naming and Directory Services (DNS, NIS, and
LDAP).

� To troubleshoot client-to-server LDAP connection problems that are affected by labels, see “How
toDebug a Client Connection to the LDAP Server” on page 158.

� To troubleshoot other client-to-server LDAP connection problems, see Chapter 13, “LDAP
Troubleshooting (Reference),” in SystemAdministration Guide: Naming and Directory Services
(DNS, NIS, and LDAP).

� To display LDAP entries from an LDAP client:

$ ldaplist -l

$ ldap_cachemgr -g

� To display LDAP entries from an LDAP server:

$ ldap_cachemgr -g

$ idsconfig -v

� To list the hosts that LDAPmanages:

Using the LDAPNaming Service
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$ ldaplist -l hosts Long listing
$ ldaplist hosts One-line listing

� To list information in the Directory Information Tree (DIT) on LDAP:

$ ldaplist -l services | more

dn: cn=apocd+ipServiceProtocol=udp,ou=Services,dc=exampleco,dc=com

objectClass: ipService

objectClass: top

cn: apocd

ipServicePort: 38900

ipServiceProtocol: udp

...

$ ldaplist services name

dn=cn=name+ipServiceProtocol=udp,ou=Services,dc=exampleco,dc=com

� To display the status of the LDAP service on the client:

# svcs -xv network/ldap/client

svc:/network/ldap/client:default (LDAP client)

State: online since date
See: man -M /usr/share/man -s 1M ldap_cachemgr

See: /var/svc/log/network-ldap-client:default.log

Impact: None.

� To start and stop the LDAP client:

# svcadm enable network/ldap/client

# svcadm disable network/ldap/client

� To start and stop the LDAP server:

# installation-directory/slap-LDAP-server-hostname/start-slapd

# installation-directory/slap-LDAP-server-hostname/stop-slapd

Using the LDAPNaming Service
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Managing Zones in Trusted Extensions

This chapter describes how non-global zones work on a system that is configured with Trusted
Extensions.

� “Zones in Trusted Extensions” on page 101
� “ZoneAdministrationUtilities in Trusted Extensions” on page 103
� “Managing Zones (Tasks)” on page 104

Zones in Trusted Extensions
Aproperly configured Trusted Extensions host consists of a global zone, which is the operating
system instance, and one ormore labeled non-global zones. During configuration, Trusted
Extensions attaches a unique label, which creates a labeled zone. The labels come from the
label_encodings file. The installers can create a zone for each label, but are not required to. It is
possible to havemore labels than labeled zones on a system. It is not possible to havemore labeled
zones than labels.

On a Trusted Extensions system, the file systems of a zone are usually mounted as a loopback file
system (lofs).All writable files and directories in a labeled zone are at the label of the zone. By
default, a user can view files that are in a zone at a lower level than the user’s current level. This
configuration enables users to view their home directories at lower labels than the label of the current
workspace.Although users can view files, they cannotmodify those files. Users can onlymodify files
from a process that is the same label as the file.

In Trusted Extensions, the global zone is an administrative zone. The labeled zones are for ordinary
users. Users can work in a zone whose label is within the user’s accreditation range.

Every zone has an associated IP address and security attributes.Azone can be configured with
multilevel ports (MLPs).Also, a zone can set a policy for Internet ControlMessage Protocol (ICMP)
broadcasts, such as ping.

Zones in Trusted Extensions are built on the Solaris zones product. For details, see Part II, “Zones,”
in SystemAdministration Guide: Solaris Containers-ResourceManagement and Solaris Zones. In
particular, patching and package installation issues affect Trusted Extensions. For details, see
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Chapter 24, “About Packages and Patches on a Solaris SystemWith Zones Installed (Overview),” in
SystemAdministration Guide: Solaris Containers-ResourceManagement and Solaris Zones and
Chapter 28, “TroubleshootingMiscellaneous Solaris Zones Problems,” in SystemAdministration
Guide: Solaris Containers-ResourceManagement and Solaris Zones.

Zones and IPAddresses in Trusted Extensions
Your installation assigned IP addresses to the global zone and the labeled zones. There are three
possible configurations.

� Themachine has one IP address for the global zone and all labeled zones.
This configuration is useful on amachine that uses DHCP software to get its IP address.All the
labeled zones can share one address with the global zone. If no users are expected to log in, an
LDAP servermight have this configuration.

� Themachine has one IP address for the global zone, and one address that is shared by all zones,
including the global zone.Any zone can have a combination of a unique address and a shared
address.
This configuration is useful on amachine that ordinary users are going to log in to. This
configuration saves IP addresses. It can also be used for a printer or anNFS server.

� Themachine has one IP address for the global zone, and each labeled zone has a unique IP
address.
This configuration is useful for providing access to separate physical networks of single-level
systems. Each zone would typically have a different physical network as well as a unique IP
address.

Zones andMultilevel Ports
By default, a zone cannot send packets to and receive packets from any other zone.Multilevel ports
(MLPs) enable particular services on a port to accept requests within a range of labels or from a set of
labels. These privileged services can reply at the label of the request. For example, youmight want to
create a privileged web browser port, that can listen at all labels, but whose replies are restricted by
label. By default, labeled zones have noMLPs.

The range of labels or set of labels that constrains the packets that theMLP can accept is configured
by the zone’s IP address. The IP address is assigned a remote host template in the tnrhdb database.
The label range or set of labels in the remote host template constrains the packets that theMLP can
accept.

� On a systemwhere the global zone has an IP address, and each labeled zone has a unique IP
address anMLP for a particular service can be added to every zone. For example, the system
could be configured so that the ssh service, over TCPport 22, is anMLP in the global zone, and in
every labeled zone.

Zones in Trusted Extensions
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� In a typical configuration, the global zone is assigned one IP address, and labeled zones share a
second IP address.When anMLP is added to a shared interface, the service packet is routed to the
labeled zone where theMLP is defined. The packet is accepted only if the remote host template
for the labeled zone includes the label of the packet. If the range is ADMIN_LOW to ADMIN_HIGH,
then all packets are accepted.Anarrower range would discard packets that are not within the
range.

Atmost, one zone can define a particular port to be anMLPon a shared interface. In the
preceding scenario, where the ssh port is configured as a sharedMLP in a non-global zone, no
other zone can receive ssh connections on the shared address. However, the global zone could
define the ssh port as a privateMLP for receipt of connections on its zone-specific address.

� On a systemwhere the global zone and the labeled zones share an IP address, anMLP for the ssh
service could be added to one zone. If theMLP for ssh is added to the global zone, then no
labeled zone can add anMLP for the ssh service. Similarly, if theMLP for the ssh service is added
to a labeled zone, then the global zone cannot be configured with an sshMLP.

For an example of addingMLPs to labeled zones, see Example 13–14.

Zones and ICMP in Trusted Extensions
Networks transmit broadcast messages and send ICMPpackets tomachines on the network. On a
multilevel system, these transmissions could flood the system at every label. The network policy for
labeled zones, by default, requires that ICMPpackets be received only at thematching label.

ZoneAdministrationUtilities in Trusted Extensions
Some zone administration can be done from the command line. However, the simplest way to
administer zones is to use the GUIs that Trusted Extensions provides.

� Configuring the security attributes of zones is done by using the Trusted Network Zones tool in
the SolarisManagement Console. For a description of the tool, see “Trusted Network Zones
Tool” on page 34. For examples of zone configuration and creation, see Chapter 4, “Configuring
Trusted Extensions,” in Solaris Trusted Extensions Installation and Configuration, and “How to
Create aMultilevel Port for a Zone” on page 112.

� The shell script, /usr/sbin/txzonemgr, provides amenu-based wizard for creating, installing,
initializing, and booting zones. If you are administering zones from Java DS, use txzonemgr
rather than CDE actions. txzonemgr uses the zenity command. For details, see the zenity(1)
man page.

� Configuring and creating zones can be done from desktop utilities. In CDE, actions in the
Trusted_Extensions folder are used. In Java DS, applets can be used. For a description of the
actions, see “Trusted CDEActions” on page 28. For procedures that use the actions, see “How to
Launch CDEAdministrativeActions in Trusted Extensions” on page 43.

ZoneAdministration Utilities in Trusted Extensions
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ManagingZones (Tasks)
The following table describes zonemanagement that is specific to Trusted Extensions.

Task Description For Instructions

View all zones At any label, see the zones that are
dominated by the current zone.

“How toDisplay Ready or Running Zones”
on page 105

Viewmounted directories At any label, see the directories that are
dominated by the current label.

“How toDisplay the Labels ofMounted
Files” on page 106

Enable ordinary users to view an /etc file Loopbackmount a directory or file from
the global zone that is not visible by default
in a labeled zone.

“How toMount a File That is Usually Not
Visible From a Labeled Zone” on page 107

Prevent ordinary users from viewing a
lower-level home directory from a higher
label.

By default, lower-level directories are
visible from higher-level zones.When you
disable themounting of one lower-level
zone, you disable all mounts of lower-level
zones.

“How toDisable theMounting of
Lower-Level Files” on page 108

Configure a zone to enable changing the
labels on files.

Labeled zones have limited privileges. By
default, labeled zones do not have the
privilege that enables an authorized user to
relabel a file. Youmodify the zone
configuration to add the privilege.

“How to Enable Files to be Relabeled From
a Labeled Zone” on page 109

Move a file or directory into or out of a
labeled zone

Change a file or directory’s level of security
by changing its label.

“How toUse Two FileManagers to Relabel
a File” on page 111

Configure a new zone Create a zone at a label that is not currently
being used to label a zone on this system.

“Specify ZoneNames and Zone Labels” in
Solaris Trusted Extensions Installation and
Configuration

Then, follow the procedure that the install
team used to create the other zones. For the
steps, see “Creating the Labeled Zones
(Tasks)” in Solaris Trusted Extensions
Installation and Configuration.

Create amultilevel port for an application. Multilevel ports are useful for programs
that require amultilevel feed into a labeled
zone.

“How to Create aMultilevel Port for a
Zone” on page 112

Troubleshoot NFSmount and access
problems

Debug general access issues formounts,
and possibly for zones.

“How to TroubleshootMount Failures”
on page 122
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� How toDisplayReadyor RunningZones
This procedure creates a shell script that displays the labels of the current zone and of all zones that
the current zone dominates.

Youmust be in the SystemAdministrator role in the global zone.

Use theAdmin Editor action to create the getzonelabels script.
Supply the pathname to the script, such as /usr/local/scripts/getzonelabels.

Supply the following content and save the file.
#!/bin/sh

#

echo "NAME\t\tSTATUS\t\tLABEL"

echo "====\t\t======\t\t====="

myzone=‘zonename‘

for i in ‘/usr/sbin/zoneadm list -p‘ ; do

zone=‘echo $i | cut -d ":" -f2‘

status=‘echo $i | cut -d ":" -f3‘

path=‘echo $i | cut -d ":" -f4‘

if [ $zone != global ]; then

if [ $myzone = global ]; then

path=$path/root/tmp

else

path=$path/export/home

fi

fi

label=‘/usr/bin/getlabel -s $path |cut -d ":" -f2-9‘

if [ ‘echo $zone|wc -m‘ -lt 8 ]; then

echo "$zone\t\t$status\t$label"

else

echo "$zone\t$status\t$label"

fi

done

Test the script in the global zone.
When run from the global zone, the script displays the labels of all ready or running zones. Here is
the global zone output for the zones that were created from the default label_encodings file:
# getzonelabels

NAME STATUS LABEL

==== ====== =====

global running ADMIN_HIGH

needtoknow running CONFIDENTIAL : NEED TO KNOW

restricted running CONFIDENTIAL : RESTRICTED

internal running CONFIDENTIAL : INTERNAL

public running PUBLIC

BeforeYouBegin
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Displaying the Labels ofAll Ready or Running Zones

In the following example, a user runs the getzonelabels script in the internal zone.

# getzonelabels

NAME STATUS LABEL

==== ====== =====

internal running CONFIDENTIAL : INTERNAL

public running PUBLIC

� How toDisplay the Labels ofMounted Files
This procedure creates a shell script that displays themounted file systems of the current zone.When
run from the global zone, the script displays the labels of all mounted file systems in every zone.

Youmust be in the SystemAdministrator role in the global zone.

Use theAdmin Editor action to create the getmounts script.
Supply the pathname to the script, such as /usr/local/scripts/getmounts.

Supply the following content and save the file.
#!/bin/sh

#

for i in ‘/usr/sbin/mount -p | cut -d " " -f3‘ ; do

/usr/bin/getlabel $i

done

Test the script in the global zone.
% /usr/local/scripts/getmounts

/: ADMIN_LOW

/dev: ADMIN_LOW

/kernel: ADMIN_LOW

/lib: ADMIN_LOW

/opt: ADMIN_LOW

/platform: ADMIN_LOW

/sbin: ADMIN_LOW

/usr: ADMIN_LOW

/var/tsol/doors: ADMIN_LOW

/zone/needtoknow/export/home: CONFIDENTIAL : NEED TO KNOW

/zone/internal/export/home: CONFIDENTIAL : INTERNAL USE ONLY

/zone/restricted/export/home: CONFIDENTIAL : RESTRICTED

/proc: ADMIN_LOW

/system/contract: ADMIN_LOW

/etc/svc/volatile: ADMIN_LOW

/etc/mnttab: ADMIN_LOW

Example 10–1
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/dev/fd: ADMIN_LOW

/tmp: ADMIN_LOW

/var/run: ADMIN_LOW

/zone/public/export/home: PUBLIC

/root: ADMIN_LOW

Displaying the Labels of File Systems in a restricted Zone

When run from a labeled zone by an ordinary user, the getmounts script displays the labels of all the
mounted file systems in that zone. On a system that created zones for every label in the default
label_encodings file, the following is the output from the restricted zone:

% /usr/local/scripts/getmounts

/: CONFIDENTIAL : RESTRICTED

/dev: CONFIDENTIAL : RESTRICTED

/kernel: ADMIN_LOW

/lib: ADMIN_LOW

/opt: ADMIN_LOW

/platform: ADMIN_LOW

/sbin: ADMIN_LOW

/usr: ADMIN_LOW

/var/tsol/doors: ADMIN_LOW

/zone/needtoknow/export/home: CONFIDENTIAL : NEED TO KNOW

/zone/internal/export/home: CONFIDENTIAL : INTERNAL USE ONLY

/proc: CONFIDENTIAL : RESTRICTED

/system/contract: CONFIDENTIAL : RESTRICTED

/etc/svc/volatile: CONFIDENTIAL : RESTRICTED

/etc/mnttab: CONFIDENTIAL : RESTRICTED

/dev/fd: CONFIDENTIAL : RESTRICTED

/tmp: CONFIDENTIAL : RESTRICTED

/var/run: CONFIDENTIAL : RESTRICTED

/zone/public/export/home: PUBLIC

/home/gfaden: CONFIDENTIAL : RESTRICTED

� How toMount a File That is UsuallyNotVisible Froma
LabeledZone
This procedure enables a user in a specified labeled zone to see files that are not exported from the
global zone by default.

Youmust be in the SystemAdministrator role in the global zone.

Halt the zonewhose configuration youwant to change.
# zoneadm -z zone-name halt

Example 10–2
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Loopbackmount a file or directory.
For example, enable ordinary users to view a file in the /etc directory.
# zonecfg -z zone-name
add filesystem

set special=/etc/filename
set directory=/etc/filename
set type=lofs

end

exit

3. Start the zone.
# zoneadm -z zone-name boot

LoopbackMounting the /etc/passwd file

In this example, the security administrator wants to enable testers and programmers to check that
their local passwords are set. The sandbox zone is first halted, then it is configured to loopback
mount the passwd file, then the zone is restarted.

# zoneadm -z sandbox halt

# zonecfg -z sandbox

add filesystem

set special=/etc/passwd

set directory=/etc/passwd

set type=lofs

end

exit

# zoneadm -z sandbox boot

� How toDisable theMountingof Lower-Level Files
By default, users can view lower-level files. Use this procedure to prevent the viewing of all
lower-level files from a particular zone.

Youmust be in the SystemAdministrator role in the global zone.

Halt the zonewhose configuration youwant to change.
# zoneadm -z zone-name halt

Configure the zone to prevent viewing.
Remove the net_mac_aware privilege from the zone.
# zonecfg -z zone-name
set limitpriv=default,!net_mac_aware

exit
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3. Start the zone.
# zoneadm -z zone-name boot

For a description of the net_mac_aware privilege, see the privileges(5) man page.

PreventingUsers FromViewing Lower-Level Files

In this example, the security administrator wants to prevent users on this machine from being
confused. Therefore, users can only see files at the label at which the users are working. So, the
security administrator prevents the viewing of all lower-level files. On this system, users cannot see
publicly available files unless they are working at the PUBLIC label.

# zoneadm -z restricted halt

# zonecfg -z restricted

set limitpriv=default,!net_mac_aware

exit

# zoneadm -z restricted boot

# zoneadm -z needtoknow halt

# zonecfg -z needtoknow

set limitpriv=default,!net_mac_aware

exit

# zoneadm -z needtoknow boot

# zoneadm -z internal halt

# zonecfg -z internal

set limitpriv=default,!net_mac_aware

exit

# zoneadm -z internal boot

Because PUBLIC is the lowest label, the security administrator does not run the commands for the
PUBLIC zone.

� How toEnable Files to beRelabeled FromaLabeled
Zone
This procedure is a prerequisite for a user to be able to relabel files.

Youmust be in the SecurityAdministrator role in the global zone.

Halt the zonewhose configuration youwant to change.
# zoneadm -z zone-name halt

3
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Configure the zone to allow relabeling.

Add the appropriate privileges to the zone. The windows privileges enable users to use drag and
drop, and cut and paste.

� To enable downgrades, add the file_downgrade_sl privilege to the zone.

# zonecfg -z zone-name
set limitpriv=default,win_dac_read,win_mac_read,win_dac_write,

win_mac_write,win_selection,file_downgrade_sl

exit

� To enable upgrades, add the sys_trans_label and file_upgrade_slprivileges to the zone.

# zonecfg -z zone-name
set limitpriv=default,win_dac_read,win_mac_read,win_dac_write,

win_mac_write,win_selection,sys_trans_label,file_upgrade_sl

exit

� To enable both upgrades anddowngrades, add the both privileges to the zone.

# zonecfg -z zone-name
set limitpriv=default,win_dac_read,win_mac_read,win_dac_write,

win_mac_write,win_selection,sys_trans_label,file_downgrade_sl,

file_upgrade_sl

exit

3. Start the zone.

# zoneadm -z zone-name boot

For the user and process requirements, see the setflabel(3TSOL)man page.

EnablingUpgrades From the internal Zone

In this example, the security administrator wants to enable authorized users on this machine to
upgrade files.When you upgrade information, you protect the information at a higher level of
security. In the global zone, you use the following zone administration commands.

# zoneadm -z internal halt

# zonecfg -z internal

set limitpriv=default,sys_trans_label,file_upgrade_sl

exit

# zoneadm -z internal boot

Authorized users can now upgrade internal information to restricted from this zone.

2

3
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EnablingDowngrades From the restricted Zone

In this example, the security administrator wants to enable authorized users on this machine to
downgrade files. Because the administrator does not add windows privileges to the zone, authorized
users cannot use the FileManger to relabel files. They can use the setlabel command.

When you downgrade information, you allow users at a lower level of security to access the files. In
the global zone, you use the following zone administration commands.

# zoneadm -z restricted halt

# zonecfg -z restricted

set limitpriv=default,file_downgrade_sl

exit

# zoneadm -z restricted boot

Authorized users can now downgrade restricted information to internal or public from this
zone by using the setlabel command.

� How toUse TwoFileManagers toRelabel a File
The zone of the source filemust be configured with the appropriate privileges. For details, see “How
to Enable Files to be Relabeled From a Labeled Zone” on page 109.

Youmust be authorized to downgrade or upgrade labels. For the required authorizations, see “Rules
When Changing the Level of Security for Data” on page 49. To assign a required authorization, see
“How to Create a ConvenientAuthorizations Rights Profile” on page 79.

In CDE, open FileManagers inworkspaces at twodifferent labels.

Move the target FileManager to theworkspace of the source file.

Place the windows side by side.

In the source FileManager, navigate to the directory of the file that is to bemoved.

In the target FileManager, navigate to the directorywhere youplan to place the file.

Drag the filewith themouse from the source FileManager to the target FileManager.

Read the information in the Selection Confirmer.

� If the information is correct, clickOK.

� Otherwise, cancel the operation.

Example 10–6
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� How toCreate aMultilevel Port for a Zone
This procedure is part of a larger project. You create aMultilevel Port (MLP) in a labeled zone to
enable a particular port to communicate with the zone for a specific reason. In this procedure, a web
proxy communicates with the zone. The SolarisManagement Console is used to add theMLP.

Youmust be in the SecurityAdministrator role in the global zone.

Launch the SolarisManagement Console.

For details, see “How to Launch the SolarisManagement Console” on page 42.

Choose the Files toolbox.

The title of the toolbox includes Scope=Files, Policy=TSOL.

Add the proxy host and thewebservices host to the list of computers.

a. Navigate to the Computers andNetworks tool.

In the Computers tool, click theActionmenu and chooseAdd Computer. For the proxy host and
the webservice host, do the following.

b. Add the host nameand IP address.

c. Apply the changes.

Configure the zones and theMLPs.

a. Navigate to the TrustedNetwork Zones tool.

b. If the zonenames donot appear in the list, click theActionmenu and chooseAddZone
Configuration.

c. Assign a label to each zone.

d. In theMLPConfiguration for Local IP Addresses, specify the appropriate port/protocol field.

e. Apply the settings.

Customize a template for each zone.

a. Navigate to the Security Templates tool.

Click theActionmenu and chooseAdd Template. For each host, create a template.Assign the
template a recognizable name.

BeforeYouBegin
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b. Create the template.

Use the host name for the template name.

c. Specify CIPSO for theHost Type

d. Use the label of the zone for theMinimumLabel and for theMaximumLabel.

e. Assign the zone label to the Security Label Set.

f. Select theHosts Explicitly Assigned tab.

g. In theAdd an Entry section, add the IP address that is associatedwith the zone.

h. Apply the settings.

Close the SolarisManagement Console.

3. Start the zones.
# zoneadm -z zone-name boot

In the global zone, add routes for the newaddresses.

If the zones have a shared IP address, do the following.
# route add proxy labeled-zones-IP-address
# route add webservice labeled-zones-IP-address
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Mounting Files in Trusted Extensions

This chapter describes how LOFSmounts andNFSmounts work on a system that is configured with
Trusted Extensions.

� “File Systems in Trusted Extensions” on page 115
� “File SystemMounts in Trusted Extensions” on page 115
� “Access to NFSMountedDirectories in Trusted Extensions” on page 116
� “Trusted Extensions Software andNFS Protocols” on page 118
� “Managing Files and File Systems (Tasks)” on page 119

File Systems in Trusted Extensions
Trusted Extensions software supports the same file systems and file systemmanagement commands
as the Solaris OS. In addition, Trusted Extensions attaches a unique label to every non-global zone.
All the files and directories that belong to that zone aremounted at the label of the zone.Any shared
file systems that belong to other zones or to NFS servers aremounted at the label of the owner.
Trusted Extensions prevents anymounts that would violate theMAC policies for labeling. For
example, a zone’s label must dominate all of its mounted file system labels, and only equally labeled
file systems can bemounted read-write.

File SystemMounts in Trusted Extensions
Mounting file systems on a system that is configured with Trusted Extensions is similar tomounting
file systems on a Solaris system. For permanentmounts, you enter the standardmounting
information in the vfstab file on the client and the sharing information in the dfstab file on the
server. For dynamicmounts, use the mount(1M) command.

Labels affect which file systems can bemounted. File systems are shared and aremounted at a
particular label. For a Trusted Extensions client to write to a file system that is NFS-mounted, the file
systemmust bemounted read-write and be at the same label as the client. If you are setting up a
mount between two Trusted Extensions hosts, the server and the client must have compatible remote
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host templates of type cipso. If you are setting up amount between a Trusted Extensions host and an
unlabeled host, file systems that are at the single label that is specified for the unlabeled host in the
tnrhdb file can bemounted.

Labels also affect which file systems can be viewed. By default, lower-level objects are not available in
a user’s environment. Therefore, in the default configuration, an ordinary user cannot view files that
are in a zone at a lower level than the user’s current level. If site security permits, you canmake these
lower-level objects visible to the user. Files that aremounted with LOFS can be viewed, but cannot be
modified. For details onNFSmounts, see “Access to NFSMountedDirectories in Trusted
Extensions” on page 116.

The /export/home pathname is the exception to lower-level visibility. By default, users can see their
lower-level home directories from a higher label. For details, see “HomeDirectory Creation in
Trusted Extensions” on page 117.

Themount policy in Trusted Extensions has noMAC overrides. MAC policies enforce the default
configuration, and are invisible to ordinary users. Ordinary users cannot see objects unless they have
MAC access to them.

Access toNFSMountedDirectories in Trusted Extensions
By default, NFS-mounted file systems are visible at the label of the exported file system. If the file
system is exported read-write, users at that label can write to the files.With the exception of home
directories, NFSmounts that are at a lower label than the user’s current session require
administrative intervention to be visible to the user.

Tomake lower-level directories that are NFS-mounted visible to users in a higher-level zone, the
administrator of the global zone on the NFS server exports the parent directory. The parent directory
is exported at its label. On the client side, the administrator of the global zonemust configure each
zone that canmount the exported directory. Each zonemust have the privilege net_mac_aware.

Server configuration On the NFS server, you export the parent directory in a dfstab file. The
dfstab filemust bemodified in the labeled zone of the directory that is
being exported. For an example, see “How to Share File Systems” on page
120.

Client configuration The net_mac_aware privilegemust be specified in the zone configuration
file that is used during initial zone configuration. So, a user who is
permitted to see all lower-level home directories must have the
net_mac_aware privilege in every zone except the lowest one. For an
example, see “How toMount File Systems” on page 121.

EXAMPLE 11–1ProvidingAccess to Lower-LevelHomeDirectories

On the home directory server, the administratormodifies the dfstab file in every labeled zone. The
dfstab file exports the /export/home directory with rw access, so that when the directory is mounted
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EXAMPLE 11–1ProvidingAccess to Lower-LevelHomeDirectories (Continued)

at the same label, the home directory is writable. To export the /export/home directory of PUBLIC,
the administrator creates a workspace at the PUBLIC label on the home directory server, andmodifies
the dfstab file in that zone.

On the client, the administrator of the global zone checks that every labeled zone except the lowest
label has the net_mac_aware privilege. This privilege permits themount. This privilege can be
specified by using the zonecfg command during zone configuration. The lower-level home directory
can be viewed only.MAC protects the files in the directory frommodification. The files can only be
modified by a process at the same label of the files.

HomeDirectory Creation in Trusted Extensions
Home directories are a special case in Trusted Extensions. You need tomake sure that the home
directories are created in every zone that a user can use.Also, the home directorymount points must
be created in the zones on the user’s system. For NFS-mounted home directories to work correctly,
the conventional location for directories, /export/home, must be used. The automounter has been
modified to handle home directories in every zone, that is, at every label. For details, see “Changes to
theAutomounter in Trusted Extensions” on page 117.

Home directories are created when users are created. In Trusted Extensions, the SolarisManagement
Console is used to create users, so the SolarisManagement Console creates the home directories.
However, the console creates the home directories in the global zone of the home directory server.
On that server, the directories aremounted by LOFS. Home directories are automatically created by
the automounter if they are specified as LOFSmounts. However, the automounter cannot
automatically create home directories on remote NFS servers. Either the usermust first log in to the
NFS server or administrative intervention is required. To create home directories for users, see
“Enable Users toAccess Their HomeDirectories” in Solaris Trusted Extensions Installation and
Configuration.

Changes to theAutomounter in Trusted Extensions
In Trusted Extensions, each label requires a separate home directorymount. The automount
command has beenmodified to handle these labeled automounts. For each zone, autofsmounts an
auto_home_zone-name file. For example, the following is the entry for the global zone in the
auto_home_global file:

+auto_home_global

* -fstype=lofs :/export/home/&

When a zone is booted that permits lower-level zones to bemounted, the following occurs. The
home directories of lower-level zones aremounted read-only under
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/zone/<zonename>/export/home. The auto_home_<zonename>map specifies the /zone path as the
source directory for an lofs remount onto /zone/<zonename>/home/<username>.

For example, the following is an auto_home_public entry in an auto_home_zone-at-higher-label
map that is generated from a higher level zone:

+auto_home_public

* -fstype=lofs :/zone/public/export/home/&

The corresponding entry in the public zone is:

auto_home_public

* -fstype=lofs :/export/home/&

When a home directory is referenced and the name does notmatch any entries in the
auto_home_<zonename>map, themap tries tomatch this loopbackmount specification. The
software creates the home directory when two conditions aremet.

1. When themap finds thematch of the loopbackmount specification
2. When the home directory namematches a valid user whose home directory does not yet exist in

zonename

For details on changes to the automounter, see the automount(1M)man page.

Trusted Extensions Software andNFSProtocols
Trusted Extensions software recognizes the NFS protocols that the Solaris Operating System (Solaris
OS) supports: NFS Version 2 (V2), NFS Version 3 (V3), andNFSVersion 4 (V4).

Trusted Extensions software recognizes labels onNFSVersion 4 (V4) only. Therefore, any file system
that is beingmounted from aNFS server that is running Trusted Extensions softwaremust be
mounted with vers=4 and proto=tcpmount options.

Ahost that is configured with Trusted Extensions can also share its own file systems with unlabeled
hosts.Afile or directory that is exported to an unlabeled host iswritable if its label equals the label
that is associated with the remote host in its trusted networking database entries.Afile or directory
that is exported to an unlabeled host is readable only if its label is dominated by the label that is
associated with the remote host.

Communications with computers that are running a release of Trusted Solaris software is possible
only at a single label. The Trusted Extensions system and the Trusted Solaris systemmust assign to
the other system a template with the unlabeled host type. The unlabeled host typesmust specify the
same single label.As an unlabled NFS client of a Trusted Solaris server, the label of the client cannot
be ADMIN_LOW.

Trusted Extensions Software andNFS Protocols
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TheNFS protocol that is used is independent of the type of the local file system. Rather, the protocol
depends on the type of the sharing computer’s operating system. The file system type that is specified
to the mount command or in the vfstab for remote file systems is always NFS.

Managing Files andFile Systems (Tasks)
The following table describes common tasks that are performed whenmanaging files and file systems
and the procedures associated with the tasks.

Task Description For Instructions

Back up files Protect your data by backing it up. “How to BackUp Files” on page 119

Restore data Retrieve data from a backup. “How to Restore Files” on page 120

Share the contents of a directory Allow the contents of a directory to be
shared among users.

“How to Share File Systems” on page 120

Mount the contents of a directory Allow the contents of a directory to be
mounted.

“How toMount File Systems” on page 121

Create home directorymount points Createmount points for every user at every
label. This enables users to access their
home directory on a system that is not the
NFS home directory server.

“Enable Users toAccess Their Home
Directories” in Solaris Trusted Extensions
Installation and Configuration

Hide lower-level information from a user
who is working at a higher label

Prevent the viewing of lower-level
information from a higher-level window.

“How toDisable theMounting of
Lower-Level Files” on page 108

Troubleshoot file systemmounting
problems

Resolve problems withmounting a file
system.

“How to TroubleshootMount Failures”
on page 122

� How toBackUpFiles
Assume theOperator role.

This role includes theMedia Backup rights profile.

Use one of the followingbackupmethods:

� /usr/lib/fs/ufs/ufsdump for major backups
� /usr/sbin/tar cT for small backups
� Ascript calling either of the above commands

For example, the Budtool backup application calls the ufsdump command. For details on the T
option to the tar command, see the tar(1) man page.
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� How toRestore Files
Assume the SystemAdministrator role.

This role includes theMedia Restore rights profile.

Use one of the followingmethods:

� /usr/lib/fs/ufs/ufsrestore for major restores
� /usr/sbin/tar xT for small restores
� Ascript calling either of the above commands

For details on the T option to the tar command, see the tar(1) man page.

Caution –Only these commands preserve labels.

� How toShare File Systems
As in the Solaris OS, theMounts and Shares tool in the SolarisManagement Console cannot be used
tomount or share file systems in labeled zones. Use the dfstab file in the labeled zone, and the
shareall and mount commands to export andmount file systems in labeled zones.

Caution –Do not use proprietary names for shared file systems. The names of shared file systems are
visible to every user.

Youmust be on the file server, in the zone at the label of the files that you want to share. Youmust be
the superuser, or in the SystemAdministrator role.

Create aworkspace at the label of the file system that is going to be shared.

Create a new dfstabfile in that zone.

Each zone shares its exported directories at the label of the zone.

a. Go to the zone’s /etc/dfsdirectory.
# cd /zone/zone-name/etc/dfs

b. Open theAdmin Editor.

c. Type the full pathnameof the dfstabfile into the editor.
# /zone/zone-name/etc/dfs/dfstab

1
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d. Add an entry to share the exported directory.

For example, the following entry shares an application’s files at the label of the containing zone.
share -F nfs -o ro /viewdir/viewfiles

Repeat the preceding steps for every zone that is going to share a directory.

In the global zone, run the shareall command.

The actual sharing occurs when each zone is brought into the ready or running state.

Display the status of the labeled zones.
# zoneadm list -v

For each zone, share the directories.

As root in the global zone, run one of the following commands for each zone. Each zone can share its
directories in any of these ways.

� If the zone is not in the running state and youdonotwant users to log in to the server at the label
of the zone, set the zone state to ready.
# zoneadm -z zonename ready

� If the zone is not in the running state andusers are allowed to log in to the server at the label of
the zone, boot the zone.
# zoneadm -z zonename boot

� If the zone is already running, reboot the zone.
# zoneadm -z zonename reboot

To enable the client tomount the exported files, see “How toMount File Systems” onpage 121.

� How toMount File Systems
Unlabeled and labeled hosts can bemounted on a Solaris Trusted Extensions labeled host. The
assigned label of the remote host must be identical to the zone in which the file system is being
mounted.

As in the Solaris OS, theMounts and Shares tool in the SolarisManagement Console cannot be used
tomount or share file systems in labeled zones. Use the dfstab file in the labeled zone, and the
shareall and mount commands to export andmount file systems in labeled zones.

Youmust be on the client system, in the zone at the label of the files that you want tomount. You
must be the superuser, or in the SystemAdministrator role. The zonemust be configured with the
net_mac_aware privilege.
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Create aworkspace at the label of the file system that is going to bemounted.

In thatworkspace, run the mount command.

You can alsomodify the local vfstab file tomount the file system across reboots.

� How toShare Files forUserAccess at aHigher Label
Follow the procedure, “How toMount File Systems” onpage 121.

� How toTroubleshootMount Failures
Youmust be in the zone at the label of the files that you want tomount. Youmust be the superuser, or
in the SystemAdministrator role.

Check the security attributes of theNFS server.

Use the Security Templates tool in the SolarisManagement Console, at the appropriate scope.

a. Check that the IP address of theNFS server is an assignedhost in one of the security templates.

The address might be directly assigned, or be assigned indirectly through a wildcardmechanism.
The address can be in a labeled template, or in an unlabeled template.

b. Check the label that the template assigns to theNFS server.

c. Check that the label is consistentwith the label atwhich you are trying tomount the files.

Tomount file systems fromanNFS server that is running earlier versions of Trusted Solaris software,
do the following:

� For a Trusted Solaris 1NFS server, use the vers=2 and proto=udp options to the mount command.

� For a Trusted Solaris 2.5.1NFS server, use the vers=2 and proto=udp options to the mount
command.

� For a Trusted Solaris 8NFS server, use the vers=3 and proto=udp options to the mount command.

Tomount file systems from any of these servers, the servermust be assigned to an unlabeled
template.
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TrustedNetworking

This chapter describes trusted networking concepts andmechanisms in Trusted Extensions.

� “The Trusted Network” on page 123
� “Network SecurityAttributes in Trusted Extensions” on page 128
� “Trusted Extensions Network FallbackMechanism” on page 131
� “Overview of Routing in Trusted Extensions” on page 132
� “Administration of Routing in Trusted Extensions” on page 134

TheTrustedNetwork
Trusted Extensions assigns security attributes to zones, hosts, and networks. These attributes ensure
that the following security features are enforced on the network:

� Data is properly labeled in network communications.
� Mandatory access control (MAC) rules are enforced when data is sent or is received across a local

network and when file systems aremounted.
� MAC rules are enforced when data is routed to distant networks.
� MAC rules are enforced when data is routed to zones.

In Trusted Extensions, network packets are protected byMandatoryAccess Control (MAC). Labels
are used forMAC decisions. Data is labeled explicitly or implicitly with a sensitivity label.A label has
an ID field, a classification or “level” field, and a compartment or “category” field. Datamust pass an
accreditation check. This check determines if the label is well-formed, and if the label lies within the
accreditation range of the receiving host.Well-formed packets that are within the receiving host’s
accreditation range are granted access.

IP packets that are exchanged between trusted systems can be labeled. Trusted Extensions supports
Commercial IP Security Option (CIPSO) labels.ACIPSO label on a packet serves to classify,
segregate, and route IP packets. Routing decisions compare the sensitivity label of the data with the
destination.
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Typically on a trusted network, the label is generated by a sending host and consumed by a receiving
host. However, a trusted router can also add or strip labels while forwarding packets in a trusted
network.Asensitivity label is mapped to a CIPSO label before transmission. The CIPSO label is
embedded in the IP packet. Typically. a packet sender and the packet’s receiver operate at the same
label.

Trusted networking software ensures that the Trusted Extensions security policy is enforced even
when the subjects (processes) and objects (data) are located on different hosts. Trusted Extensions
networking preservesMAC across distributed applications.

Trusted ExtensionsDataPackets
Trusted Extensions data packets include a CIPSO label option. The data packets can be sent over
IPv4 or IPv6 networks.

In the standard IPv4 format, the IPv4 header with options is followed by a TCPor UDPor SCTP
header and then the actual data. The Trusted Extensions version of an IPv4 packet uses the CIPSO
option in the IP header for security attribute.

IPv4HeaderWith CIPSOOption TCPor UDPor SCTP Data

In the standard IPv6 format, an IPv6 header with extensions is followed by a TCPor UDPor SCTP
header and then the actual data. The Trusted Extensions IPv6 packet includes amultilevel security
option in the header extensions.

IPv6HeaderWith Extensions TCP or UDPor SCTP Data

TrustedNetworkCommunications
Trusted Extensions supports labeled and unlabeled hosts on a trusted network. LDAP is a fully
supported naming service. Various commands andGUIs enable the network to be administered.

Systems that run Trusted Extensions software support network communications between Trusted
Extensions hosts and any of the following types of computers:

� Other computers that are running Trusted Extensions
� Computers that are running operating systems that do not recognize security attributes, but do

support TCP/IP, such as Solaris systems, other UNIX systems,MicrosoftWindows, andMacOS
computers

� Computers that are running other trusted operating systems that recognize CIPSO labels

The TrustedNetwork
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As in the Solaris OS, network communications and services can bemanaged by a naming service.
Trusted Extensions adds the following interfaces to Solaris network interfaces:

� Trusted Extensions adds three network configuration databases, tnzonecfg, tnrhdb, and tnrhtp.
For details, see “Network ConfigurationDatabases in Trusted Extensions” on page 126.

� The Trusted Extensions version of the naming service switch file, nsswitch.conf, includes
entries for the tnrhtp and tnrhdb databases. These entries can bemodified to suit each site’s
configuration.

Trusted Extensions uses the LDAPnaming service to centrally manage configuration files that
define hosts, networks and users. The default nsswitch.conf entries for the trusted network
databases for the LDAPnaming service is shown below.

# Trusted Extensions

tnrhtp: files ldap

tnrhdb: files ldap

The LDAPnaming service on a Sun Java SystemDirectory Server is the only fully supported
naming service in Trusted Extensions. For the use of LDAPon a system that is configured with
Trusted Extensions, see Chapter 9.

� Trusted Extensions adds tools to the SolarisManagement Console. The console is used to
centrally manage zones, hosts, and networks. The network tools are described in “Solaris
Management Console Tools” on page 32.

The Solaris Trusted Extensions Installation and Configuration guide describes how to define
zones and hosts when configuring the network. For additional details, see Chapter 13.

� Trusted Extensions adds commands to administer trusted networking. Trusted Extensions also
adds options to the Solaris network commands. For a description of the commands, see
“Network Commands in Trusted Extensions” on page 126.

The TrustedNetwork
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NetworkConfigurationDatabases in Trusted
Extensions
Trusted Extensions loads three network configuration databases into the kernel. These databases are
used in accreditation checks as data is transmitted from one host to another.

� tnzonecfg – This local database stores zone attributes that are security-related. The attributes for
each zone specify the zone label and the zone’s access to single-level andmultilevel ports.
Another attribute handles responses to control messages, such as ping. The labels for zones are
defined in the label_encodings file. Formore information, see the label_encodings(4) and
tnzonecfg(4) man pages. For a discussion ofmultilevel ports, see “Zones andMultilevel Ports”
on page 102.

� tnrhtp – This database stores templates that describe the security attributes of hosts and
gateways. tnrhtp can be a local database, or stored on the LDAP server. Hosts and gateways use
the attributes of the destination host and next-hop gateway to enforceMACwhen sending traffic.
When receiving traffic, hosts and gateways use the attributes of the sender. For details of the
security attributes, see “Trusted Extensions SecurityAttributes” on page 127. Formore
information, see the tnrhtp(4) man page.

� tnrhdb – This database holds the IP addresses and network prefixes (fallbackmechanism) that
correspond to all hosts that are allowed to communicate. tnrhdb can be a local database, or
stored on the LDAP server. Each host or network prefix is assigned a security template from the
tnrhtp database. The attributes in the template define the attributes of the assigned host. For
more information, see the tnrhdb(4) man page.

The SolarisManagement Console has been extended to handle these databases. For details, see
“SolarisManagement Console Tools” on page 32.

NetworkCommands in Trusted Extensions
Trusted Extensions adds commands to administer trusted networking:

� tnchkdb – This command is used to verify the correctness of the trusted network databases. The
tnchkdb command is used whenever you change a security template (tnrhtp), a security
template assignment (tnrhdb), or the configuration of a zone (tnzonecfg). The Solaris
Management Console tools run this command automatically when a database is modified. For
details, see the tnchkdb(1M)man page.

� tnctl – This command can be used to update the trusted network information in the kernel.
tnctl is also a system service. A restart with the command svcadm restart /network/tnctl

refreshes the kernel cache from the trusted network databases on the local system. The Solaris
Management Console tools run this command automatically when a database is modified in the
Files scope. For details, see the tnctl(1M)man page.

� tnd – This daemon pulls tnrhdb and tnrhtp information from the LDAPdirectory. tnd is started
at boot time as a service, as in svcadm start /network/tnd. This command also can be used for
debugging and for changing the polling interval. For details, see the tnd(1M)man page.
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� tninfo – This command displays the details of the current state of the trusted network kernel
cache. The output can be filtered by host name, by zone, and by security template. For details, see
the tninfo(1M)man page.

Trusted Extensions adds options to the Solaris network commands.

� ifconfig – The all-zones interface flag for this commandmakes the specified interface
available to every zone on the system. The appropriate zone to deliver data to is determined by
the label that is associated with the data. For details, see the ifconfig(1M)man page.

� netstat – The -R option extends Solaris netstat usage to display Trusted Extensions-specific
information, such as security attributes formultilevel sockets and routing table entries. The
extended security attributes include the label of the peer, and whether the socket is specific to a
zone, or available to several zones. For details, see the netstat(1M)man page.

� route – The -secattr option extends Solaris route usage to display the security attributes of the
route. The value of the option has the following format:

min_sl=label,max_sl=label,doi=integer,cipso

The cipso keyword is optional and set by default. For details, see the route(1M)man page.
� snoop –As in the Solaris OS, the -v option to this command can be used to display the IP headers

in detail. The headers contain label information.

Trusted Extensions SecurityAttributes
Network administration in Trusted Extensions is based on the concept of security families.Asecurity
family is a set of hosts that have common protocols and identical security attributes.

Security attributes are administratively assigned to computers, both hosts and routers, bymeans of
templates. The SecurityAdministrator role administers templates and assigns them. If a computer
does not have an assigned template, no communications are allowed with that computer.

Every template includes the following:

� AHost Type of either Unlabeled or CIPSO. The protocol that is used for network
communication is determined by the host type of the template.
The host type is used to determine whether to use CIPSO options, and affectsMAC. See “Host
Type in Security Templates” on page 129.

� Aset of security attributes that are applied per host type.

Formore detail about host types and security attributes, see “Network SecurityAttributes in Trusted
Extensions” on page 128.
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Network SecurityAttributes in Trusted Extensions
Trusted Extensions ships with a default set of security templates.When a template is assigned to a
host, the security values in the template are applied to the host. In Trusted Extensions, both
unlabeled hosts and labeled hosts on the network are assigned security attributes bymeans of a
template. Hosts that are not assigned a security template cannot be reached. The templates can be
stored locally, or in the LDAPnaming service on the Sun Java SystemDirectory Server.

Templates can be assigned directly or indirectly to a host. Direct assignment assigns a template to a
particular IP address. Indirect assignment assigns a template to a network address that includes the
host. Hosts that do not have a security template cannot communicate with hosts that are configured
with Trusted Extensions. For an explanation of direct assignment and indirect assignment, see
“Trusted Extensions Network FallbackMechanism” on page 131.

Templates aremodified or are created by using the Security Templates tool in the Solaris
Management Console. The Security Templates tool enforces the required fields in the templates. The
enforcement is based on host type.

Each host type has its own set of additional required and optional security attributes. The following
security attributes are specified in networking templates:

� Host type –Defines whether the packets are labeled with CIPSO security labels, or are not
labeled.

� Default label – Defines the level of trust of the unlabeled host. Packets that are sent by an
unlabeled host are read at this label by the receiving Trusted Extensions host or gateway.

� DOI –An integer that identifies the domain of interpretation. The DOI is used to indicate which
set of label encodings applies to a network communication or network entity. Labels with
different DOIs, even if otherwise identical, are disjoint. For unlabeled hosts, the DOI applies to
the default label.

� Minimum label – Defines the bottom of the label accreditation range. Hosts and next-hop
gateways do not receive packets that are below theminimum label that is specified in their
template.

� Maximum label – Defines the top of the label accreditation range. Hosts and next-hop gateways
do not receive packets that are higher than themaximum label that is specified in their template.

� Security label set – Optional. Specifies a discrete set of security labels for a security template. In
addition to their accreditation range that is determined by themaximum andminimum label,
hosts that are assigned to a template with a security label set can send and receive packets that
match any one of the labels in the label set. Four is themaximumnumber of labels that can be
specified.

The Default Label attribute is specific to the unlabeled host type. For details, see the tnrhtp(4) man
page and the following sections.
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Host Type in Security Templates
Trusted Extensions support two host types in the trusted network databases. The first column shows
the name used in the Security Templates host typemenu in the SolarisManagement Console.
Trusted Extensions classifies host types according to the networking protocols, as indicated in the
second column of the table.

CIPSO host type The CIPSO host type is intended for hosts that run trusted operating
systems. Trusted Extensions supplies one template for this host type, cipso.

Common IP Security Option (CIPSO) protocol is used to specify security
labels that are passed in the IP options field. CIPSO labels are derived
automatically from the data’s label. Tag type 1 is used to pass the CIPSO
security label. This label is then used tomake security checks at the IP level
and to label the data in the network packet.

Unlabeled host type The unlabeled host type is intended for those hosts that use standard
networking protocols but do not support CIPSO options. Trusted
Extensions supplies one template for this host type, admin_low.

This host type is assigned to hosts that run the Solaris OS or other unlabeled
operating systems. This host type gives a default label and default clearance
to apply to communications with the unlabeled host.Also, a label range or a
list of discrete labels can be set to allow the sending of packets to an
unlabeled gateway for forwarding.

Default Security Templates
Templates are created according to host type.Ahost that is running Solaris Trusted Extensions 1.0
and compatible releases can be assigned any template that has the CIPSO host type. The cipso
template is provided for CIPSO host types.

Trusted Extensions supports communications with hosts that run operating systems that do not
recognize labels, such as the Solaris OS.Ahost that does not recognize labels is an unlabeled host.
The admin_low template is provided as an example for unlabeled hosts.

Caution –The admin_low template provides an example for constructing unlabeled templates with
site-specific labels.While the admin_low template is required for installation of Trusted Extensions,
the security settingsmight not be appropriate for normal system operations. It is recommended that
the provided templates be retained withoutmodification for systemmaintenance and support
reasons.
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Default Label in Security Templates
Templates for the unlabeled host type specify a Default Label. This label is used to control
communications with hosts whose operating systems are not aware of labels, such as Solaris systems.
The Default Label that is assigned reflects the level of trust that is appropriate for the host and its
users.

Because communications with unlabeled hosts are essentially limited to the default label, these hosts
are also referred to as single-label hosts.

Domainof Interpretation (DOI) in Security Templates
Organizations that use the sameDOI agree among themselves to interpret label information, and
other security attributes, in the same way.When Trusted Extensions performs a label comparison
check, the check includes checking that the DOI is equal.

Label Range in Security Templates
TheMinimumLabel andMaximumLabel attributes are used to establish the label range for labeled
and unlabeled hosts. These attributes are used to do the following:

� To set the range of labels that can be used when communicating with a remote CIPSO host.
In order for a packet to be sent to a destination host, the label of the packet must be within the
label range assigned to the destination host in the security template for that host.

� To set a label range for packets that are being forwarded through a CIPSO gateway or an
unlabeled gateway.
The label range can be specified in the template for an unlabeled host type. The label range
enables the host to forward packets that are not necessarily at the label of the host, but that are
within a specified label range.

Security Label Set in Security Templates
The security label set defines at most four discrete labels at which packets can be accepted,
forwarded, or sent by the remote host. This attribute is optional. By default, no security label set is
defined.
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Trusted ExtensionsNetwork FallbackMechanism
The tnrhdb database can assign a security template to a particular host either directly or indirectly.
Direct assignment is by the host’s IP address. Indirect assignment is by a fallbackmechanism. The
trusted network software first looks for an entry that specifically assigns the host’s IP address to a
template. If it does not find a specific entry for the host, the software looks for the “longest prefix of
matching bits”. You can indirectly assign a host to a security template when the IP address of the host
falls within “longest prefix ofmatching bits” of an IP address with a fixed prefix length.

In IPv4, you canmake an indirect assignment by subnet.When youmake an indirect assignment by
using 4, 3, 2,or 1 trailing zero (0) octets, the software calculates a prefix length of 0, 8, 16, or 24,
respectively. Entries 3 through 6 in the following table illustrate this fallbackmechanism.

You can also set a fixed prefix length by adding a slash (/) followed by the number of fixed bits. IPv4
network addresses can have a prefix length between 1 and 32. IPv6 network addresses can have a
prefix length between 1 and 128. The following table provides fallback examples. If an address within
the set of fallback addresses is directly assigned, the fallbackmechanism is not used for that address.

TABLE 12–1 tnrhdb FallbackMechanismEntries

IP Version tnrhdb Entry Addresses Covered

IPv4 192.168.118.128.57:cipso 192.168.118.57

192.168.118.128/26:cipso From 192.168.118.0 through 192.168.118.63

192.168.118.0:cipso Starting with 192.168.118.

192.168.0.0:cipso Starting with 192.168.

192.0.0.0:cipso Starting with 192.

0.0.0.0:cipso All addresses on network

IPv6 2001\:DB8\:22\:5000\:\:21f7:cipso 2001:DB8:22:5000::21f7

2001\:DB8\:22\:5000\:\:0/52:cipso From 2001:DB8:22:5000::0 through
2001:DB8:22:5fff:ffff:ffff:ffff:ffff

0\:\:0/0:cipso All addresses on network

Formore information on prefix lengths in IPv4 and IPv6 addresses, see “DesigningYour CIDR IPv4
Addressing Scheme” in SystemAdministration Guide: IP Services and “IPv6Addressing Overview”
in SystemAdministration Guide: IP Services.

Trusted Extensions Network FallbackMechanism

Chapter 12 • TrustedNetworking 131



Overviewof Routing in Trusted Extensions
In Trusted Extensions, routes between hosts on different networksmust maintain security at each
step in the transmission. Trusted Extensions adds extended security attributes to the routing
protocols in the Solaris OS. Unlike the Solaris OS, this Trusted Extensions release does not support
dynamic routing. For details on specifying static routing, see the -p option in the route(1M)man
page.

Gateways and routers route packets. In this discussion, the terms gateway and router are used
interchangeably.

For communications between hosts on the same subnet, accreditation checks are performed at
endpoints only because no routers are involved. Label range checks are performed at the source. If
the receiving host is running Trusted Extensions software, label range checks are also performed at
the destination.

When the source and destination hosts are on different subnets, the packet is sent from the source
host to a gateway. The label range of the destination and of the first-hop gateway is checked at the
source when selecting a route. The gateway forwards the packet to the network where the destination
host is connected.Apacket might go through a number of gateways before reaching the destination.

BackgroundonRouting
OnTrusted Extensions gateways, label range checks are performed in certain cases.ATrusted
Extensions computer that is routing a packet between two unlabeled hosts compares the default label
of the source host to the default label of the destination host.When the unlabeled hosts share a
default label, the packet is routed.

Each gatewaymaintains a list of routes to all destinations. Standard Solaris routingmakes choices to
optimize the route. Extensions in Trusted Extensions software check security requirements that
apply to the route choices. The Solaris choices that do not satisfy security requirements are skipped.

Routing Table Entries in Trusted Extensions
The routing table entries in Trusted Extensions can incorporate security attributes. Security
attributes can include a cipso keyword. Security attributes must include amaximum label, a
minimum label, and a DOI.

For entries that do not provide security attributes, the attributes in the gateway’s security template
are used.

Trusted ExtensionsAccreditationChecks
Trusted Extensions software determines the suitability of a route for security. The software runs a
series of tests called accreditation checks on the source host, destination host, and the intermediate
gateways.
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Note – In the following discussion, an accreditation check for a label range alsomeans a check for a
security label set.

The accreditation check verifies the label range and CIPSO label information. The security attributes
for a route are obtained from the routing table entry, or from the security template of the gateway if
the entry has no security attributes.

For incoming communications, the Trusted Extensions networking software obtains labels from the
packets themselves whenever possible. Obtaining labels from packets is only possible when the
messages are sent from systems that support labels.When the label is not all available from a packet,
a default label is assigned to themessage from trusted networking database files. These labels are then
used during accreditation checks. Trusted Extensions enforces several checks on outgoingmessages,
forwardedmessages, and incomingmessages.

SourceAccreditationChecks
The following accreditation checks are performed on the sending process or sending zone:

� For all destinations, the label of the datamust be within the label range of the next hop in the
route, that is, the first hop.And, the label must be in the first-hop gateway’s security attributes.

� For all destinations, the DOI of an outgoing packet must match the DOI of the destination host.
The DOImust alsomatch the DOI of all hops along the route, including its first-hop gateway.

� When the destination host is an unlabeled host, one of the following conditionsmust be
satisfied:
� The sending host’s label must match the destination host’s default label.
� The sending host is privileged to do cross-label communication and sender’s label dominates

destination’s default label.
� The sending host is privileged to do cross-label communication and sender’s label is

ADMIN_LOW. That is, the sender is sending from the global zone.

Note –Afirst-hop check occurs when amessage is being sent from a host on one network to a host on
another network, through a gateway.

GatewayAccreditationChecks
On a Trusted Extensions gateway computer, accreditation checks are performed for the next-hop
gateway:

� If the incoming packet is unlabeled, the packet inherits the source host’s default label from the
tnrhdb entry. Otherwise, the packet receives the indicated CIPSO label.

� Forwarding a packet proceeds similar to source accreditation:
� For all destinations, the label of the datamust be within the label range of the next hop.And,

the label must be in the security attributes of the next-hop host.
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� For all destinations, the DOI of an outgoing packet must match the DOI of the destination
host. The DOImust alsomatch the DOI of the next-hop host.

� The label of an unlabeled packet must match the destination host’s default label.
� The label of a CIPSO packet must be within the destination host’s label range.

DestinationAccreditationChecks
When a Trusted Extensions host receives data, the trusted network software performs the following
checks:

� If the incoming packet is unlabeled, the packet inherits the source host’s default label from the
tnrhdb entry. Otherwise, the packet receives the indicated CIPSO label.

� The label andDOI for the packet must be consistent with the destination zone or destination
process’ label andDOI. The exception is when a process is listening on a port. The listening
process can receive a packet if the process is privileged to do cross-label communications, and
either is in the global zone, or has a label that dominates the packet’s label.

Administrationof Routing in Trusted Extensions
Trusted Extensions supports several methods for routing communications between networks. In the
SecurityAdministrator role, you can set up routes that enforce the degree of security required by
your site’s security policy.

For example, sites can restrict communications outside of the local network to a single label. This
label is applied to publicly-available information. Labels such as UNCLASSIFIED or PUBLIC can
indicate public information. To enforce the restriction, these sites assign a single-label template to
the network interface that is connected to the external network. Formore details about TCP/IP and
routing, see the following sections in the SystemAdministration Guide: IP Services:

� “Planning for Routers onYour Network” in SystemAdministration Guide: IP Services
� “Configuring Systems on the Local Network ” in SystemAdministration Guide: IP Services
� “Major TCP/IPAdministrative Tasks (TaskMap)” in SystemAdministration Guide: IP Services
� “Preparing Your Network for the DHCP Service (TaskMap)” in SystemAdministration Guide: IP

Services
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ChoosingRouters in Trusted Extensions
Trusted Extensions hosts offer the highest degree of trust as routers. Other types of routers might not
recognize Trusted Extensions security attributes.Without administrative action, packets can be
routed through routers that do not provideMAC security protection.

� CIPSO routers drop packets when they do not find the right type of information in the IP options
section of the packet. For example, a CIPSO router drops a packet if it does not find a CIPSO
option in the IP options when one is required, or when the DOI in the IP options is not consistent
with the destination’s accreditation.

� Other types of routers that are not running Trusted Extensions software can be configured to
either pass the packets or drop the packets that include the CIPSO option. Only CIPSO-aware
gateways such as Trusted Extensions provides can use the contents of the CIPSO IP option to
enforceMAC.

To support trusted routing, the Solaris Express routing tables are extended to include Trusted
Extensions security attributes. The attributes are described in “Routing Table Entries in Trusted
Extensions” on page 132. Trusted Extensions supports static routing, where the administrator creates
routing table entries manually. For details, see the -p option in the route(1M)man page.

The routing software tries to find a route to the destination host in the route tables.When the host is
not explicitly named, the routing software looks for an entry for the subnetwork where the host
resides.When neither the host nor the network where the host resides is defined, the host sends the
packet to a default gateway, if one has been defined.Multiple default gateways can be defined, and
each is treated equally.

In this release of Trusted Extensions, the security administrator sets up routes manually, and then
manually makes changes to the routing table when conditions change. For example, many sites have
a single gateway that communicates with the outside world. In these cases, the single gateway can be
statically defined as the default on each host on the network. Dynamic routing support will be
available in future releases of Trusted Extensions.

Gateways in Trusted Extensions
An example of routing in Trusted Extensions is shown in the following figure. The routing diagram
and routing table show three potential routes betweenHost 1 andHost 2.
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Host 1 Host 2

Gateway 1

Gateway 3

Gateway 5

Gateway 2

Gateway 4

Gateway 6

Route #1

Route #2

Route #3

FIGURE 12–1Typical Trusted Extensions Routes andRouting Table Entries

Route First-HopGateway Min Label Max Label DOI

1 Gateway 1 CONFIDENTIAL SECRET 1

2 Gateway 3 ADMIN_LOW ADMIN_HIGH 1

3 Gateway 5

� Route #1 can transmit packets within the a label range of CONFIDENTIAL to SECRET.
� Route #2 can transmit packets from ADMIN_LOW to ADMIN_HIGH.
� Route #3 does not specify routing information. Therefore, its security attributes are derived from

the template in the tnrhtp database for Gateway #5.

RoutingCommands in Trusted Extensions
To show labels and extended security attributes for sockets, Trusted Extensionsmodifies Solaris
network commands.

� The netstat -rR command displays the security attributes in routing table entries.
� The netstat -aR command displays the security attributes for sockets.
� The route -p command with the add or delete option changes the routing table entries.

For details, see the netstat(1M) and the route(1M)man pages.

For examples, see “How to Configure RoutesWith SecurityAttributes” on page 149.
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ManagingNetworks in Trusted Extensions

This chapter provides implementation details and procedures for securing a Trusted Extensions
network.

� “Managing the Trusted Network (TaskMap)” on page 137
� “Configuring Trusted Network Databases (Tasks)” on page 138
� “Configuring Routes and Checking Network Information in Trusted Extensions (Tasks)” on page

149
� “Troubleshooting the Trusted Network (Tasks)” on page 154

Managing the TrustedNetwork (TaskMap)
The following table points to the taskmaps for common networking procedures.

Task Description For Instructions

Configure network databases Create remote host templates, and assign
hosts to the templates.

“Configuring Trusted Network Databases
(Tasks)” on page 138

Configure routing, and check network
databases and network information in the
kernel

Configure static routes that enable labeled
packets to reach their destination through
labeled and unlabeled gateways.

Display the state of your network.

“Configuring Routes and Checking
Network Information in Trusted
Extensions (Tasks)” on page 149

Troubleshoot networking problems Steps to take when diagnosing network
problems with labeled packets.

“Troubleshooting the Trusted Network
(Tasks)” on page 154
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Configuring TrustedNetworkDatabases (Tasks)
Trusted Extensions software includes the tnrhtp and tnrhdb databases. These databases provide
labels for remote hosts that contact the system. The SolarisManagement Console provides the GUI
to administer these databases.

Task Description For Instructions

Determine if your site requires customized
security templates

Evaluate the existing templates for the
security requirements of your site.

“How toDetermine If YouNeed
Site-Specific Security Templates” on page
139

Access the Security Templates tool in the
SolarisManagement Console

Access the tool formodifying trusted
network databases.

“How toOpen the Trusted Networking
Tools” on page 139

Work with security templates Modify the definitions of security
attributes in your trusted network by
modifying the trusted network databases.

“How to Construct a Remote Host
Template” on page 140

Create an unlabeled security template Create security templates for unlabeled
computers and networks.

Example 13–1

Restrict a security template to a single label Create a security template for hosts that
restrict communication between other
hosts to a single label.

Example 13–1

Create a template for a single-label gateway Create a security template for hosts that
operate as single-label gateways.

Example 13–2

Create a CIPSO template with a restricted
label range

Create security templates for labeled
computers and networks.

Example 13–3

Add hosts to the known network Add computers and networks that you
plan to add to the trusted network.

“How toAddHosts to the System’s Known
Network” on page 144

Provide remote host access by using
wildcard entries

Allow hosts within a range of IP addresses
to communicate with this system by
indirectly assigning each host to the same
security template.

Example 13–7

Example 13–8

Example 13–9

Change the admin_lowwildcard entry in
the tnrhdb file

Increase security by replacing the wildcard
entry with specific addresses for the host to
contact at boot time.

“How to Limit the Hosts That Can Be
Contacted on the Trusted Network”
on page 147

Increase security by replacing the wildcard
entry with a network of labeled hosts as the
default.

Example 13–10

Assign security templates Associate a template with an IP address or
list of contiguous IP addresses.

“How toAssign a Template to a Group of
Hosts” on page 145
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� How toDetermine IfYouNeedSite-Specific Security
Templates
Youmust be in the global zone in a role. The SecurityAdministrator role is responsible for creating
security templates.

Familiarize yourselfwith the Trusted Extensions templates.
Read the tnrhtp file on a local host. The comments in the file are helpful. You can also see the
security attribute values in the Security Templates tool in the SolarisManagement Console.

� The default templates match any installation. The label range for each template is ADMIN_LOW to
ADMIN_HIGH.

� The cipso template defines a CIPSO host type whose DOI is 1. The label range for the template is
ADMIN_LOW to ADMIN_HIGH.

� The admin_low template defines an unlabeled host whose DOI is 1. Its default label is ADMIN_LOW.
The label range for the template is ADMIN_LOW to ADMIN_HIGH. In the default configuration, the
address 0.0.0.0 is assigned to this template. Therefore, all non-CIPSO hosts are treated as hosts
that operate at the ADMIN_LOW security label.

Keep the default templates.
For support purposes, do not delete ormodify the default templates.

Create new templates if youwant to do any of the following:

� Limit the label range of a host or a group of hosts.
� Create a single-label host.
� Create a host that recognizes a few discrete labels.
� Use a different DOI than 1.
� Require a default label for unlabeled hosts that is not ADMIN_LOW.

For details, see “How to Construct a Remote Host Template” on page 140.

� How toOpen the TrustedNetworking Tools
Youmust be in the global zone in a role that canmodify network security. For example, roles that are
assigned the Information Security or Network Security rights profiles canmodify security settings.
The SecurityAdministrator role includes these profiles.

To use the LDAP toolbox, youmust have completed “Configuring the SolarisManagement Console
for LDAP (Tasks)” in Solaris Trusted Extensions Installation and Configuration.

Use the Security Templates tool.

a. Launch the SolarisManagement Console.
# /usr/sbin/smc &

BeforeYouBegin

1

2

3

BeforeYouBegin

1
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b. Open the Trusted Extensions toolbox for your computer.

Use the Console→Open Toolboxmenu item.

i. Select a toolboxwhose Policy=TSOL.

ii. ClickOpen.

c. Open SystemConfiguration.

d. Click the Computers andNetworks tool.

Provide a password when prompted.

Use the appropriate tool.

� Tomodify a template, use the Security Templates tool.

All currently-defined templates display in the right-hand pane.When you select or create a
template, online help is available in the left-hand pane.

� To assign a host to a template, use the Security Templates tool.
� To create a host that can be assigned to a template, use the Computers andNetworks tool.
� To assign a label to a zone, use the Trusted Network Zones tool. Formore on zones in Trusted

Extensions, see Chapter 10.

� How toConstruct a RemoteHost Template
Youmust be in the global zone in a role that canmodify network security. For example, roles that are
assigned the Information Security or Network Security rights profiles canmodify security settings.
The SecurityAdministrator role includes these profiles.

Open the Security Templates tool.

See “How toOpen the Trusted Networking Tools” on page 139 for the steps in detail.

Double-click Security Templates under Computers andNetworks in the SolarisManagement
Console.

The existing templates are displayed in the View pane. These templates describe the security
attributes for hosts that this machine can contact. Thesemachines include CIPSO hosts that are
running Trusted Extensions and unlabeled hosts.

Examine the cipso template.

a. Examine theGeneral tab.

Look at the values for Host Type, Default Label, DOI, andMinimum/MaximumLabel.

2

BeforeYouBegin
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b. Examine theHosts tab.

See what computers and network are already assigned this template.

Examine the admin_low template.

Look at the tabs as you did for the cipso template.

(Optional)Modify an existing template.

Double-click the template, and use the online help for assistance. You can change the assigned
computers or change the assigned networks.

Note –Do notmodify the definition of the default templates. Retain them for support purposes.

(Optional) Create a template.

If the provided templates do not sufficiently describe the computers that can be in communication
with this computer, chooseAdd Template from theActionmenu.

Use the online help for assistance. Before continuing, create all the templates that your site requires.

Creating a Security Template That Has a Single Label

In this example, the security administrator wants to create a gateway that can only pass packets at a
single label, PUBLIC. In the SolarisManagement Console, the administrator creates a template. Still in
the Security Templates tool, she assigns the gateway host to the template.

1. The gateway host and IP address are added to the Computers andNetworks tool.

gateway-1

192.168.131.75

2. The template is created in the Security Templates tool.
The values in the template are the following:

template: CIPSO_PUBLIC

host_type: CIPSO

doi: 1

min_sl: PUBLIC

max_sl: PUBLIC

The tool supplied the hexadecimal value for PUBLIC, 0X0002-08-08.
3. The gateway-1 host is assigned to the template by its name and IP address.

gateway-1

192.168.131.75

On a local host, the tnrhtp entry would appear similar to the following:

4

5

6
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cipso_public:host_type=cipso;doi=1;min_sl=0X0002-08-08;max_sl=0X0002-08-08;

On a local host, the tnrhdb entry would appear similar to the following:

# gateway-1

192.168.131.75:cipso_public

Creating a Security Template For anUnlabeled Router
Any IP router can forwardmessages with CIPSO labels even though the router does not explicitly
support labels. Such an unlabeled router needs a default label to define the level at which connections
to the router, perhaps for routermanagement, should be handled. In this example, the security
administrator creates a router that can forward traffic at any label, but all direct communication with
the router is handled at the default label, PUBLIC.

In the SolarisManagement Console, the administrator creates a template. Still in the Security
Templates tool, she assigns the gateway host to the template.

1. The router and its IP address are added to the Computers andNetworks tool.

router-1

192.168.131.82

2. The template is created in the Security Templates tool.
The values in the template are the following:

Template Name: UNL_PUBLIC

Host Type: UNLABELED

DOI: 1

Default Label: PUBLIC

Minimum Label: ADMIN_LOW

Maximum Label: ADMIN_HIGH

The tool supplies the hexadecimal value for the labels.
3. The router-1 router is assigned to the template by its name and IP address.

router-1

192.168.131.82

Creating a Security Template That Has a Limited Label Range
In this example, the security administrator wants to create a gateway that restricts packets to a
narrow label range. In the SolarisManagement Console, the administrator creates a template. Still in
the Security Templates tool, she assigns the gateway host to the template.

1. The host and its IP address are added to the Computers andNetworks tool.

gateway-ir

192.168.131.78
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2. The template is created in the Security Templates tool.
The values in the template are the following:

Template Name: CIPSO_IUO_RSTRCT

Host Type: CIPSO

DOI: 1

Minimum Label: CONFIDENTIAL : INTERNAL USE ONLY

Maximum Label: CONFIDENTIAL : RESTRICTED

The tool supplies the hexadecimal value for the labels.
3. The gateway-ir gateway is assigned to the template by its name and IP address.

gateway-ir

192.168.131.78

Creating a Security Template That Has a Sensitivity Label Set

In this example, the security administrator wants to create a security template that recognizes two
labels only. In the SolarisManagement Console, the administrator creates a template. Still in the
Security Templates tool, she assigns the gateway host to the template.

1. Each host and IP address that is going to use this template is added to the Computers and
Networks tool.

host-slset1

192.168.132.21

host-slset2

192.168.132.22

host-slset3

192.168.132.23

host-slset4

192.168.132.24

2. The template is created in the Security Templates tool.
The values in the template are the following:

Template Name: CIPSO_PUB_RSTRCT

Host Type: CIPSO

DOI: 1

Minimum Label: PUBLIC

Maximum Label: CONFIDENTIAL : RESTRICTED

SL Set: PUBLIC, CONFIDENTIAL : RESTRICTED

The tool supplies the hexadecimal value for the labels.
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3. The range of IP addresses are assigned to the template by using theWildcard button and a prefix.

192.168.132.0/17

Creating anUnlabeled Template at the Label PUBLIC

In this example, the security administrator allows a subnetwork of Solaris computers to be treated as
PUBLIC in the trusted network. The template has the following values:

Template Name: public

Host Type: Unlabeled

Default Label: Public

Minimum Label: Public

Maximum Label: Public

DOI: 1

Wildcard Entry: 10.10.0.0

Prefix: 16

All machines on the 10.10.0.0 subnetwork are treated as being labeled PUBLIC.

Creating a Labeled Template for Developers

In this example, the security administrator creates a SANDBOX template. This template is assigned to
machines that are used by developers of trusted software. The twomachines that are assigned this
template can create and test labeled programs. However, their tests do not affect the other labeled
systems. The label SANDBOX is disjoint from the other labels on the network.

Template Name: cipso_sandbox

Host Type: CIPSO

Minimum Label: SANDBOX

Maximum Label: SANDBOX

DOI: 1

Hostname: DevMachine1

IP Address: 196.168.129.129

Hostname: DevMachine2

IP Address: 196.168.129.102

The users of thesemachines can communicate with each other at the label SANDBOX.

� How toAddHosts to the System’s KnownNetwork
This tool is identical to the tool in the Solaris OS. This procedure is provided for convenience.After
the hosts are known, you then assign the hosts to a security template.
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Youmust be in an administrator who canmanage networks. For example, roles that include the
NetworkManagement or SystemAdministrator rights profiles canmanage networks.

Open the SolarisManagement Console.
For details, see “How toOpen the Trusted Networking Tools” on page 139.

Navigate fromSystemConfiguration to the Computers tool.
When prompted, confirm that you want to see all computers on the network.

Add ahost that this computer can contact.
You should add every host that his systemmight contact, including any static routers, and any audit
servers.

a. ChooseAddComputer from theActionmenu.

b. Click Apply to add the host.

c. ClickOKwhen the entries are complete.

Add agroupof hosts that this computer can contact.
Follow the online help to add groups of computers by using a wildcard.

� How toAssign a Template to aGroupofHosts
Youmust be in the global zone in a role. The SecurityAdministrator role modifies security templates
and host assignments.

All hosts that you want to assign to a templatemust exist in the Computers andNetworks tool. For
details, see “How toAddHosts to the System’s KnownNetwork” on page 144.

In the Security Administrator role, open the Security Templates tool.
For details, see “How toOpen the Trusted Networking Tools” on page 139.

Double-click the template name.

Click theHosts Assigned to Template tab.

To add a single host, do the following:

a. Type its name in theHostnamefield.

b. Type its address in the IP Address field.

c. Click theAddbutton.

BeforeYouBegin
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d. ClickOK to save the changes.

To add agroupof hostswith contiguous addresses, do the following:

a. ClickWildcard.

b. Type an IP address in the IP Address field.

c. Type a prefix that describes the groupof contiguous addresses in the Prefix field.

d. Click theAddbutton.

e. ClickOK to save the changes.

Adding an IPv4Network as aWildcard Entry
In the following example, a security administrator wanted several IPv4 subnetworks to be assigned to
the same security template. In the HostsAssigned to Template tab, the administrator added the
following wildcard entries:

IP Address: 192.168.113.0

IP address: 192.168.75.0

Adding a List of IPv4 Hosts as aWildcard Entry
In the following example, a security administrator wanted contiguous IPv4 addresses that were not
along octet boundaries to be assigned to the same security template. In the HostsAssigned to
Template tab, the administrator added the following wildcard entries:

IP Address: 192.168.113.100

Prefix Length: 25

This wildcard entry covers the address range of 192.168.113.0 to 192.168.113.127. The address
includes 192.168.113.100.

Adding a List of IPv6 Hosts as aWildcard Entry
In the following example, a security administrator wanted contiguous IPv6 addresses to be assigned
to the same security template. In the HostsAssigned to Template tab, the administrator added the
following wildcard entries:

IP Address: 2001:a08:3903:200::0

Prefix Length: 56

This wildcard entry covers the address range of 2001:a08:3903:200::0 to
2001:a08:3903:2ff:ffff:ffff:ffff:ffff. The address includes
2001:a08:3903:201:20e:cff:fe08:58c.
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� How to Limit theHosts That CanBeContactedon the
TrustedNetwork
This procedure protects labeled hosts from being contacted by arbitrary unlabeled hosts. The default
template when Trusted Extensions is installed defines every host on the network. Use this procedure
to enumerate specific unlabeled hosts.

The local tnrhdb file on each computer is used to contact the network at boot time. By default, every
host that is not provided with a CIPSO template is defined by the admin_low template. This template
assigns every computer that is not otherwise defined, that is, 0.0.0.0, to be an unlabeled computer
with the default label of admin_low.

Caution – Security Issue –The default admin_low template can be a security risk on a Trusted
Extensions network. If site security requires strong protection, the SecurityAdministrator role can
remove the 0.0.0.0 entry after the computer is installed. The entrymust be replaced with entries for
every computer that the host contacts during boot.

For example, DNS servers, home directory servers, audit servers, broadcast andmulticast addresses,
and routers would need to be in the local tnrhdb file after the 0.0.0.0wildcard entry is removed.

Youmust be in the SecurityAdministrator role in the global zone.

All hosts that are to be contacted at bootmust exist in the Computers andNetworks tool.

Open the Security Templates tool in the Files scope.

The Files scope protects the system during boot. To access the Security Templates tool, see “How to
Open the Trusted Networking Tools” on page 139.

Open the admin_low template.

Click the HostsAssigned to Template tab. Every host that is added can be contacted during boot at
the label ADMIN_LOW.

a. Add every individual unlabeled host that should be contacted at boot time.

Include every on-link router that is not running Trusted Extensions, through which this host
must communicate.

b. Add ranges of hosts that should be contacted at boot time.

c. Remove the 0.0.0.0 entry.

BeforeYouBegin
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Open the cipso template.

Click the HostsAssigned to Template tab. Every labeled host that is added can be contacted during
boot.

a. Add every individual labeled host that should be contacted at boot time.

� Include the LDAP server.
� Include every on-link router that is running Trusted Extensions, through which this host

must communicate
� Make sure that all network interfaces are assigned to the template.
� Include broadcast addresses.

b. Addgroups of hosts that should be contacted at boot time.

Verify that the host assignments allow the computer to boot.

Changing the Label of the 0.0.0.0 tnrhdb Entry

In this example, the security administrator creates a public gateway system. She removed the
0.0.0.0 entry from the admin_low template, and assigns the entry to an unlabeled template that is
named public. The system then recognizes any computer that is not listed in its tnrhdb file as an
unlabeled systemwith the security attributes of the public security template.

The following describes an unlabeled template that was created specifically for public gateways.

Template Name: public

Host Type: Unlabeled

Default Label: Public

Minimum Label: Public

Maximum Label: Public

DOI: 1

Enumerating Computers to Contact During Boot in the tnrhdb

The following example shows the local tnrhdb file with entries for an LDAP client with two network
interfaces. The client communicates with another network and routers.

127.0.0.1:cipso Loopback address
192.168.112.111:cipso Interface 1 of this host
192.168.113.111:cipso Interface 2 of this host
10.6.6.2:cipso LDAP server
192.168.113.6:cipso Audit server
192.168.112.255:cipso Subnet broadcast address
192.168.113.255:cipso Subnet broadcast address
192.168.113.1:cipso Router
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192.168.117.0:cipso Another Trusted Extensions network
192.168.112.12:public Specific network router
192.168.113.12:public Specific network router
224.0.0.2:public Multicast address
255.255.255.255:admin_low Broadcast address

ConfiguringRoutes andCheckingNetwork Information in
Trusted Extensions (Tasks)

Task Description For Instructions

Configure static routes Manually describe the best route from one
host to another.

“How to Configure RoutesWith Security
Attributes” on page 149

Check database accuracy Use the tnchkdb command to check the
syntactic validity of the local network
databases.

“How to Check the Syntax of Trusted
Network Databases” on page 151

Compare the network database entries
with the entries in the kernel cache

Use the tninfo command to see if the
kernel cache has been updated with the
latest database information.

“How to Compare Network Database
InformationWith Kernel Cache” on page
151

Synchronize the kernel cache with the
network databases

Use the tnctl command to update the
kernel cache with up-to-date network
database information on a running system.

“How to Synchronize Kernel CacheWith
Network Databases” on page 153

� How toConfigureRoutesWith SecurityAttributes
Youmust be in the SecurityAdministrator role in the global zone.

Addevery destination host andgateway that you are using in routing.
The addresses are added to the local /etc/hosts file, or to its equivalent on the LDAP server. Use the
Computers andNetworks tool in the SolarisManagement Console. For details, see “How toOpen
the Trusted Networking Tools” on page 139.

Assign eachdestination host, network, andgateway to a security template.
The addresses are added to the local /etc/security/tsol/tnrhdb file, or to its equivalent on the
LDAP server. Use the Security Templates tool in the SolarisManagement Console. For details, see
“How toAddHosts to the System’s KnownNetwork” on page 144 and “How toAssign a Template to
a Group of Hosts” on page 145.

Set up the routes.
In a terminal, use the route add command to specify routes. Use the -secattr flag to specify
security attributes.

BeforeYouBegin
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The first entry sets up a default route. The entry specifies a gateway’s address, 192.168.113.1, to use
when no specific route is defined for either the host or the packet’s destination.
route add default gateway-address -interface|-static

route add default 192.168.113.1 -static

For details, see the route(1M)man page.

Set up one ormore network entries.

In the following list of commands, the second line shows a network entry. The third line shows a
network entry with a label range of PUBLIC to INTERNAL.
default 192.168.113.36 1

net 192.168.102.0 gateway-101

net 192.168.101.0 gateway-102 -secattr min_sl=“PUBLIC”,

max_sl=”CONFIDENTIAL: INTERNAL USE ONLY”,doi=1

Set up one ormore host entries.

The new fourth line shows a host entry for the gateway gateway-pub. gateway-pub has a label range
of PUBLIC to PUBLIC.
default 192.168.113.36

net 192.168.102.0 gateway-101

net 192.168.101.0 gateway-102 -secattr min_sl="PUBLIC",

max_sl="CONFIDENTIAL : INTERNAL USE ONLY",doi=1

host 192.168.101.3 gateway-pub -secattr min_sl="PUBLIC",

max_sl="PUBLIC",doi=1

Adding a RouteWith a Label Range of C to TS

The following route command adds to the routing table the hosts at 192.168.115.0 and
192.168.118.39 with a label range from C to TS, and a DOI of 1.

$ route add net 192.168.115.0 192.168.118.39 \

-secattr min_sl=c,max_sl=ts,doi=1

add net 192.168.115.0: gateway 192.168.118.39

The result of the added hosts is shown with the netstat -rR command. In the following excerpt, the
other routes are replaced by ellipses (...).

$ netstat -rRn

...

192.168.115.0 192.168.118.39 UG 0 0

min_sl=C,max_sl=TS,DOI=1,CIPSO

...

4

5

Example 13–12

Configuring Routes and CheckingNetwork Information in Trusted Extensions (Tasks)

Solaris Trusted ExtensionsAdministrator’s Procedures • September 2006 (Beta)150



� How toCheck the Syntax of TrustedNetwork
Databases
This command checks that the syntax of each network database is accurate. The SolarisManagement
Console runs this command automatically when you use the Security Templates tool or the Trusted
Network Zones tool.

Youmust be in the global zone in a role that can check network settings. The SecurityAdministrator
role and the SystemAdministrator role can check these settings.

Run the tnchkdb command.
$ tnchkdb

checking /etc/security/tsol/tnrhtp ...

checking /etc/security/tsol/tnrhdb ...

checking /etc/security/tsol/tnzonecfg ...

Testing the Syntax of a Trial Network Database

In this example, the security administrator is testing a network database file for possible use. Initially,
the administrator uses the wrong option. The results of the check are printed on the line for the
tnrhdb file:

$ tnchkdb -h /opt/secfiles/trial.tnrhtp

checking /etc/security/tsol/tnrhtp ...

checking /opt/secfiles/trial.tnrhtp ...

line 12: Illegal name: min_sl=ADMIN_LOW;max_sl=ADMIN_HIGH

line 14: Illegal name: min_sl=ADMIN_LOW;max_sl=ADMIN_HIGH

checking /etc/security/tsol/tnzonecfg ...

When the security administrator checks the file by using the -t option, the command confirms that
the syntax of the alternate file is accurate:

$ tnchkdb -t /opt/secfiles/trial.tnrhtp

checking /opt/secfiles/trial.tnrhtp ...

checking /etc/security/tsol/tnrhdb ...

checking /etc/security/tsol/tnzonecfg ...

� How toCompareNetworkDatabase InformationWith
Kernel Cache
The databasesmight contain information that is not cached in the kernel. This procedure checks that
the information is identical. The SolarisManagement Console runs this command automatically
when you use the Security Templates tool or the Trusted Network Zones tool.

BeforeYouBegin
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Youmust be in the global zone in a role that can check network settings. The SecurityAdministrator
role and the SystemAdministrator role can check these settings.

Run the tninfo command.

� tninfo -h hostname displays the IP address and template for the specified host.
� tninfo -t templatename displays the following information:

template: template-name
host_type: one of CIPSO or UNLABELED

doi: 1

min_sl: minimum-label
hex: minimum-hex-label
max_sl: maximum-label
hex:maximum-hex-label

� tninfo -m zone-name displays the multilevel port (MLP) configuration of a zone.

DisplayingMultilevel Ports on aHost

In this example, a system is configured with several labeled zones.All zones share the same IP
address. Some zones are also configured with zone-specific addresses. In this configuration, the TCP
port for web browsing, port 8080, is anMLPon a shared interface in the public zone. The
administrator has also set up telnet, TCP port 23, to be anMLP in the public zone. Because these
twoMLPs are on a shared interface, no other zone, including the global zone, can receive packets on
the shared interface on ports 8080 and 23.

In addition, the TCPport for ssh, port 22, is a per-zoneMLP in the public zone. The public zone’s
ssh service can receive any packets on its zone-specific address within the address’s label range.

The following are theMLPs for the public zone.

$ tninfo -m public

private: 22/tcp

shared: 23/tcp;8080/tcp

The following are theMLPs for the global zone. Note that ports 23 and 8080 cannot beMLPs in the
global zone, because the global zone shares the same address with the public zone.

$ tninfo -m global

private: 111/tcp;111/udp;514/tcp;515/tcp;631/tcp;2049/tcp;

6000-6003/tcp;38672/tcp;60770/tcp;

shared: 6000-6003/tcp

BeforeYouBegin
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� How toSynchronizeKernel CacheWithNetwork
Databases
When the kernel has not been updated with trusted network database information, you have several
ways to update the kernel cache. The SolarisManagement Console runs this command automatically
when you use the Security Templates tool or the Trusted Network Zones tool.

Youmust be in the SecurityAdministrator role in the global zone.

Runoneof the following commands:

� Restart the tnctl service.

Caution –Do not use thismethod on systems that get their trusted network databases information
from an LDAP server.

$ svcadm restart svc:/network/tnctl

This command reads all information from the local trusted network databases into the kernel.

� Update the kernel cache for a single host.

$ tnctl -h hostname

This command reads only the information from the chosen option into the kernel. For details on
the options, see the tnctl(1M)man page.

� Change the tndpolling interval.

This does not update the kernel cache. However, you can shorten the polling interval to update
the kernel cachemore frequently. For details, see “How to Change the tnd Polling Interval”
on page 154.

� Refresh the tnd.

This triggers an immediate update of recent trusted network database entry changes in the
kernel.
$ svcadm refresh svc:/network/tnd

� Restart the tnd.

This is rarely a good idea. This can interrupt communications that are currently succeeding. If
you plan to restart the tnd, use the svcadm command.
$ svcadm restart svc:/network/tnd

BeforeYouBegin
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UpdatingNetwork Information in the Kernel

In this example, the administrator updates the trusted network with a public print server, and then
checks that the kernel settings are correct.

$ tnctl -h public-print-server

$ tninfo -h public-print-server

IP Address: 192.168.103.55

Template: PublicOnly

$ tninfo -t PublicOnly

==================================

Remote Host Template Table Entries

----------------------------------

template: PublicOnly

host_type: CIPSO

doi: 1

min_sl: PUBLIC

hex: 0x0002-08-08

max_sl: PUBLIC

hex: 0x0002-08-08

Troubleshooting the TrustedNetwork (Tasks)

Task Description For Instructions

Modify the network polling interval Change the time to lapse between polls of
the system’s network traffic.

“How to Change the tnd Polling Interval”
on page 154

Determine why two hosts cannot
communicate

Check that the interfaces on a single system
are up.

“How to Verify That a Host’s InterfacesAre
Up” on page 155

Use debugging tools when twomachines
cannot reach each other.

“How toDebug the Trusted Extensions
Network” on page 156

Determine why an LDAP client cannot
reach the LDAP server

Troubleshoot loss of connection between
an LDAP server and a client

“How toDebug a Client Connection to the
LDAP Server” on page 158

� How toChange the tndPolling Interval
By default, the tnd polls the local trusted network databases and the LDAP service every thirty
minutes for changes.When you are setting up the network, or debugging, youmight want to shorten
the polling interval. Because tnd is a service, you use the ServiceManagement Facility (SMF) to
change the interval. Formore information, see the smf(5) man page.

Youmust be in the SecurityAdministrator role in the global zone.
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Change the polling interval for the trusted network daemon.
$ svccfg -s tnd

listprop tnd/poll_interval

integer 1800

setprop tnd/poll_interval = 0-to-1800-seconds
quit

Then, restart the daemon.
$ svcadm restart tnd

UpdatingNetwork Information in the Kernel
In this example, the security administrator is setting up a network. No users are on the network.
Becausemany changes are going to bemade to the network databases, the administrator ensures that
the kernel cache is updated from network database changes every twominutes. This poll interval is
retained across boots.

$ svccfg -s tnd

listprop tnd/poll_interval

integer 1800

setprop tnd/poll_interval = 120

listprop tnd/poll_interval

integer 120

quit

$ svcadm restart tnd

When the network has been set up, the administrator sets the poll interval to its original value.

$ svccfg -s tnd

setprop tnd/poll_interval = 1800

listprop tnd/poll_interval

integer 1800

quit

$ svcadm restart tnd

� How toVerify That aHost’s InterfacesAreUp
Use this procedure if your system does not communicate with others as expected.

Youmust be in the global zone in a role that can check network settings. The SecurityAdministrator
role and the SystemAdministrator role can check these settings.

Verify that the host’s network interface is up.
# ifconfig -a

...

hme0: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
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inet 192.168.0.11 netmask ffffff00 broadcast 192.168.0.255

hme0:3 flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2

inet 192.168.0.12 netmask ffffff00 broadcast 192.168.0.255

This system has two network interfaces, hme0 and hme0:3. Neither interface is up.

If the interface is not up, bring the interface up.

Then, check that the interface is up.
# ifconfig hme0 up

# ifconfig -a

...

hme0: flags=1000843<UP,BROADCAST,RUNNING,MULTICAST,...

hme0:3 flags=1000843<UP,BROADCAST,RUNNING,MULTICAST,..

� How toDebug the Trusted ExtensionsNetwork
To debug twomachines that should be communicating and are not, you can use Trusted Extensions
and Solaris debugging tools. For example, Solaris network debugging commands such as snoop and
netstat are available. For details, see the snoop(1M) and netstat(1M)man pages. For commands
that are specific to Trusted Extensions, see Table 2–4.

For contacting labeled zones, see “Managing Zones (Tasks)” on page 104.

For debugging NFSmounts, see “How to TroubleshootMount Failures” on page 122.

For debugging LDAP communication, see “How toDebug a Client Connection to the LDAP Server”
on page 158.

Youmust be in the global zone in a role that can check network settings. The SecurityAdministrator
role and the SystemAdministrator role can check these settings.

Check that the hosts that cannot communicate are using the samenaming service.

a. Check the nsswitch.conf file on eachmachine.

b. Check the values for Trusted Extensions databases in the nsswitch.conf file.
# Trusted Extensions

tnrhtp: files ldap

tnrhdb: files ldap

c. If the values are different, fix the nsswitch.conf file to contain the correct values.

Tomodify these entries, the SystemAdministrator role uses the Name Service Switch action. For
details, see “How to Launch CDEAdministrativeActions in Trusted Extensions” on page 43.
This action preserves the required DAC andMACfile permissions.
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Check that the LDAPnaming service is configured.
ldaplist -l

Check that both hosts are in the LDAPnaming service.
ldaplist -l hosts | grep hostname

Check that each host is defined correctly.

� Check that each host is assigned to a security template that is compatible with the security
template of the other host.

� On an unlabeled computer, check that the default label assignment is correct.
� Check that the assignment in each host machine’s kernel cachematches the assignment on the

network, and on the other host.
� Check that themultilevel ports (MLPs) are correctly configured.

To get security information for the source, destination, and gateway hosts in the transmission, use
the tninfo command.

a. Display the IP address and assigned security template for a given host.
$ tninfo -h hostname
IP Address: IP-address
Template: template-name

b. Display a template definition by using tninfo -t.
$ tninfo -t template-name
template: template-name
host_type: one of CIPSO or UNLABELED

doi: 1

min_sl: minimum-label
hex: minimum-hex-label
max_sl: maximum-label
hex: maximum-hex-label

c. Display theMLPs for a zone by using tninfo -m.
$ tninfo -m zone-name
private: ports-that-are-specific-to-this-zone-only
shared: ports-that-the-zone-shares-with-other-zones

Fix any incorrect information.

� To change or check network security information, use the SolarisManagement Console tools.
For details, see “How toOpen the Trusted Networking Tools” on page 139

� To update the kernel cache, restart the tnctl service on the host whose information is out of date.
Allow some time for this process to complete. Then refresh the tnd. If refresh fails, try restarting
the tnd. For details, see “How to Synchronize Kernel CacheWith Network Databases” on page
153.
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Rebooting clears the kernel cache.At boot time, the cache is populated with database
information. The nsswitch.conf file determines whether local databases or LDAPdatabases are
used to populate the kernel.

Collect information to help you in debugging.

� Use the get subcommand to the route command.
$ route get [ip] -secattr sl=label,doi=integer

For details, see the route(1M)man page.

� Use the snoop -v command.
The -v option displays the details of packet headers, including label information. This command
provides a lot of detail, so youmight want to restrict the packets that the command examines. For
details, see the snoop(1M)man page.

� Use the -R option with the netstat -a|-r command.
The -aR option displays extended security attributes for sockets. The -rR option displays routing
table entries. For details, see the netstat(1M)man page.

� How toDebugaClient Connection to the LDAPServer
Misconfiguration of the client entry on the LDAP server can prevent the client from communicating
with the server. Similarly, misconfiguration of files on the client can also prevent communication.
Check the following entries and files when attempting to debug a client-server communication
problem.

Youmust be in the SecurityAdministrator role in the global zone on the LDAP client.

Check that the remote host template of the LDAP server is correct.
Check also that the remote host template for the gateway to the LDAP server is correct.
# tninfo -h LDAP-server
# route get LDAP-server
# tninfo -h gateway-to-LDAP-server

If a remote host template assignment is incorrect, assign the host to the correct template in the
SolarisManagement Console.

Check the /etc/hostsfile.
Yourmachine, the interfaces for the labeled zones on yourmachine, the gateway to the LDAP server,
and the LDAP server should be listed in the file. Youmight havemore entries.

Look for duplicate entries. Remove any entries that are labeled zones on other systems. For example,
if Lserver is the name of your LDAP server, and LServer-zones is the shared interface for the
labeled zones, remove LServer-zones from /etc/hosts.

6
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Correct the file.

If you are usingDNS, check that the entries in the resolv.conf file are accurate.

# more resolv.conf

search list of domains
domain domain-name
nameserver IP-address

...

nameserver IP-address

Correct the file.

Check that the tnrhdb and tnrhtp entries in the nsswitch.conf file are accurate.

Check that the client is correctly configured on the server.
# ldaplist -l tnrhdb client-IP-address

Check that the interfaces for your labeled zones are correctly configured on the LDAP server.
# ldaplist -l tnrhdb client-zone-IP-address

Verify that you can ping the LDAP server fromall currently running zones.
# ldapclient list

...

NS_LDAP_SERVERS= LDAP-server-address
# zlogin zone-name1 ping LDAP-server-address
LDAP-server-address is alive

# zlogin zone-name2 ping LDAP-server-address
LDAP-server-address is alive

...

Then, configure LDAP and reboot.

a. Run the Create LDAPClient action.

This action re-clients the global zone to the LDAP server.

b. In every labeled zone, re-client the zone to the LDAP server.
# zlogin zone-name1
# ldapclient init \

-a profileName=profileName \

-a domainName=domain \

-a proxyDN=proxyDN \

-a proxyPassword=password LDAP-Server-IP-Address
# exit

# zlogin zone-name2 ...
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c. Then, halt all zones, lock the file systems, and reboot.

If you are using ZFS, halt the zones and lock the file systems before rebooting. If you are not using
ZFS, you can reboot without halting the zones and locking the file systems.
# zoneadm list

# zoneadm -z zonename halt

# lockfs -fa

# reboot
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MultilevelMail in Trusted Extensions

This chapter covers security andmultilevel mailers on systems that are configured with Trusted
Extensions.

MultilevelMail Service
Trusted Extensions providesmultilevel mail for anymail application.When ordinary users launch
their mailer, the application opens at the user’s current label. If users are operating in amultilevel
system, theymight want to link or copy their mailer initialization files. For details, see “How to
Configure Startup Files for Users” on page 74.

Trusted ExtensionsMail Features
In Trusted Extensions, the SystemAdministrator role sets up and administers mail servers according
to instructions in the Solaris SystemAdministration Guide: Advanced Administration and System
Administration Guide: IP Services. In addition, the security administrator determines how Trusted
Extensionsmail features should be configured. The following aspects of managingmail are specific
to Trusted Extensions.

� The .mailrc is at a user’s minimum label.
Therefore, users who work at multiple labels do not have a .mailrc at the higher labels unless
they copy or link the .mailrc file to each higher directory.
The SecurityAdministrator role or the individual user can add the .mailrc file to either
.copy_files or .link_files. For a description of these files, see the updatehome(1M)man
page. For configuration suggestions, see “.copy_files and .link_files Files” on page 68.

� Yourmail reader can run at every label on a system. Some configuration is required to connect a
mail client to the server.
For example, to useMozilla mail for multilevel mail requires that you configure aMozilla mail
client at each label to specify themail server. Themail server could be the same or different for
each label, but the servermust be specified.
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� TheMailing Lists tool in the SolarisManagement Consolemanagesmail aliases.
Depending on the scope of the selected SolarisManagement Console toolbox, you can update the
local /etc/aliases file or the entry on the Sun Java SystemDirectory Server (the LDAP entry).

� Trusted Extensions software checks host and user labels before sending or forwardingmail.
� The software checks that themail is within the accreditation range of that host, as described

in the following list and in Chapter 13.
� The software checks that themail is between the account’s clearance andminimum label.
� Users can read email that is received within their accreditation range. During a session, users

can readmail only at their current label.
To contact an ordinary user by email, an administrative role must sendmail from a
workspace that is at a label that the user can read. The user’s default label is usually a good
choice.
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Managing Labeled Printing

This chapter describes how to use Trusted Extensions software to configure labeled printing. It also
describes how to configure print jobs without the labeling options.

� “Labels, Printers, and Printing” on page 163
� “Managing Printing in Trusted Extensions (TaskMap)” on page 170

Labels, Printers, andPrinting
Trusted Extensions software uses labels to control printer access. Labels are used to control access to
printers and to information about queued print jobs. The software also labels printed output. Body
pages are labeled, andmandatory banner and trailer pages are labeled. Banner and trailer pages can
also include handling instructions.

The SystemAdministrator role handles basic printer administration. The SecurityAdministrator
role manages printer security, which includes labels. Printer security also includes how the labeled
output is handled. The administrators follow basic Solaris printer administration procedures, then
assign labels to the print servers and printers.

Trusted Extensions software supports both single-level andmultilevel printing.Multilevel printing is
implemented in the global zone only. To use the global zone’s print server, a labeled zonemust have a
host name that is different from the global zone. One way to get a distinct host name, is to assign an
IP address to the labeled zone. The address would be distinct from the global zone’s IP address.

RestrictingAccess to Printers andPrint Job
Information
Users and roles on a system that is configured with Trusted Extensions software create print jobs at
the label of their session. The print jobs can print only on printers that recognize that label. The label
must be in the printer’s label range.
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Users and roles can view print jobs whose label is the same as the label of the session. In the global
zone, a role can view jobs whose labels are dominated by the label of the zone.

Printers that are configured with Trusted Extensions software print labels on the printer output.
Printers that aremanaged by unlabeled print servers do not print labels on the printer output. Such
printers have the same label as their unlabeled server. For example, a Solaris print server can be
assigned an arbitrary label in the tnrhdb of the LDAPnaming service. Users can then print jobs at
that arbitrary label on the Solaris printer. Like Trusted Extensions printers, those Solaris printers can
only accept print jobs from users who are working at the label that has been assigned to the print
server.

LabeledPrinterOutput
Trusted Extensions prints security information on body pages and banner and trailer pages. The
information comes from the label_encodings file and from the tsol_separator.ps file.

The SecurityAdministrator role can do the following tomodify defaults that set labels and add
handling instructions to printer output:

� Localize or customize the text on the banner and trailer pages.
� Specify alternate labels to be printed on body pages or in the various fields of the banner and

trailer pages.
� Change or omit any of the text or labels.

The SecurityAdministrator can also configure users to use printers that do not print labels on the
output. Users can also be authorized to selectively not print banners or labels on printer output.

LabeledBodyPages
By default, the ProtectAs classification is printed at the top and bottom of every body page. The
“ProtectAs” classification is the dominant classification when the classification from the job’s label is
compared to the minimum protect as classification. The minimum protect as

classification is defined in the label_encodings file.

For example, if the user is logged in to an Internal Use Only session, then the user’s print jobs are at
that label. If the minimum protect as classification in the label_encodings file is Public, then
the Internal Use Only label is printed on the body pages.
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[INTERNAL_USE_ONLY]

[INTERNAL_USE_ONLY]

FIGURE 15–1 Job’s Label Printed at the Top and Bottom of a Banner Page

LabeledBanner andTrailer Pages
The following figures show a default banner page and a default trailer page. Callouts identify the
various sections. Note that the trailer page uses a different outer line.

The text, the labels, and the warnings that appear on print jobs are configurable. The text can also be
replaced with text in another language for localization.
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FIGURE 15–2Typical Banner Page of a Labeled Print Job

FIGURE 15–3Differences on aTrailer Page

The following table shows aspects of trusted printing that the SecurityAdministrator can change by
modifying the /usr/lib/lp/postscript/tsol_separator.ps file.

Note –To localize or internationalize the printed output, see the comments in the
tsol_separator.ps file.
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TABLE 15–1ConfigurableValues in the tsol_separator.ps File

Output Default Value HowDefined ToChange

PRINTER BANNERS /Caveats Job_Caveats See “Specifying Printer Banners” in
Solaris Trusted Extensions Label
Administration.

CHANNELS /Channels Job_Channels See “Specifying Channels” in Solaris
Trusted Extensions Label
Administration.

Label at the top of
banner and trailer
pages

/HeadLabel Job_Protect def See /PageLabel description. See /PageLabel change.

Also see “Specifying the ProtectAs
Classification” in Solaris Trusted
Extensions Label Administration.

Label at the top and
bottom of body pages

/PageLabel Job_Protect def Compares the label of the job to
the minimum protect as

classification in the
label_encodings file. Prints the
more dominant classification.

Contains compartments if the
print job’s label has
compartments.

Change the /PageLabel definition to
specify another value.

Or, type a string of your choosing.

Or, print nothing at all.

Text and label in the
“Protect as” statement

/Protect Job_Protect def

/Protect_Text1 () def

/Protect_Text2 () def

See /PageLabel description.

Text to appear above label.

Text to appear below label.

See /PageLabel change.

Replace () in Protect_Text1 and
Protect_Text2with text string

PostScript Printingof Security Information
Labeled printing in Trusted Extensions relies on features from Solaris Express printing. In the Solaris
OS, printer model scripts handle banner page creation. To implement labeling, a printer model script
first converts the print job to a PostScriptTM file. Then, the PostScript file is manipulated to insert
labels on body pages, and to create banner and trailer pages.

Solaris Express print model scripts can also translate PostScript into the native language of a printer.
If a printer accepts PostScript, then Solaris software sends the job to the printer. If a printer does not
accept PostScript, then the software converts the PostScript to a raster image. The raster image is
then converted to the appropriate printer format.

Because PostScript is used to print label information, users cannot print PostScript files by default.
This restriction prevents a knowledgeable PostScript programmer from creating a PostScript file that
modifies the labels on the printer output.
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The SecurityAdministrator role can override this restriction by assigning the Print PostScript
authorization to role accounts and to trustworthy users. The SecurityAdministrator role should do
so only if the account can be trusted not to spoof the labels on printer output.Also, the printing of
PostScript files must be consistent with the site’s security policy.

PrinterModel Scripts
Amodel script enables a particular model of printer to provide banner and trailer pages. Trusted
Extensions provides fourmodel scripts:

� tsol_standard - For directly attached PostScript printers, for example, printers attached by a
parallel port

� tsol_netstandard - For network–accessible PostScript printers
� tsol_standard_foomatic - For directly attached printers that do not print PostScript
� tsol_netstandard_foomatic - For network–accessible printers that do not print PostScript

The foomaticmodels are used when a printer driver name begins with Foomatic. Foomatic drivers
are PostScript Printer Drivers (PPD). By default, “Use PPD” is specified in the PrintManager when
you add a printer.APPD is then used to translate banner and trailer pages into the language of the
printer.

Additional Conversion Filters
Aconversion filter converts text files to PostScript. The filter’s programs are trusted programs that
are run by the printer daemon. Files that are converted to PostScript by any installed filter programs
can be trusted to have authentic labels and banner and trailer page text.

Solaris software providesmost conversion filters that a site would need.Asite’s System
Administrator role can install additional filters. These filters can then be trusted to have authentic
labels and banner and trailer pages. To add conversion filters, see Chapter 5, “Managing Character
Sets, Filters, Forms, and Fonts (Tasks),” in SystemAdministration Guide: Advanced Administration.

InteroperabilityWith Trusted Solaris 8 Printing
Trusted Solaris 8 and Trusted Extensions systems that have compatible label_encodings files and
that identify each other as using a CIPSO template can use each other for remote printing.
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Originating System Print Server System Action Results

Trusted Extensions Trusted Solaris 8 In the Trusted Extensions
tnrhdb, assign a template
with the appropriate label
range to the Trusted Solaris 8
print server. The label could
be CIPSO or unlabeled.

Trusted Solaris 8 printer can
print jobs from a Trusted
Extensions computer within
the printer’s label range.

Trusted Extensions Trusted Solaris 8 On the Trusted Extensions
computer, create a profile that
adds the needed
authorizations.Assign the
profile to users.

Trusted Extensions users can
list or cancel print jobs that
they sent to a Trusted Solaris
8 printer.

Users cannot view or remove
jobs at a different label.

Trusted Solaris 8 Trusted Extensions In the Trusted Solaris 8
tnrhdb, assign a template
with the appropriate label
range to the Trusted
Extensions print server. The
label could be CIPSO or
unlabeled.

Trusted Extensions printer
can print jobs from a Trusted
Solaris 8 computer within the
printer’s label range.

Trusted Solaris 8 Trusted Extensions On the Trusted Solaris 8
computer, create a profile that
adds the needed
authorizations.Assign the
profile to users.

Trusted Solaris 8 users can list
or cancel print jobs that they
sent to a Trusted Extensions
printer.

Users cannot view or remove
jobs at a different label.

Trusted Extensions Print Interfaces (Reference)
User commands are extended to conformwith Trusted Extensions security policy.

� cancel – Caller must be equal to cancel a job. By default, ordinary users can cancel only their
own jobs.

� lp – Trusted Extensions adds the -o nolabels option. Users must be authorized to print with no
labels. Similarly, users must be authorized to use the -o nobanner option.

� lpstat – Caller must be equal to get the status of a job. By default, ordinary users can see only
their own print jobs.

Labels, Printers, and Printing

Chapter 15 • Managing Labeled Printing 169



Several administrative commands are extended to conformwith Trusted Extensions security policy.
As in the Solaris OS, these commands can only be run by a role that includes the Printer
Management profile.

� lpmove – Caller must be equal tomove a job. By default, ordinary users canmove only their own
print jobs.

� lpadmin – In the global zone, this commandworks for all jobs. In a labeled zone, caller must
dominate to view a job, and be equal to change a job.

Trusted Extensions adds printer model scripts to the -m option. Trusted Extensions adds the
-o nolabels option.

� lpsched – In the global zone, this command is always successful.As in the Solaris OS, use the
svcadm command to enable, disable, start, or restart the print service. In a labeled zone, caller
must be equal to change the print service. For details of the servicemanagement facility, see the
smf(5), svcadm(1M), and svcs(1) man pages.

Trusted Extensions adds the solaris.label.print authorization to the PrinterManagement rights
profile. The solaris.print.unlabeled authorization is required to print body pages without labels.

ManagingPrinting in Trusted Extensions (TaskMap)
Trusted Extensions procedures for configuring printing are completed after doing Solaris printer
setup. The following taskmap points to themajor tasks that manage labeled printing.

Task Description For Instructions

Configure printers for labeled
output

Enable users to print to a Trusted Extensions printer.

The print jobs aremarked with labels.

“Configuring Labeled Printing (Tasks)”
on page 170

Remove visible labels from
printer output

Enable users to print at a specific label to a Solaris printer.
The print jobs are notmarked with labels.

Or, prevent labels from printing on a Trusted Extensions
printer.

“Reducing Printing Restrictions in
Trusted Extensions (Tasks)” on page
176

Configuring LabeledPrinting (Tasks)
The following table describes common configuration procedures that are related to labeled printing.

Note – Printer clients can only print jobs within the label range of the Trusted Extensions print server.
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Task Description For Instructions

Launch the PrintManager Use this GUI to identify the printer to the network
or to the local computer. The System
Administrator launches the GUI in an
administrative role workspace.

Chapter 3, “Setting Up Printers (Tasks),” in
SystemAdministration Guide: Advanced
Administration

Configure printing from the
global zone

Create amultilevel print server in the global zone. “How to Configure aMultilevel Print Server
and Its Printers” on page 171

Configure printing from a
labeled zone

Create a single–label print server for a labeled
zone.

“How to Configure a Zone for Single-Label
Printing” on page 172

Configure amultilevel print
client

Connect a Trusted Extensions host to a printer “How to Enable a Trusted Extensions Client to
Access a Printer” on page 173

Restrict the label range of a
printer

Limit a Trusted Extensions printer to a narrow
label range.

“How to Configure a Restricted Label Range
for a Printer” on page 175

� How toConfigure aMultilevel Print Server and Its
Printers
Printers that aremanaged by a Trusted Extensions print server print labels on body pages, banner
pages, and trailer pages. Such printers can print jobs within the label range of the print server.Any
Trusted Extensions host that can reach the print server can use the printers that are connected to that
server.

Determine the print server for your Trusted Extensions network. Youmust be in the System
Administrator role in the global zone on this print server.

Enablemultilevel printing.
Create amultilevel port (MLP) for the print server by adding the port to the global zone.

a. Launch the SolarisManagement Console.
For details, see “How to Launch the SolarisManagement Console” on page 42.

b. Choose the Files toolbox.
The title of the toolbox includes Scope=Files, Policy=TSOL.

c. Configure the global zonewith the print server port, 515/tcp.

i. Navigate to the TrustedNetwork Zones tool.

ii. In theMultilevel Ports for Zone’s IP Addresses, add 515/tcp.

iii. ClickOK.

BeforeYouBegin
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Define the characteristics of the connectedprinters.

a. Launch the PrintManager.

b. Determine the printer driver of a connectedprinter.

In the PrintManager, you supply the answers to the first two fields, and the PrintManager
supplies the driver name.
Printer Make manufacturer
Printer Model manufacturer-part-number
Printer Driver automatically filled in

Assign a printermodel script.

For every printer that is connected to the print server, assign the appropriate model script. The
model script activates the banner and trailer pages for the specified printer.

For your choices, see “PrinterModel Scripts” on page 168. If the driver name for the printer starts
with Foomatic, then specify one of the foomatic model scripts.
$ lpadmin -p printer -m model

If the default printer label range of ADMIN_LOW to ADMIN_HIGH is acceptable for every printer, then
your label configuration is done. Otherwise, go to “How to Configure a Restricted Label Range for a
Printer” on page 175.

To prevent labeled printer output, see “Reducing Printing Restrictions in Trusted Extensions
(Tasks)” on page 176.

Finish other configuration.

For details, see Chapter 3, “Setting Up Printers (Tasks),” in SystemAdministration Guide: Advanced
Administration.

(Optional) Enable other computers to use this zone as a print server.

For details, see “How to Enable a Trusted Extensions Client toAccess a Printer” on page 173.

� How toConfigure a Zone for Single-Label Printing
The zonemust not be sharing an address with the global zone. Youmust be in the System
Administrator role in the global zone.

Add aworkspace.

Change the label of the newworkspace.

Change the label to the label of the zone that will be the print server for that label.
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Define the characteristics of the connectedprinters.

a. At the label of zone, launch the PrintManager.

By default, “Use PPD” is marked with a check. The system finds the appropriate driver for the
printer.

b. (Optional) To specify a particular printer driver, do the following.

Remove the check from “Use PPD”.

Then, supply the answers to the first two fields, and the PrintManager supplies the driver name.
Printer Make manufacturer
Printer Model manufacturer-part-number
Printer Driver automatically filled in

Assign a printermodel script.

For every printer that is connected to the zone, assign the appropriate model script. Themodel script
activates the banner and trailer pages for the specified printer.

For your choices, see “PrinterModel Scripts” on page 168. If the driver name for the printer starts
with Foomatic, then specify one of the foomatic model scripts.
$ lpadmin -p printer -m model

To prevent labeled printer output, see “How to Prevent Labels on Printer Output” on page 177.

(Optional) Enable identically-labeled zones to use this zone as a print server.

For details, see “How to Enable a Trusted Extensions Client toAccess a Printer” on page 173.

Finish other configuration.

Complete the setup of the printer. For details, see Chapter 3, “Setting Up Printers (Tasks),” in System
Administration Guide: Advanced Administration.

� How toEnable a Trusted Extensions Client toAccess a
Printer
Initially, only the zone in which a print server was configured can print to the printers of that print
server. Other zones and other computers must explicitly add access to those printers.

� Alabeled zonemust add access to the printers that are connected to its global zone.
� Alabeled zonemust add access to a printer that a remote zone at the same label is configured for.
� Global zonesmust add access to the printers that are connected to a global zone on a different

computer.
� Alabeled zonemust add access to the printers that are connected to a global zone on a different

computer.
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Aprint server has been configured with a label range or a single label, and the printers that are
connected to it have been configured. For details, see the following:

� “How to Configure aMultilevel Print Server and Its Printers” on page 171
� “How to Configure a Zone for Single-Label Printing” on page 172
� “How toAssign a Label to anUnlabeled Print Server” on page 177

Youmust be in the SystemAdministrator role in the global zone, or be able to assume the role.

Dooneormore of the followingprocedures.
You can also use the PrintManager instead of the lpadmin command. For details, see Step 2.

� Configure a labeled zone to use its global zone for printer access.

a. Assume the SystemAdministrator role.

b. Change the label of the roleworkspace to the label of the labeled zone.

c. Add access to the printer.
lpadmin -s printer

� Configure the global zone on a computer that is not a print server to use another computer’s
global zone for printer access.

a. On the computer that does not have printer access, assume the SystemAdministrator role.

b. Add access to the printer that is connected to the Trusted Extensions print server.
lpadmin -s printer

� Configure a labeled zone to use another computer’s labeled zone for printer access.
The labels of the zonesmust be identical.

a. On the computer that does not have printer access, assume the SystemAdministrator role.

b. Change the label of the roleworkspace to the label of the labeled zone.

c. Add access to the printer that is connected to the print server of the remote labeled zone.
lpadmin -s printer

� Configure a labeled zone to use an arbitrarily labeled print server for printer access.
The label of the zonemust be identical to the label of the print server.

a. On the computer that does not have printer access, assume the SystemAdministrator role.

b. Change the label of the roleworkspace to the label of the labeled zone.

BeforeYouBegin
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c. Add access to the printer that is connected to the arbitrarily labeled print server.
lpadmin -s printer

(Optional) Use the PrintManager to enable printer access.

Rather than run the lpadmin command, use the Printers –>AddAccess to Printer menu item. The
PrintManagermust be launched in the same zone at the same label as the lpadmin command.

� How toConfigure aRestricted Label Range for a
Printer
The default printer label range is ADMIN_LOW to ADMIN_HIGH. This procedure narrows the label range
for a printer that is controlled by a Trusted Extensions print server.

Youmust be in the SecurityAdministrator role in the global zone.

Launch theDevice AllocationManager.

� Choose theAllocateDevice option from the Trusted Pathmenu.

� In CDE, launch theDevice AllocationManager action from the Tools subpanel on the Front Panel.

Bring up theDevice Allocation: Administration dialog box.

Click the DeviceAdministration button.

Type a name for the newprinter.

If the printer is attached to your system, find the name of the printer.

Bring up theDevice Allocation: Configuration dialog box.

Click the Configure button.

2
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Change the printer’s label range.

a. Choose theminimum label by clicking theMin Label button.

b. Choose themaximum label by clicking theMax Label button.

Save the changes.

a. Click theOKbutton on the Configuration dialog box.

b. Click theOKbutton on theAdministration dialog box.

Then close the DeviceAllocationManager.

ReducingPrintingRestrictions in Trusted Extensions (Tasks)
The following tasks are optional. These procedures reduce the printing security that Trusted
Extensions software provides by default.

5
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Task Description For Instructions

Configure a printer to not label
output

Prevent security information from printing on body
pages, and remove banner and trailer pages.

“How to Prevent Labels on Printer Output”
on page 177

Configure printers at a single
label without labeled output

Enable users to print at a specific label to a Solaris
printer. The print jobs are notmarked with labels.

“How toAssign a Label to anUnlabeled
Print Server” on page 177

Remove visible labeling of body
pages

Modify the tsol_separator.ps file to prevent
labeled body pages on all print jobs that are sent from
a Trusted Extensions host.

“How to Remove Page Labels FromAll
Print Jobs” on page 178

Suppress banner and trailer
pages

Authorize individual users to print jobs without
banner and trailer pages.

“How to Suppress Banner and Trailer
Pages for Specific Users” on page 179

Enable trusted users to print
jobs without labels

Authorize individual users or all users of a particular
system to print jobs without labels.

“How to Enable Specific Users to Suppress
Page Labels” on page 179

Enable the printing of PostScript
files

Authorize individual users or all users of a particular
system to print PostScript files.

“How to Enable Users to Print PostScript
Files” on page 180

Assign printing authorizations Enable users to bypass default printing restrictions. “How to Create a Convenient
Authorizations Rights Profile” on page 79

“How toModify policy.confDefaults”
on page 72

� How toPrevent Labels onPrinterOutput
Printers that do not have a printer model script do not print banner or trailer pages. The body pages
also do not include labels.

Youmust be in the SecurityAdministrator role in the global zone.

At the appropriate label, do one of the following:

� From theprint server at the appropriate label, stop banner printing altogether.
% lpadmin -p printer -o nobanner=never

� Set the printermodel script to a Solaris script.
% lpadmin -p printer -m \

-m { standard | netstandard | standard_foomatic | netstandard_foomatic }

� How toAssign a Label to anUnlabeledPrint Server
Printers that are connected to an unlabeled server can print jobs only at the arbitrary label that has
been assigned to the print server. Jobs print without labels or trailer pages andmight print without
banner pages. If a job prints with a banner page, the page does not contain any security information.

BeforeYouBegin
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ATrusted Extensions computer can be configured to send jobs to a printer that is managed by an
unlabeled print server. Users can print jobs on the unlabeled printer at the label that the Security
Administrator assigns to the print server.ASolaris print server is an unlabeled print server that can
be assigned a label for Trusted Extensions access to the printer at that label.

Youmust be in the SecurityAdministrator role in the global zone.

Open the SolarisManagement Console in the desired scope.

For details, see “How to Launch the SolarisManagement Console” on page 42.

Navigate to Computers andNetworks.

Provide a password when prompted.

Assign anunlabeled template to the print server.

Choose a label. Users who are working at that label can send print jobs to the Solaris printer at the
label of the print server. Pages do not print with labels, and banner and trailer pages are also not part
of the print job.

Sending Public Print Jobs to anUnlabeled Printer

Files that are available to the general public are candidates for printing to an unlabeled printer. In this
example, marketing writers need to produce documents that do not have labels printed on the top
and bottom of the pages.

The SecurityAdministrator role assigns an unlabeled host type template to the Solaris print server.
The arbitrary label of the template is PUBLIC. The printer pr-nolabel1 is connected to this print
server. Print jobs from users in a PUBLIC zone print on the pr-nolabel1 printer with no labels.
Depending on the settings for the printer, the jobsmight ormight not have banner pages. The
banner pages do not contain security information.

� How toRemovePage Labels FromAll Print Jobs
This procedure prevents all print jobs on a Solaris Trusted Extensions 1.0 printer from having visible
labels on the body pages of the print job.

Youmust be in the SecurityAdministrator role in the global zone.

Edit the /usr/lib/lp/postscript/tsol_separator.ps file.

Use theAdmin Editor action. For details, see “How to EditAdministrative Files in Trusted
Extensions” on page 44.

BeforeYouBegin
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Find the definition of /PageLabel.

Find the following lines:
%% To eliminate page labels completely, change this line to

%% set the page label to an empty string: /PageLabel () def

/PageLabel Job_PageLabel def

Note –The value Job_PageLabelmight be different at your site.

Replace the value of /PageLabelwith a set of empty parentheses.
/PageLabel () def

� How toEnable SpecificUsers to Suppress Page Labels
This procedure enables an authorized user or role to print jobs on a Trusted Extensions printer
without labels on the top and bottom of each body page. Page labels are suppressed for all labels at
which the user can work.

Youmust be in the SecurityAdministrator role in the global zone.

Determinewho is permitted to print jobswithout page labels.

Authorize those users and roles to print jobswithout page labels.

Assign a profile that includes the Print without Label authorization to those users and roles. For
details, see “How to Create a ConvenientAuthorizations Rights Profile” on page 79.

Instruct the user or role to specify no labelswhen submitting print jobs.

Use the lp -o nolabels command.
% lp -o nolabels staff.mtg.notes

� How toSuppress Banner andTrailer Pages for Specific
Users
TheAlways Print Banner checkbox on the PrintManager dialog box is notmarked with a check.

Always Print Banner

Youmust be in the SecurityAdministrator role in the global zone.
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Create a profile that includes the Printwithout Banner authorization.

Assign the profile to each user or role that is allowed to print without banner and trailer pages.

For details, see “How to Create a ConvenientAuthorizations Rights Profile” on page 79.

Instruct the user or role to submit jobs by using the lp commandwith the option -o nobanner.

% lp -o nobanner staff.mtg.notes

� How toEnableUsers to Print PostScript Files
Youmust be in the SecurityAdministrator role in the global zone.

Use one of the following threemethods to enable users to print PostScript files.

� To enable anyone to print PostScript files froma system,modify the /etc/default/print file.

a. Create ormodify the /etc/default/print file.

Use theAdmin Editor. For details, see “How to EditAdministrative Files in Trusted
Extensions” on page 44.

b. Type the following entry.

PRINT_POSTSCRIPT=1

c. Save and close the file.

� To enable anyone to print PostScript files froma system,modify the
/etc/security/policy.conf file.

a. Modify the policy.conf file.

Use theAdmin Editor. For details, see “How to EditAdministrative Files in Trusted
Extensions” on page 44.

b. Add the solaris.print.ps authorization.

AUTHS_GRANTED=other-authorizations,solaris.print.ps

c. Save and close the file.

� To enable a user or role to print PostScript files, give just those users and roles the authorization.

Assign a profile that includes the Print Postscript authorization to those users and roles. For
details, see “How to Create a ConvenientAuthorizations Rights Profile” on page 79.

These authorized users and roles can print PostScript files from any system.
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Enabling PostScript Printing Froma Public System

In the following example, the SecurityAdministrator has constrained a public kiosk to operate at the
PUBLIC label. The system also has a few icons that open topics of interest. These topics can be printed.

The SecurityAdministrator created an /etc/default/print file on the system. The file has one
entry to enable printing PostScript files. No user needs a Print Postscript authorization.

# /etc/default/print

# PRINT_POSTSCRIPT=0

PRINT_POSTSCRIPT=1

Example 15–2
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Devices in Trusted Extensions

This chapter describes device protection in Trusted Extensions.

� “Device ProtectionWith Trusted Extensions Software” on page 183
� “DeviceAllocationManager GUI” on page 185
� “Enforcement of Device Security” on page 186
� “Devices in Trusted Extensions (Reference)” on page 187

Device ProtectionWith Trusted Extensions Software
On a Solaris system, devices can be protected by allocation and by authorization. By default, devices
are available to ordinary users without an authorization.Asystem that is configured with Trusted
Extensions software uses the device protectionmechanisms of the Solaris OS.

However, Trusted Extensions requires that a device be allocated for use, and by default, requires that
the user be authorized to use the device. In addition, devices are protected by labels. Trusted
Extensions provides a graphical user interface for administrators tomanage devices. The same
interface is used by users to allocate devices.

For information on device protection in the Solaris OS, see Chapter 4, “ControllingAccess to
Devices (Tasks),” in SystemAdministration Guide: Security Services. This chapter covers the
extensions to device protection that Trusted Extensions provides.

On a system that is configured with Trusted Extensions, two roles protect devices.

� The system administrator controls access to peripheral devices.

The SystemAdministrator role makes a device allocatable. Devices that the system administrator
makes nonallocatable cannot be used by anyone.Allocatable devices can be allocated only by
authorized users.

� The SecurityAdministrator role restricts the labels at which a device can be accessed and sets
device policy. The security administrator decides who is authorized to allocate a device.

16C H A P T E R 1 6
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The following are themain features of device control with Trusted Extensions software:

� An unauthorized user on a default Trusted Extensions system cannot allocate devices such as
tape drives, CD-ROMdrives, or diskette drives.
An ordinary user with theAllocate Device authorization can import or export information at the
label at which the user allocates the device.

� Users invoke the DeviceAllocationManager to allocate devices when logged in directly. To
allocate a device remotely, youmust be able to the global zone. Typically, only roles can log in to
the global zone.

� The label range of each device can be restricted by the security administrator. Ordinary users are
limited to accessing devices whose label range includes the labels at which the users are allowed
to work. The default label range is ADMIN_LOW to ADMIN_HIGH.

� Label ranges can be restricted for both allocatable and nonallocatable devices. Nonallocatable
devices are devices such as framebuffers and printers.

Device Label Ranges
To prevent users from copying sensitive information, each allocatable device has a label range. To use
an allocatable device, the usermust be currently operating at a label within the device’s label range. If
the user is not, allocation is denied. The user’s current label is applied to data imported or exported
while the device is allocated to the user. The label of exported data is displayed when the device is
deallocated. The user should physically label themedium that contains the exported data.

Effects of Label RangeonaDevice
To restrict direct login access through the console, the SecurityAdministrator role can set a restricted
label range on the framebuffer.

For example, a restricted label rangemight be specified to limit access to a publicly accessible
computer. The label range enables users to access the computer only at a label within the
framebuffer’s label range.

When a host has a local printer, a restricted label range on the printer limits the jobs that can be
printed on the printer.

DeviceAccess Policies
Trusted Extensions follows the same device policy as the Solaris OS. The SecurityAdministrator role
can change default policies and define new policies. The getdevpolicy command retrieves
information about device policy, and the update_drv command changes device policy. Formore
information, see “Configuring Device Policy (TaskMap)” in SystemAdministration Guide: Security
Services. See also the getdevpolicy(1M) and update_drv(1M)man pages.

Device ProtectionWith Trusted Extensions Software
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Device-Clean Scripts
Adevice-clean script is run when a device is allocated or deallocated. The Solaris OS provides scripts
for tape, CD-ROM, and diskette drives. If your site adds allocatable device types to the system, the
added devices might need scripts. To see existing scripts, go to the /etc/security/lib directory. For
more information, see “Device-Clean Scripts” in SystemAdministration Guide: Security Services.

For Trusted Extensions software, device-clean scripts must satisfy certain requirements. The
requirements are described on the device_clean(5) man page.

DeviceAllocationManagerGUI

Device Allocation

TheDeviceAllocationManager is used by administrators to administer allocatable and
nonallocatable devices. The DeviceAllocationManager is also used by ordinary users to allocate and
deallocate devices. The users must have theAllocate Device authorization. In a Solaris Trusted
Extensions (CDE) workspace, the DeviceAllocationManager is launched from the Front Panel. The
following figure shows a DeviceAllocationManager that was opened by a user who can allocate the
audio device.

FIGURE 16–1DeviceAllocationManagerOpened by aUser

Users see an empty list when the users are not authorized to allocate devices. Or, an empty list might
mean that the allocatable devices are currently allocated by another user or are in an error state. If a
user cannot see a device in theAvailable Devices list, the user needs to contact the responsible
administrator.

DeviceAllocationManager GUI

Chapter 16 • Devices in Trusted Extensions 185



TheDeviceAdministration feature is available to roles that have either one or both of the
authorizations that are needed to administer devices. The administration authorizations are
Configure DeviceAttributes, and Revoke or ReclaimDevice. The following figure shows a Device
AllocationAdministration dialog box.

Enforcement ofDevice Security
The security administrator decides who can allocate devices. The security administrator should
make sure that any user who is authorized to use devices is trained. The user is trusted to do the
following:

� Properly label and handle anymedia containing exported sensitive information so that the
information does not become available to anyone who should not see it.

For example, if information at a label of NEED TO KNOW ENGINEERING is stored on a diskette, the
person who exports the information must physically label the disk with the NEED TO KNOW
ENGINEERING label. The diskette must be stored where it is accessible only tomembers of the
engineering group with a need to know.

� Ensure that labels are properlymaintained on any information being imported (read) from
media on these devices.

An authorized user should allocate the device at the label that matches the label of the
information being imported. For example, if a user allocates a diskette drive at PUBLIC, the user
should only import information labeled PUBLIC.

The SecurityAdministrator role also is responsible for enforcing proper compliance with security
requirements.

Enforcement of Device Security
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Devices in Trusted Extensions (Reference)
Trusted Extensions device protection uses Solaris interfaces and Trusted Extensions interfaces.

For Solaris command line interfaces, see “Device Protection (Reference)” in SystemAdministration
Guide: Security Services.

Note – In Trusted Extensions, users cannot use the allocate and deallocate commands. Usersmust
use the DeviceAllocationManager.

Administrators who do not have access to the DeviceAllocationManager can administer allocatable
devices by using the command line. The allocate and deallocate commands have administrative
options. For examples, see “ForciblyAllocating a Device” in SystemAdministration Guide: Security
Services and “Forcibly Deallocating a Device” in SystemAdministration Guide: Security Services.

For Trusted Extensions command line interfaces, see the add_allocatable(1M) and
remove_allocatable(1M)man pages.

Devices in Trusted Extensions (Reference)
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ManagingDevices for Trusted Extensions

This chapter describes how to administer and use devices on a system that is configured with Trusted
Extensions.

� “Handling Devices in Trusted Extensions (TaskMap)” on page 189
� “Managing Devices in Trusted Extensions (Tasks)” on page 190
� “Customizing DeviceAuthorizations in Trusted Extensions (Tasks)” on page 199
� “Using Devices in Trusted Extensions (Tasks)” on page 204

HandlingDevices in Trusted Extensions (TaskMap)
The following taskmap points to the administrative and user tasks when handling peripheral
devices.

Task Description For Instructions

Administer devices Configure devices for ordinary users. “Managing Devices in Trusted Extensions
(Tasks)” on page 190

Customize device
authorizations

The SecurityAdministrator role creates new
authorizations, adds them to the device, places
them in a profile and assigns this profile to the
user.

“Customizing DeviceAuthorizations in Trusted
Extensions (Tasks)” on page 199

Use devices Use a device as a role or as an ordinary user. “Using Devices in Trusted Extensions (Tasks)”
on page 204
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ManagingDevices in Trusted Extensions (Tasks)
Use the following taskmap to protect devices at your site.

Task Description For Instructions

Set ormodify device policy Change the privileges that are required to access a
device.

“Configuring Device Policy (TaskMap)” in
SystemAdministration Guide: Security
Services

Authorize users to allocate a device The SecurityAdministrator role assigns a profile
with theAllocate Device authorization to the user.

“How toAuthorize Users toAllocate a
Device” in SystemAdministration Guide:
Security Services

The SecurityAdministrator role assigns a profile
with the site-specific authorizations to the user.

“Customizing DeviceAuthorizations in
Trusted Extensions (Tasks)” on page 199

Configure a device Choose security features to protect the device. “How to Configure a Device” on page 191

Revoke or reclaim a device Use the DeviceAllocationManager tomake a
device available for use.

“How to Revoke or Reclaim aDevice”
on page 194

Use Solaris commands tomake a device available
for use.

“ForciblyAllocating a Device” in System
Administration Guide: Security Services

“Forcibly Deallocating a Device” in System
Administration Guide: Security Services

Prevent access to an allocatable
device

Provide fine–grained access control to a device. Example 17–4

Deny everyone access to an allocatable device. Example 17–1

Protect printers and framebuffers Ensure that nonallocatable devices are not
allocatable.

“How to Protect Nonallocatable Devices”
on page 195

Configure serial login device Enable logins by serial port. “How to Configure a Serial Line for Logins”
on page 196

Enable a CD player program to be
used

Enable an audioplayer program to launch
automatically when amusic CD is inserted.

“How to Configure anAudio Player
Program for Use” on page 197

Prevent the FileManager from
displaying

Prevent the FileManager from popping up after a
device has been allocated.

“How to Prevent FileManager Display
After DeviceAllocation” on page 198

Use a new device-clean script Place a new script in the appropriate places. “How toAdd aDevice Clean Script”
on page 198

ManagingDevices in Trusted Extensions (Tasks)
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� How toConfigure aDevice
By default, an allocatable device has a label range from ADMIN_LOW to ADMIN_HIGH, andmust be
allocated for use.Also, users must be authorized to allocate the device. These defaults can be
changed.

Youmust be in the SecurityAdministrator role in the global zone.

Open theDevice AllocationManager.

Click the DeviceAllocation icon on the Tools subpanel.

View the default security settings.

Click DeviceAdministration, then highlight the device. The following figure shows a CD-ROM
device with default security settings.

BeforeYouBegin
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(Optional) Restrict the label range on the device.

The label range for all devices is ADMIN_LOW to ADMIN_HIGH.

a. Set theminimum label.

Click theMin Label... button. Choose theminimum label from the label builder.

3
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b. Set themaximum label.

Click theMax Label... button. Choose theminimum label from the label builder.

Specify if the device canbe allocated locally.

In theAllocations FromTrusted Path, choose an option from theAllocatable By list. By default, the
Authorized Users option is checked. Therefore, the device is allocatable and users must be
authorized.

� Tomake the device nonallocatable, clickNoUsers.

When configuring a printer, frame buffer, or other device that should not be allocatable, make
sure to select NoUsers.

� Tomake the device allocatable, but not require authorization, click All Users.

Specify if the device canbe allocated remotely.

In theAllocations FromNon-Trusted Path, choose an option from theAllocatable By list. By default,
the SameAs Trusted Path option is checked.

� To require user authorization, chooseAllocatable byAuthorizedUsers.

4
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� Tomake the device nonallocatable by remote users, clickNoUsers.

� Tomake the device allocatable by anyone, click All Users.

If the device is allocatable, and your site has created newdevice authorizations, select the
appropriate authorization.

To create and use site-specific device authorizations, see “Customizing DeviceAuthorizations in
Trusted Extensions (Tasks)” on page 199.

Save your changes.

� How toRevokeor ReclaimaDevice
If a device is not listed, it might be already allocated or it might be in an allocate error state. The
system administrator can recover the device for use.

Youmust be in the SystemAdministrator role in the global zone. This role has the
solaris.device.revoke authorization.

Open theDevice AllocationManager.

Click the DeviceAllocation icon on the Tools subpanel.

Click theDevice Administration button.

Check the status of a device.

Highlight the device name and look at the State: field. In the following figure, the audio device is
already allocated to a user.
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� If the State field is Allocate Error State, click the Reclaimbutton.

� If the State Field is Allocated, do one of the following:

� Ask the user in the Owner field to deallocate the device.
� Force deallocation of the device by clicking the Revoke button .

Close theDevice AllocationManager.

� How toProtectNonallocatableDevices
TheNoUsers option is usedmost often for the framebuffer and printer, which do not have to be
allocated to be used.

Youmust be in the SecurityAdministrator role in the global zone.

Open theDevice AllocationManager.

Click the DeviceAllocation icon on the Tools subpanel.

Click theDevice Administration button.

Select the newprinter or framebuffer.

a. For Allocatable By, clickNoUsers.

b. (Optional) Restrict the label rangeby setting theminimumandmaximum label.

4

BeforeYouBegin

1

2

3

ManagingDevices in Trusted Extensions (Tasks)

Chapter 17 • ManagingDevices for Trusted Extensions 195



Preventing RemoteAllocation of theAudio Device

TheNoUsers option is usedmost often for the framebuffer and printer, which do not have to be
allocated to be used. But as shown in the following example, NoUsers prevents remote users from
hearing conversations around a remotemachine.

The SecurityAdministrator role configures the audio device in the DeviceAllocationManager as
follows:

Device Name: audio

For Allocations From: Trusted Path

Allocatable By: Authorized Users

Authorizations: solaris.device.allocate

Device Name: audio

For Allocations From: Non-Trusted Pathh

Allocatable By: No Users

� How toConfigure a Serial Line for Logins
Youmust be in the SecurityAdministrator role in the global zone.

Launch the SolarisManagement Consolewith the Files scope.

FIGURE 17–1 SolarisManagementConsole Tools

Navigate to Serial Ports.

Click Devices andHardware, then Serial Ports. Provide a password when prompted. Follow the
online help to configure the serial port.

Click theDevice Allocation icon on the Tools subpanel on the Front Panel.

The default label range is ADMIN_LOW to ADMIN_HIGH.

Example 17–1
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Save your changes.

Restricting the Label Range of a Serial Port

After creating a serial login device, the SecurityAdministrator role restricts the label range of the
serial port to a single label, Public. The administrator sets the following values in the Device
Administration dialog boxes.

Device Name: /dev/term[a|b]

Device Type: tty

Clean Program: /bin/true

Device Map: /dev/term[a|b]

Minimum Label: Public

Maximum Label: Public

Allocatable By: No Users

� How toConfigure anAudioPlayer Program forUse
The following procedure enables an audio player to launch automatically when a user inserts amusic
CD. For the user’s procedure, see “How to Listen to aMusic CD” on page 204.

Youmust be in the SystemAdministrator role in the global zone.

Edit the /etc/rmmount.conf file.

Use theAdmin Editor action. For details, see “How to EditAdministrative Files in Trusted
Extensions” on page 44.

Add your site’s CDplayer program to the cdrom action in the file.

action medium action_program.so path-to-program

Configuring anAudio Player Program for Use

In the following example, the system administratormakes the workman program available to all users
of this system. The workman program is an audio player program.

# /etc/rmmount.conf file

action cdrom action_workman.so /usr/local/bin/workman

4
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� How toPrevent FileManagerDisplayAfterDevice
Allocation
Youmust be in the SystemAdministrator role in the global zone.

Edit the /etc/rmmount.conf file.
Use theAdmin Editor action. For details, see “How to EditAdministrative Files in Trusted
Extensions” on page 44.

Find the filemgr actions.
action cdrom action_filemgr.so

action floppy action_filemgr.so

Comment out the appropriate action.
The following example shows the action_filemgr.so commented out for both the cdrom and
diskette devices.
# action cdrom action_filemgr.so

# action floppy action_filemgr.so

� How toAddaDevice Clean Script
If no device_clean script is specified at the time the device is created, the default is /bin/true.

Have ready a script that purges all usable data from the physical device and that returns 0 for success.
For devices with removablemedia, the script attempts to eject themedia if the user does not do so.
The script puts the device into the allocate error state if themedium is not ejected. For details of the
requirements, see device_clean(5).

Youmust be in the SystemAdministrator role in the global zone.

Copy the script into /etc/security/lib.

In theDevice AdministrationGUI, type the full path to the script.

a. Open theDevice AllocationManager.

b. Click theDevice Administration button.

c. Highlight the nameof the affected device and click the Configure…button.

d. Type the full path to the script in the Clean Programfield.

e. Close theDevice AllocationManager.
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CustomizingDeviceAuthorizations in Trusted Extensions
(Tasks)

Use the following taskmap to change device authorizations at your site.

Task Description For Instructions

Create new device authorizations Create site-specific authorizations. “How to Create NewDevice
Authorizations” on page 199

Add authorizations to a device Add site-specific authorizations to selected
devices.

“How toAdd Site-SpecificAuthorizations
to a Device” on page 202

Assign device authorizations to
users and roles

Enable users and roles to use the new
authorizations.

“How toAssignDeviceAuthorizations”
on page 202

� How toCreateNewDeviceAuthorizations
If no authorization is specified at the time a device is created, by default all users can use the device. If
an authorization is specified, then by default only authorized users can use the device.

Youmust be in the SecurityAdministrator role in the global zone.

Open the auth_attrfile for editing.

Use theAdmin Editor action. For details, see “How to EditAdministrative Files in Trusted
Extensions” on page 44.

Create a heading for the newauthorizations.

Use the reverse-order Internet domain name of your organization followed by optional additional
arbitrary components. Separate components by dots. End heading names with a dot.
domain-suffix.domain-prefix.:::Company Header::help=Company.html

Addnewauthorization entries.

Enter the authorizations, one authorization per line. The lines are split for display purposes.
domain-suffix.domain-prefix.grant:::Grant All Company Authorizations::

help=CompanyGrant.html
domain-suffix.domain-prefix.grant.device:::Grant Company Device Authorizations::

help=CompanyGrantDevice.html
domain-suffix.domain-prefix.device.allocate.tape:::Allocate Tape Device::

help=CompanyTapeAllocate.html
domain-suffix.domain-prefix.device.allocate.floppy:::Allocate Floppy Device::

help=CompanyFloppyAllocate.html
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Save and close the file.
:wq

If you are using LDAP as your naming service, update the auth_attr entries on the Sun Java System
Directory Server (LDAP server).

For information, see the ldapaddent(1M).

Add the newauthorizations to the appropriate profiles. Then assign the profiles to users and roles.

Use the SolarisManagement Console.Assume the SecurityAdministrator role, then follow the
Solaris procedure “How to Create or Change a Rights Profile” in SystemAdministration Guide:
Security Services

Use the authorization to restrict access to tapes anddiskette drives.

Add the new authorizations to the list of required authorizations in the DeviceAllocationManager.
For the procedure, see “How toAdd Site-SpecificAuthorizations to a Device” on page 202.

CreatingMore Fine-GrainedDeviceAuthorizations

Asecurity administrator for NewCo constructedmore fine-grained device authorizations for the
company.

First, the administrator included a header for all of the authorizations for newco.com in the
auth_attr file.

# auth_attr file

com.newco.:::NewCo Header::help=Newco.html

Next, the administrator added authorization entries to the file:

com.newco.grant:::Grant All NewCo Authorizations::

help=NewcoGrant.html

com.newco.grant.device:::Grant NewCo Device Authorizations::

help=NewcoGrantDevice.html

com.newco.device.allocate.tape:::Allocate Tape Device::

help=NewcoTapeAllocate.html

com.newco.device.allocate.floppy:::Allocate Floppy Device::

help=NewcoFloppyAllocate.html

The lines are split for display purposes.

The entries created the following authorizations:

� An authorization to grant all NewCo’s authorizations
� An authorization to grant NewCo’s device authorizations
� An authorization to allocate a tape device
� An authorization to allocate a diskette device

4

5

6

7
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Creating Trusted Path andNon-Trusted PathAuthorizations
By default, theAllocate Devices authorizations enables allocation from the trusted path and from
outside the trusted path.

In the following example, site security policy required restricting remote CD-ROMallocation. The
security administrator created the com.someco.device.cdrom.local authorization. This
authorization is for CD-ROMdevices that are allocated with the trusted path. The
com.someco.device.cdrom.remote authorization is for those few users who are allowed to allocate
a CD-ROMoutside the trusted path.

The security administrator added the authorizations to the auth_attr database, added the
authorizations to the devices, and then placed the authorizations in profiles. The profiles were
assigned to users who were allowed to allocate devices.

� auth_attr database entries:

com.someco.:::SomeCo Header::help=Someco.html

com.someco.grant:::Grant All SomeCo Authorizations::

help=SomecoGrant.html

com.someco.grant.device:::Grant SomeCo Device Authorizations::

help=SomecoGrantDevice.html

com.someco.device.cdrom.local:::Allocate Local CD-ROM Device::

help=SomecoCDAllocateLocal.html

com.someco.device.cdrom.remote:::Allocate Remote CD-ROM Device::

help=SomecoCDAllocateRemote.html

� DeviceAllocationManager assignment:
Trusted Path enables authorized users to use the DeviceAllocationManager when allocating the
local CD-ROM.

Device Name: cdrom_0

For Allocations From: Trusted Path

Allocatable By: Authorized Users

Authorizations: com.someco.device.cdrom.local

Non-Trusted Path enables users to allocate a device remotely by using the allocate command.

Device Name: cdrom_0

For Allocations From: Non-Trusted Path

Allocatable By: Authorized Users

Authorizations: com.someco.device.cdrom.remote

� Rights profile entries:

# Local Allocator profile

com.someco.device.cdrom.local

# Remote Allocator profile

com.someco.device.cdrom.remote

Example 17–5
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� Authorized users:

# List of profiles for ordinary authorized user

Local Allocator Profile

...

# List of profiles for role or authorized user

Remote Allocator Profile

...

To prevent all access to an allocatable device without using authorizations, see Example 17–1.

� How toAddSite-SpecificAuthorizations to aDevice
Youmust be in the SecurityAdministrator role, or in a role that includes the Configure Device
Attributes authorization. Youmust have already created site-specific authorizations, as described in
“How to Create NewDeviceAuthorizations” on page 199.

Follow the “How toConfigure aDevice” onpage 191procedure.

Click theAuthorizations…button to add the appropriate site-specific authorizations.

Save your changes.

For a complete example, see Example 17–5.

� How toAssignDeviceAuthorizations
TheAllocate Device authorization enables users to allocate a device. TheAllocate Device
authorization, and the Revoke or ReclaimDevice authorization are appropriate for administrative
roles.

Youmust be in the SecurityAdministrator role in the global zone.

Launch the SolarisManagement Console in the appropriate scope.

For details, see “How to Launch the SolarisManagement Console” on page 42.

Navigate to theUser Account tool.

Provide a password when prompted.

Click the Rights tab.

BeforeYouBegin

1
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3

BeforeYouBegin
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Assign to the user a rights profile that contains theAllocateDevice authorization.
TheAllAuthorizations profile includes administrator authorizations, such as the Revoke or Reclaim
Device authorization. This profile is not suitable for an ordinary user. This profilemight not be
suitable for all roles.

If the existing profiles are not appropriate, the SecurityAdministrator role can create a new profile.
For an example, see “How to Create a ConvenientAuthorizations Rights Profile” on page 79. The
SecurityAdministrator role creates and reconfigures profiles.

AssigningDeviceAuthorizations to a Role

In this example, the SecurityAdministrator role choosesAdministrative Roles in the UserAccounts
tool and navigates to the Rights tab. The administrator assigns one ormore of the following rights
profiles.

The following profiles enable a role to allocate devices:

� AllAuthorizations
� DeviceManagement
� Media Backup
� Media Restore
� Object LabelManagement
� Software Installation

The following profiles enable a role to revoke or reclaim devices:

� AllAuthorizations
� DeviceManagement

The following profiles enable a role to create or configure devices:

� AllAuthorizations
� Device Security

AssigningNewDeviceAuthorizations

In this example, the security administrator configures the new device authorizations. The Security
Administrator role does the following:

1. Creates new device authorizations, as in “How to Create NewDeviceAuthorizations” on page
199.

2. In the DeviceAllocationManager, adds the new device authorizations to the tape and diskette
devices.

3. Places the new authorizations in the rights profile, NewCoAllocation.
4. Adds the NewCoAllocation profile to the profiles of users and roles who are authorized to

allocate tapes and diskette drives.

Authorized users and roles can now use the tape drives and diskette drives on this system.

4
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UsingDevices in Trusted Extensions (Tasks)
In Trusted Extensions, all roles are authorized to allocate a device. Like users, roles must use the
DeviceAllocationManager. The allocate command does not work in Trusted Extensions. The
following taskmap points to convenient procedures for using devices.

Task For Instructions

Allocate and deallocate a device “How toAllocate a Device” in Solaris Trusted Extensions User’s Guide

Listen tomusic “How to Listen to aMusic CD” on page 204

Load a diskette for reading or writing “How to Load RemovableMedia That Has a File System” on page 204

� How to Listen to aMusic CD
The usermust be authorized to allocate the audio and CD-ROMdevices.

Allocate the audio device and the CD-ROMdrive.
Use the DeviceAllocationManager. For instructions, see “How toAllocate a Device” in Solaris
Trusted Extensions User’s Guide.

Insert themusic CD.

When you are asked, do notmount the CD-ROM.

� If the administrator has defined an audio action in rmmount.conf, the audio action executes.
To set up an audio action for users, see “How to Configure anAudio Player Program for Use”
on page 197.

� By default, no audio action is specified.
To play the CD, invoke an audioplayer application.

If you are authorized to allocate the audio and CD-ROMdevices, and one of the devices is not listed,
the devicemight be already allocated. Or, the devicemight be in an allocate error state. Contact the
system administrator.

� How to LoadRemovableMedia ThatHas a File System
Youmust be authorized to allocate the device.All roles are authorized to allocate devices. To grant
users theAllocate Device authorization, see “How to Create a ConvenientAuthorizations Rights
Profile” on page 79.

Log in as an ordinary user.

BeforeYouBegin

1
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Allocate the appropriate device in aworkspace at the appropriate label.

� Toperforman administrative task, you assumea role.

� To load the file systemon themedia into the global zone, allocate themedia in the global
zone.

� To load the file systemon themedia into a labeled zone, create aworkspace at the
appropriate label.
Then, allocate the device.

� To load a file system that is not part of an administrative task, create aworkspace at the
appropriate label.
Then, allocate the device.

Use the DeviceAllocationManager. For instructions, see “How toAllocate a Device” in Solaris
Trusted Extensions User’s Guide.

Insert themedia.

Answer the question aboutwhether tomount the diskette:

� To read the device, answer yes.
After the file system on themedia is mounted as part of device allocation, a FileManager appears.
The current directory is set to themount point.

� To create ormodify the file systemon themedia, answer no.
Programs to formatmedia can create a new file system only if the file system on themedia is not
mounted.

LoadingAudit Configuration Files

In this example, roles are not yet configured on the system. The root user needs to copy
configuration files onto removeablemedia. The contents of themedia are then going to be copied
onto other systems. These files are to be copied to each system that is configured with Trusted
Extensions software.

So, the root user allocates the floppy_0 device in the DeviceAllocationManager, and responds yes
to themount query. Then root user inserts the diskette with the configuration files, and copies them
to the disk. The diskette is labeled Trusted Path.

To read from themedia, the root user allocates the device on the receiving host, then downloads the
contents.

If the configuration files are on a tape, the root user allocates the mag_0 device. If the configuration
files are on a CD-ROM, the root user allocates the cdrom_0 device.

2

3

4
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If you are authorized to allocate a device, but the device is not listed, the devicemight be already
allocated. Or, the devicemight be in an allocate error state. Contact the system administrator.

Troubleshooting
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Trusted ExtensionsAuditing

This chapter describes the additions to auditing that Trusted Extensions provides.

� “Trusted Extensions andAuditing” on page 207
� “AuditManagement by Role in Trusted Extensions” on page 208
� “Trusted ExtensionsAudit Reference” on page 209

Trusted Extensions andAuditing
On a system that is configured with Trusted Extensions software, auditing is configured and is
administered similarly to auditing on a Solaris system. However, there are some differences.

� Trusted Extensions software adds audit classes, audit events, audit tokens, and audit policies to
the system.

� By default, auditing is enabled in Trusted Extensions software.
� As in the Solaris OS, the cnt audit policy is enabled. The ahlt policy is disabled.
� Per-zone auditing is not supported.All audit configuration is done in the global zone, for all

zones.
� Trusted Extensions provides administrative tools to administer users’ audit characteristics and to

edit audit files.
� Two roles, SystemAdministrator and SecurityAdministrator, configure and administer auditing

in Trusted Extensions.
The security administrator plans what to audit and any site-specific event-to-class mappings.As
in the Solaris OS, the system administrator plans disk space for the audit files, creates an audit
administration server, and installs audit configuration files.
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AuditManagementbyRole in Trusted Extensions
Auditing in Trusted Extensions requires the same planning as it does in the Solaris OS. For details of
planning, see Chapter 28, “Planning for SolarisAuditing,” in SystemAdministration Guide: Security
Services.

Role Setup forAuditAdministration
In Trusted Extensions, auditing is the responsibility of two roles. The SystemAdministrator role sets
up the disks and the network of audit storage. The SecurityAdministrator decides what is to be
audited, and enters the information in the audit configuration files.As in the Solaris OS, the site
creates the roles in software. The profiles for these two roles are provided. The install team created
the SecurityAdministrator role during initial configuration. For details, see “Create the Security
Administrator Role” in Solaris Trusted Extensions Installation and Configuration.

Note –Administrators should understand that a system only records the security-relevant events that
the audit configuration files configure themachine to record (that is, by preselection). Therefore, any
subsequent audit can only consider the events that have been recorded. If auditing is not configured
to record the certain security-relevant events for the system, those events are not audited. This can
mean that attempts to breach the security of the system go undetected, or that the administrator is
unable to detect the user who is responsible for an attempted breach of security.Administrators
should regularly analyze audit trails to check for breaches of security.

Audit Tasks in Trusted Extensions
The procedures to configure andmanage auditing in Trusted Extensions differ slightly from Solaris
procedures:

� Audit configuration is done in the global zone by one of two administrative roles. For details, see
the following sections.

� Trusted Extensions administrators use CDE actions that invoke a trusted editor when editing
audit configuration files. For the list of actions, see “Trusted CDEActions” on page 28.

� Trusted Extensions administrators use the SolarisManagement Console to configure individual
users. Users’ audit characteristics can be specified in this tool. Specifying user characteristics is
only required when the user’s audit characteristics differ from the audit characteristics of the
systems on which the user works. For an introduction to the tool, see “SolarisManagement
Console Tools” on page 32.

Audit Tasks of the SecurityAdministrator Role
The following tasks are security-relevant, and are therefore the responsibility of the Security
Administrator role. Follow the Solaris instructions, and use the Trusted Extensions administrative
tools.

AuditManagement by Role in Trusted Extensions
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Task Solaris Instructions Trusted Extensions Instructions

Configure audit files “ConfiguringAudit Files (TaskMap)” in System
Administration Guide: Security Services

Use theAudit actions. For details, see “How
to Launch CDEAdministrativeActions in
Trusted Extensions” on page 43.

(Optional) Change default
audit policy

“How to ConfigureAudit Policy” in System
Administration Guide: Security Services

Use theAudit Startup action.

Disable and re-enable auditing “How toDisableAuditing” in SystemAdministration
Guide: Security Services

The bsmunconv commandmust be run in
the global zone.

Manage auditing “SolarisAuditing (TaskMap)” in System
Administration Guide: Security Services

Use theAdmin Editor.

Ignore per-zone audit tasks.

Audit Tasks of the SystemAdministrator Role
The following tasks are the responsibility of the SystemAdministrator role. Follow the Solaris
instructions, and use the Trusted Extensions administrative tools.

Task Solaris Instructions Trusted Extensions Instructions

Create audit partitions, create an
audit administration server, export
audit partitions, andmount audit
partitions.

Create an audit_warn alias.

“Configuring and Enabling theAuditing Service” in
SystemAdministration Guide: Security Services

Perform all administration in the
global zone.

Use theAdmin Editor action.

(Optional) Distribute audit
configuration files

“Copying To and FromPortable
Media” in Solaris Trusted Extensions
Installation and Configuration

Manage auditing “SolarisAuditing (TaskMap)” in System
Administration Guide: Security Services

Ignore per-zone audit tasks.

Select audit records by label “How to SelectAudit Events From theAudit Trail” in
SystemAdministration Guide: Security Services

Use the auditreduce commandwith
the -l option.

Trusted ExtensionsAudit Reference
Trusted Extensions software adds audit classes, audit events, audit tokens, and audit policy options to
the Solaris OS. Several auditing commands are extended to handle labels. Trusted Extensions audit
records include a label, as is shown in the following figure.
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header token

subject token

slabel token

return token

FIGURE 18–1TypicalAudit Record on a Labeled System

Trusted ExtensionsAudit Classes
The audit classes that Trusted Extensions software adds to the Solaris OS classes are listed
alphabetically in the following table. The classes are listed in the file /etc/security/audit_class.
Formore information about audit classes, see the audit_class(4) man page.

TABLE 18–1XServerAudit Classes

Short Name LongName AuditMask

xc X - Object create/destroy 0x00800000

xp X - Privileged operations 0x00400000

xs X - Operations that fail silently 0x01000000

xx X -All X events in the xc, xp, and xs classes 0x01c00000

The X server audit class events aremapped to these classes according to the following criteria:

� xp –This class audits for use of privilege. Privilege use can be successful or unsuccessful. For
example, ChangeWindowAttributes() is audited when a client attempts to change the attributes
of another client’s window. This class also includes administrative routines, such as
SetAccessControl().

� xc –This class audits routines that do not return X errormessages to clients on failure when
security attributes cause the failure. For example, GetImage() does not return a BadWindow error
if it cannot read from awindow for lack of privilege. It does not read from that window, but
creates no errormessage.

These events should be selected for audit on success only.When xc events are selected for failure,
the audit trail fills up with uninteresting records.

� xs –This class audits server objects for creation or for destruction. For example, this class audits
CreateWindow().

� xx –This class includes all the other X audit classes.
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Trusted ExtensionsAudit Events
Trusted Extensions software adds audit events to the system. The new audit events and the audit
classes to which the events belong are listed in the /etc/security/audit_event file. The audit event
numbers for Trusted Extensions are between 9000 and 10000. Formore information about audit
events, see the audit_event(4) man page.

Trusted ExtensionsAudit Tokens
The audit tokens that Trusted Extensions software adds to the Solaris OS are listed alphabetically in
the following table. The tokens are also listed on the audit.log(4) man page.

TABLE 18–2Trusted ExtensionsAudit Tokens

TokenName Description

“labelToken” on page 211 Sensitivity label

“xatomToken” on page 212 Xwindow atom identification

“xclientToken” on page 212 X client identification

“xcolormap Token” on page 213 Xwindow color information

“xcursorToken” on page 213 Xwindow cursor information

“xfontToken” on page 213 Xwindow font information

“xgcToken” on page 214 Xwindow graphical context information

“xpixmapToken” on page 214 Xwindow pixel mapping information

“xproperty Token” on page 214 Xwindow property information

“xselectToken” on page 215 Xwindow data information

“xwindowToken” on page 215 Xwindowwindow information

label Token
The label token contains a sensitivity label. The fields are:

� Atoken ID
� Asensitivity label

The following figure shows the token format.
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token ID sensitivity label

1 byte

label ID pad classification compartments

1 byte 2 bytes 32 bytes1 byte

36 bytes

FIGURE 18–2 labelTokenFormat

Alabel token is displayed by praudit as follows:

sensitivity label,ADMIN_LOW

xatom Token
The xatom token contains information concerning an X atom. This token contains the following
fields:

� Atoken ID
� The string length
� Atext string that identifies the atom

An xatom token is displayed by praudit as follows:

X atom,_DT_SAVE_MODE

xclient Token
The xclient token contains information concerning the X client. This token contains the following
fields:

� Atoken ID
� The client ID

An xclient token is displayed by praudit as follows:

X client,15
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xcolormap Token
The xcolormap token contains information about the colormaps. This token contains the following
fields:

� Atoken ID
� The X server identifier
� The creator’s user ID

The following figure shows the token format.

token ID XID creator UID

1 byte 4 bytes 4 bytes

FIGURE 18–3 Format for xcolormap, xcursor, xfont, xgc, xpixmap, and xwindowTokens

An xcolormap token is displayed by praudit as follows:

X color map,0x08c00005,srv

xcursor Token
The xcursor token contains information about the cursors. This token contains the following fields:

� Atoken ID
� The X server identifier
� The creator’s user ID

Figure 18–3 shows the token format.

An xcursor token is displayed by praudit as follows:

X cursor,0x0f400006,srv

xfont Token
The xfont token contains information about the fonts. The fields are:

� Atoken ID
� The X server identifier
� The creator’s user ID

Figure 18–3 shows the token format.

An xfont token is displayed by praudit as follows:

X font,0x08c00001,srv
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xgc Token
The xgc token contains information about the xgc. The fields are:

� Atoken ID
� The X server identifier
� The creator’s user ID

Figure 18–3 shows the token format.

An xgc token is displayed by praudit as follows:

Xgraphic context,0x002f2ca0,srv

xpixmap Token
The xpixmap token contains information about the pixel mappings. This token contains the
following fields:

� Atoken ID
� The X server identifier
� The creator’s user ID

Figure 18–3 shows the token format.

An xpixmap token is displayed by praudit as follows:

X pixmap,0x08c00005,srv

xproperty Token
The xproperty token contains information about various properties of a window. This token
contains the following fields:

� Atoken ID
� The X server identifier
� The creator’s user ID
� Astring length
� Astring (atom name)

The following figure shows an xproperty token format.

1 byte 4 bytes 4 bytes 2 bytes N bytes

token ID XID creator UID strlen string (atom name)

FIGURE 18–4 xpropertyTokenFormat

An xproperty token is displayed by praudit as follows:
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X property,0x000075d5,root,_MOTIF_DEFAULT_BINDINGS

xselect Token
The xselect token contains the data that is moved between windows. This data is a byte streamwith
no assumed internal structure, and a property string. This token contains the following fields:

� Atoken ID
� The length of the property string
� The property string
� Alength for the property type
� The property type string
� Alength field that gives the number of bytes of data
� Abyte string that contains the data

The following figure shows the token format.

token ID property length prop string prop type len prop type data length window data

1 byte 2 bytes N bytes 2 bytes N bytes 2 bytes N bytes

FIGURE 18–5 xselectTokenFormat

An xselect token is displayed by praudit as follows:

X selection,

xwindow Token
The xwindow token contains information about a window. The fields are:

� Atoken ID
� The X server identifier
� The creator’s user ID

Figure 18–3 shows the token format.

An xwindow token is displayed by praudit as follows:

X window,0x07400001,srv

Trusted ExtensionsAudit Policy
Trusted Extensions adds the following audit policies to existing Solaris auditing policies:

$ auditconfig -lspolicy

...

windata_down Include downgraded window information in audit records
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windata_up Include upgraded window information in audit records

...

Extensions toAuditingCommands in Trusted
Extensions
The auditconfig, auditreduce, and bsmrecord commands are extended to handle Trusted
Extensions information.

� The auditconfig command includes the Trusted Extensions audit policies. For details, see the
auditconfig(1M)man page.

� The auditreduce command adds the -l option for filtering records according to label. For
details, see the auditreduce(1M)man page.

� The bsmrecord command includes the Trusted Extensions audit events. For details, see the
bsmrecord(1M)man page.
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SoftwareManagement in Trusted Extensions

This chapter contains information about ensuring that third-party software runs in a trustworthy
manner on a system that is configured with Trusted Extensions.

� “Adding Software to Trusted Extensions” on page 217
� “Trusted Processes in theWindow System” on page 220
� “Managing Software (Tasks)” on page 221

AddingSoftware to Trusted Extensions
Any software that can be added to a Solaris system can be added to a system that is configured with
Trusted Extensions.Additionally, programs that use Trusted ExtensionsAPIs can be added.Adding
software to a Trusted Extensions system is similar to adding software to a Solaris system that is
running non-global zones.

For example, packaging issues affect systems that have installed non-global zones. Package
parameters define the following:

� The zone scope of the package. The scope determines the type of zone in which an individual
package can be installed.

� The visibility of the package. Visibility determines whether a package is required to be installed
on all zones, and be identical in all zones.

� The limitation of the package. One limitation is whether a packagemust be installed in the
current zone only.

In Trusted Extensions, programs are typically installed in the global zone for use by ordinary users in
labeled zones. For details on installing packages in zones, see Chapter 24, “About Packages and
Patches on a Solaris SystemWith Zones Installed (Overview),” in SystemAdministration Guide:
Solaris Containers-ResourceManagement and Solaris Zones and the pkgadd(1M)man page.

At a Trusted Extensions site, the system administrator and the security administrator work together
to install software. The security administrator evaluates software additions for adherence to security
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policy.When the software requires privileges or authorizations to succeed, the Security
Administrator role assigns an appropriate rights profile to the users of that software.

To import software from removablemedia requires authorization.An account with the device
allocation authorization can import or export data from removablemedia. Data includes programs.
An ordinary user can only import data at a label within that user’s clearance.

The SystemAdministrator role is responsible for adding the programs that the security
administrator approves.

Solaris SecurityMechanisms
Trusted Extensions uses the same securitymechanisms as the Solaris OS. Themechanisms include
the following:

� Authorizations –Users of a program can be required to have a particular authorization. For
information on authorizations, see “Solaris RBAC Elements and Basic Concepts” in System
Administration Guide: Security Services. Also, see the auth_attr(4) and the
getauthattr(3SECDB)man pages.

� Privileges – Programs and processes can be assigned privileges. For information on privileges,
see Chapter 8, “Using Roles and Privileges (Overview),” in SystemAdministration Guide:
Security Services. Also, see the privileges(5) man page.
The ppriv command provides a debugging utility. For details, see the ppriv(1) man page. For
using this utility with programs that work in non-global zones, see “Using the ppriv Utility” in
SystemAdministration Guide: Solaris Containers-ResourceManagement and Solaris Zones.

� Right Profiles –Rights profiles collect security attributes in one place for assignment to users or
roles. For information on rights profiles, see “RBACRights Profiles” in SystemAdministration
Guide: Security Services. Trusted Extensions adds CDE actions to the type of executables that can
be given security attributes.

� Trusted libraries –Dynamically-shared libraries that are used by setuid, setgid, and privileged
programs can be loaded only from trusted directories.As in the Solaris OS, the crle command is
used to add a privileged program’s shared library directories to the list of trusted directories. For
details, see the crle(1) man page.

Evaluating Software for Security
When software has been assigned privileges or when the software runs with an alternate UID or GID,
the software becomes trusted. Trusted software can bypass aspects of the Trusted Extensions security
policy. Be aware that you canmake software trusted even though it might not be worthy of trust. The
SecurityAdministrator role should not give any privileges to software until careful scrutiny has
revealed that the software uses the privileges in a trustworthymanner.

� Programs that require no security attributes – Some programs run at a single level and require
no privileges. These programs can be installed in a public directory, such as /usr/local. For
access, assign the programs as commands in the rights profiles of users and roles.

Adding Software to Trusted Extensions
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� Programs that run as root – Some programs execute with setuid 0. Such programs can be
assigned an effective UID of root in a rights profile. The SecurityAdministrator role then assigns
the profile to an administrative role.
If the application can use privileges in a trustworthymanner, assign the needed privileges to the
application, and do not execute the program as root.

� Programs that require privileges – Some programsmight need privileges for reasons that are
not obvious. Even if a program is not performing any function that seems to violate system
security policy, the programmight be doing something internally that violates security. For
example, the program could be using a shared log file, or the program could be reading from
/dev/kmem. For security concerns, see the mem(7D)man page.
Sometimes an internal policy override is not particularly important to the application’s correct
operation. Rather, the override provides a convenient feature for users. If your organization has
access to the source code, check if you can remove the operations that require policy overrides
without affecting the performance of the application.

Developer ResponsibilitiesWhenCreating TrustedPrograms
Even though a program’s developer canmanipulate privilege sets in the program’s source code, if the
SecurityAdministrator role does not assign the required privileges, the programwill fail. The
developer and security administrator cooperate when creating trusted programs.

Adeveloper whowrites a trusted programmust do the following:

1. Understand where the program requires privileges to do its work.
2. Know and follow techniques, such as privilege bracketing, for safely using privileges in programs.
3. Be aware of the security implications when assigning privileges to a program.Make sure that the

program does not violate security policy.
4. Compile the program by using shared libraries that are linked to the program from a trusted

directory.
For additional information, see Solaris Security for Developers Guide. For examples of code for
Trusted Extensions, see Solaris Trusted Extensions Developer’s Guide.

SecurityAdministrator Responsibilities for TrustedPrograms
The security administrator is responsible for testing and evaluating new software.After determining
that the software is trustworthy, the SecurityAdministrator role configures rights profiles and other
security-relevant attributes for the program.

1. Make sure the programmer and the program distribution process is trusted.
2. From one of these sources, find out which privileges are required by the program:

a. Ask the programmer.
b. Search the source code for any privileges that the program expects to use.
c. Search the source code for any authorizations that the program requires of its users.

Adding Software to Trusted Extensions
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d. Use the debugging options to the ppriv command to search for use of privilege. For
examples, see the ppriv(1) man page.

3. Examine the source code tomake sure that the code behaves in a trustworthymanner when using
the privileges that the program needs to operate.
If the program fails to use privilege in a trustworthymanner, and you canmodify the program’s
source code, thenmodify the code.Asecurity consultant or programmer who is knowledgeable
about security canmodify the code.Modificationsmight include privilege bracketing or
checking for authorizations.
The assignment of privileges should not be automatic.Aprogram that fails due to lack of
privilege can be assigned privileges.Alternatively, the SecurityAdministrator role might decide
to assign an effective UID or GID tomake the privilege unnecessary.

TrustedProcesses in theWindowSystem
In Solaris Trusted Extensions (CDE), the following window system processes are trusted:

� Front Panel
� Subpanels of the Front Panel
� WorkspaceMenu
� FileManager
� ApplicationManager

The window system’s trusted processes are available to everyone, but access to administrative actions
is restricted to roles in the global zone.

In the FileManager, if an action is not in one of the account’s profiles, the icon for the action is not
visible. In theWorkspaceMenu, if an action is not in one of the account’s profiles, the action is
visible, but an error displays if the action is invoked.

In CDE, the windowmanager, dtwm, calls the Xtsolusersession script. This script works with the
windowmanager to invoke actions that are launched from the window system. The
Xtsolusersession script consults the account’s rights profiles when the account attempts to launch
an action. In either case, if the action is in an assigned rights profile, the action is run with the security
attributes that are specified in the profile.

AddingTrustedCDEActions
The process of creating and using CDE actions is similar in Trusted Extensions to the process in the
Solaris OS.Adding actions is described in the Chapter 4, “Adding andAdministeringApplications,”
in Solaris CommonDesktop Environment: Advanced User’s and SystemAdministrator’s Guide.

As in the Solaris OS, the use of actions can be controlled by the rights profilemechanism. In Trusted
Extensions, a number of actions have been assigned security attributes in the rights profiles of
administrative roles. The SecurityAdministrator role can also use the Rights tool to assign security
attributes to new actions.

Trusted Processes in theWindow System
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The following table summarizes themain differences that are encountered in creating and using
actions in the Solaris Trusted Extensions system.

TABLE 19–1Constraints onCDEActions in Solaris Trusted Extensions

Solaris CDEActions Solaris Trusted Extensions (CDE) Actions

New actions can be created by
anyone within the originator’s
home directory.

Anew action is automatically
usable by its creator.

An action is usable only if the action is a rights profile that is assigned to the user. The search path
for actions has been changed.Actions in any individual’s home directory are processed last instead
of first. Therefore, no one can customize existing actions.

Users can create a new action in their home directory, but the actionmight not be usable.

Users with theAll profile can use an action that they create. Otherwise, the SecurityAdministrator
role must add the name of the new action to one of the account’s rights profiles.

To launch the action, the user uses the FileManager. The SystemAdministrator role can place
actions in public directories.

Actions can be dragged and
dropped to the Front Panel.

The Front Panel is part of the trusted path. The windowmanager recognizes only the
administratively-added actions that are located in the /usr/dt and /etc/dt subdirectories. Even
with theAll profile, a user cannot drag a new action to the Front Panel.Action from a user’s home
directory are not recognized by the windowmanager. Themanager only looks in the public
directories.

Actions can do privileged
operations if they are run by
root.

Actions can do privileged operation if the actions have been assigned privileges in a rights profile
that has been assigned to a user.

Actions are notmanaged by the
SolarisManagement Console.

Actions are assigned to rights profiles in the Rights tool of the SolarisManagement Console. If new
actions are added, the SecurityAdministrator role canmake the new actions available.

Managing Software (Tasks)
Managing software in Trusted Extensions is similar tomanaging software on a Solaris system that
has non-global zones installed. For details about zones, see Part II, “Zones,” in System
Administration Guide: Solaris Containers-ResourceManagement and Solaris Zones.

� How toAddaSoftwarePackage
Youmust be in a role that can allocate a device.

Start from the appropriateworkspace.

� To install a software package in the global zone, stay in the global zone.

BeforeYouBegin

1

Managing Software (Tasks)
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� To install a software package in a labeled zone, create aworkspace at that label.

For details, see “How toWork at a Different Label” on page 56.

Allocate the CD-ROMdevice.

For details, see “How toAllocate a Device” in Solaris Trusted Extensions User’s Guide.

Install the software.

Deallocate the devicewhen you are finished.

� How to Install a Java Jar File
This procedure downloads a Java jar file to the global zone. From the global zone, the administrator
canmake it available to ordinary users.

The security administrator has verified that the source of the Java program is trustworthy, that the
method of delivery is secure, and that the program can run in a trustworthymanner.

You are in the SystemAdministrator role in the global zone.

Download the Java jar file to the /tmpdirectory.

For example, if you are selecting software from the http://www.sunfreeware.com, download the link
that is described withWeb StartWizard form of application.

Open a FileManager to the /tmpdirectory.

The Software Installation profile includes the Open action for Java code.

Double-click the downloadedfile.

Answer the questions in the dialog boxes to install the software.

Read the installation log.

Downloading a Java Jar File to a User Label

To limit the security risk, the system administrator downloads the software to a single label within an
ordinary user’s accreditation range. Then, the security administrator tests the jar file at that label.
The administrator then downgrades the label to ADMIN_LOW, and installs it on anNFS server tomake
it available to all users.

1. In the SystemAdministrator role, create a workspace at a user label.
2. In that workspace, download the Java jar file.
3. In that workspace, test the file.

2

3

4

BeforeYouBegin

1

2

3

4

5

Example 19–1
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4. Then, change the label of the file to ADMIN_LOW.
5. The SystemAdministrator role then copies the file to anNFS server whose label is ADMIN_LOW.

Managing Software (Tasks)
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Quick Reference to Trusted Extensions
Administration

Trusted Extensions interfaces extend the Solaris OS. This appendix provides a quick reference of the
differences. For a detailed list of interfaces, including library routines and system calls, see Solaris
Trusted Extensions Transition Guide.

Administrative Interfaces in Trusted Extensions
Trusted Extensions provides interfaces for its software. The following interfaces are available only
when Trusted Extensions software is running.

Admin Editor action In Trusted Extensions, this editor is used to edit system files. In CDE,
theAdmin Editor action is in the Trusted_Extensions folder in the
ApplicationManager.

Other Trusted CDE actions The Trusted_Extensions folder in theApplicationManager contains
CDE actions that configure files, install and boot zones, and simplify
other Trusted Extensions tasks. For the tasks that these actions
perform, see “Trusted CDEActions” on page 28. CDE online help
also describes the actions.

DeviceAllocationManager In Trusted Extensions, this GUI is the interface to administering
devices. The DeviceAdministration dialog box is used by
administrators to configure devices.

The DeviceAllocationManager is used by roles and by ordinary
users to allocate devices. The GUI is available from the Trusted Path
menu.

Label Builder This application appears when the user can choose a label or a
clearance. This application also appears when a role is assigning
labels to zones, users, or roles.

SelectionManager This application appears when an authorized user or authorized role
attempts to upgrade or downgrade information.
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Trusted Pathmenu This menu handles interactions with the trusted computing base
(TCB). For example, this menu has a Change Passwordmenu item.
In CDE, you get the Trusted Pathmenu from the workspace switch
area. This menu is also a user interface.

Administrative commands Trusted Extensions provides commands to get labels and do other
tasks. For a list of the commands, see “Command Line Tools”
on page 34.

Extensions of Existing Solaris Interfaces
Trusted Extensions adds to existing configuration files, commands, andGUIs.

Administrative commands Trusted Extensions adds options to selected Solaris commands.
For a list, see Table 2–5.

Configuration files Trusted Extensions adds two privileges, net_mac_aware and
net_mlp. For the use of net_mac_aware, see “Access to NFS
MountedDirectories in Trusted Extensions” on page 116.

Trusted Extensions adds authorizations to the auth_attr
database. For a list, see “Additional Rights andAuthorizations in
Trusted Extensions” in Solaris Trusted Extensions Transition
Guide.

Trusted Extensions adds executables, including CDE actions, to
the exec_attr database.

Trusted Extensionsmodifies existing profiles in the prof_attr
database. It also adds profiles to the database.

Trusted Extensions adds CDE actions to the executables that can
be privileged in the exec_attr database.

Trusted Extensions adds fields to the policy.conf database. For
the fields, see “policy.conf File Defaults” on page 66.

Trusted Extensions adds audit tokens, audit events, audit classes,
and audit policy options. For a list, see “Trusted ExtensionsAudit
Reference” on page 209.

SolarisManagement Console Trusted Extensions adds a Security Templates tool to the
Computers andNetworks tool set.

Trusted Extensions adds a Trusted Network Zones tool to the
Computers andNetworks tool set.

Extensions of Existing Solaris Interfaces
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Trusted Extensions adds a Trusted ExtensionsAttributes tab to the
Users tool and theAdministrative Roles tool.

Tighter SecurityDefaults in Trusted Extensions
Trusted Extensions establishes tighter security defaults than the Solaris OS.

Auditing By default, auditing is enabled.

An administrator can turn off auditing, but auditing is typically required at sites that
install Trusted Extensions.

Devices By default, device allocation is enabled.

By default, device allocation requires authorization. Therefore, by default, ordinary
users cannot use removablemedia.

An administrator can remove the authorization requirement. Removing the device
allocation requirement is similar to turning off auditing.

Printing Ordinary users can print only to printers that include the user’s label in the printer’s
label range.

By default, print output has trailer and banner pages. These pages, and the body pages,
include the label of the print job.

By default, users cannot print PostScript files.

Roles Roles are available in the Solaris OS, but their use is optional. In Trusted Extensions,
roles are required for proper administration.

Making root a role is possible in the Solaris OS. In Trusted Extensions, root is made a
role to better audit who is acting as superuser.

LimitedOptions in Trusted Extensions
Trusted Extensions narrows the range of Solaris configuration options.

Desktop Trusted Extensions offers two desktops, the Solaris Trusted Extensions (CDE)
and the Java DS.

Naming service The LDAPnaming service is supported.All zonesmust be administered from
one naming service.

Zones The global zone is an administrative zone. Only the root user or a role can enter
the global zone. Therefore, administrative interfaces that are available to

LimitedOptions in Trusted Extensions
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ordinary Solaris users are not available to ordinary Trusted Extensions users. For
example, in Trusted Extensions, ordinary users cannot bring up the Solaris
Management Console.

Non-global zones are labeled zones. Users work in labeled zones.

All zonesmust be administered from one naming service.

LimitedOptions in Trusted Extensions
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A
access, See computer access
access policy

DAC, 19
devices, 184
MAC, 20

accessing
Admin Editor action, 44
administrative tools, 40-44
audit records by label, 209
devices, 183-185
global zone, 41-42
home directories, 101
printers, 163-170
SolarisManagement Console, 42-43
trusted CDE actions, 43-44

account locking, preventing, 82-83
accounts

See roles
See also users

accreditation checks, 132-134
accreditation ranges, label_encodings file, 24
actions

adding new Solaris Trusted Extensions (CDE)
actions, 220-221

Admin Editor, 44
DeviceAllocationManager, 185-186
list of trusted CDE, 28-31
Name Service Switch, 156
PrintManager, 179-180
restricted by rights profiles, 220
use differences between CDE and Solaris Trusted

Extensions (CDE), 221
add_allocatable command, 34

AddAllocatable Device action, 29
adding, workspaces, 55-56
Admin Editor action, 29

assigning your favorite editor, 57
opening, 44

ADMIN_HIGH label, 23
ADMIN_LOW label

lowest label, 23
protecting administrative files, 48

administering
account locking, 82-83
assigning device authorizations, 202-203
audio device to playmusic, 197
auditing in Trusted Extensions, 208-209
backing up files, 119
changing label of information, 84
convenient authorizations for users, 79-81
device allocation, 202-203
device authorizations, 199-202
devices, 189-206
from the global zone, 41-42
hiding labels from users, 83
labeled printing, 163-181
LDAP, 97-100
mail, 161-162
mounting file systems, 121-122
multilevel ports, 152
network in Trusted Extensions, 137-160
network of users, 77-86
PostScript printing, 180-181
printing in Trusted Extensions, 170
printing interoperability with Trusted Solaris

8, 168-169
quick reference for administrators, 225-228
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administering (Continued)
remote host database, 145-146
remote host templates, 140-144
remotely, 87-95
remotely by a role, 91
remotely from command line, 92
remotely with dtappsession, 92-93
remotely with SolarisManagement Console, 94
restoring files, 120
routes with security attributes, 149-150
serial line for login, 196-197
sharing file systems, 120-121
sharing file systems for access at higher label, 122
startup files for users, 74-76
system files, 60-61
third-party software, 217-223
timeout when relabeling information, 76-77
trusted network databases, 138-149
trusted networking, 137-160
unlabeled printing, 176-181
user privileges, 81-82
users, 65, 71-86
zones, 104-113
zones from Java DS, 103

Administering Remotely (Tasks), 90-95
administrative actions

See also actions
accessing, 44
in CDE, 28-31
in Trusted_Extensions folder, 43-44
launching remotely, 94
list of trusted CDE, 28-31
naming services, 99-100
trusted, 220

administrative labels, 23
administrative roles, See roles
Administrative Roles tool, 33
administrative tools

accessing, 40-44
description, 27-37
in Trusted_Extensions folder, 43-44
SolarisManagement Console, 42-43

allocate command, 36
Allocate Device authorization, 79-81, 184, 202-203, 203
allocate error state, correcting, 194-195

allocating
audio device, 204
CD-ROMdevice, 204
music CD, 204
removablemedia, 204-206
tape drive, 205
using DeviceAllocationManager, 185-186

Always Print Banner checkbox, checking, 179-180
applications

evaluating for security, 219
installing, 221-223
trusted and trustworthy, 218-220

assigning
editor as theAdmin Editor, 57
privileges to users, 68
rights profiles, 68

Assume Rolemenu item, 41-42
assuming, roles, 41-42
atohexlabel command, 35, 58-59
audio devices

allocating, 204
automatically launching an audio player, 197
preventing remote allocation, 196

audit_class file, action for editing, 29
Audit Classes action, 29
audit classes for Trusted Extensions, list of newX audit

classes, 210
Audit Control action, 29
audit_control file, action for editing, 29
audit_event file, 29
Audit Events action, 29
audit events for Trusted Extensions, list of, 211
audit policy in Trusted Extensions, 215-216
audit records in Trusted Extensions, policy, 215-216
Audit Review profile, reviewing audit records, 209
Audit Startup action, 29
audit_startup command, action for editing, 29
Audit Tasks of the SecurityAdministrator Role, 208-209
Audit Tasks of the SystemAdministrator Role, 209
audit tokens for Trusted Extensions

xwindow example, 215
label token, 211-212
list of, 211-215
xatom token, 212
xclient token, 212
xcolormap token, 213
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audit tokens for Trusted Extensions (Continued)
xcursor token, 213
xfont token, 213
xgc token, 214
xpixmap token, 214
xproperty token, 214-215
xselect token, 215
xwindow token, 215

auditconfig command, 36
auditing in Trusted Extensions

additional audit events, 211
additional audit policies, 215-216
additional audit tokens, 211-215
additions to existing auditing commands, 216
differences from Solaris auditing, 207
reference, 207-216
roles for administering, 208-209
security administrator tasks, 208-209
system administrator tasks, 209
tasks, 208
X audit classes, 210

auditreduce command, 36
authorizations

adding new device authorizations, 199-202
Allocate Device, 184, 202-203, 203
assigning, 68
assigning device authorizations, 202-203
authorizing a user or role to change label, 84
Configure DeviceAttributes, 203
convenient for users, 79-81
creating customized device authorizations, 200
creating local and remote device

authorizations, 201-202
customizing for devices, 202
granted, 21
Print Postscript, 167-168, 180-181
profiles that include device allocation

authorizations, 203
Revoke or ReclaimDevice, 202-203, 203
solaris.print.nobanner, 179-180
solaris.print.ps, 180-181

authorizing
device allocation, 202-203
PostScript printing, 176-181
unlabeled printing, 176-181

automount command, 36

B
banner pages

description of labeled, 165-167
difference from trailer page, 166
printing without labels, 179-180
typical, 165-166

body pages
description of labeled, 164-165
unlabeled for all users, 178-179
unlabeled for specific users, 179

C
CD-ROMdevices

accessing, 184
allocating, 204
playingmusic, 204
playingmusic automatically, 197

CDE, logging in to a failsafe session, 77
CDE actions, See actions
Change Passwordmenu item

description, 46
using to change root password, 58

ChangeWorkspace Label menu item, 56
changing

IDLETIME keyword, 73
labels by authorized users, 84
rules for label changes, 51
security level of data, 84
Selection Confirmer defaults, 51
system security defaults, 60-61
user privileges, 81-82
workspace label, 56

Check Encodings action, 29
Check TN Files action, 29
checking

interface is up, 155-156
roles are working, 155-156

chk_encodings command, 35
action for invoking, 29

choosing, See selecting
classification label component, 22
clearances, label overview, 22
Clone Zone action, 30
colors, indicating label of workspace, 25
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commands
executing with privilege, 41-42
troubleshooting networking, 156

commercial applications, evaluating, 219
Common Tasks in Trusted Extensions (Tasks), 53-61
compartment label component, 22
component definitions, label_encodings file, 24
computer access

administrator responsibilities, 48
restricting, 184

Computers andNetworks tool
adding known hosts, 144-145, 145-146
modifying tnrhdb, 138-149

Computers andNetworks tool set, 33
Configure DeviceAttributes authorization, 203
Configure Selection Confirmation action, 30
Configure Zone action, 30
configuring

audio device to playmusic, 197
auditing, 208-209
authorizations for devices, 199-202
devices, 191-194
labeled printing, 170-176
routes with security attributes, 149-150
serial line for login, 196-197
startup files for users, 74-76
trusted network, 137-160

Configuring Labeled Printing (TaskMap), 170-176
Configuring Routes and Checking Network Information

in Trusted Extensions (Tasks), 149-154
Configuring Trusted Network Databases (Tasks), 138-149
controlling, See restricting
.copy_files file

description, 68-69
setting up for users, 74-76
startup file, 36

Copy Zone action, 30
Create LDAPClient action, 30
creating

authorizations for devices, 199-202
home directories, 117

customizing
device authorizations, 202
label_encodings file, 24
unlabeled printing, 176-181
user accounts, 71-77

customizing (Continued)
WorkspaceMenu, 54-55

Customizing DeviceAuthorizations in Trusted Extensions
(Tasks), 199-203

Customizing User Environment for Security
(Tasks), 71-77

cut and paste, and labels, 49-51
cutting and pasting, configuring rules for label

changes, 51

D
databases

devices, 29
in LDAP, 97
trusted network, 126

deallocate command, 36
deallocating, forcing, 194-195
debugging, See troubleshooting
desktops

saving layout, 55
workspace color changes, 42

/dev/kmem kernel image file, security violation, 219
developers responsibilities, 219
device allocation

authorizing, 202-203
overview, 183-185
preventing FileManager display, 198
profiles that include allocation authorizations, 203

DeviceAllocationManager
administrative tool, 27
description, 185-186
use by administrators, 191-194

device-clean scripts
adding to devices, 198
requirements, 185

device databases, action for editing, 29
devices

access policy, 184
accessing, 185-186
adding customized authorizations, 202
adding device_clean script, 198
administering, 189-206
administering with DeviceAllocation

Manager, 191-194
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devices (Continued)
allocating, 183-185
automatically launching an audio player, 197
configuring devices, 191-194
configuring serial line, 196-197
creating new authorizations, 199-202
in Trusted Extensions, 183-187
policy defaults, 184
preventing remote allocation of audio, 196
protecting, 31
protecting nonallocatable, 195-196
reclaiming, 194-195
setting label range for nonallocatable, 184
setting policy, 184
setting up audio, 197
troubleshooting, 194-195, 204, 206
using, 204-206
using audio, 204
using removablemedia, 204-206

dfstab file, action for editing, 30
differences

administrative interfaces in Trusted
Extensions, 225-226

between Trusted Extensions and Solaris auditing, 207
between Trusted Extensions and Solaris OS, 20
defaults in Trusted Extensions, 227
extending Solaris interfaces, 226-227
limited options in Trusted Extensions, 227-228

directories
accessing lower-level, 101
authorizing a user or role to change label of, 84
changing labels, 111
mounting, 120-121
sharing, 120-121

discretionary access control (DAC), 21
diskettes

accessing, 184
not listed in DeviceAllocationManager, 206

displaying
labels of file systems in labeled zone, 107
status of every zone, 105

DOI, remote host templates, 128
dominance of labels, 22-23
Downgrade DragNDrop or CutPaste Info

authorization, 79-81
Downgrade File Label authorization, 79-81

downgrading labels, configuring rules for selection
confirmer, 51

DragNDrop or CutPaste without viewing contents
authorization, 79-81

dtappsession command, 35
dtsession command, running updatehome, 68-69
dtterm terminal, forcing the sourcing of .profile, 75
dtwm command, 220

E
Edit Encodings action, 30
editing

system files, 60-61
usingAdmin Editor, 44

enabling, keyboard shutdown, 60-61
/etc/default/kbd file, how to edit, 60-61
/etc/default/login file, how to edit, 60-61
/etc/default/passwd file, how to edit, 60-61
/etc/default/print file, 180
/etc/dfs/dfstab file, 30
/etc/dt/config/sel_config file, 51
/etc/hosts file, 144-145, 145-146
/etc/motd file, action for editing, 30
/etc/nsswitch.conf file, 30
/etc/resolv.conf file, 30
/etc/rmmount.conf file, 197, 198
/etc/security/audit_class file, 29
/etc/security/audit_control file, 29
/etc/security/audit_event file, 29
/etc/security/audit_startup file, 29
/etc/security/policy.conf file, 66, 72-74

enabling PostScript printing, 180
how to edit, 60-61

evaluating programs for security, 218-220
exporting, See sharing

F
failsafe session, logging in, 77
fallbackmechanism

for remote hosts, 138-149
in tnrhdb, 131
using for network configuration, 138-149
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FileManager, preventing display after device
allocation, 198

file systems in Trusted Extensions, 115
files

accessing from dominating labels, 106-107
authorizing a user or role to change label of, 84
backing up, 119
.copy_files, 36, 68-69, 74-76
editing withAdmin Editor, 44
/etc/default/kbd, 60-61
/etc/default/login, 60-61
/etc/default/passwd, 60-61
/etc/default/print, 180
/etc/dfs/dfstab, 30
/etc/dt/config/sel_config, 51
/etc/motd, 30
/etc/nsswitch.conf, 30
/etc/resolv.conf, 30
/etc/security/audit_class, 29
/etc/security/audit_control, 29
/etc/security/audit_event, 29
/etc/security/audit_startup, 29
/etc/security/policy.conf, 66, 72-74, 180
/etc/security/tsol/label_encodings, 30
getmounts, 106
getzonelabels, 105
.gtkrc-mine, 76-77
.link_files, 36, 68-69, 74-76
loopbackmounting, 107
office-install-directory/VCL.xcu, 76-77
policy.conf, 60-61
PostScript, 180-181
preventing access from dominating labels, 108-109
procedure for changing labels, 111
relabeling privileges, 109
restoring, 120
sel_config file, 51
sharing lower-level, 122
startup, 74-76
/usr/dt/config/sel_config, 30, 51
/usr/lib/lp/postscript/tsol_separator.ps, 164-167
/usr/sbin/txzonemgr, 103
VCL.xcu, 76-77

files and file systems
mounting, 120-121
naming, 120

files and file systems (Continued)
sharing, 120-121

finding
label equivalent in hexadecimal, 58-59
label equivalent in text format, 59

Firefox, lengthening timeout when relabeling, 76-77
floppies, See diskettes
floppy disks, See diskettes
Front Panel, DeviceAllocationManager, 185-186

G
gateways

accreditation checks, 133-134
example of, 135-136

getlabel command, 35
getmounts script, 106
Getting Started as a Trusted ExtensionsAdministrator

(Tasks), 40-44
getzonelabels script, 105
getzonepath command, 35
global zone

difference from labeled zones, 101
entering, 41-42
remote login by users, 94-95

GNOMEToolKit (GTK) library, lengthening timeout
when relabeling, 76-77

groups
deletion precautions, 49
security requirements, 48-49

.gtkrc-mine file, 76-77

H
Handling Devices in Trusted Extensions (TaskMap), 189
hextoalabel command, 35, 59
hiding labels from users, 83
home directories

accessing, 101
creating, 117

host types
networking, 124, 129
remote host templates, 128
table of templates and protocols, 129
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hosts
assigning a template, 138-149
assigning to security template, 145-146
entering in network files, 144-145
networking concepts, 124-125

I
icon visibility

in the FileManager, 220
in theWorkspaceMenu, 220

IDLECMD keyword, changing default, 73
IDLETIME keyword, changing default, 73
ifconfig command, 36, 127
importing, software, 217
Initialize Zone for LDAP action, 30
Install Zone action, 30
interfaces

assigning to security template, 145-146
verifying they are up, 155-156

internationalizing, See localizing
interoperability, Trusted Solaris 8 and printing, 168-169
IP addresses

fallbackmechanism in tnrhdb, 131
in tnrhdb database, 138-149
in tnrhdb file, 138-149

J
Java jar files, installing, 222-223

K
keyboard shutdown, enabling, 60-61
kmem kernel image file, 219

L
label audit token, 211-212
label_encodings file

action for editing and checking, 30
contents, 24

label_encodings file (Continued)
reference for labeled printing, 164-167
source of accreditation ranges, 24

label ranges
restricting printer label range, 175-176
setting on frame buffers, 184
setting on printers, 184

labeled printing
banner pages, 165-167
body pages, 164-165
PostScript files, 180-181
removing label, 79-81
removing PostScript restriction, 79-81
without banner page, 79-81, 179-180

labeled zones, See zones
labels

See also label ranges
authorizing a user or role to change label of data, 84
changing on files and directories, 111
classification component, 22
compartment component, 22
configuring rules for label changes, 51
default in remote host templates, 128
determining text equivalents, 59
displaying in hexadecimal, 58-59
displaying labels of file systems in labeled zone, 107
displaying user labels for administrative labels for a

single user, 83
dominance, 22-23
downgrading and upgrading, 51
hiding from users, 83
of processes, 25-26
of user processes, 25
on printer output, 164-167
overview, 22
printing without page labels, 178-179
relationships, 22-23
repairing in internal databases, 59
troubleshooting, 59
well-formed, 24

LDAP
action for creating global zone clients, 30
displaying entries, 99
naming service for Trusted Extensions, 97-99
starting, 100
stopping, 100
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LDAP (Continued)
troubleshooting, 158-160
Trusted Extensions databases, 97

lengthening timeout, for relabeling, 76-77
limiting, defined hosts on the network, 147-149
.link_files file

description, 68-69
example, 74
setting up for users, 74-76
startup file, 36

list_devices command, 36
localizing, changing labeled printer output, 166
login

by roles, 39-40
configuring serial line, 196-197
remote, 91
remote by roles, 88-89

logout, requiring, 73

M
mail

administering, 161-162
implementation in Trusted Extensions, 161-162
multilevel, 161

managing, See administering
Managing Devices in Trusted Extensions (Tasks), 190-198
Managing Files and File Systems (Tasks), 119-122
Managing Printing in Trusted Extensions (Task

Map), 170
Managing Software (Tasks), 221-223
Managing Trusted Networking (TaskMap), 137
Managing Users and RightsWith SolarisManagement

Console (TaskMap), 77-86
Managing Zones (Tasks), 104-113
mandatory access control (MAC)

enforcing on the network, 123-127
in Trusted Extensions, 21

maximum labels, remote host templates, 128
minimum labels, remote host templates, 128
MLPs, Seemultilevel ports (MLPs)
modifying, sel_config file, 51
motd file, action for editing, 30
mounting

file systems, 120-121

mounting (Continued)
files by loopbackmounting, 107
overview, 115
removablemedia, 204-206
troubleshooting, 122

Mozilla, lengthening timeout when relabeling, 76-77
multilevel ports (MLPs)

administering, 152
example of web proxyMLP, 112

multilevel printing
accessing by print client, 173-175
configuring, 171-172

N
Name Service Switch action, 30, 156
names of file systems, 120
naming services

actions formanaging, 99-100
databases unique to Trusted Extensions, 97
LDAP, 97-100

net_mac_aware privilege, 108-109
netstat command, 36, 127, 156
network, See trusted network
network databases

action for checking, 29
description, 126
in LDAP, 97

network packets, 124
networking concepts, 124-125
nonallocatable devices

protecting, 195-196
setting label range, 184

nsswitch.conf file, action for editing, 30

O
-o nobanner option to lp command, 179-180
office-install-directory/VCL.xcu, 76-77
OpenOffice, See StarOffice
ordinary users, See users
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P
packages, accessing themedia, 221-222
passwords

assigning, 67
Change Passwordmenu item, 46, 58
changing for root, 58
changing user passwords, 46
storage, 48

plabel command, 35
policy.conf file, 60-61

changing Trusted Extensions keywords, 73
defaults, 66
how to edit, 72-74

polling trusted network databases, changing, 154-155
PostScript

enabling to print, 180-181
printing restrictions in Trusted Extensions, 167-168

preventing, See protecting
PrintManager action,Always Print Banner

checkbox, 179-180
Print Postscript authorization, 79-81, 167-168, 180-181
Print without Banner authorization, 79-81, 179-180
Print without Label authorization, 79-81
printer output, See printing
printers, setting label range, 184
printing

adding conversion filters, 168
and label_encodings file, 24
authorizations for unlabeled output from a public

system, 73-74
configuring formultilevel labeled output, 171-172
configuring for print client, 173-175
configuring labeled zone, 172-173
configuring labels and text, 166
configuring public print jobs, 178
in local language, 166
internationalizing labeled output, 166
interoperability with Trusted Solaris 8, 168-169
labeling a Solaris print server, 177-178
localizing labeled output, 166
managing, 163-170
model scripts, 168
PostScript files, 180-181
PostScript restrictions in Trusted Extensions, 167-168
preventing labels on output, 177
public jobs from a Solaris print server, 178

printing (Continued)
removing PostScript restriction, 79-81
restricting label range, 175-176
using a Solaris print server, 177-178
without labeled banners and trailers, 79-81, 179-180
without page labels, 79-81, 178-179

privileges
changing defaults for users, 68
modifying users’, 81-82
non-obvious reasons for requiring, 219
removing proc_info from basic set, 73
when executing commands, 41-42

proc_info privilege, removing from basic set, 73
procedures, See tasks and taskmaps
processes

labels of, 25-26
labels of user processes, 25
preventing users from seeing others’ processes, 73

profiles, See rights profiles
programs, See applications
protecting

devices, 31, 183-185
devices from remote allocation, 196
file systems by using non-proprietary names, 120
files at lower labels from being accessed, 108-109
from access by arbitrary hosts, 147-149
information with labels, 25-26
labeled hosts from contact by arbitrary unlabeled

hosts, 147-149
nonallocatable devices, 195-196

R
real UID of root, required for applications, 219
Reducing Printing Restrictions in Trusted Extensions

(Tasks), 176-181
relabeling information, 84
remote administration

defaults, 87-88
methods, 88

remote host templates
assigning, 138-149
assigning to hosts, 145-146
creating, 140-144
tool for administering, 33-34
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remote hosts, using fallbackmechanism in tnrhdb, 131
Remote Login authorization, 79-81
remote logins, enabling for roles, 91
removablemedia, mounting, 221-222
remove_allocatable command, 35
removing, labels on printer output, 177
repairing, labels in internal databases, 59
resolv.conf file, action for editing, 30
Restart Zone action, 30
restricting

access to computer based on label, 184
access to devices, 183-185
access to global zone, 40
access to lower-level files, 108-109
access to printers with labels, 163-164
actions by rights profiles, 220
mounts of lower-level files, 108-109
printer access with labels, 163-164
printer label range, 175-176
remote access, 87-88

Revoke or ReclaimDevice authorization, 202-203, 203
rights, See rights profiles
rights profiles

assigning, 68
controlling the use of actions, 220
ConvenientAuthorizations, 79-81
withAllocate Device authorization, 203
with device allocation authorizations, 203
with new device authorizations, 201-202

Rights tool, 33
rmmount.conf file, 197, 198
role workspace, global zone, 39-40
roles

adding a labeled workspace, 55-56
administering auditing, 208
administering remotely, 94
assigning rights, 68
assuming, 39-40, 41-42
changing workspace label, 56
creating, 39-40
logging in remotely, 91
remote login, 88-89
role assumption from unlabeled host, 89
trusted application access, 27
workspaces, 39-40

root UID, required for applications, 219

route command, 37, 127
routing, 132

accreditation checks, 132-134
commands in Trusted Extensions, 136
concepts, 134
example of, 135-136
static with security attributes, 149-150
tables, 132, 135
using route command, 149-150

S
saving desktop, 55
scripts

getmounts, 106
getzonelabels, 105
/usr/sbin/txzonemgr, 103

SecurityAdministrator role
administering network of users, 77-86
administering PostScript restriction, 168
administering printer security, 163
assigning authorizations to users, 79-81
audit tasks, 208-209
configuring a device, 191-194
configuring serial line for login, 196-197
creating ConvenientAuthorizations rights

profile, 79-81
enabling unlabeled body pages from a public

system, 73-74
enforcing security, 186
protecting nonallocatable devices, 195-196

security administrators, modifying window configuration
files, 52

security attributes, 132
modifying defaults for all users, 72-74
modifying user defaults, 72
setting for remote hosts, 140-144
using in routing, 149-150

security information, on printer output, 164-167
security label set, remote host templates, 128
securitymechanisms

extensible, 46
Solaris, 218

security policy
auditing, 215-216
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security policy (Continued)
training users, 47
users and devices, 186

security templates, See remote host templates
Security Templates tool, 33

assigning templates, 145-146
modifying tnrhdb, 138-149
using, 139-140

sel_config file, 51
action for editing, 30
configuring selection transfer rules, 51

selecting, audit records by label, 209
Selection Confirmer, changing defaults, 51
SelectionManager

changing timeout, 76-77
configuring rules for selection confirmer, 51

serial line, configuring for logins, 196-197
session range, 25
sessions, failsafe in CDE, 77
Set DailyMessage action, 30
Set Default Routes action, 30
Set DNS Servers action, 30
setlabel command, 35
Share Filesystems action, 30
Share Logical Interface action, 30
Share Physical Interface action, 30
sharing, lower-level files, 122
Shut Down Zone action, 30
Shutdown authorization, 79-81
similarities

between Trusted Extensions and Solaris auditing, 207
between Trusted Extensions and Solaris OS, 19

single-label operation, 25
single-label printing, configuring for a zone, 172-173
smtnrhdb command, 35
smtnrhtp command, 35
smtnzonecfg command, 35
snoop command, 127, 156
software

administering third-party, 217-223
importing, 217
installing Java programs, 222-223

SolarisManagement Console
administering trusted network, 138-149
administering users, 77-86
Computers andNetworks tool, 144-145

SolarisManagement Console (Continued)
description of tools and toolboxes, 32-34
launching, 42-43
Security Templates tool, 33-34, 139-140
toolboxes, 32
Trusted Network Zones tool, 34

Solaris OS
differences fromTrusted Extensions, 20
differences fromTrusted Extensions auditing, 207
similarities with Trusted Extensions, 19
similarities with Trusted Extensions auditing, 207

solaris.print.nobanner authorization, 73-74, 179-180
solaris.print.ps authorization, 180-181
solaris.print.unlabeled authorization, 73-74
StarOffice, lengthening timeout when relabeling, 76-77
Start Zone action, 30
startup files, procedures for customizing, 74-76
Stop-A, enabling, 60-61
StyleManager, 55
Sun Ray systems, preventing users from seeing others’

processes, 73
SystemAdministrator role

adding device_clean script, 198
adding print conversion filters, 168
administering printers, 163
audit tasks, 209
enablingmusic to play automatically, 197
preventing FileManager display, 198
reclaiming a device, 194-195
reviewing audit records, 209

system files
editing, 44, 60-61
Solaris /etc/default/print, 180
Solaris policy.conf, 180
Trusted Extensions sel_config, 51
Trusted Extensions tsol_separator.ps, 178-179

T
tape devices

accessing, 184
allocating, 205

tar command, 36
tasks and taskmaps

Administering Remotely (Tasks), 90-95
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tasks and taskmaps (Continued)
Audit Tasks of the SecurityAdministrator
Role, 208-209
Audit Tasks of the SystemAdministrator Role, 209
Common Tasks in Trusted Extensions (Tasks), 53-61
Configuring Labeled Printing (Tasks), 170-176
Configuring Routes and Checking Network

Information in Trusted Extensions
(Tasks), 149-154

Configuring Trusted Network Databases
(Tasks), 138-149

Customizing DeviceAuthorizations in Trusted
Extensions (Tasks), 199-203

Customizing User Environment for Security
(Tasks), 71-77

Getting Started as a Trusted ExtensionsAdministrator
(Tasks), 40-44

Handling Devices in Trusted Extensions (Task
Map), 189

Managing Devices in Trusted Extensions
(Tasks), 190-198

Managing Files and File Systems (Tasks), 119-122
Managing Printing in Trusted Extensions (Task

Map), 170
Managing Software (Tasks), 221-223
Managing Trusted Networking (TaskMap), 137
Managing Users and RightsWith SolarisManagement

Console, 77-86
Managing Zones (Tasks), 104-113
Reducing Printing Restrictions in Trusted Extensions

(Tasks), 176-181
Troubleshooting the Trusted Network

(Tasks), 154-160
Using Devices in Trusted Extensions (Tasks), 204-206

text label equivalents, determining, 59
Thunderbird, lengthening timeout when

relabeling, 76-77
tnchkdb command

action for checking, 29
description, 126
summary, 35

tnctl command
description, 126
summary, 35
updating kernel cache, 153
using, 154

tnd command
changing polling interval, 154-155
description, 126
summary, 35

tninfo command
description, 127
summary, 36
using, 157, 158

tnrhdb database
action for checking, 29
adding to, 145-146
configuring, 138-149
fallbackmechanism, 131, 138-149
tool for administering, 33-34
wildcard address, 138-149

tnrhtp database
action for checking, 29
adding to, 140-144
tool for administering, 33-34

toolboxes, defined, 32
tools, See administrative tools
Tools subpanel

DeviceAllocationManager, 185-186
StyleManager, 55

trailer pages, See banner pages
translation, See localizing
troubleshooting

diskette drive not listed in DeviceAllocation
Manager, 206

failed login in CDE, 77
LDAP, 158-160
mounted file systems, 122
network, 154-160
playingmusic CD, 204
reclaiming a device, 194-195
repairing labels in internal databases, 59
trusted network, 156-158
verifying interface is up, 155-156

Troubleshooting the Trusted Network (Tasks), 154-160
trusted actions, in CDE, 28-31
trusted applications, in a role workspace, 27
Trusted Extensions

differences from Solaris auditing, 207
differences from Solaris OS, 20
quick reference to administration, 225-228
similarities with Solaris auditing, 207
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Trusted Extensions (Continued)
similarities with Solaris OS, 19

Trusted_Extensions folder
location, 27
using actions in, 43-44
usingAdmin Editor from, 44

trusted network
0.0.0.0 tnrhdb entry, 147-149
action for setting default routes, 30
administering with SolarisManagement

Console, 138-149
checking syntax of files, 151
concepts, 123-136
default labeling, 133
editing local files, 138-149
example of routing, 135-136
host types, 129
labels andMAC enforcement, 123-127
using templates, 138-149

Trusted Network tools
description, 33
using, 139-140

Trusted Network Zones tool, 33, 34, 112, 171-172
trusted path attribute, when available, 22
Trusted Pathmenu

Assume Role, 41-42
ChangeWorkspace Label, 56

trusted process, StyleManager, 55
trusted processes

in the window system, 220-221
launching actions, 220

trusted programs
adding, 219
defined, 218-220

trustworthy programs, 218-220
tsol_separator.ps file

configurable values, 166
customizing labeled printing, 164-167

U
unlabeled printing, configuring, 176-181
updatehome command, 36, 68-69
Upgrade DragNDrop or CutPaste Info

authorization, 79-81

Upgrade File Label authorization, 79-81
upgrading labels, configuring rules for selection

confirmer, 51
UserAccounts tool, 33
users

accessing devices, 183-185
accessing printers, 163-170
adding a labeled workspace, 55-56
assigning authorizations to, 68
assigning labels, 68
assigning passwords, 67
assigning rights, 68
assigning roles to, 68
authorizations for, 79-81
Change Passwordmenu item, 46
changing default privileges, 68
changing workspace label, 56
creating, 64
customizing environment, 71-77
deletion precautions, 49
displaying user labels for administrative labels, 83
labels of processes, 25
lengthening timeout when relabeling, 76-77
logging in remotely to the global zone, 94-95
logging in to a failsafe session, 77
modifying security defaults, 72
modifying security defaults for all users, 72-74
planning for, 65
preventing account locking, 82-83
preventing from seeing others’ processes, 73
printing, 163-170
removing some privileges, 81-82
security precautions, 49
security training, 46, 49, 186
session range, 25
setting up skeleton directories, 74-76
startup files, 74-76
using .copy_files file, 74-76
using .link_files file, 74-76
using devices, 204-206

Using Devices in Trusted Extensions (Tasks), 204-206
/usr/dt/config/sel_config file, 51
/usr/lib/lp/postscript/tsol_separator.ps file,

labeling printer output, 164-167
/usr/sbin/txzonemgr script, 103
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V
VCL.xcu file, 76-77
verifying

interface is up, 155-156
syntax of network databases, 151

viewing, See accessing

W
well-formed labels, 24
wildcard address, See fallbackmechanism
windowmanager, 220
window system, trusted processes, 220-221
WorkspaceMenu, customizing, 54-55
workspaces

adding with particular label, 55-56
changing label, 56
color changes, 42
colors indicating label of, 25
global zone, 39-40

X
X audit classes, 210
xatom audit token, 212
xc audit class, 210
xclient audit token, 212
xcolormap audit token, 213
xcursor audit token, 213
xfont audit token, 213
xgc audit token, 214
xp audit class, 210
xpixmap audit token, 214
xproperty audit token, 214-215
xs audit class, 210
xselect audit token, 215
Xtsolusersession script, 220
xwindow audit token, 215
xx audit class, 210

Z
Zone Terminal Console action, 30

zones
action for cloning, 30
action for configuring, 30
action for copying, 30
action for initializing, 30
action for installing, 30
action for restarting, 30
action for sharing logical interface, 30
action for sharing physical interface, 30
action for shutting down, 30
action for starting, 30
action for viewing from console, 30
administering, 104-113
administering from Java DS, 103
creatingMLP, 112
displaying labels of file systems, 107
displaying status, 105
global, 101
in Trusted Extensions, 101-113
managing, 101-113
net_mac_aware privilege, 121-122
tool for labeling, 34

Index

Solaris Trusted ExtensionsAdministrator’s Procedures • September 2006 (Beta)242


	Solaris Trusted Extensions Administrator's Procedures
	Preface
	Who Should Use This Book
	How the Solaris Trusted Extensions Books Are Organized
	Documentation, Support, and Training
	Typographic Conventions
	Shell Prompts in Command Examples

	Trusted Extensions Administration Concepts
	Solaris OS With Trusted Extensions Software
	Similarities Between Trusted Extensions and the Solaris OS
	Differences Between Trusted Extensions and the Solaris OS

	Basic Concepts of Trusted Extensions
	Trusted Extensions Protections
	Trusted Extensions and Access Control
	Roles and Trusted Extensions
	Labels in Trusted Extensions Software
	Dominance Relationships Between Labels
	Administrative Labels

	Label Encodings File
	Label Ranges
	Account Label Range
	Session Range

	What Labels Protect and Where Labels Appear



	Trusted Extensions Administration Tools
	Administration Tools for Trusted Extensions
	Trusted CDE Actions
	Device Allocation Manager
	Solaris Management Console Tools
	Trusted Extensions Tools in the Solaris Management Console
	Security Templates Tool
	Trusted Network Zones Tool

	Solaris Management Console Documentation

	Command Line Tools
	Remote Administration

	Getting Started as a Trusted Extensions Administrator
	Security Requirements When Administering Trusted Extensions
	Role Creation in Trusted Extensions
	Role Assumption in Trusted Extensions

	Getting Started as a Trusted Extensions Administrator (Task Map)
	How to Enter the Global Zone in Trusted Extensions
	How to Launch the Solaris Management Console
	How to Launch CDE Administrative Actions in Trusted Extensions
	How to Edit Administrative Files in Trusted Extensions


	Security Requirements on a Trusted Extensions System
	Configurable Solaris Security Features
	Trusted Extensions Interfaces for Configuring Security Features
	Extension of Solaris Security Mechanisms
	Trusted Extensions Security Features

	Security Requirements Enforcement
	Users and Security Requirements
	Email Usage
	Password Enforcement
	Information Protection
	Password Protection
	Group Administration
	User Deletion Practices

	Rules When Changing the Level of Security for Data
	sel_config File

	Customization of Solaris Trusted Extensions (CDE)
	Workspace Menu Customization
	Front Panel Customization


	Administering Security Requirements in Trusted Extensions
	Common Tasks in Trusted Extensions (Tasks)
	How to Customize the Workspace Menu
	How to Save Your Desktop Layout in CDE
	How to Add a Workspace at a Particular Label
	How to Assign a Different Label to a Workspace
	How to Work at a Different Label
	How to Assign the Editor of Your Choice as the Admin Editor
	How to Change the Password for root
	How to Get the Hexadecimal Equivalent for a Label
	How to Get a Readable Label From Its Hexadecimal Form
	How to Change Security Defaults in System Files


	Users, Rights, and Roles in Trusted Extensions
	User Security Features in Trusted Extensions
	Administrator Responsibilities for Users
	System Administrator Responsibilities for Users
	Security Administrator Responsibilities for Users

	Decisions to Make Before Creating Users
	Default User Security Attributes
	Label Encodings File Defaults
	policy.conf File Defaults

	Configurable User Attributes
	User Attributes That Are Assigned After Creation
	Security Attribute Assignment to Users
	.copy_files and .link_files Files


	Managing Users, Rights, and Roles in Trusted Extensions
	Customizing the User Environment for Security (Tasks)
	How to Modify Default User Label Attributes
	How to Modify policy.conf Defaults
	How to Configure Startup Files for Users
	How to Lengthen the Timeout When Relabeling Information
	How to Log In to a Failsafe Session in CDE

	Managing Users and Rights With Solaris Management Console (Tasks)
	How to Modify a User's Label Range in the Solaris Management Console
	How to Create a Convenient Authorizations Rights Profile
	How to Modify a User's Set of Privileges
	How to Prevent Account Locking for Individuals
	How to Hide Labels From a User
	How to Change the Administrative Label View for a User
	How to Enable a User to Change the Security Level of Data
	How to Remove a User
	How to Handle Other Tasks in the Solaris Management Console


	Remote Administration in Trusted Extensions
	Secure Remote Administration in Trusted Extensions
	Methods for Administering Remote Systems
	Remote Login by a Role
	Remote Role-Based Administration From Unlabeled Hosts
	Remote Login Management

	Administering Remotely (Tasks)
	How to Enable root to Log In Remotely
	How to Enable Remote Administration by a Role
	How to Enable Remote Logins From an Unlabeled Host
	How to Log In Remotely From the Command Line
	How to Remotely Administer With dtappsession
	How to Remotely Administer With the Solaris Management Console
	How to Enable Specific Users to Log in Remotely to the Global Zone


	Trusted Extensions and LDAP
	Using a Naming Service
	Non-Networked Trusted Extensions Computers
	Trusted Extensions LDAP Databases

	Using the LDAP Naming Service

	Managing Zones in Trusted Extensions
	Zones in Trusted Extensions
	Zones and IP Addresses in Trusted Extensions
	Zones and Multilevel Ports
	Zones and ICMP in Trusted Extensions

	Zone Administration Utilities in Trusted Extensions
	Managing Zones (Tasks)
	How to Display Ready or Running Zones
	How to Display the Labels of Mounted Files
	How to Mount a File That is Usually Not Visible From a Labeled Zone
	How to Disable the Mounting of Lower-Level Files
	How to Enable Files to be Relabeled From a Labeled Zone
	How to Use Two File Managers to Relabel a File
	How to Create a Multilevel Port for a Zone


	Mounting Files in Trusted Extensions
	File Systems in Trusted Extensions
	File System Mounts in Trusted Extensions
	Access to NFS Mounted Directories in Trusted Extensions
	Home Directory Creation in Trusted Extensions
	Changes to the Automounter in Trusted Extensions

	Trusted Extensions Software and NFS Protocols
	Managing Files and File Systems (Tasks)
	How to Back Up Files
	How to Restore Files
	How to Share File Systems
	How to Mount File Systems
	How to Share Files for User Access at a Higher Label
	How to Troubleshoot Mount Failures


	Trusted Networking
	The Trusted Network
	Trusted Extensions Data Packets
	Trusted Network Communications
	Network Configuration Databases in Trusted Extensions
	Network Commands in Trusted Extensions
	Trusted Extensions Security Attributes

	Network Security Attributes in Trusted Extensions
	Host Type in Security Templates
	Default Security Templates
	Default Label in Security Templates
	Domain of Interpretation (DOI) in Security Templates
	Label Range in Security Templates
	Security Label Set in Security Templates

	Trusted Extensions Network Fallback Mechanism
	Overview of Routing in Trusted Extensions
	Background on Routing
	Routing Table Entries in Trusted Extensions
	Trusted Extensions Accreditation Checks
	Source Accreditation Checks
	Gateway Accreditation Checks
	Destination Accreditation Checks


	Administration of Routing in Trusted Extensions
	Choosing Routers in Trusted Extensions
	Gateways in Trusted Extensions
	Routing Commands in Trusted Extensions


	Managing Networks in Trusted Extensions
	Managing the Trusted Network (Task Map)
	Configuring Trusted Network Databases (Tasks)
	How to Determine If You Need Site-Specific Security Templates
	How to Open the Trusted Networking Tools
	How to Construct a Remote Host Template
	How to Add Hosts to the System's Known Network
	How to Assign a Template to a Group of Hosts
	How to Limit the Hosts That Can Be Contacted on the Trusted Network

	Configuring Routes and Checking Network Information in Trusted Extensions (Tasks)
	How to Configure Routes With Security Attributes
	How to Check the Syntax of Trusted Network Databases
	How to Compare Network Database Information With Kernel Cache
	How to Synchronize Kernel Cache With Network Databases

	Troubleshooting the Trusted Network (Tasks)
	How to Change the tnd Polling Interval
	How to Verify That a Host's Interfaces Are Up
	How to Debug the Trusted Extensions Network
	How to Debug a Client Connection to the LDAP Server


	Multilevel Mail in Trusted Extensions
	Multilevel Mail Service
	Trusted Extensions Mail Features

	Managing Labeled Printing
	Labels, Printers, and Printing
	Restricting Access to Printers and Print Job Information
	Labeled Printer Output
	Labeled Body Pages
	Labeled Banner and Trailer Pages

	PostScript Printing of Security Information
	Printer Model Scripts
	Additional Conversion Filters

	Interoperability With Trusted Solaris 8 Printing
	Trusted Extensions Print Interfaces (Reference)

	Managing Printing in Trusted Extensions (Task Map)
	Configuring Labeled Printing (Tasks)
	How to Configure a Multilevel Print Server and Its Printers
	How to Configure a Zone for Single-Label Printing
	How to Enable a Trusted Extensions Client to Access a Printer
	How to Configure a Restricted Label Range for a Printer

	Reducing Printing Restrictions in Trusted Extensions (Tasks)
	How to Prevent Labels on Printer Output
	How to Assign a Label to an Unlabeled Print Server
	How to Remove Page Labels From All Print Jobs
	How to Enable Specific Users to Suppress Page Labels
	How to Suppress Banner and Trailer Pages for Specific Users
	How to Enable Users to Print PostScript Files


	Devices in Trusted Extensions
	Device Protection With Trusted Extensions Software
	Device Label Ranges
	Effects of Label Range on a Device
	Device Access Policies
	Device-Clean Scripts

	Device Allocation Manager GUI
	Enforcement of Device Security
	Devices in Trusted Extensions (Reference)

	Managing Devices for Trusted Extensions
	Handling Devices in Trusted Extensions (Task Map)
	Managing Devices in Trusted Extensions (Tasks)
	How to Configure a Device
	How to Revoke or Reclaim a Device
	How to Protect Nonallocatable Devices
	How to Configure a Serial Line for Logins
	How to Configure an Audio Player Program for Use
	How to Prevent File Manager Display After Device Allocation
	How to Add a Device Clean Script

	Customizing Device Authorizations in Trusted Extensions (Tasks)
	How to Create New Device Authorizations
	How to Add Site-Specific Authorizations to a Device
	How to Assign Device Authorizations

	Using Devices in Trusted Extensions (Tasks)
	How to Listen to a Music CD
	How to Load Removable Media That Has a File System


	Trusted Extensions Auditing
	Trusted Extensions and Auditing
	Audit Management by Role in Trusted Extensions
	Role Setup for Audit Administration
	Audit Tasks in Trusted Extensions
	Audit Tasks of the Security Administrator Role
	Audit Tasks of the System Administrator Role

	Trusted Extensions Audit Reference
	Trusted Extensions Audit Classes
	Trusted Extensions Audit Events
	Trusted Extensions Audit Tokens
	label Token
	xatom Token
	xclient Token
	xcolormap Token
	xcursor Token
	xfont Token
	xgc Token
	xpixmap Token
	xproperty Token
	xselect Token
	xwindow Token

	Trusted Extensions Audit Policy
	Extensions to Auditing Commands in Trusted Extensions


	Software Management in Trusted Extensions
	Adding Software to Trusted Extensions
	Solaris Security Mechanisms
	Evaluating Software for Security
	Developer Responsibilities When Creating Trusted Programs
	Security Administrator Responsibilities for Trusted Programs


	Trusted Processes in the Window System
	Adding Trusted CDE Actions

	Managing Software (Tasks)
	How to Add a Software Package
	How to Install a Java Jar File


	Quick Reference to Trusted Extensions Administration
	Administrative Interfaces in Trusted Extensions
	Extensions of Existing Solaris Interfaces
	Tighter Security Defaults in Trusted Extensions
	Limited Options in Trusted Extensions

	Index

