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Preface

SunScreen™ 3.2 for the Solaris™ operating environment is part of the family of
SunScreen products that provide solutions for security authentication and privacy
requirements. SunScreen enables companies to establish secure department networks
that are connected to a public internetwork.

This SunScreen 3.2 Administration Guide provides all the information necessary to
configure and administer SunScreen on your network. Other manuals in the
SunScreen documentation set include:

SunScreen Installation Guide

SunScreen 3.2 Administrator’s Overview
SunScreen 3.2 Configuration Examples
SunScreen SKIP User’s Guide, Release 1.5.1

Who Should Use This Book

The SunScreen 3.2 Administration Guide is intended for SunScreen system
administrators who are responsible for the operation, support, and maintenance of
network security. In this guide, it is assumed that you are familiar with UNIX® system
administration and TCP/IP networking concepts as well as with your network

topology.
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How This Guide Is Organized

The SunScreen 3.2 Administration Guide contains the following chapters and
appendixes:

Chapter 1 covers the basic concepts as well as the procedures for starting and
configuring the Java™-based browser and logging in to the administration
graphical user interface (GUI). It also shows how to define access levels for
administrative users.

Chapter 2 contains the procedures for using the administration GUI to add, delete,
and rename common objects.

Chapter 3 shows how to use packet filtering, administrative access rules, Network
Address Translation (NAT), and virtual private networks (VPN).

Chapter 4 explains how to create a policy file, which specifies how your SunScreen
firewall will function. This chapter also contains many policy management
procedures.

Chapter 5 describes how to set up and manage a High Availability (HA) SunScreen
configuration.

Chapter 6 tells you how to use proxies to provide content filtering and user
authentication.

Chapter 7 describes how to set up multiple Screens to be managed from one
location.

Chapter 8 shows how to add additional remote Administration Stations to your
network.

Chapter 9 describes the information page in the administration GUI, how to view
statistics and logs, and how to set the retrieval mode.

Chapter 10 contains procedures for using the UNIX command line interface (CLI)
to manage a SunScreen firewall.

Appendix A describes the features and limitations SunScreen 3.2 Lite product,
which is bundled with the current release of the Solaris operating environment.

Appendix B contains detailed information about proxy services and SecurID and
RADIUS authentication.
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Related Books and Publications

You may want to refer to the following sources for background information on
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Ordering Sun Documents

Fatbrain.com, an Internet professional bookstore, stocks select product documentation
from Sun Microsystems, Inc.
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For a list of documents and how to order them, visit the Sun Documentation Center on
Fatbrain.com at http://wwwl.fatbrain.com/documentation/sun.

Accessing Sun Documentation Online

The docs.sun.com®™ Web site enables you to access Sun technical documentation
online. You can browse the docs.sun.com archive or search for a specific book title or
subject. The URL is http://docs. sun. com.

Getting Support for SunScreen Products

If you require technical support, contact your Sun sales representative or Sun
authorized reseller. See http:/ /www.sun.com/service/contacting /index.html for
information on contacting Sun and

http:/ /www.sun.com/service/support/index.html for information on Sun’s support
services.

18

Typographic Conventions

The following table describes the typographic changes used in this book.

TABLE P-1 Typographic Conventions

Typeface or Symbol | Meaning Example

AaBbCcl123 The names of commands, files, and Edit your . login file.

directories; on-screen computer output . .
P p Use 1s -a to list all files.

machine name% you have

mail.
AaBbCc123 What you type, contrasted with machine_name% su
on-screen computer output
Password:
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TABLE P-1 Typographic Conventions (Continued)

Typeface or Symbol | Meaning Example
AaBbCc123 Command-line placeholder: replace with | To delete a file, type rm
a real name or value filename.
AaBbCc123 Book titles, new words, or terms, or Read Chapter 6 in User’s Guide.

words to be emphasized.

These are called class options.

You must be root to do this.

Shell Prompts in Command Examples

The following table shows the default system prompt and superuser prompt for the C
shell, Bourne shell, and Korn shell.

TABLE P-2 Shell Prompts

Shell

Prompt

C shell prompt

machine name%

C shell superuser prompt

machine name#

Bourne shell and Korn shell prompt $

Bourne shell and Korn shell superuser prompt | #

Preface 19
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CHAPTER 1

Starting the Administration GUI and
Logging In

This manual provides the information and instructions for configuration and
management of the SunScreen firewall. The main part of the manual relies on the
administrative graphical user interface (GUI). Chapter 10 describes how to configure
and manage the firewall using the command line interface (CLI). The various features
and theory behind SunScreen are discussed in the SunScreen 3.2 Administrator’s
Overview.

This chapter provides basic information you will use throughout the book. It assumes
that you have already installed the Administration Station and Screen software using
the information in the SunScreen Installation Guide.

After a brief discussion of SunScreen terminology, this chapter reviews basic browser
requirements and shows how to use the administration GUI to perform basic tasks.

Terms Used in This Book

To manage the SunScreen firewall effectively, you need to understand certain terms, a
few of which are defined below. Other terms are defined when they are first used. All
terms can be looked up in the Glossary at the back of this manual.

The system running the firewall software is called a Screen. An Administration Station is
a system used to configure and administer the Screen. An Administration Station can
be located:

m At the local Screen
®m At a remote location on your network
® At a remote location across the Internet

21



Use common objects to model your network configuration and topology. Common
objects are the smallest units that you can define on a Screen. The addresses of
networks and individual hosts, different services (network protocols), and the user
names of people authorized to administer the Screen are examples of common objects.

Policy rules are the individual rules that implement a security policy. Policy rules
describe the relationships between the common objects (for example, hosts that can
communicate with each other). There are four types of policy rules:

m  Packet Filtering rules describe network traffic flow policy.

®  Administrative Access rules describe who can access the Screen and what they can do
once they access it.

m  Network Address Translation (NAT) rules describe network address translations.

®  Virtual Private Network (VPN) rules describe the Screens that participate in a VPN
and the hosts for which they provide the VPN.

A policy is a named set of policy rules. When you install SunScreen, an initial policy is
created for you, based on the information you supply. The name of this policy is
Initial.

New installations can be performed at three levels for routing mode (see “Deciding on
Your Initial Security Level” in SunScreen Installation Guide). After a new “permissive”
installation, the default policy rules leave everything “open”; in other words, there is
no packet filtering or any other type of firewall activity until you specify it. New
“secure” and “restricting” installations begin with different default levels of filtering in
place.

For stealth mode, the installation comes up without any rules.

22

Administration GUI Browser
Requirements

Using the Administration GUI, you can configure, administer, edit, and manage the
Screen. You can use any browser that supports the Java™ platform and is compliant
with JDK™ 1.1.3. You can use Netscape Navigator™, the HotJava™ browser, or
Internet Explorer as long as the browser has the required Java support. The only
restriction applies to accessing local system resources.
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Note — The Netscape Java Plug-In provided with the Solaris 8 software is not
compatible with the Administartion GUI applet. To save log files and load certificates
using a Netscape browser, you must install the required version of the Netscape Java
Plug-In, as documented in the following sections.

Accessing Local System Resources

Because Netscape Navigator and Internet Explorer do not support the Java
mechanism for applet signing, browser security mechanisms prevent the
administration GUI from accessing your system’s local resources.

The operations that require access to your local system resources are:

Exporting and importing IKE certificates
Loading certificates from a diskette
Backing up all policies

Restoring all policies

Saving log files

Loading Jar signatures

If you do not need to perform any of these operations, you can go to “To Log In to the
Administration GUI” on page 27. If you need to access local system resources, you
should read the following sections.

To work around local access limitations, you can use the Java Plug-In or the HotJava
browser version. You can find versions of the Netscape and HotJava browsers, as well
as the required Java Plug-In, on the SunScreen CD-ROM.

Note — The SunScreen Administration GUI requires a Java plugin that supports Java
1.1 features. This dependency creates interaction problems when the Java plugin 1.2
(or later) is already present on the system. The fix for this problem is to remove the
Java 1.2 plugin from the system.

To Install the Java Plug-In on the Screen

The documentation for the Java Plugin is on the Sun Website at
http:/ /java.sun.com/products/plugin/1.1.3/readme. html.

1. Issue the following command to remove the Java 1.2 Plugin:

pkgrm SUNWj2pi

2. Make sure the SunScreen CD-ROM is still in the CD-ROM drive.
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3. Become root, if you are not already root.

4. Install the Java Plug-In for use by a single screen, type the following:

# volcheck

$ cp /cdrom/cdrom0/javaplugins/* /usr/lib/sunscreen/admin/htdocs/plugin/plugins/.
If you plan on sharing the Java plugin with Administration Stations, use the following
instructions:

5. Save the file identitydb.obj on a diskette (see below) and distribute it to all
Administration Stations.

V¥ To Install on the Remote Administration Station.

1. Open a Web browser window on the remote Administration Station.

2. Download the plugin from the Screen using one of the following links.

®  Java plugin for SPARC system from
http://localhost:3852//plugin/plugins/plugin-112i-solsparc.sh.

®  Java plugin for x86 system from
http://localhost:3852//plugin/plugins/plugin-112i-s0l1x86.sh.

®  Java plugin for Windows system from
http://localhost:3852//plugin/plugins/plugin-112i-win32.exe.
3. On the remote administration station, execute the shell script.
a. If your system is a Solaris operating environment, type the following command
at the shell prompt:
# chmod a+x file name.sh

# ./file name.sh

b. If your system is a Windows system, make sure that you have permission to
execute the program and then execute the program.

V¥ To Save the identitydb.obj File

After you install the Java Plug-In, next you install the identitydb.obj file.

1. If administration is done from a Solaris operating environment (local or remote),
place the
/usr/lib/sunscreen/admin/htdocs/plugin/plugins/identitydb.ob]j file
in the SHOME directory of the user on the machine they are using for
administration.
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2. If administration is done from a Windows system, Use the following procedure:
a. Obtain a DOS formatted diskette
b. Insert the DOS formatted diskette in the floppy drive on the Screen.

c. On the Screen, copy the file identitydb.obj to the diskette:

o°

volcheck

o

cp /usr/lib/sunscreen/admin/htdocs/plugin/plugins/identitydb.obj /floppy/£floppy0

d. Use the diskette you just created to copy the identitydb.obj file to the
appropriate location:

®  C:\WINDOWS directory for Windows 95/98/2000 users

m  C:\WINDOWS\PROFILES\username for multiuser Windows 95/98 /2000
systems

®  C:\WINNT\PROFILES\username for Windows NT systems

e. If the file identitydb.obj already exists in these locations, add SunScreen as
one of the accepted signers to the file identitydb.obj.

Note — The SunScreen GUI can use a signed Java applet to provide access to
functions that are normally restricted by a web browser. These functions include
saving or loading SunScreen configurations and certificates to files on the local
computer.

To verify the Java applet’s signature, the web browser needs a copy of the
certificate that was used to sign the applet. A copy of this certificate is installed
with the SunScreen administration software in
/usr/lib/sunscreen/etc/SunScreenEFS.x509. This is a file that you copy
to your workstation or PC where the web browser will be run and add to your
browser’s list of trusted signers. Refer to your browser’s documentation for
detailed instructions on Java applet security.

V¥ To Use the HotJava 1.1 Browser

You can add the HotJava 1.1 browser from the SunScreen CD. The package name is
SUNWdthj. If you use the HotJava 1.1 browser and want to access local system
resources, the browser’s preferences must allow medium security for unsigned
applets. To set this level of security:

1. Go to the browser’s Edit menu.
2. Choose Preferences.

3. Choose Applet Security.
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4. Choose the Medium Security radio button from the Unsigned Applets column.

5. Choose Apply.

Using the Administration GUI

v To Start the Administration GUI for Browsers
Without the Java Plug-In

1. To connect to a Screen with local administration, type:

http://localhost:3852

2. To connect to a Screen with remote administration, type:

http://Screen_Name:3852
where Screen_Name is the name of the machine running the SunScreen software.

v To Start the Administration GUI for Browsers With
the Java Plug-In

1. To connect to a Screen with local administration, type:
http://localhost:3852/plugin
2. To connect to a Screen with remote administration, type:

http://Screen_Name:3852/plugin

where Screen_Name is the name of the machine running the SunScreen software.
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Note — HA Configurations Only: Use the name of the interface dedicated to high
availability (HA) or to a dedicated Admin interface for all HA administration;
otherwise, you will connect to the currently active HA host instead of the primary HA

host.

To Log In to the Administration GUI

You must log in with a user name and password every time you start the
administration GUI The initial user name and password are both admin.

e
microsystems

A
< SUNSCREEN"3.2
SOLARIS

Admin User: |

Password:

Locale: en_US 4 |
Initial Task:  View Infermation — |

Login | Documentationl

Security Home Page

. Type your Sunscreen Admin User name in the Admin User field.

The initial user name is admin. To change the Admin User, you can add another
Authorized User and use that Authorized User name when you log into Sunscreen
(see “To Add an Authorized User” on page 123).
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2. Type your Sunscreen Admin User password in the Password field.

The default user password is admin. Change the password for the default login
account as soon as possible to prevent unauthorized access to the Screen’s policies. For
a description on how to change passwords, see “Changing the Admin User Password”

on page 30.

3. Select the locale.

The default is en_US [English USA]. This also means that the libraries used to
generate messages are in US English.

4. Select the initial task.

There are two choices for the initial task:

m  View Information

The information page shows the current status of the Screen, enables you to view
and manage the logs, and shows interface statistics.

Information for Screen:

Product:

System Boot Time:
SunScreen Boot Time:
Version:

HA Configured:

HA Daemon:

HA Primary Host:

horsehead2 |
SunScreen Information

Status | Logs | Satistics |

SunScreen

Wed Jan 31 11:31:10 2001
Wed Jan 31 11:31:41 2001
3.2-build13(+200101251251)
NC

OFF

®  Manage Policies

The policies page enables you to create, edit, and manage SunScreen policies,
policy rules, and common objects, including the Admin User IDs.
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= Logout [1 Information I Policies ] Documentation

To edit a policy select one from the table and click the "Edit " Button,

For other tasks select from the top panel buttons,

Policies List

—Currently Active— Initial.1 from horsehead2 By uid=0{root) gid=1{other) On Wed Jan 31
Initial —» | Initial.1 from horseheadz2 By uid=0froot) gid=1{cther) On Wed Jan 31 11:2
Add New View | £erny | Rename | frelpie | Arzivame |

Backup All Restore All Initialize HA Help

Once logged in, you can move between the Information and Policies pages by
selecting the appropriate task from the administration GUI navigation buttons.

. Click the Login button to log in.
Opens the page that you chose for the Select Task field after successful authentication.

. (Optional) Click the Documentation button to display online documentation.

Click one of the links to open the appropriate documentation. You do not have to log
in to look at the online documentation.

Administration GUI Navigation Bar and Buttons

The administration GUI navigation bar and navigation buttons, shown below, appear
at the top of administration GUI pages. You should use these button for moving
among the pages of the administration GUI

Documentation

If these buttons are missing from a page of the administration GUI, it means that you
have unsaved changes from your editing session. Once you have saved your changes
the buttons reappear.

The following table describes the administration GUI navigation buttons.
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TABLE 1-1 Administration GUI Navigation Buttons

Control Description

Logout Logs out of the administration session, which clears any lock you may be
holding.

Policies Displays the Policies List page, where you add new policies. You can edit

the policies for SunScreen on the Policy Rules page.

Information Displays the Information page, where you can view the logs, product
information, status of SunScreen, and the SKIP and IKE statistics.

Documentation  Displays the Documentation page, which contains links to the online
SunScreen documentation.

30

Changing the Admin User Password

The security of the network relies on restricting the ability to change SunScreen rules
to authorized people only, so changing the password for the admin user is extremely
important.

To Change the Admin User Password

. Log in to the Screen using the default admin user name and password if you have

not already done so.

. Select Manage Policies as the initial task.

If you are already logged in, select Policies from the navigation buttons across the top
of the page.

. Select the policy named Initial from the Policies List panel of the Policies List page.

Note — Do not select the policy named Currently Active.

The Policy List page appears. The buttons below the policy list become active, and the
Edit button changes from View to Edit.
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Policies List

Active Policy Information

|—lfjurrent|s.r Active— | Initial.1 from horsehead By arts On Wed Apr 18 14:04:12 2001 =
Initial <— | Initial.1 from horsehead By arts On Wed Apr 18 14:04:12 2001
Initial.1
[« [ [*]
Add New| Edit | Copy | Rename | Delete | Activate |
Backup all | Restore all | Initialize Ha | Help |

4. Click the Edit Button.
A Please wait while the configuration loads... warning window appears while the Policy
Rules page is loading.

Please wait while the configuration loads...

& Unsigned Java Applet Window

5. In the Common Objects panel, set the following variables:

a. Select Authorized User for Type, and leave the action setting at Add New.
b. Type admin in the Search String field.
c. Select * for Screen.

d. Leave Subtype setting at AllL
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Version 1
Type  Anthorized User — | Add New Object — | search Search Filters
N — D Cra—
& Scresnt = =
Detail ‘ b

Subtype All
Eedit Balets Rename Help

6. Click the Search button.
At the far right of the Results area, the text string 1 found appears.

7. Select admin in the Results area.

Note — You might have to scroll to see the admin setting in the Results area.

The Detail field displays the details of the admin, including the encrypted password.

:‘i Logout b Information [’i Palicies ['L Documentation

ave Changes | Canest Changes| _ Verify Policy Activate Policy

Version 1
Type  Anthorized User — | Add New Object i | search Search Filters

Results [ admil j 1 found Expression | admif

"admin” ENAELED PASSWORD=[ ™' = Sareen LI
Detail |CRYPT_PASSWORD="IhpIR s w63Q" ENABLED | =l
Subtype All

Edit Delete Rename Help

8. Click the Edit button at the bottom part of the Common Objects panel.
The User dialog box appears.
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9. Deselect the User Enabled and Password Enabled check boxes, and type the new

10.

User

[optionall

SecurlD Name:
[optionall

Real Name:
[optionall

Contact Information:
[optionall

User Name:

Description:

User Enabled:

Password:

Retype Password:

Iadmin

I: (created by install)

et

III?:I

Enabled:

Enabled: _I

I: SunScreen ddministrator
-

0K cancel |

Help |

ﬂ Unsigned Java Applet Window

password twice.

If you do not deselect the check boxes, you will not be able to edit the password.

When you have finished typing and retyping the password, select the User Enabled
and Password Enabled check boxes again, then click the OK button.

If you do not select User Enabled and Password Enabled at this point, the admin user
will not be active on the policies.

11. Click Yes when asked to Activate the policy.

Starting the Administration GUI and Logging In

33



34 SunScreen 3.2 Administration Guide * September, 2001



CHAPTER 2

Working With Common Objects

Common objects are the smallest building blocks you work with when managing your
SunScreen. Common objects are used by (“common” to) all existing policies; any
modification to these objects affects the operation of all policies.

This chapter describes:

Using the Policy Rules page

Adding, editing, deleting, renaming, and searching for common objects
Viewing and editing details of a common object

Adding services and service groups

Adding host addresses, ranges, and groups of addresses

Adding and deleting SNMP alert receivers

Adding, generating, and loading SKIP UDHs

Generating, importing, exporting and associating IKE certificates
Adding a Screen

Adding and editing interfaces

Adding a time object

This chapter describes how to use the administration GUI to manipulate common
objects. To perform the same tasks from the command line interface, refer to
Chapter 10.

The following table provides a list of the procedures that are in this chapter.
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TABLE 2-1 Common Object Procedures

Object Procedure

Common Objects “To Add a Common Object” on page 46
“To Search for a Common Object” on page 46
“To Edit a Common Object” on page 47
“To Edit a Common Object From the Policy Rules Table” on page 49
“To Delete a Common Object” on page 50

“To Rename a Common Object” on page 51

Service Objects “To Add a Service ” on page 53

“To Add a Service Group” on page 57

Address Objects “To Add a Host Address ” on page 60
“To Add a Group of Addresses” on page 62
“To Add a Range of Addresses” on page 64

Certificate Objects  “To Generate an IKE Certificate” on page 68
“To Export an IKE Certificate” on page 70
“To Import an IKE Certificate” on page 72
“To Associate an IKE Certificate” on page 74
“To Generate SKIP UDHs Certificates” on page 76
“To Load a SKIP Issued Public or Private Certificate” on page 78

“To Associate SKIP Certificate” on page 81

Certificate Group “To Add a Certificate Group” on page 83
“To Work with IKE Certificate Groups” on page 85

IPsec Key Object “To Add an IPsec Key” on page 88

Screen Objects “To Add a Screen” on page 98
“To Add an SNMP Alert Receiver” on page 100

“To Delete an SNMP Alert Receiver” on page 101
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TABLE 2-1 Common Object Procedures (Continued)

Object Procedure

Interface Objects “To Add or Edit Interfaces” on page 105
“To Remove an Interface” on page 107
“To Set up a Routing Interface” on page 107
“To Set up a Stealth Interface” on page 109
“To Change an Admin Interface From the Local Console” on page 112

“To Change an Admin Interface From a Remote Console” on page 115

Jar Objects “To Add a Jar Signature” on page 118
“To Add a Jar Hash” on page 120

Authentication “To Add an Authorized User” on page 123

Time Objects “To Create Time Objects” on page 125

Using the Policy Rules Page

To add and modify the common objects, use the Policy Rules page of the
administration GUL

v To Modify the Policies Associated with a Common
Object

1. Choose a policy in the Policies List page.

Working With Common Objects 37



k= togout B¢ iformation E -E] Documentation

Policies List

ormation

2. Click the Edit button.
The Policy Rules page appears.
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E Logout [1 Information EL Policies [I.\ Documentation
Save Changes | Cancel Changes| _ Verify Policy | _Activate Policy
Common Objects

Version 1
Type Service i | Add New Object i | search Search Filters
Results j 0 found Expression ||
| Soreen. " =
Detail 1

Subtype  All
Eedit Dolets Ranaing Help

Policy Name: [pitigl Versionl

Packet Filtering| Administrative Acosss | NAT | VPN |

There is 1 packet filtering rule.

Source Destination Action Time Description
* commaon * * ALLOW *
Add New Rule Edit | Move | Delete | Help |

Policies List Page

You reach the Policies List page by choosing Manage Policies for the Select Task field
on the Login Page before you click the login button or by clicking the Policies button
on the administration GUI’s navigation bar.

You can move to the SunScreen Information page, display the online documentation,
or log out by clicking the appropriate button on the administration navigation bar

The Policies List page allows you to add a new policy or to edit, copy, rename, delete,
and backup a particular policy to a local file; to restore a policy from a local file; and to
initialize HA.

The Policies List page identifies the policies that have been stored for a Screen. The
List Policies page has two instructions under the top or navigation bar: “To edit a
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policy select one from the table and click the ‘Edit” button,” and “For other tasks select
from the top panel buttons.”

E Logout L Informatian & Policies I:I.E Documentation

To edit a policy select one from the table and click the "Edit " Button,

For other tasks select from the top panel buttons,

Policies List

Version Active Palicy Information
—Currently Active— Initial.l from horsehead2 By uid=0(root) gid=1(other) On Wed Jan Z
Initial <— | Initial1 from horseheadz By uid=0(root) gid=1{cther) On Wed Jan 31 1
Initial 1
=]
[ [ ]

Add New Edit Copy Rename Delete Activate
Backup All Restore All Initialize HA Help

Policies List Panel

Below the Policies List banner is a panel consisting of three columns that show:

1. The name — You must click a name of a policy that you want to edit in this column.
The term “-Currently Active-” appears in this column for the active policy and the
name and the version of the active policy appears in the version column.

The version (if present) — The version lists the versions of policies for your system.
The active policy information (if present).
The Policies List panel lists the policies that have been set up for a particular Screen.
The active policy is the first policy in the list of policies and is automatically
highlighted when you first come to this page. You can edit inactive Screen policies by

clicking the name of an entry in the Policies List panel to highlight it, then click one of
the controls at the bottom of the Policies List page.

Types of Policies

The types of policies are:

m  Regular Policies — Policies that share common objects with other regular policies.
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®  Versioned Policies — A policy with a version number is displayed by clicking the
button next to the regular policy name in the first column of Policies List Panel of
the Policies List Page. Clicking the reverse arrow hides the versions of a policy. A
policy with a version number contains a snapshot of the common objects that are
embedded in the saved policy. The name of the policy contains a dot followed by
an incremental number. The higher the number, the later the version. Versioned
policies cannot be modified, but their rules can be extracted to a new policy.

m  Currently Active Policy — This policy is extracted from the active policy. The
currently active policy cannot be modified. If you click the currently active policy
and highlight it, the edit button retains the (RO) designation to show that it is read
only. A Save As button appears on the Policy Name line on the Packet Filtering tab
of the Policy Rules panel. You can save any modifications to the currently active
policy as a new policy. A Save As button appears on the Common Objects panel.
You can save the common objects of this policy to replace the current common
objects associates with regular policies.

This allows you to make the common objects embedded in this version of the policy
the current common objects, overwriting the existing set of common objects.
This approach allows you to save only the rules part of the versioned policy so that:

m  These rules become the current rules for this policy, for example the rules for policy
Initial.10 can be made the rules for the current version of Initial.

®  You can copy the rule to a new name.

Note — The rules created in this way are used with the current set of common
objects. On verifying this policy, you may have to fix any inconsistencies.

The difference in behavior between Save As and Edit(RO) is that Save As affects the
current policy only and Edit(RO) affects a policy version. With Edit(RO), you have the
additional choice of making the rules the current rules for the policy.

Policies List Page Action Buttons

The following table describes the action buttons for the Policies List page.

TABLE 2-2 Action Buttons on the Policies List Page

Control Description

Add New button Opens a dialog box that prompts you for the name of the policy that you
want to add. The name for this new policy appears on the policies list
panel. You add the rules for the new policy on the Policy Rules page.
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TABLE 2-2 Action Buttons on the Policies List Page (Continued)

Control

Description

Edit button

Copy button

Rename button

Delete button

Activate button

Backup All button

Restore All button

Initialize HA button

Help button

Opens the Policy Rules page for the policy that you have highlighted

and allows you to change the parameters. If the Edit button displays

(RO), it means that the policy that you highlighted is read-only. The

read-only mode applies only to the active policy and the policy versions

in the version column:

B You cannot modify an active policy.

®  You must click the name (the first column of the policies list panel) to
highlight the policy that you want to edit.

Opens a dialog box that prompts you for the new name of the policy to
which you want to copy the information from the policy that you
highlighted on the Policies List panel.

Opens a dialog box asking for the new name you want to assign to the
selected policy on the Policies List panel.

Opens a dialog box asking you to confirm you want to delete the
selected policy on the Policies List panel.

Activates the selected policy on the Policies List panel for the Screen.
After you click the Activate button, the version and active policy
information are updated in the highlighted row.

Opens the Backup All dialog box, which enables copying the policies to
a file or diskette. You cannot use the Backup All button if you are using a
browser whose security restrictions do not allow access to the file system
from applets. Most browsers have plug-in modules that permit you to
back up your policies to a local file or diskette.

The backup medium contains copies of the local identities (the
encryption keys and certificates) and must be stored securely and
disposed of securely to avoid compromising your security.

Opens the Restore All dialog box, which enables restoring the policies
from a file or diskette. The restore operation causes the information from
the backup file to overwrite all current policy information. You cannot
use the Restore All button if you are using a browser whose security
restrictions do not allow access to the file system from applets.

Opens the Initialize HA dialog box. This dialog box contains the
statements that you need to be connected to the HA primary to perform
this operation and that you must select the interface you would like to
be the HA interface for the primary. This dialog box presents a choice list
of all the interfaces available.

Opens the online help.
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Using Common Objects

Use the Common Objects area of the Policy Rules page to add common objects and
construct policy rules. The changes you make to the common objects do not affect the
currently active policy until you activate them.

E Logout h Information & Policies ['L Documentation

Save Changes Cancat Chang (Ml Verify Policy Activate Policy

Common Objects

Version 1
Type Service i | Add New Object i | search Search Filters
Results || 7 0 found Expression |
i Screant -
Detail b

Eedit Balets Rename Help

The following table describes the information, controls, and the buttons in the
Common Objects Panel.

TABLE 2-3 Common Object Information, Controls, and Buttons

Information Control Description

Version The version of the registry of common objects that is being used
in a policy. The latest version of the registry is used by all policies.
If you edit the common objects (registry) the word “modified”
appears after the number until you either cancel the changes or
save the changes.

Type Common Displays the list of common objects available. You choose the
Object Choice ~ common object that you want from this list.
List

Subtype Choice Displays the choice list of subtypes available for the common
List for Adding object that you selected. Each common object has it own set of

a New subtypes and each subtype requires that you provide different
Common information in a dialog box for that subtype for that common
Object of object.

Chosen Type
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TABLE 2-3 Common Object Information, Controls, and Buttons (Continued)

Information Control

Description

Search Search String

Search on
Screen

Search
Subtypes

Search Button
Results
Found

Detail

Edit Button

Delete Button
Rename Button

Help Button

Enter the string for a particular subtype for a common object in
this editable text field. When you click the Search button, all
matching subtypes appear in the Results choice list. Leaving this
field blank returns all entries defined for the selected subtype or
local to the selected Screen. Selecting All in Search on Screens and
Search Subtype Choice with the Search String field empty returns
all entries defined.

Displays a choice list of the Screens that the Administration
Station manages. Selecting a Screen from this list limits the search
to common objects exclusive to that Screen.

Display a choice list of the subtypes available for the selected
common object.

Starts the search according to the criteria set.
Displays a choice list of available entries that match the criteria.
Show the number of entries in the search that match the criteria.

Displays the description for the item chosen from the Results
choice list.

Displays the dialog box for the common object selected. Editing a
common object is similar to adding a new one. The difference is
that after you have chosen the common object that you want to
edit and have clicked the Edit button, the dialog box for that
common object contains all the information and you only need to
modify the requisite information.

Displays the Delete dialog box.
Displays the Rename dialog box.

Displays online help.

The following table lists the common objects used in SunScreen.

TABLE 2-4 Common Object Descriptions

Common Object Use

Address Defines the network elements that make up the policy

Authorized User  Describes an administrator for your Screen administration

Certificate Defines the certificates used for SKIP and IKE connections

Interface Defines the Screen’s network interface ports.
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TABLE 2-4 Common Object Descriptions (Continued)

Common Object Use

Jar Hash The Java archive hash for HTTP proxy dialog filtering

Jar Signature The Java archive signature for HTTP proxy dialog filtering
IPsec Key For IPsec manual keys

Proxy User Defines the proxy user name for an authorized user
Screen Defines values and objects to a specific Screen

Service Defines network protocols

Time Defines time intervals for time-dependent rules

Some of these objects are saved automatically every time they are edited or new

objects are added. Although the changes apply immediately and cannot be cancelled,

they do not take effect until the policy is activated. The automatically saved objects
are:

Authorized user
Jar hash

Jar signature
Proxy user

The Screen Field and Common Objects

The Screen field provides a way to define an object or rule for a specific screen in a
scenario that utilizes multiple Screens, specifically when you use Centralized
Management Groups. It has no effect on standalone Screen administration.

SunScreen allows you to use the same name for different common objects if you select

different Screen objects for them. You may also define different parameters for these
common objects; the Screens to which they refer then interpret them locally.

I

An object wit selected applies to all Screens. This is the default, and is
recommended for all objects unless there is a need to use a single name more than
once.

Rules whose Screen field is blank apply to all Screens. Rules with a specific Screen
object selected apply only to that Screen.

Working With Common Objects
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V¥ To Add a Common Object

You use the same steps to add all common objects. The dialog boxes vary according to
the common object selected.

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select the Common Object in the Type list.

E Logout h Information EL Policies ['L Documentation

Save Chanues Lanpgl (Zhas;:esl Verify Policy | Activate Policy |

Comman Objects

YVersim 2
Type Service | Add New Object — | search Search Filters
e [ N —
4 Screen * =)
Detail ‘ J

3 Dalete Bennng Help

3. Click the Add New Object button to display the choices.

4. Type the necessary information in the dialog box.

5. Click the OK button.

V¥ To Search for a Common Object

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.
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2. Select Common Object in the Type list.

k= tosout [ itormation EL poticies 1l pocumentation

Save Changes Cancat Chang (‘3‘s| Verify Policy Activate Policy
Common Objects

Version 2

Type Service | Add New Object —i | search| Search Filters

e 11 P
= ) B

ol ‘ J Subtype LI

Eedit Balets Rename Help

3. (Optional) Type or select values in the search filters.

The results depend on whether the common object matches one of the three search
criteria for the selected type. The search criteria are:

Expression  This field restricts the search to names that match a specified character
pattern. Leaving the field blank returns all names.

Screen This field restricts the search to match a specified screen. Leaving the
field an asterisk (*) returns all names.

Subtype This field returns all objects when set to All. If you select a specific
subtype, the search returns those objects that match the subtype.

4. Click the Search button or press Enter in the Expression field.

5. Select a result from the Results area to retrieve and display its properties in the
Detail field.

After you retrieve the common object, you can edit, rename, or delete it.

To Edit a Common Object

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Common Object in the Type list.
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h Information

Documentation

Gave Changes

Lanpgl (Zhassresl Verify Policy | Activate Policy |
Version 2
Type Service | Add New Object — | search Search Filters
s [ D —
H S+
Detail ‘ 0

3 Dalete Bennng Help

3. (Optional) Select the search criteria.

4. Click the Search button.

5. In the Results area, select the name of the common object to edit.

The details for the selected common object are displayed.

Version 2

Type Service = | Add New Object — |

Search Search Filters
o X T —
“conmon services' GROUP "tep all" "udpall” "sysleg” "dns" "rpeall” "nfs | Screen * —
prog” “lempall” "np® “fp® "rsh” “real andio” "pmap udp all" “prap tep all” L

Subtype  All

Detail

Edit Delete Rename Help

6. Click the Edit button.
The dialog box for the object appears.
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Common Objects

Version 2
Type Service | Add New Object — | Search Search Filters
e [y PP —
5 Sown v
- ‘ J Subtgpe Al |

Eedit Dolets Ranaing Help

—| Service
Name: COMMaN Services
Description: |¢
Screen: * =1
CorlEEs Members Action Time Description
ah cp all i ALLOW w
auth udp all
auto mount syslog
Backweb dns
biff rpecall
bootp A4d >> nfs prog |
certificate discovi icmp all |
chargen << Remove Fip
common ftp
common services ¥sh
CoolTalk real audio
[ ] pmap udp all
OK Cancel Help
Eunsigned Java applet Window
P

Make your changes in the dialog box.

Click the OK button.

To Edit a Common Object From the Policy Rules Table

Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

Click once on the cell in the Policy Rules Table that contains the object to be viewed
or edited.
The dialog box for the chosen object appears.

Policy Rules
Policy Name: Jpitigl Version2

Packet Filtering| Adminetative Accsss | NAT | vPH |
There is 1 packet filtering rule.

Rule Index  Screen Service Source Destination Action Time Description
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Note — If more than one common object uses a particular name, you may not be able
to display the details for the object by clicking on the table cell. In such cases, you
must search for desired object and select it.

3. Edit the object if necessary.

4. Click the OK button.

V¥ To Delete a Common Object
If you delete a named common object (such as address, service, or certificate) that is

being used in a policy object, SunScreen displays a warning message before it deletes
the object.

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Common Object in the Type list.

E Logout h Information EL Policies ['L Documentation

Save Chanues Lanpgl (Zhas;:esl Verify Policy | Activate Policy |

Comman Objects

YVersim 2
Type Service | Add New Object — | search Search Filters
e [ N —
4 Screen * =)
Detail ‘ J

3 Dalete Bennng Help

3. Select the search criteria.
4. Click the Search button.

5. From the Results area, select the name of the common object to delete.
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Common Objects

Version 2
Type Service | Add New Object —i | search Search Filters
S " s toein [
*comuman services" GROUF “igpall” ‘udp al” "syslog” *das” "rpeall” "afs | Sae %
Detall | prog™ *iempall” gt "ip" "csh Sseal ancio" " prop atp all "prasp tep all’ |
Subtgpe All

Edit Delete Rename Help

6. Click the Delete button.

7. Click Yes in the Delete Rule dialog box.

=] Delete |
Do yvou really want to delete this

Service

_Yes| Nof

_EUnsigned Java applet wWindow [

Note — Be careful not to remove your Administration Station’s address from its
interface address group. If you do, you will be unable to administer your Screen after
you activate the next policy.

¥  To Rename a Common Object

When you rename a common object with no Screen object, you also rename all
references to the object in the current policy.

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Common Object in the Type list.
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h Information

Save Chanues Lanpgl (Zhas;:esl

Documentation

Verify Policy | Activate Policy |

Version 2

Type Service = | Add New Object — | Search Search Filters

Reuts [ || 0 found
i Screen & =}
Detail ‘ 0
3 Dalete Bennng Help

3. Click the Search button.
4.

Common Objects
Version 2

Type Service | Add New Object —i |

_search| Search Filters
N e ) —
"eonunon services' GROUP "tep all" "ndpall” "syslog” "dns" "rpeall” "nfs |—

Screen " —
creog” Mcanpall” g "Fp" sk el i’ "proap wlp all” "proap tep al” |

Detail

Edit Delete Rename Help

5. Click the Rename button.

The Rename dialog box appears.

6. Type the new name in the Please Enter the New Name field.
~i Rename I |
Please enter the new name. |I |

0K| Cancell

EUnsigned Java applet wWindow

7. Click the OK button.
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Service and Service Group Objects

When setting up your network security policy, you need to decide which network
services to make available to hosts on your internal network and which services to
make available to hosts on the external network. Most sites need to determine policy
rules that govern basic services.

SunScreen provides many predefined network services and service groups, such as www,
http, ftp, telnet, and dns. You can change the default values of a service or add a
new service as needed. (See “Services and State Engines” in SunScreen 3.2
Administrator’s Overview for a list of services and service groups.)

You can define both single services and service groups (clusters of single services that
you want to use together.) The services that are available for use in the policies are
installed as part of the SunScreen software.

In addition to the basic services, every TCP/IP implementation provides services such
as echo, discard, daytime, chargen, and time. For services such as £tp, you may
want to allow anyone in the internal corporate network to send outbound traffic, but
only allow inbound traffic in this protocol to go to the FTP server. This requires two
rules: one for the outbound traffic and one for the inbound traffic going to the public
server.

Each service uses a state engine, a sort of protocol checker. For example, the FTP state
engine checks port numbers when the ftp service is being used. For more information
on state engines, see “Services and State Engines” in SunScreen 3.2 Administrator’s
Overview.

v To Add a Service

Note — Although you can change the default values for a service, the preferred method
is to add a new service with the new values. This makes troubleshooting easier.

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Service in the Type list.
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Version 2
Type Service | Add New Object —i | search Search Filters
Results || j 0 found Expression ||
Screen * =]
pend @ Subtype Al

£adit Belste fe pame Help

3. Click New Single from the Add New Object list.
The Service dialog box appears.

Service |-

Name: |1

Description: |:

Screen: * =

Broadcast Parameters

Add Filter| add pare | pelew |

OK | cancel| Help |

ﬂ Unsigned Java Applet Window

The following table describes the controls in the Service dialog box for a single service.

TABLE 2-5 Controls for Service Dialog Box for Single Service

Control Description

Name Specifies the name of the service object.

Description (Optional) Provides a brief description about the service object.

Screen (Optional) Restricts the service so that it applies to the selected Screen only. The

default (All) means that all Screens recognize this object unless an object exists
that has been specifically defined for a particular Screen and has the same
name as the Screen for which it is defined.

Filter Table Information
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TABLE 2-5 Controls for Service Dialog Box for Single Service (Continued)

Control Description

Filter Table Display the parameters for the single services.
1. The Add Filter button Adds a row to the filter table so that you can define
additional forward filters for the service.
2. The Add Port button adds ports for use by the forward filter. This field
becomes active when you click the port field of the filter table.
3. The Delete button the highlighted row in the table. You click a row in the

table to highlight it.
Filter Identifies the state engine.
Port Identifies the port number, program number, or type used by the forward filter.
Broadcast Determines whether the rules in which the service is used allows

communication to broadcast or multicast addresses. If you want the service to
work for nonbroadcast addresses, you must enter a separate table entries for
broadcast and nonbroadcast entries

Parameters Overrides the default values the selected packet-filter state engine. Each state
engine has a set of parameters; refer to “Services and State Engines” in
SunScreen 3.2 Administrator’s Overview for default parameters values and their
meaning.

Reverse Determines whether the filter applies to packets originating from the host in
the To address of a rule and going to the From address of a rule.

OK Button Stores the new or changed information and makes the Save Changes command
button active.

Cancel Button Cancels any new or changed information.

Help Button  Displays the page of online help for this common object.

. Type the name for this new service in the Name field.

For example: £tp-34

. (Optional) Type a description for this service in the Description field.
For example: Use ftp-34 instead of the supplied ftp service.

The description appears in the Service Details field that displays when you choose a
service or service group for a rule.

. (Optional) Select a Screen from the Screen list.

. Click the Add Filter button.

This adds an entry to the filter list.

. Select a filter from the list.

You can use the Add Filter button as necessary to select the filters that you need for a
particular service.
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9. (Optional) If you have too many filters:
a. Select the Parameters field to highlight the line that contains the unwanted filter.
b. Click the Delete button to delete the filter.
c. Repeat these steps until all unwanted filters are deleted.
10. Click the select box in the Filter field to display the list of service filter engines.

Name: ﬂp—Séﬁ_

Description: (.. fo—34 instead of the supplied fio servicd |

Screen: * =

Broadcast Parameters

prrap_nis Add Filter| add pare | pelew |
prap_udp
prap_tep
mac_tep
tpc_udp
tealaudio oK

cancel| Help |

— rsh

5

L= =glnet

Applet Window

For each filter desired:
a. Click the Select box under Filter.
b. Choose a filtering engine from the list displayed.

c. Click the Reverse box, if the service operates in the reverse direction.

Reverse is a seldom-used option for specifying asymmetric inbound traffic, such as
traceroute and router discovery services.

11. Type the port number for the new service in the Port field.

You can use the Add Port button as necessary to add an additional set or sets of ports
that you need for a particular filter. As a rule, you need to use the Add Port button
only when you must specify a discontinuous set of port numbers, such as
"1024-1028" + "1030-1048". If you have too many ports, follow the steps below
to delete them:

a. Click the Add Port button to add the necessary ports.

b. Select the parameters field to highlight the line that contains the unwanted port.
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12.

13.

14.

15.

16.

c. Click the Delete button to delete the unwanted port.

(Optional) To override the default values for the filter that you have selected,
change the default values by typing the values that you want to use.

Click the Broadcast button if the service sends IP broadcast packets.

If the service sends both broadcast and non-broadcast packets (for example, the
standard rip service), you will need two ports: one with the broadcast box checked
and one with the broadcast box unchecked.

(Optional) If you want to override the default parameters for the filter that you have
selected, type the required number of parameters, separated by spaces.

You need to type in parameters only if you do not want to use the default values. For
information about the default values for these fields, see “Services and State Engines”
in SunScreen 3.2 Administrator’s Overview.

Click the OK button to place this service definition in the policy file.

The service ftp-34 now appears in the list of services.

Repeat the above steps until you have added all the services necessary for your
policy.

To Add a Service Group

Note — Although you can modify the default services in service groups, the preferred
method is to add a new service group that contains the services that you want. This
makes troubleshooting easier.

Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.
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2. Select Service in the Type list.

Common Objects

 seviee | Ade New Object — |
-

:

_udn | _pefete | Rewame| Help |

3. Select New Group from the Add New Object list.
The Service dialog box is displayed.

Service

The following table describes the controls in the Service dialog box for service group.

TABLE 2-6 Controls for Service Group Service Dialog Box

Control Description

Name Specifies the name of the service object.
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10.

TABLE 2-6 Controls for Service Group Service Dialog Box (Continued)

Control Description
Description (Optional) Provides a brief description about the service object.
Screen (Optional) Restricts this service group applies to the selected Screen only.

The default (All) means that all Screens recognize this object unless an object
exists that has been specifically defined for a particular Screen and has the
same name as the Screen for which it is defined.

Services List Identifies the services that do not belong to the service group. Refer to
“Services and State Engines” in SunScreen 3.2 Administrator’s Overview for a
description of services.

Members List Identifies the services that belong to the service group.

Add Button Moves the service selected in the Services list to the Members list, making
the service a member of the specified service group.

Remove Button = Moves the service selected in the Members list to the Services list, removing
the service from the specified service group.

OK Button Stores the new or changed information and makes the Save Changes
command button active.

Cancel Button ~ Cancels any new or changed information.

Help Button Calls up the page of online help for this common object.

Type the name for the new service group in the Name field in the Service dialog
box.

(Optional) Type a description for this new service group in the Description field.

The description appears in the Service Details field that displays when you choose a
service or service group for a rule.

(Optional) Choose a Screen from the Screen list.

Select the service or service group that you want to include in this new service
group.

Click the Add button to move the chosen service or service group to the Members
list.

Click the OK button.

Repeat the above steps until you have added all the service groups required.
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Address Objects

SunScreen identifies network elements—networks, subnetworks, and individual
hosts—by mapping a named address object to one or more IP addresses. Address
objects are used:

®  To define the network elements that make up the policy
m  To define the network interfaces
®  As the source and destination addresses for policy rules and for NAT

Each rule must have a source address and a destination address.

An address object can represent a single computer or a whole network. You can gather
address objects that represent individual and network addresses to form address
groups. You may define address objects that specifically include or exclude other
address objects (single IP hosts, ranges of contiguous IP addresses, or groups of
discontiguous IP addresses). Some addresses are already defined.

An individual host is identified by linking its unique IP address to an address object.
The address object can use the name or IP address of the host.

Caution - If you change the Admin address, the admin certificate, the local certificate,
or the admin-group certificate, you risk losing connectivity from the Administration
Station to the Screen. Reestablishing connectivity is difficult and requires you to log
into the Screen directly or to use an Administration Station that is still working. It also
requires exchanging encryption information.

To Add a Host Address

. Execute the steps in “To Modify the Policies Associated with a Common Object”

on page 37.
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. Select Address in the Type list.

Version 2
Type Address  — | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
e =
Pt @ Subtgpe  All

Baie | i)i&i?"ii&l Rz&namz&l Help |

. Select New Host from the Add New Object list.
The Host Address dialog box appears.

~i Address | - |J|

Name: |1

Description: |:

Screen: * =i
IP Address/Host Name: |} Lookup IP Address

OK | cancel| Help |

&iUnsigned Java Applet Window

The following table describes the controls in the Address dialog box for a new host.

TABLE 2-7 Controls for New Host Address Dialog Box

Control Description

Name Specifies the name for the address object.

Description (Optional) Provides a brief descriptive note about the address object.

Field

Screen (Optional) Restricts this address so that it applies to the selected Screen only.

The default (All) means that all Screens recognize this object unless an object
exists that has been specifically defined for a particular Screen and has the
same name as the Screen for which it is defined.

1P Specifies the IP address you want to associate with the address object
Address/Host identified in the Name list.

Name

Lookup IP If SunScreen has access to DNS or NIS, lets you look up host addresses by

Address Button  host name.
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TABLE 2-7 Controls for New Host Address Dialog Box (Continued)

Control Description

OK Button Stores the new or changed information and makes the Save Changes
command button active.

Cancel Button ~ Cancels any new or changed information.

Help Button Calls up the page of online help for this common object.

4. Type the name for this new address in the Name field.
For example: NewAddr

5. (Optional) Type a description in the Description field.

The description appears in the Address Details field that is displayed when you use
the Rule Definition dialog box to choose an address or address group for a rule.

6. (Optional) Select a Screen from the Screen list.

7. Type the IP address in the IP Address/Host Name field.
For example: 100.100.20.10

8. Click the OK button.

v To Add a Group of Addresses

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Address in the Type list.

Version 2

Type Address  — | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
Soom ¢
Pt @ Subtype  All
Baie | frelpie | Rz&namz&l Help |

3. Select New Group from the Add New Object list.
The Address dialog box appears.
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Address |-

Name: |1

Description: ¢

Addresses
*
hmeD.net

horsehead_hme0
localhost

Screen: * =

Include List

Al ni
<4 Rambve
A o Exclude List :II
<< Remeve|[

OK | cancel| Help |

&iUnsigned Java Applet Window

The following table describes the controls for the Address dialog box for new group.

TABLE 2-8 Controls for the New Group Address Dialog Box

Control Description

Name Specifies the name for the address object.

Description (Optional) Provides a brief description about the address object.

Screen (Optional) Restricts this address group so that it applies to the selected
Screen only. The default (All) means that all Screens recognize this object
unless an object exists that has been specifically defined for a particular
Screen and has the same name as the Screen for which it is defined.

Addresses Displays the addresses objects that can to be used to create the address

Include List

Exclude List

group.

Specifies the address objects that are currently included in the address
group. Use the Add or Remove buttons to modify the list.

Specifies the address objects that are excluded from the address group. For
example, you can create an address group that includes all addresses except
as specified in the Exclude List. Use the Add or Remove buttons to modify
the list.
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TABLE 2-8 Controls for the New Group Address Dialog Box (Continued)

Control Description

OK Button Stores the new or changed information and makes the Save Changes
command button active.

Cancel Button ~ Cancels any new or changed information.

Help Button Calls up the page of online help for this common object.

4. Type the name for this new address group in the Name field.

For example: GroupName

5. (Optional) Type a description in the Description field.

The description appears in the Address Details field that is displayed when you
choose an address or address group for a rule using the Rule Definition dialog box.

6. (Optional) Select a Screen from the Screen list.
7. Select an address from the Addresses list.

8. Use the Add button to move the address to the Include list or to the Exclude list.
Use the corresponding Remove button to remove addresses from the lists.

9. Continue to build the intended address group by adding to the Include lists.

10. Click the OK button.

v To Add a Range of Addresses

An address range is a set of numerically contiguous IP addresses, identified by the
starting and ending addresses or using the CIDR notation. Networks and subnetworks
are typically identified by an IP address range name. You can set up an address object to
represent an address range.

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Address in the Type list.
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Common Objects

| dires | Add ew OBiect |
o

3. Select New Range in the Add New Object list.
The Address dialog box appears.

The following table describes the controls for the Address dialog box for new range.

TABLE 2-9 Controls for New Range Address Dialog Box

Control Description

Name Specifies the name for the address object.

Description (Optional) Provides a brief description about the address object.

Screen (Optional) Restricts this range of addresses so that it applies to the
selected Screen only. The default (All) means that all Screens
recognize this object unless an object exists that has been
specifically defined for a particular Screen and has the same name
as the Screen for which it is defined.

Starting IP Address Specifies the starting IP address in the range.

Ending IP Address Specifies the ending IP address in the range.
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TABLE 2-9 Controls for New Range Address Dialog Box (Continued)

Control Description

OK Button Stores the new or changed information and makes the Save
Changes command button active.

Cancel Button Cancels any new or changed information.

Help Button Calls up the page of online help for this common object.

4. Type the name for this new address range in the Name field.

For example: AddrRange

5. (Optional) Type a description in the Description field.
The description appears in the Address Details field that is displayed when you
choose an address or address group for a rule using the Rule Definition dialog box.

6. (Optional) Select All from the Screen list.

7. If you are using the Range Syntax, type the Starting IP address in the Starting IP
Address field.
For example: 100.100.20.10

8. If you are using the Range Syntax, type the Ending IP address in Ending IP Address
field.
For example: 100.100.20.90
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9. Clicking the CIDR Syntax tab to use the CIDR Syntax for defining a Range of
Addresses.

The CIDR Address dialog box appears

— Address |-

Name: ¢ |

Description: v |

Screen: * =

Range Syntax | CIDR Syntax|

Network Address: | |

Mas k: | |

OK | cancel| Help |

ﬂ Unsigned Java Applet Window

10. If you are using the CIDR Syntax tab, type the network address (for example,
10.100.20.0)and the network mask (for example, 255.255.255.0, or 24).

11. Click the OK button.

Certificate Objects

If you are using remote administration, the certificate for the Screen and the certificate
for the remote Administration Station were created, and the hashes exchanged, during
the installation procedure.

You can combine certificates into groups for ease of use and convenience.
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Note — Store the diskette that contains the certificate safely and securely. It contains
sensitive information that is not encrypted.

To Generate an IKE Certificate

Unlike SKIP, installing a remote administration station does not automatically create
an IKE certificate. Perform the following steps on the primary Screen to generate a
new certificate:

. Execute the steps in “To Modify the Policies Associated with a Common Object”

on page 37.

. Select Certificate from the Type list.

Version 2

Type Certificte — | Add New Object = search Search Filters
Results || j 0 found Expression ||

Screen * =]
pend @ Subtype Al

Eedit Balets Rename Help

. Select Generate IKE Certificate from the Add New list.

The certificate dialog box appears with options for the type of key to generate. The
default value for the Encryption Type is rsa-shal. The default Key Size is the lowest
available.
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10.

11.

12.

13.

g| IKE Certificate | " |J|
_Generate Self Signed Certificate

(@ Generate CA Request

Name:

Screen: i =

Installed on: horseheadz

Distinguished Name: f E
fT = '

Encryption Type: rsa—shal —

Key Size: 512 o

Subject Alternative Names:

Add| Remove

Generate | Close

(=] Unsigned Java Applet Window

Select if you want to use a self-generated certificate or a certificate request for a
certificate authority to sign.

Type a name in the Name field.

(Optional) Type a description in the Description field.

(Optional) Select the Screen from the Screen list.

Select the Screen the certificate is installed on from the Installed On list.

Type an X.509 distinguished name for the certificate subject in the Distinguished
Name field. The distinguished name typically has the form of C=Country,
O=Organization, OU=0Organizational_Unit, and CN=Common_Name.

Select the Encryption Type. You can select rsa-shal, rsa-md5, or dsa.
Select the Key Size. The default is the lowest available.
Click the Generate button.

Click the OK button.
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To Export an IKE Certificate

. Execute the steps in “To Modify the Policies Associated with a Common Object”

on page 37.

. Select Certificate from the Type list.

Common Objects

| Cotfite | atinewobier |
]

f

__stit | _pelete | Renawe| welp |

. Click Search.
. Select the certificate you want to export from the list in the Results area.

. Click the Edit button.

The export certificate panel appears

SUBJECT=c=usa ﬂ

Esport contifcat|

6. Click the Export Certificate button.

The Export Certificate panel appears
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= Export Certificate
Warning: Applet Window

Below is the exported certificate. Use "Copy and Paste" or Save to a file

————— BEGIN ®503 CERTIFICATE————— —
MIIBNDCB36ADAGECAIEBMANGCSQGS|b3DOEBEQUAMBwxDDAKBgNYEE
MaoGATUEChMDUTYUMBAXDTARMDU=NJESNDgxMFoXDTATMDUxMNES
MaoGHTUEBhMDVYNEM Qww Cg¥DWY QO KEw NTW W wWw TANBg kghkiGTw

A kBsd4509wXE 0pPXDed0o biDgdDwW kf4)+BpZeud2Hy L3V]sEzC4 W gtD
NOO1s8DA0vW Nnw]mulhgDbMNhagEjowSwDTALEgNY HOSERA M CEafw|
AQEFBOADQOAKION2GTYEFORZC3 16V L10dtm 1 ZKe Tawsdook] oCxrOQ /0
D4z3KF/HoaNOkxal3C|186v38leadFRgz

————— EMD X509 CERTIFICATE————

ﬂ Save

7. If you do not have the Java plugin loaded, you can Copy and Paste the information
by selecting the certificate information in the Export Certificate panel and copying
and pasting the information into another file.
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8. If you have the Java plugin loaded, you can click the Save button.

The Save CA request to a file panel appears. Type the file name for where to save the
exported certificate.

—| Save CA Request to a file

Enter path or folder name:

| /homefarts /A ¥

Filter Files o

IEBE 01.jpg u
020imagine.swf

Folders _ |1-22docmeetagenda.htmi

.. 17 .xt

arttest 12.txt

bin 3—5docmeetagenda.html

bugs 3.2 .Nomenclature.fm
davesfig 1

Enter file name:

I

OK Update Cancel

v To Import an IKE Certificate

When you import an IKE certificate, the process explicitly creates an object and
associates that object with imported certificate. You do not need to manually do an
associate for the imported IKE certificate. The procedure “To Associate an IKE

Certificate” on page 74 is typically used when you have added an IKE certificate
from the command line.

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Certificate from the Type list.
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Version 2
Type Certificte — | Add New Object = search Search Filters
Results || j 0 found Expression ||
Saen = |
pend @ Subtype Al

Eedit Balets Rename Help

3. Select Import IKE Certificate from the Add New Object selection list.

4. The IKE Certificate panel appears.

= IKE Certificate ==
Name: i
Description: T
Screen: * —
Installed on: horsehead —
Choose import method:
(® PEM Base6d or BER ASN.1 File: I Browse
_IPaste in PEM Base6d Text: D
Kl 13
Install Certificate
&#| Cancel| Help
= Unsigned Java applet Window

5. Type a name in the Name field.

6. (Optional) Type a description in the Description field.

7. Select the Screen from the Screen list.

8. Select the machine where the certificate will be installed from the Installed on list.

9. If you have the Java plugin loaded, click the Browse button beside the PEM Base64
or BER ASN.1 File field to bring up a panel that you can use to navigate to the file
that contains the certificate.

10. If you do not have the Java plugin loaded, click the radio button beside the Paste in
PEM Base64 Text: which enables the area where you can paste in the certificate
information that you have copied from another file.
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11. Click the Install Certificate button to import and install the certificate.

12. Go to “To Work with IKE Certificate Groups” on page 85 to add the IKE certificate
to either an IKE root CA certificate group or to an IKE manually verified certificate

group.

v To Associate an IKE Certificate

This procedure is typically used when you have added an IKE certificate using the
command line interface.

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.
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2. Select Certificate from the Type list.

YVersim 2
Type Certificate  — | Add New Object =1 search Search Filters
Results | 7 0 formd Expression ||
Soem = |
peed @ Subtype Al i

3 Dalete Bennng Help

3. Select Associate IKE Certificate from the Add New Object selection list.
The associate IKE certificate panel opens.

— IKE Certificate [ -]
Name:

Description: H

Screen: i =

Installed on: horsehead2 —

Distinguished Name:

: EL____ T

0K| cancel

(=] Unsigned Java Applet Window

4. Type a name in the Name field.
5. (Optional) Type a description in the Description field.

6. Select the Screen from the Screen list.

7. Select the machine where the IKE certificate will be installed from the Installed on

list.

8. Type an X.509 distinguished name for the certificate subject in the Distinguished

Name field. The distinguished name typically has the form of C=Country,
O=Organization, OU=0Organizational_Unit, and CN=Common_Name.

9. Go to “To Work with IKE Certificate Groups” on page 85 to add the IKE certificate
to either an IKE root CA certificate group or to an IKE manually verified certificate

group.
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To Generate SKIP UDHs Certificates

Note — Use the Installed On field in the Certificate dialog box to choose the Screen
where you want to add the certificate to the SKIP database. The default choice is the
Screen to which users are connected. This is the choice you should use if you are using
centralized management groups.

Self-generated private keys use the SKIP NSID 8, signifying that the public value for
that key has not been signed. To validate the public value, the hash of the public value
associated with that private key is used as the certificate ID. When the certificate is
added either manually or through Certificate Discovery Protocol (CDP), you can
certify the public value by comparing the hash of the public value in the certificate to
the certificate ID. Unsigned Diffie-Hellman certificates are described in the

SunScreen 3.2 Administrator’s Overview.

. Execute the steps in “To Modify the Policies Associated with a Common Object”

on page 37.

. Select Certificate in the Type list.

Version 2

Type Certificte — | Add New Object = search Search Filters
Results || j 0 found Expression ||

Screen * =]
pend @ Subtype Al

Eedit Balets Rename Help

3. Select Generate SKIP UDH in the Add New Object list.

The Certificate dialog box is displayed.
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The following table describes the controls for the Certificate dialog box for generate

Screen certificate.

TABLE 2-10 Controls for the Certificate Dialog Box for Generate Screen Certificate

Control Description

Name Specifies a name for the certificate.

Description (Optional) Provides a brief description about the certificate object.

Screen Specifies the Screen that recognizes the certificate object. The default is
AllL

Installed On (Optional) Specifies the Screen on which the certificate is generated.

Radio buttons Specifies the strength of encryption that the Screen uses.

Generate New Generates the certificate. The Certificate ID field displays the certificate’s

Certificate certificate ID.

OK Button Stores the new or changed information and makes the Save Changes

Cancel Button

Help Button

command button active.
Cancels any new or changed information.

Calls up the page of online help for this common object.
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10.

2.

Type a name in the Name field.
(Optional) Type a description in the Description field.
(Optional) Select the Screen from the Screen list.

(Optional) Select the name of the Screen on which the Certificate is installed in the
Installed On field.

Specify the level of encryption the Screen uses.

Available levels are:

Highest available

U.S. and Canada (4096)
U.S. and Canada (3072)
U.S. and Canada (2048)
Global (1024)

Global (512)

Click the Generate New Certificate button.
The Certificate ID field displays the Certificate ID.

Click the OK button.

To Load a SKIP Issued Public or Private Certificate

Note — Because Netscape Navigator and Internet Explorer do not support the Java
mechanism for applet signing, the administration GUI cannot access your system'’s
local resources. (Browser security mechanisms prevent this type of access to local
system resources.) See “Accessing Local System Resources” on page 23.

You can add new key pairs and local identities by using a SunScreen Key and
Certificate diskette. This type of key and certificate is known as an issued certificate.
Certificates are described in “Certificate Object” in SunScreen 3.2 Administrator’s
Overview. You also can add new private keys from a directory that contains only one
set of private key and certificate files.

Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

Select Certificate in the Type list.
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Common Objects

=} =}
o

f

__stit | _pelete | Renawe| welp |

3. Select Load SKIP Issued Private key or Load SKIP Issued Public key from the Add
New Object list.

The Certificate dialog box appears.

Certificate

T
horosheaci2 |
o

__OK_| cancel| _Help |

The following table describes the controls for the Certificate dialog box for generate
Screen certificate.

TABLE 2-11 Controls for the Certificate Dialog Box for Generate Screen Certificate

Control Description

Name Specifies a name for the certificate.

Description (Optional) Provides a brief description about the certificate object.

Screen Specifies the Screen that recognizes the certificate object. The default is All.
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TABLE 2-11 Controls for the Certificate Dialog Box for Generate Screen Certificate

(Continued)
Control Description
Installed On (Optional) Specifies the Screen on which the certificate is generated.

Load Certificate

OK Button

Cancel Button

Help Button

Brings up a selection panel where you can identify the location of the file
that contains the certificate.

Stores the new or changed information and makes the Save Changes
command button active.

Cancels any new or changed information.

Calls up the page of online help for this common object.

4. Type a name in the Name field.

5. (Optional) Type a description in the Description field.

6. (Optional) Select the Screen from the Screen list.

7. (Optional) Select the Screen the certificate is installed on from the Installed On list.

8. Click the Load Certificate button.

9. In the File dialog box:

~| Select a .crt File

Filter

| /Floppy/Floppyd

Directories

ATloppy/,
/Floppys.

- I |

Selection

|/ﬂoow/i

oK | Filter | Cancel

a. Select the directory of the floppy that contains the certificate files.
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b. Select a file with a . crt extension from the Files list.

c¢. Click the OK button.
The Certificate ID field contains the value.

10. Click the OK button.

v To Associate SKIP Certificate

By associating a certificate, you can assign a name to a certificate that exists on another
Screen. Associate a certificate ID when you want to encrypt communication between
two Screens or between a Screen and an Administration Station.

Note — Self-generated certificates are validated by a telephone call between two people
who know each other and recognize each other’s voice.

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Certificate in the Type list.

Version 2

Type Certificte — | Add New Object = search Search Filters
Results || j 0 found Expression ||

Saen = |
pend @ Subtype Al

Eedit Balets Rename Help

3. Select Associate SKIP Certificate from the Add New Object list.
The Certificate dialog box appears.
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= Certificate | : |J|

Name: |1

Description: |:

Screen * =
Installed On: horsshead2

Certificate Type: Generated UDH =

Certificate I1D:  Tx

0K cancel| Help |

ﬂ Unsigned Java Applet Window

The following table describes the controls for the Certificate dialog box for associate

SKIP certificate.

TABLE 2-12 Controls for Associate SKIP Certificate Dialog Box

Control

Description

Name

Description

Screen

Installed On

Certificate ID

OK Button

Cancel Button

Help Button

Specifies the name for the certificate ID object.

(Optional) Provides a brief description about the MKID or certificate ID
object.

Specifies which Screen recognizes the certificate ID object. The default is All.
Specifying a Screen allows you to define packet-filtering rules that encrypt
traffic between any two machines, not just between an Administration
Station and a Screen. Specify the Screen only if you are using Centralized
Management. A common object or policy rule applies to all Screens unless
you choose a specific Screen.

(Optional) Used only if you later remove this certificate object from the
common objects. At that time, the SKIP identity that is installed on the
Screen will be removed from the parameter.

Specifies the certificate ID (hash value) for the certificate that you generated
on the other system.

Stores the new or changed information and makes the Save Changes
command button active.

Cancels any new or changed information.

Calls up the page of online help for this common object.
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10.

Type a name in the Name field.

(Optional) Type a description in the Description field.

(Optional) Select the Screen from the Screen list.

Select the Screen the certificate is installed on from the Installed On list.
Select the type of certificate from the Certificate Type list.

Type the Certificate ID (MKID) for the certificate.

Click the OK button.

Certificate Groups

To Add a Certificate Group

After you have named certificate, you can group them into logical groups, so that you
can use a group instead of single names in a policy rule..

There are two special predefined IKE certificate groups. See “To Work with IKE
Certificate Groups” on page 85 for the steps you need to follow to set up IKE
certificate groups.

Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.
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2. Select Certificate in the Type list.

Common Objects

ot | addNewomjest |
C

3. Select New Group from the Add New Object list.
The Certificate dialog box appears.

The following table describes the controls in the Certificate dialog box for certificate
group.

TABLE 2-13 Controls for Certificate Group Dialog Box

Control Description
Name Specifies the name of the certificate object.
Description (Optional) Provides a brief description about the certificate object.
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TABLE 2-13 Controls for Certificate Group Dialog Box (Continued)

Control Description

Screen Specifies which Screen recognizes the certificate object.

Available Identifies the certificates that do not belong to the certificate group. Refer to
Certificate List ~ “Services and State Engines” in SunScreen 3.2 Administrator’s Overview for a

description of services.

Include List Identifies the certificates that are to be included in the certificate group.

Exclude List Identifies certificates that are to be excluded from the certificate group.

Add Button Moves the certificate selected in the Available Certificates List to the Include
or Exclude list, making the certificate a member of the specified service
group.

Remove Button  Moves the certificate selected in the Group Members list to the Include or
Exclude list, removing the certificate from the specified certificate group.

OK Button Stores the new or changed information and makes the Save Changes
command button active.

Cancel Button ~ Cancels any new or changed information.

Help Button Calls up the page of online help for this common object.

. Type a name in the Name field.
. (Optional) Type a description in the Description field.

. (Optional) Select a Screen from the Screen list.

. Select an certificate from the Available Certificates list.

. Use the Add button to move the certificate to the Include list or the Exclude list.

Use the corresponding Remove button to remove certificates from the lists.

. (Optional) Continue to build the intended certificate group by adding to the Include
lists.

. Click the OK button.

To Work with IKE Certificate Groups

There are two special predefined IKE certificate groups:

IKE manually verified certificates that hold trusted certificates used by IKE
IKE root CA certificates that hold root CA certificates used by IKE
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Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Certificate in the Type list.

Version 2

Type Certificate  — | Add New Object =1 search Search Filters

Results | 7 0 formd Expression ||
N

Detail @

Subtype Al
3 Dalete Bennng Help

3. Click the Search button.

4. Select either the IKE root CA certificate or the IKE manually verified certificate from
the results field.

5. Click the Edit button.
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6. (For IKE root CA certificate) The IKE root CA certificate panel appears.

|

=i Unsigned Java Applet window

7. (For IKE root CA certificate) Select the IKE root CA certificate from the Available
Certificates and click the ADD button to add it to the Include List

8. (For IKE manually verified certificate) The IKE manually verified certificate panel
appears.
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= Certificate | : |J|

Name:

I I iy ermrifis | c=rfizzins

Description: |‘mEsERVED: listof verifiedtrusted certificates

Screen * =

Available Certificates Include List
certl
cert2
IKE root CA certifical
root_cert
Al v
<< Rameve
T
Add »b Exclude List 2
<< Rameve
o ==

OK | cancel| Help |

= Unsigned Java Applet window

9. (For IKE manually verified certificate) Individually select the certificates that have
been manually verified and click the Add button for each to add them to the
Include List

IPsec Key

The IPsec Key (also referenced as manual keying) dialog allows you to generate an
IPsec key by either manually typing the key value or to use a random number
generator to generate the key. The key that is generated by the random number
generator is determined by the algorithm used.

Note — IPsec Key cannot be used for remote administration or VPN.

v To Add an IPsec Key

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.
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2. Select IPsec Key from the Type list.

E Logout ll Information I:i Policies
Save Changes | Cancel Changes| _ Verify Policy | _Activate Policy
Common Objects

U Documentation

Version 1
Type PsecKey i | Add New Object i | search
Results |1 j 0 found
Detail 0

Eedit Dolets Ranaing Help

3. Select NEW from the Add New Object list.
The IPsec Key dialog appears.

Name:

Description: |}
Screen: * !
Key Size: DES —

Manual Key:

Generate New Key

OK | cancel| Help |

&Unsigned Java Applet Window

Search Filters

Expression ||

e I
Subtype All —

. Type the name for the IPsec key in the Name field.
. (Optional) Type a brief description for the IPsec key.

. Select which Screen recognizes the IPsec key. The default is all.

Note — Typing a Screen name allows you to define packet filter rules that encrypt
traffic between any two machines, not just between an Administration Station and a

Screen.

. Select the Key size. The Hex string values you can select are:
DES-CBC 16
3DES-CBC 48
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MD5 32
SHA1 40

. Manually type a key value to be used for the IPsec key. You should use the above

hex values for proper security. If you type additional hex characters, they are
discarded and the maximum value listed above is used.

. Alternatively, click the Generate New Key to use the random generator to create the

IPsec key.

10. Click the OK button

90

Screen Objects

If you are configuring high availability (HA) or centralized management groups
(CMG), you need to add a Screen. For the standalone configuration, you may edit the
Screen for adding SNMP or modifying miscellaneous properties.

If you are running in stealth mode or mixed mode (a mix of routing and stealth
interfaces), you must modify the Screen object in order to define the stealth network
and netmask for the network the Screen is subdividing.

Screen Object Tabs

Most of the work with Screen Objects is done using the 4 tabs on the Screen dialog
box.

~i Screen | - |J|

Name: |1

Description: ¢

Misceuaneous| SNMP | Primary/Secandary | Mail Proxy

Miscellaneous Tab
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Harsehead

The following table describes the controls for the Miscellaneous tab of the Screen
dialog box.

TABLE 2-14 Controls for the Miscellaneous Tab of the Screen Dialog Box

Control Description

Name Specifies a name for the screen object.

Description (Optional) Provides a brief description of the screen object.
Log Size Sets the size of the log in megabytes.

Stealth Network Specifies the network address for interfaces that are used as stealth
Address interfaces. Set this parameter if you have used the interface object to
designate any Screen interfaces as stealth interfaces.

Stealth Netmask Specifies the netmask for interfaces that are used as stealth interfaces. Set
this parameter if you have used the interface object to designate any Screen
interfaces as stealth interfaces.

Allow Routing  Specifies whether the Screen sends or receives updates to the routing table
Traffic using the RIP protocol.

Name Service Specifies the name service (DNS, NIS, Both, or None) that the Screen will
use.
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TABLE 2-14 Controls for the Miscellaneous Tab of the Screen Dialog Box (Continued)

Control Description

Certificate Specifies whether the Screen uses Certificate Discovery.

Discovery

OK Button Stores the new or changed information and makes the Save Changes

command button active.
Cancel Button ~ Cancels any new or changed information.

Help Button Calls up the page of online help for this common object.

SNMP Tab

The SNMP tab specifies the interval for SNMP timed status indicator traps and you
can add, edit, or delete SNMP trap receivers.

92  SunScreen 3.2 Administration Guide * September, 2001



Note — Use the Action field of the packet-filtering Rule Definition dialog box to specify
actions that generate SNMP alerts. The machine that receives SNMP trap alerts must
not be a remote Administration Station.

The following shows the SNMP tab of the Screen dialog box.

—| Screen | -]l

Name: | cpmp1;

Description: | peceiver 1

Miscellansous | SNMP| Primary.-’E‘emndary| Nzl Prosy

SNMP Timer interval {(min) 20
192.205.45.23

209.145.206.45

q
SNMP Receivers 10582252

Add/Delete {(Name/IP address)

Add Delete

OK | cancel| Help |

= Unsigned Java Applet Window

The following table describes the controls for the SNMP tab on the Screen dialog box.

TABLE 2-15 Controls for the SNMP Tab of the Screen Dialog Box

Control Description

Name Specifies a name for the Screen object.

Description (Optional) Provides a brief description of the Screen object.

SNMP timer Specifies in minutes when an SNMP trap is emitted. Specifying a time here
interval (in turns on the timed status indicator. Specify the time in 1-minute increments.
minutes) If you do not set the interval as part of the screen object’s SNMP_ TIMER,

these traps are not sent. You cannot configure this trap.

SNMP Receivers Displays the list of SNMP receivers. You are limited to five receivers.
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TABLE 2-15 Controls for the SNMP Tab of the Screen Dialog Box (Continued)

Control Description

Add/Delete 1. Specifies the name or the IP address of the SNMP receiver that you want
(Name/IP to add to list when you click the Add button.

address) 2. Specifies the name or the IP address of the SNMP receiver that you want

to delete when you click the Delete button.

Add Adds the SNMP receiver specified in the Add/Delete (Name/IP address)
field to the list of SNMP receivers shown in the SNMP Receivers field.

Delete 1. Deletes the SNMP receiver specified in the Add/Delete (Name/IP
address) field from the list of SNMP receivers shown in the SNMP
Receivers field.
2. Deletes the SNMP receiver highlighted in the SNMP Receivers field.

OK Button Stores the new or changed information and makes the Save Changes
command button active.

Cancel Button ~ Cancels any new or changed information

Help Button Calls up the page of online help for this common object.

The following SNMP traps are supported:

®  As an action on a packet that matches a particular rule
®  As a default drop action on an interface
m  Time status indicator traps

The first two types include the following data:

®m interface - The SunScreen network interface number on which the packet was
received.

®m  interfaceName — The SunScreen network interface name on which the packet
was received.

®m  errorReason — The reason the alert was generated. (See the sunscreen.mib file
for a complete list of reasons.)

®m packetLength - The actual length of the packet in bytes.

®m  lengthLogged - The length of the data logged in bytes.

® packetData — The packet data.

The SNMP timed status indicator trap uses the same receivers database as other types

of SNMP traps. There is only one database with a maximum of five receivers. These
receivers are specified as variable to the screen object.

To activate the timed status indicator traps, set the SNMP timer interval.
The following data are in the SNMP timed status indicator. These data cannot be

modified and new data cannot be added:
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Only these SNMP traps are supported. No get or set operations are supported.

cpuUsage — Average percentile CPU usage

memoryAvail — Current swap space available, in kilobytes

swapIn — Current swap ins

swapOut — Current swap outs

scanRate — Current scan rate

tcpUsage — Current number TCP connections in the SunScreen state table
ipUsage — Current number IP connections in the SunScreen state table
udpUsage — Current number UDP connections in the SunScreen state table
rootUsage — Disk usage of the root partition, /

varUsage — Disk usage of the var partition, /var

etcUsage — Disk usage of the etc partition, /etc

tmpUsage — Disk usage at the tmp partition, /tmp

Primary/Secondary Tab

The Primary/Secondary tab associates a certificate object with a Screen that is part of

an HA cluster or a CMG. The High Availability choice (No, Primary, or Secondary)
and the Primary Name choice determine the role a Screen has within an HA cluster

and centralized management group (CMG). The settings you choose determine which
other controls on the Primary/Secondary tab are active.

Screen ==

Name: | ppss

Description: | primary screen

Miscellaneous | SHUP \PrinarwSecondary‘ Wil Proxy |

Administrative IP Address |1 j
SKiP administeative Cortificate ﬂ
JHE Administeative Cortificate j

High Availability ~Secondary —
HA Primary Name  horsehead —

High Availibility IP Address 260.100.30.3

Ethoenot addross

ERIP Paratneters Eedit
IHE Paramsters Eadie

OK Cancel Help

= Unsigned Java Applet Window

The following table describes the controls for the Primary/Secondary tab.
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TABLE 2-16 Controls for the Primary/Secondary Tab of the Screen Dialog Box

Control Description
Name Specifies a name for the Screen object.

1. The entry in the Name field must be the same as the entry that exists in
the nameservice lookup or in the /etc/hosts file. The IP address
associated with this name must match the IP address of the
administrative interface.

2. The type of interfaces must be the same on all the machines in the HA
cluster. This interface must be dedicated on each machine in the HA
cluster with a dedicated network connection. For reasons of security, the
HA network should not be connected to any other network. The HA
primary Screen is always the Screen you administer whether it is the
active or passive Screen.

Description (Optional) Provides a brief description of the Screen object.
High Specifies whether the Screen is used for HA. If you are using it for HA, you
Availability can specify whether the Screen is a primary HA Screen or a secondary HA

Primary Name

Administrative
1P

Administration
Certificate

High
Availability IP
Address

Ethernet
Address

SKIP Parameters

IKE Parameters

OK Button

Cancel Button

Help Button

Screen.

Specifies the name of the primary Screen. This is the primary of this Screen
if this Screen is an HA secondary, or the primary of a centralized
management group if you want this Screen to be a CMG secondary.

IP address of the Screen that is used for administration. This is the IP
address or an address group that contains all interface addresses of the
Screen.

Specifies the name of the Screen’s Administration certificate (SKIP/IKE).

Specifies the IP address of the HA interface.

Generated by the system.

®  Specifies SKIP Key, Data, and MAC algorithms.

®m  Specifies IPSEC, AH, and ESP algorithms along with IKE options and
algorithyms.

Stores the new or changed information and makes the Save Changes
command button active.

Cancels any new or changed information.

Calls up the page of online help for this common object.
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Mail Proxy Tab

The Mail Proxy tab allows adding, editing, or deleting domains known to distribute
unsolicited electronic mail (spam). You can define spam domains if you use an SMTP

proxy.

Harsehead

spammer.com
sexykitten.nl

=i Unsigned Java Applet window

The following table describes the controls for the Mail Proxy tab of the Screen dialog
box.

TABLE 2-17 Controls for the Mail Proxy Tab of the Screen Dialog Box

Control Description
Name Specifies a name for the Screen object.
Description (Optional) Provides a brief description of the Screen object.

Spam Domains  Lists the domains that are distributing unsolicited electronic mail.

Add/Delete 1. Specify the domain that you want to add to the Spam Domains list when
Host you click the Add button.
2. Specify the domain that you want to delete from the Spam Domains list
when you click the Delete button.
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TABLE 2-17 Controls for the Mail Proxy Tab of the Screen Dialog Box (Continued)

Control Description

Add Adds the domain specified in the Add/Delete Host field to the list of spam
domains shown in the Spam Domains field.

Delete 1. Deletes the domain specified in the Add/Delete Host field from the list
of domains shown in the Spam Domains field.
2. Deletes the domain highlighted in the Spam Domains field.

OK Button Stores the new or changed information and makes the Save Changes
command button active.

Cancel Button ~ Cancels any new or changed information.

Help Button Calls up the page of online help for this common object.

Adding a Screen Object

V¥ To Add a Screen

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Screen in the Type list.

Common Objects

Version 1

Type Sceen i | Add New Object i | Search Search Filters
Results j 0 found Expression. ||

= Soreen * —
petd J Subiype AH_—II

Eedit Dolets Ranaing Help

3. Select New from the Add New Object list.

The Miscellaneous area in the Screen dialog box appears.

4. In the Name field, type the name of the Screen as it appears in the naming service
or the host file.

5. Type a number in the Log Size (MB) field, to set the total size for log files (the
default is 100 Mbytes).
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10.

11.

. The Stealth Network Address and Stealth Netmask (of the network the Screen
partitions) fields apply only if the Screen has stealth interfaces.

Click the Yes or No radio button to allow or deny Destination Address Checking.
Destination Address Checking is used for anti-spoofing protection.

Click the Yes or No radio button to allow or deny routing traffic (RIP).

. Click a Name Service radio button to choose the name service that the Screen will
rely on to define the host address.

You can also use both DNS and NIS or no name service at all.

Click the Yes or No radio button for Certificate Discovery (SKIP only).

This determines whether the Screen itself is to participate in a certificate discovery

exchange. Selecting Yes, however, does not allow CDP traffic to go through the Screen.

Click the OK button.

SNMP Alert Receivers

You set actions that generate SNMP alerts as part of a security policy. Use the SNMP
tab in the Screen dialog box to:

®  Add an SNMP trap receiver
®  Delete an SNMP trap receiver
m  Set the timer for the timed status indicator

A management information base (MIB) that describes the SNMP trap is included with

the SunScreen CD-ROM, as part of the SUNWsfwau package. It is installed as:
/usr/lib/sunscreen/Admin/etc/sunscreen.mib. Load this MIB into your
SNMP manager to enable it to use the SNMP trap generated by the Screen.

Caution — The machine that you want to receive SNMP trap alerts must not be a
remote Administration Station. SNMP alert packets are sent in the clear, and the
communication between the remote Administration Station and Screen is encrypted;
any packets sent in the clear are dropped.

The recipients of SNMP messages are controlled on a Screen-by-Screen basis. The
Screen object has a place for an optional list of IP addresses, which are the hosts to
which it sends the SNMP packets.

There are two ways to send SNMP packets:

®  Set SNMP in a Packet Filtering rule’s Action
®  Specify it in the default Reject Action of an interface object
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SNMP alerts are described in “Screen Object” in SunScreen 3.2 Administrator’s
Overview.

The following information describes using the administration GUI For the command
line interface, see Chapter 10.

V¥ To Add an SNMP Alert Receiver

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Screen in the Type list.

Common Objects

Version 1

Type Sceen i | Add New Object i | Search Search Filters
Results j 0 found Expression. ||

- Soreen. " =
- J Subtype AH__II

Eedit Dolets Ranaing Help

3. Select New from the Add New Object list.

4. Click the SNMP tab in the Screen dialog box.
The SNMP area is displayed.
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= Screen | -]l

Name: snmpi]

Description: | peceiver 1

Miscellansous | SNMP| Primary.-’E‘emndary| Nzl Prosy

SNMP Timer interval {(min) 20
192.205.45.23

209.145.206.45

q
SNMP Receivers 10582252

Add/Delete {(Name/IP address)

Add Delete

OK | cancel| Help |

= Unsigned Java Applet Window

. Type the name or IP address of the recipient of the SNMP trap in the Name field.

. Click the Add button.

A list of SNMP alert receivers appears. You can define up to five receivers. SunScreen
sends each generated alert to all receivers.

. Click the OK button when you are finished.

Note — You use the SNMP Timer Interval field in the SNMP tab to specify the time
interval, in minutes, between the health-update packets that are emitted by the Screen.
If you do not specify any Alert receivers, no health-update packets are issued.

If you set the SNMP Timer Interval field to zero (or leave it empty) and there are Alert
receivers, no health-update packets are issued, although other SNMP alerts are sent to
the Alert receivers.

To Delete an SNMP Alert Receiver

. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.
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2. Select Screen in the Type list.

Common Objects

 soom s Add New Object |
.

;

bt | _velete | Renawe| _welp |

3. Select New from the Add New Object list.

4. Click the SNMP tab in the Screen dialog box for the Screen.
The SNMP area appears.

192.205.45.23
209.145.206.45
105.45.23.21

EUnsignedJaua Applet window |

5. Select an entry in the SNMP Receivers field.

If the name of the SNMP Receiver to delete is not listed (that is, only the IP address is
listed), type the name in the Add/Delete field.

6. Click the Delete button.

7. Click the OK button when you are finished with this Screen object.
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Interface Objects

An Interface Object represents a network interface that makes one or more IP
addresses accessible to a Screen. Empty address groups for all available network
interfaces are defined during installation in routing mode. After you complete the
installation, you can add and remove interfaces, redefine the addressees for the
network interfaces, and set up high availability. For an interface to be able to reach a
desired set of addresses, you must define one or more address groups and specify
which address group each interface will use.

Note — If the user wants to use spoof detection, they will need to associate accurate
address groups with each interface.

For Routing interfaces, there are two types of spoof detection : Complete and
Incomplete. On the Interface Definition panel (see “To Add or Edit Interfaces”

on page 105), you can set the spoof detection by clicking on the "Spoof Protection”
pulldown and making the selection (see “Interface Object” in SunScreen 3.2
Administrator’s Overview for information on Complete and Incomplete spoof
detection).

For Stealth interfaces, the type of spoof detection is always set to Complete and is not
modifiable.

The maximum number of stealth interfaces per Screen is 15; however, the number of
routing interfaces is virtually limitless.

The following table describes the controls for the Interface Definition dialog box.

TABLE 2-18 Controls for the Interface Definition Dialog Box

Control Description
Interface Specifies the interface.
Type Specifies the type of interface. The options are:
®  ROUTING
= ADMIN
®  DISABLED
= HA
m  STEALTH
Screen Specifies the Screen on which this interface physically resides. If you are

using centralized management, you must complete this field.

Valid Address Specifies the source IP addresses for this interface.
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TABLE 2-18 Controls for the Interface Definition Dialog Box (Continued)

Control

Description

Spool Protection

Logging

SNMP Alerts

ICMP Action

Comment

Specified the level of spoof protection. For Routing interfaces, there are two
types of spoof detection : Complete and Incomplete (see “Interface Object”
in SunScreen 3.2 Administrator’s Overview for information on Complete and
Incomplete spoof detection).

Identifies the disposition of a packet, when a packet received on the
interface does not match any rule. The options are:

B NONE - Do not log packets.

®  SUMMARY - Record the first 40 bytes of the packet in the log.
®  DETAIL - Record the complete packet in the log.

If a packet matches a rule, it is disposed of according to the action for the
rule it matches.

Specifies whether the Screen should issue an SNMP alert message when a

packet received on an interface does not match a rule. The options are:

®  SNMP_NONE - Do not send an SNMP alert message. (This is the
default.)

B SNMP - Send an SNMP alert message when a packet received on this
interface is rejected.

If a packet matches a rule, it is disposed of according to the action for the
rule it matches.

Identifies the ICMP rejection message that is issued if a packet received on
the interface is rejected. In most cases, the Screen rejects packets by sending
an ICMP Destination Unreachable packet with the reject code set as
specified in the ICMP action on the interface.

The one exception is the PORT_UNREACHABLE ICMP action. In this case,
the Screen rejects TCP packets by sending a TCP RESET packet and other
packets by sending an ICMP Destination Unreachable (Port Unreachable)
message.

The options for the actions are:
NONE
NET_UNREACHABLE
HOST_UNREACHABLE
PORT_UNREACHABLE
NET_FORBIDDEN
HOST_FORBBIDEN.

If a packet matches a rule, it is disposed of according to the action for the
rule it matches.

(Optional) Provides a descriptive note about the Interface object.

SunScreen 3.2 Administration Guide * September, 2001



TABLE 2-18 Controls for the Interface Definition Dialog Box (Continued)

Control Description
Router IP (Optional) Specifies the router’s IP address when the type of interface is
Address STEALTH. This allows packets that have had their destination address

changed, for example NAT or tunnelling, to be sent to a router. You can
specify as many as five router IP addresses. If you have stealth interfaces,
define the router that does the routing for the subnet for at least one of
them.

OK Button Stores the new or changed information and makes the Save Changes
command button active.

Cancel Button ~ Cancels any new or changed information.

Help Button Calls up the page of online help for this common object.

v To Add or Edit Interfaces

Before adding a new interface, you must define the address group that the interface
will use in the policy.

Note — Any added interfaces, or edits to interfaces, take effect only when you activate
the policy rule that includes those interfaces.

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Interface in the Type list.

‘Common Objects
Version 2

Type Interface | Add New Object —i | Search Search Filters

Results j 0 found Expression. ||

e
Detail
Subtype Al
Fdi Dalets Raname Help

3. Select New from the Add New Object list beside the Interfaces area.
The Interface Definition dialog box appears.
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10.

11.

12.

Jﬂ Interface Definition =]

E—
o |

0K Ccancel Help

‘ = Unsigned Java applet Window

Lo o | |5 |= |« |« |«

Type the name of the interface, such as hme0 or gfel.

Note — Virtual interfaces are not configured in SunScreen. On the physical interface
(gel) needs to be defined, and all associated virtual (logical) interfaces will be
protected.

Select the type of interface you want to add, such as ROUTING, ADMIN,
DISABLED, HA, or STEALTH, from the Type list.

(Optional) Select the name of the Screen you want to add from the Screen list.

Select the name of the valid addresses you want to add from the Valid Addresses
list.

(Optional) Select the type of logging you want to use from the Logging list.
(Optional) Select which SNMP alert to use, if any, from the SNMP Alert list.

(Optional) Select the name of the Reject Action you want to use from the ICMP
Action list.

Click the OK button to save your interface definition.

(Optional) Repeat the steps above until you have added all the interfaces you
require.

SunScreen 3.2 Administration Guide * September, 2001



To Remove an Interface

. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

. Select Interface in the Type list.

‘Common Objects

Version 2

Type Interface | Add New Object —i | Search Search Filters
Results j 0 found Expression. ||
]
Detail
Subtype Al =

Eedit Dolets Ranaing Help

. Select the name of the interface you want to delete from the Type list.

The Detail text area displays information about the interface.

. Select the name of the Screen from which you want to remove the interface.

. Click the Delete button.

Note — Any interfaces that you remove with this procedure remain active until you
activate the policy rule that formerly included them. Routing interfaces must be
removed from the operating system, otherwise they will be unprotected on the
network.

To Set up a Routing Interface

Note — In Routing Mode only, before you can configure a new routing interface, you
must first configure it on your system. (Use the documentation for your operating
system.) Do not try to do this for stealth interfaces.

. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

. Select Interface in the Type list.
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‘Common Objects
Version 2
Type Interface | Add New Object —i | Search Search Filters
Results j 0 found Expression. ||
Soreen * =)
Detail
Subtype Al
Eedit Dolets Ranaing Help

3. Select New in the Add New Object list.
The Interface Definition dialog box appears.

1=

Interface Definition \ D |J\
Interface H

EC—
I
I
e
e
e
e

0K Ccancel Help

‘ @ Unsigned Java Applet Window

Lo o« |9 | | v |

4. Type the name for the interface in the Interface field.
5. (Optional) Type a brief description for the interface.

6. Select ROUTING in the Type field list.

The Interface Definition dialog box changes and the Routing IP Address fields are
disabled and the Address Overlap field is enabled.
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10.

11.

12.

13.

14.

[
Interface i
e | E—
oo |
s o, |
o | I
s
s
s
s
oo |

0K Ccancel Help

&l Unsigned Java Applet Window

Interface Definition B |J‘

. Type the remainder of the information in the fields.
. (Optional) Select the name of the Screen you want to add from the Screen list.

. Select the name of the valid addresses you want to add from the Valid Addresses

list.
(Optional) Select the type of logging you want to use from the Logging list.
(Optional) Select which SNMP alert to use, if any, from the SNMP Alert list.

(Optional) Select the name of the reject action you want to use from the ICMP
Action list.

Click the OK button when finished.

Click Save Changes.

To Set up a Stealth Interface

The stealth interfaces have optional router entries. Use these entries to define all
accessible routers on your subnet that can be reached from this interface. These routers
are required if your policy uses NAT or tunneling, and recommended otherwise.
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You need to create address groups that accurately reflect all the hosts available from
each stealth interface, and you must associate these address groups with stealth
interfaces when you define them.

For additional information, see “Routing and Stealth Mode Interfaces” in SunScreen 3.2
Administrator’s Overview.

Note — Do not configure any interfaces at the operating system for use as stealth
interfaces with the following exception. Configure one interface for use as an Admin
Interface for Remote Administration.

. Execute the steps in “To Modify the Policies Associated with a Common Object”

on page 37.

2. Select Interface in the Type list.

Version 2

Type Interface i | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
e
Detail
Subtype Al
Baie | frelpie | Rz&namz&l Help |

3. Select New in the Add New Object list.

The Interface Definition dialog box appears.
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o |
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0K Ccancel Help

&l Unsigned Java Applet Window

4. Type the name for the interface in the Interface field.
5. (Optional) Type a brief description for the interface.

6. Select STEALTH in the Type field list.
The Interface Definition dialog box changes and the Address Overlap field is disabled.
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0K Ccancel Help
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Interface Definition \ D |J\

Lo o« |9 | | v |

7. Select the name of the Screen you want to add from the Screen list.

8. Select the name of the valid addresses you want to add from the Valid Addresses
list.

9. Select the type of logging you want to use from the Logging list.
10. Select which SNMP alert to use, if any, from the SNMP Alert list.
11. Select the name of the reject action you want to use from the ICMP Action list.
12. Type the Router IP Addresses
13. Click the OK button when finished.

14. Click Save Changes.

v To Change an Admin Interface From the Local
Console

If you want to upgrade an existing admin interface or if an existing admin interface is
defective, you can change the admin interface on the local console as follows:
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1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Interface in the Type list.

Version 2
Type Interface i | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
e
Detail
Subtype Al
gaie | Delste | Hesame|  Help |

3. Select New from the Add New Object list

The Interface Definition dialog box appears.

1=

Interface Definition \ D |J\
Interface H

:
:
:
:
:
:

0K Ccancel Help

‘ @ Unsigned Java Applet Window

Lo o« |9 | | v |

4. Fill in the information making sure to select Admin in the Type field.
5. Click OK.
6. Select Screen from the Type List

7. Click Search to see the list of screens
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8. Select the screen and click Edit.
The screen dialog box appears.

Harsehead

o
I
I

Eunsignedjava Applet wWindow |
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10.

11.

12.

13.

14.

3.

In the Administration IP Address field, either select “*” or the name of the address
object. The address object is set by selecting Address in the Type list and then
selecting New Host and filling in the IP address for the address object.

Save and activate the changes.
Thoroughly test the new admin interface.

Follow the steps in “To Remove an Interface” on page 107 to remove the old admin
interface once you are satisfied with the new admin interface.

Save and activate the changes.

To Change an Admin Interface From a Remote
Console

Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

Select Interface in the Type list.

Version 2

Type Interface i | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
Swem
Detail
Subtgpe Al

Baie | i)i&i?"ii&l Rz&namz&l Help |

Select New from the Add New Object list

The Interface Definition dialog box appears.
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4. Save and activate the changes.

5. Select Screen in the Type list.

The Screen panel appears.

ersimn |
Type Saeen i | Add New Object — | search Search Filters
Reauts [ ] 0 found e lli
§ e |
| J v 3]

Baie | i)i&i?"ii&l Rz&namz&l Help |

6. Click Search and then select the screen for which you are changing the admin
interface

7. Click Edit

8. Select Primary/Secondary in the Screen dialog box.
The Primary/secondary panel appears.
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10.

11.

12.

13.

14.

15.

16.

17.

= Screen =]
Name: | hogg

Description: | primary screen

Miscellaneaus | SNUP | PrimaryiSecondary thail Proxy |

High Availability ~Secondary —
HA Primary Name  horsehead —

Administrative IP Address [

BRIP administiative Centifivate

=) =l =

HE Administrative Certifivats

High Availibility IP Address 260.100.30.3

Etheruot address |1
SHIP Paramsters Eadie
HeE Paratneters Eedit

OK Cancel Help

= Unsigned Java Applet Window

Select “*” for the Administration IP Address to allow for testing.
Save and activate the changes.

Thoroughly test the new admin interface.

Reselect Screen from the Type list

Select Primary/Secondary in the Screen dialog box.

Fill in the fields making sure to select the address object for the new admin
interface. The address object is set by selecting Address in the Type list and then
selecting New Host and filling in the IP address for the address object.

Save and activate the changes.
Thoroughly test the new admin interface.

After you are satisfied that the new admin interface is working correctly, follow the
steps in “To Remove an Interface” on page 107 to remove the old admin interface.

Adding Jar Signatures and Jar Hashes

You administer the Screen through any browser that supports the Java platform and is
compliant with Java Developers Kit (JDK) 1.1. Because Netscape Navigator and
Internet Explorer do not support the Java mechanism for applet signing, the
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administration GUI cannot access your system’s local resources. (Browser security
mechanisms prevent this type of access to local system resources.) See
“ Administration GUI Browser Requirements” on page 22 for more information.

Jar Signatures and Jar hashes are described in the SunScreen 3.2 Administrator’s
Overview.

v To Add a Jar Signature

Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Jar Signature from the Type list.

E Logout L Information s ici lL Documentation
Save Changes Cancal Changos| Verify Policy Activate Policy
Version 4
Type | Jar Signature i | Add New Object — | search Search Filters
Results || j 0 found Expression ||
& Screen = =
Detail b

Subtype All —
Eedit Balets Rename Help

3. Select New from the Add New list.
The Jar Signature dialog box appears.

a| Jar Signature | : |J|
Name | |

Master Key ID | |

Load Jar Certificate

OK | cancel| Help |

ﬂ Unsigned Java Applet Window

The following table describes the controls for the JAR signature dialog box.
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TABLE 2-19 Controls for the Jar Signature Dialog Box

Control Description

Name Identifies the name of the certificate.

Master Key ID  Identifies the certificate ID.

Load Jar Loads the certificate used to authenticate the Java archive. This procedure
Certificate requires that your browser can allow local access to files.

Button

OK Button Stores the new or changed information.

Cancel Button

Help Button

Cancels any new or changed information.

Calls up the page of online help for this common object.

4. Type a name in the Name field.

5. Click the Load Jar Certificate button.

A dialog box appears. Navigate through the paths to find the certificate used to sign

the Java archive.

—| Select Certificate File
Filter

|/home/arts/[".]’°§

Directories Files
I - 01.ng

. 020imagineswf
.aptcache

1-22docmeetagenda.html
dt 111t
gnome 12.txt
Shotjava 3-Edocmeetagendahtml
Java 3.2.Momenclaturefm
kde + |4-9docmeetagendahtml
] (] _
Selection
I

oK Filter Cancel

6. Select on the Certificate file.

7. Click the OK button.
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v To Add a Jar Hash

You can set up the HTTP proxy to filter Java applets based on the hash value of the Jar
file. The Jar hash object is automatically saved when it is edited or when a new Jar
hash object is added. Changes apply immediately and cannot be cancelled.

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Jar Hash from the Type list.

E Logout h Information B Policies [I.k Documentation
Gave Chanupy | angal Chang z&««l Verify Policy | Activate Policy |

Version 1

Type JarHash  — | Add New Object — | search Search Filters

Results |7 v 0 found Expression ||

= Soww
Pt J Subtype All —
Baie | frelpie | Rz&namz&l Help |

3. Select New from the Add New button.
The Jar Hash dialog box appears.

~i Jar Hash | - |J|

Name | |

Master Key ID | |

OK | cancel| Help |

ﬂ Unsigned Java Applet Window

The following table describes the controls for the Jar hash dialog box.

TABLE 2-20 Controls for the Jar Hash Dialog Box

Control Description

Name Identifies the name of the certificate.
Master Key ID  Identifies the certificate ID.

OK Button Stores the new or changed information.
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TABLE 2-20 Controls for the Jar Hash Dialog Box (Continued)

Control Description

Cancel Button Cancels any new or changed information.

Help Button Calls up the page of online help for this common object.

. Type the name for this certificate in the Name field.

. Type the MD5 hash of the Jar archive in the Master Key ID field.

. Click the OK button.

Proxy Users

Proxy users are discussed in Chapter 6.

Authentication

Authorized User is a Common Object that provides a way for you to specify which

users are allowed to use the Telnet, HTTP, and FTP proxy.

The proxy users database depends on information in the authorized users database. To

take full advantage of the user authentication feature of the FTP, HTTP, and Telnet

proxies, you must create entries for both authorized users and proxy users. Define a
user in the Authorized User area in the Policy Rules page before defining that user as

a proxy user. See “Authentication” in SunScreen 3.2 Administrator’s Overview for
information on the proxy database and the authorized user database.

Also see SunScreen 3.2 Configuration Examples for an example that uses Authorized

User and Proxy User.
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Note — You can define authorized and proxy user objects with identical names. Choose
a naming strategy for each set that reflects naming systems already in use. For
example, you might choose to name authorized users by employee identities, such as
surname or employee number, and proxy users by their login names.

The proxy user database contains the mapping information for users of SunScreen
proxies. FTP, HTTP, and Telnet rules reference the proxy user entries. Additionally, a
user connecting through either of these proxies will often be configured to require
authentication by using an authorized user identity. Users logging in with a Telnet
proxy are authenticated through the authorized user identity.

You can also use external authentication mechanisms, such as RADIUS or SecurID, to
enable user authentication by using special proxy user entries, which create a
translation.

By referencing these special mechanisms directly in rules, or by adding references to
other proxy user groups, you can allow users authenticated by those mechanisms to
behave as authenticated users in the referenced contexts.

Names of proxy users must not contain the following characters: !, @, #,
$, %, %, & *, {,}, [,L1, <, >, ™ ', \,or ? normay they contain a
NULL character.

The following table describes the controls for the Authorized User dialog box for an
authorized user object.

TABLE 2-21 Controls for the User Dialog Box for an Authorized User Object and an
Administrative User Object

Control Description

User Name Specifies the login name of the authorized user.

Description (Optional) Provides a brief description about the authorized user.

User Enabled Controls whether the user can log into the Screen’s proxy. This function

permits the administrator to refuse login privileges to someone who
previously could log in without having to remove that person from the
list of proxy users.

Password Specifies the login password for the authorized user.

Retype Password Specifies the login password for the authorized user. The password
typed in this field must exactly match the password you typed in the
Password field.

SecurID Name (Optional) Specifies the user’s login name for SecurID authorization.

Real Name (Optional) Identifies the real name of the authorized user.
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TABLE 2-21 Controls for the User Dialog Box for an Authorized User Object and an
Administrative User Object (Continued)

Control Description

Contact Information (Optional) Displays information on how to contact the specified user.

OK Button Stores the new or changed information.

Cancel Button Cancels any new or changed information.

Help Button Calls up the page of online help for this common object.

v To Add an Authorized User

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Authorized User from the Type list.

E Logout h Information I'_" Palicies U Documentation

Save Chaages

Caneat Changes| _ Verify Policy Activate Policy
Common Objects

Version 1

Type  Authorized User —i | Add New Object — |

_search| Search Filters
Results || j 0 found Expression ||
= ) B
- J Subtype m\__nl

Eedit Balets Rename Help

3. Select New from the Add New button.
The User dialog box appears.
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User Name:

Description:

n— =1
Cr=

User Enabled:

Password: Enabled: _I

[optionall
Retype Password:

SecurlD Name: Enabled: _I

[optionall

Real Name:
[optionall

—
Cr=

Contact Information:

[optionall

0K cancel| Help |

ﬂ Unsigned Java Applet Window

4. Type the user name in the User Name field.
5. (Optional) Type a description in the Description field.
6. Click the User Enabled button.

7. Define the authorization method by either assigning a password or choosing a
SecurelD name.

a. (Assign Password) Type a password in the Password field.
If you do this step, you also need to retype the password to confirm it.

b. (SecureID name) Type a SecureID name in the SecurlD field.
8. Select the Enabled check box.
9. (Optional) Type a name in the Real Name field.
10. (Optional) Type an email address in the Contact Information field.
11. Repeat these steps until you have added all the authorized users.

12. Click the OK button.
All changes apply immediately.
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Time Objects

You can control the time of day when rules are in effect by defining time objects for
them.

For instance,the following graphic shows use of the time object in a rule that allows all
“www” service traffic during the “day” time (where “day” has been defined in the
Time dialog box in“To Create Time Objects” on page 125). This rule is applicable only
for the time defined, in this case the time specified in a predefined time object.

Rule Definition:Initial B
T2
i
poow v
[/
i
ALLOVL j
day j
Show Action Details
0K Cancel
=1 Unsigned Java Applet window

v To Create Time Objects

1. Execute the steps in “To Modify the Policies Associated with a Common Object”
on page 37.

2. Select Time in the Type list.
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Type Time i | Add New object — | search Search Filters
Results | 7 0 formd Expression ||
Soem = |
Permt @ Subtype Al — |

3 Dalete Bennng Help

3. Select New from the Add New Object list.
The Time dialog box appears.

~i Time | g |J|

Name: | gqy

Description: | gysiness hourd

Screen: * —

Time Time

Monpay —|jos —| oo —| [17 =] [oo -

TUESDAY —|jog —| oo —| (17 = [oo — |

WEDNESDAY — [[08 — | |00 —| 17 = | |00 - |

Add Row D ate

OK | cancel| Help |

= Unsigned Java Applet Window

The following table describes the controls in the Time dialog box.

TABLE 2-22 Controls for the Time Dialog Box

Control Description

Name Specifies a name for the time object.

Description (Optional) Adds a descriptive note about the time object.
Screen Specifies the Screen that recognizes the time object.
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TABLE 2-22 Controls for the Time Dialog Box (Continued)

Control

Description

Table for the
Time Parameters

Add Row
Button

Delete Button

OK Button

Cancel Button

Help Button

Sets the time of day and the day of the week for this time object. Use the

Add button to add a row to the table and the Delete button to remove a row

to the table

1. Day column contains a choice list of the days of the week plus
EVERYDAY and *.

2. Start Time column contains a choice list of the hours in a day using the
24-hour clock with midnight denoted as 00.

3. Time Start column contains a choice list of the minutes in an hour in
5-minute increments.

4. End Time column contains a choice list of the hours in a day using the
24-hour clock with midnight denoted as 00.

5. End Time column contains a choice list of the minutes in an hour in
5-minute increments.

Adds a row to the table so that you can set time parameters for this time
object. To cover more than one day, but less than everyday, add a row for
each day and choose the day that you want for each row

Deletes a highlighted entry in the table.

Stores the new or changed information and makes the Save Changes
command button active.

Cancels any new or changed information.

Calls up the page of online help for this common object.

. Type a name in the Name field.

For example: day

. (Optional) Type a description in the Description field.

For example: Business hours

. (Optional) Select a Screen from the Screen list.

. Click Add Row.

. Set the following;:

®  Day of the week
m  Start Time (hr, min)
®  End Time (hr, min)

. Click the OK button.
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CHAPTER 3

Creating and Managing Rules

This chapter describes:

Packet filtering rules

Viewing and editing the details of an object in the packet filtering table
Adding, editing, deleting, and reordering rules

Administrative access rules

Network Address Translation (NAT)

Virtual private networks (VPN)

Verifying a policy

The following information describes the administration GUI. Chapter 10 contains
information about the command line interface.

The following table list the procedures in this chapter.

TABLE 3-1 Procedures for Managing Rules

Rule Procedure

Packet Filter Rules “To View and Edit the Details of an Object” on page 133

“To Edit a Rule” on page 133

“To Add a New Rule” on page 135
“To Move a Rule” on page 136
“To Delete a Rule” on page 137
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TABLE 3-1 Procedures for Managing Rules (Continued)

Rule Procedure
Administrative Access  “To Add or Change an Administrative Access Rule for Local
Rules Administration” on page 138

“To Add or Change an Administrative Access Rule for Remote
Administration” on page 140

“To Specify a SKIP/IPsec/IKE Action on a Remote Access Rule”
on page 145

NAT Rules “To Manually Add an ARP Entry” on page 153
“To Define NAT Rules” on page 153
“To Edit the NAT Rules” on page 155

VPN Rules “To Add a VPN Gateway Definition” on page 160

“To Create Packet Filtering Rules for a VPN” on page 164

Packet Filtering Rules

v To Modify Rules

1. Choose a policy in the Policies List page.
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Policies List

2. Click the Edit button.
The Policy Rules page appears.
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E Logout [1 Information E Policies [I.\ Documentation
Save Changes | Cancel Changes| _ Verify Policy | _Activate Policy
Common Objects

Version 1
Type Service i | Add New Object i | search Search Filters
Results j 0 found Expression ||

k| Soresn # =
Pt ‘ Subtype Al
Eedit Dolets Ranaing Help

Policy Name: [pitigl Versionl

Packet Filtering| Administrative Acosss | NAT | VPN |
iltering rule.

e is 1 pal

Action Time Description

® common ® ® ALLOW ®

Add New RM Edit | Move | Delete | Help |

To display the controls on a tab, click the tab header. The following table describes the
tabs that are available from the Policy Rules panel.

TABLE 3-2 Policy Rules Panel Tabs

Tab Description

Packet Filtering Shows the packet filtering rule or rules.

Administration Access Defines access rules for local administration and remote
Administration Stations through the administration GUI or the
command line (see Chapter 10).

NAT (Network Maps private network addresses to public network addresses.
Address Translation)

VPN (Virtual Private Maps name, address, certificate, issued certificate (key) algorithm,
Network) data algorithm, MAC algorithm, tunnel address, and description.
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v To View and Edit the Details of an Object

1. Execute the steps in “To Modify Rules” on page 130.

2. In the packet filtering table, click on the cell that contains the object you want to
view or edit.

The dialog box for the chosen object appears.

Policy Rules

Policy Name: Tpitial Version2

Packet Filtering| Administative Avcess | NAT | VEN |

There is 1 packet filtering rule.

Rule Index Screen Service Source Destination Action Time Description

Note — The packet filtering table does not allow you to click and get a popup menu;
you get a pulldpwn where you can select another value.

v To Edit a Rule
1. Execute the steps in “To Modify Rules” on page 130.
2. Click the Packet Filtering tab in the Policy Rules area.
3. Select the rule to edit.

4. Click the Edit button.
The Rule Definition dialog box for the selected policy appears.
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Rule Index

Rule Definition:Initial [

Show Action Details
0K Cancel

I
R
[omn |8

(=i Unsigned Java Applet Window

5. Edit each field by clicking the down arrow to display the list.

You can add a new address, range of addresses, or list of addresses for both the Source
and Destination addresses.

Rule Index

Screen

Service

Source

Destination

Action

Time

Assigns a number to a rule. When editing or adding a new rule, by
default, this field displays a number one greater than the last rule
(indicating this rule will be placed at the bottom of the list). If you type
a lower number, the new rule is inserted into the specified position in
the list, and the rules currently in the configuration are renumbered.

(Optional) Specifies the Screen for which you want the rule to apply.
Select a specific Screen name in this field if you use centralized
management and want a rule to apply to a specific Screen.

Identifies the network service or service group to which this rule
applies.

The value to which the source address of a packet is compared. If an
asterisk (*) appears, any source address meets the criteria of the rule.

The value to which the destination address of a packet is compared to
determine whether the rule should apply. If an asterisk (*) appears,
any destination address meets the criteria of the rule.

Displays the action for the rule and permits setting the logging
behavior. The options are ALLOW, DENY, ENCRYPT, and VPN.

Specifies the time object which restricts the applicability of the rule. If
an asterisk (*) appears, the rule applies at all times.
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Description ~ (Optional) Provides a brief description of the Administrative Access
rule.

. Click the OK button in the Rule Definition dialog box when you have finished
editing the rule.

. (Optional) Click the Verify Policy button at the top of the Policy Rules page to
ensure that you have created a valid policy.

. Click the Save Changes button to be sure the changes are saved.

Note — Each Save creates a version.

Note — If a filtering rule fails to detect any issued certificate (key) encryption
algorithms, it may display the following error message:

An error occurred in detecting the Encryption algorithms.
Please check if skipd process is running.

If this occurs, restart the SKIP daemon process with the skipd_restart command.
See the “Configuration Editor Reference” in SunScreen 3.2 Administrator’s Overview for
more information on the skipd restart command.

To Add a New Rule

. Execute the steps in “To Modify Rules” on page 130.

. Click the Add New Rule button in the Policy Rules area.
The Rule Definition dialog box for the selected policy appears.
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3. Edit each field by clicking the down arrow to display the list.

4. Click the OK button in the Rule Definition dialog box when you have finished
editing the rule.

5. (Optional) Click the Verify Policy button at the top of the Policy Rules page to
ensure that you have created a valid policy.

v To Move a Rule
1. Execute the steps in “To Modify Rules” on page 130.

2. Select the policy rule to be moved.
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. Click the Move button.

The Move Rule dialog box appears.

Move Rule
From Rule Index:
To Rule Index: I

_0K| cancel|

- ﬂ Unsigned Java Applet Window

. Type the number of the rule that you want to move in the From Rule Index field.

. Type the number of the position to which you want to move the rule in the To Rule
Index field.

. Click the OK button.

The rules reorder themselves to reflect the change you made. You must move each rule
whose position you want to change.

. (Optional) Click the Verify Policy button at the top of the Policy Rules page to
ensure that you have created a valid policy.

Note — Edits do not affect the behavior of the Screen, nor of established connections
with state entries, until you activate the policy.

To Delete a Rule

Note — Do not delete all the packet filtering rules or you may lose complete access to
the Screen.

. Execute the steps in “To Modify Rules” on page 130.
. Select the rule you want to delete from the table in the Packet Filtering area.

. Click the Delete button.
The Delete Rule dialog box appears.
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Delete Rule

Do you really want to delete this Rule?

_Yes| Nof

- ﬂ Unsigned Java Applet Window

4. Click the Yes button.

138

v

Administrative Access Rules

You use administrative access rules to:
m  Provide access to the Screen from additional remote Administration Stations

m  Provide access for local administration from the administration GUI.

You can add new users that you have created, re-add users for whom new passwords
have been defined, or change SecurID assigned names on the Administrative Access
page. You can also add an access rule for users and change the encryption parameters.

You must activate a new policy for any changes to take effect.

The fields of the Administrative access rules tab are described in the SunScreen 3.2
Administrator’s Overview.

The following information describes using the administration GUI. Chapter 10
contains information about the command line interface.

To Add or Change an Administrative Access Rule
for Local Administration

1. Execute the steps in “To Modify Rules” on page 130.

2. Click the Administrative Access tab to display the Administrative Access area.
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Policy Rules

Policy Name: hasgic  Version (modified)

Pasket Fillering | Administrative Access| NAT | PN |

Access Rules for GUI Local Administration

Add New Rule Edit

Access Rules for Remote Administration

Move Delete

Hel

Description

vincent | vincent_hmel

admin

SEIF_VERSION_2

hmelnet

vincent | localhost

admin

SEIF_VERSION_2

w

Add New Rule Edit Move Delete Help

3. Click the Add New Rule button, or Edit button, below the Access Rules for GUI

Local Administration area.

The Local Access Rules dialog box appears.

~| Local Access Rules

|

Rule Index I 1

oo |

Screen I

Address Object I

m admin

Access Level IE-'\LL

Encryption

| SR S T

Certificate Group I

KEY Algorithm I

MAC Algorithm I

Data Algorithm I

Tunnel Address I

0K Cancel

< = = = |

& Unsigned Java Applet Window
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The following table describes the controls for the Local Access Rules dialog box.

TABLE 3-3 Controls for the Local Access Rules Dialog Box

Control

Description

Rule Index

Description

Screen

User

Access Level

Assigns a number to a rule. By default, this field displays a number one
greater than the last rule (indicating this rule will be placed bottom of the
list). If you type a lower number, the new rule is inserted into the specified
position in the list, and the rules currently in the configuration are
renumbered.

(Optional) Provides a brief description of the Administrative Access rule.

(Optional) Specifies the Screen for which you want the rule to apply. Type a
specific Screen name in this field if you use centralized management and
want a rule to apply to a specific Screen. The default All applies to all
Screens.

Lists the user names of SunScreen administrators. Use the names that you
defined for the Administrative User object.

Specifies what actions the designated user can perform.

1. ALL - Allows the administrator to display and modify all setting for the
Screen.

2. WRITE - The administrator can perform all operations except modifying
the Administration Access rules for any Policy.

3. READ - The administrator can view both the Information and Policy.
This level also allows the user to save and clear logs on the information
page. With this access level users cannot modify any Policy data.

4. STATUS - The administrator can display status information (logs,
statistics, status information) but cannot display or modify management
settings.

5. NONE - The administrator no longer has any access. This switch
prevents an administrator who had access from logging in without
having to remove that administrator from the database.

v To Add or Change an Administrative Access Rule
for Remote Administration

If you are adding an additional remote Administration Station, you must add a rule

for it.
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Note — If you change the encryption parameters, make a note of them; they have to
match the encryption parameters on the remote Administration Station.

1. Execute the steps in “To Modify Rules” on page 130.

2. Click the Administrative Access tab in the Policy Rules area.

Policy Rules

Policy Name: hasic  Version (modified)

Packet Fillering | Administrative Acaess| MAT | vPH |
Access Rules for GUI Local Administration

Description

Add New Rule Edit Move | Delete | Help

Access Rules for Remote Administration

¢ Screen | Encryption Tunmnel ; el  Description
vingent | vincent_hme0 | admin SEIP_VERSION 2 | hmelnet ALL
vincent localhost admin SKEIP_VERSION 2 | * ALL
Add New Rule Edit Move | Delete | Help

3. Click the Add New Rule button in the Access Rules for Remote Administration
area.

The Remote Access Rule dialog box appears.
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~i Remote Access Rules | - |J|

Rule Index I: 1

oo
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o o —
| Encryption  |ELIMIECCTIENEY
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o
e o
e
o

OK Cancel

ﬂunsigned Java Applet window

The following table describes the controls for the Remote Access Rules dialog box.

TABLE 3-4 Controls for the Remote Access Rules Dialog Box

Control

Description

Rule Index

Description

Screen

Address Object

User

(Optional) Assigns a number to a rule. By default, this field displays a
number one greater than the last rule (indicating this rule will be placed
bottom of the list). If you type a lower number, the new rule is inserted into
the specified position in the list, and the rules currently in the configuration
are renumbered.

(Optional) Provides a brief description of the remote administrative access
rule.

(Optional) Specifies the Screen for which you want the rule to apply. Type a
specific Screen name in this field if you use centralized management and
want a rule to apply to a specific Screen. The default All applies to all
Screens.

Restricts addresses(es) from which users may initiate a connection..

Lists the user names of SunScreen administrators. Use the names that you
defined for the Administrative User object.
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TABLE 3-4 Controls for the Remote Access Rules Dialog Box (Continued)

Control

Description

Access Level

Encryption

Certificate
Group

Key Algorithm

Data Algorithm

MAC Algorithm

Tunnel

Move button

Delete button

Help button

Specifies what actions the designated user can perform:

1. ALL - The administrator can display and modify all settings for the
Screen.

2. WRITE - The administrator can perform all operations except modifying
the Administration Access rules for any Policy.

3. READ - The administrator can view both the Information and Policy.
This level also allows the user to save and clear logs on the information
page. With this access level users cannot modify any Policy data.

4. STATUS - The administrator can display status information (logs,
statistics, status) but cannot display or modify management settings.

5. NONE - The administrator does not have access.

Specifies the type and version of encryption (SKIP or IKE) being used to
encrypt traffic between the Screen and the Administration Station.

(SKIP only) Specifies the name of the certificate group, which can
correspond to a single certificate or a certificate group, allowed over this
interface.

(SKIP only) Identifies the algorithm used to encrypt traffic-encrypting keys.
The algorithms available depend on the strength of encryption (128 bit, or 56
bit) that you are using with SunScreen.

(SKIP only) Identifies the algorithm used to encrypt message traffic between
the Screen and the Administration Station. The algorithms available depend
on the strength of encryption (128 bit or 56 bit) that you are using with
SunScreen.

(SKIP only) Identifies the algorithm used to authenticate traffic.

Identifies the tunnel address used for the communication between the
remote Administration Station and the Screen.

Enables you to assign a new rule index number for the rule that you
highlighted in the Access Rules for Remote Administration panel of the
Administrative Access tab.

Deletes the access rule that you highlighted in the Access Rules for Remote
Administration panel of the Administrative Access tab.

Displays the online help.

4. Select the user or group of administration users to which this access rule applies.
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5. To associate this entry with a specific Screen, choose a Screen from the Screen list.

Note - If you are using the CMG (centralized management group) feature, and this
field is left blank or contains an asterisk (“*”), the access rule being defined will, by
default, allow access to all Screens in the cluster.

6. Select the address you want to use from the Address Object list.

7. Select the type of encryption you want to use from the Encryption list.
To use IPsec IKE, see “To Specify a SKIP/IPsec/IKE Action on a Remote Access Rule”
on page 145.

To use SKIP (Simple Key-Management for Internet Protocol), follow these substeps:

a. Select the version of SKIP you want to use from the Encryption list.
Use SKIP_VERSION_1 for communicating with an SPF-100. For later versions,
choose SKIP_VERSION_2.

The required fields for SKIP_VERSION_1 are:

m  Certificate Group
m  Key Algorithm
m  Data Algorithm

The required fields for SKIP_VERSION_2 are:

MAC Algorithm
Certificate Group
Key Algorithm
Data Algorithm

b. Select the certificate group that you want to use from the Certificate Group list.

Specify the Screen’s certificate or certificate group (in this case, the certificate or
certificate group that includes the remote Administration Station’s certificate) and
administration IP address in the Screen’s Administration Certificate field.

c. Select the key algorithm that you want to use from the Key Algorithm list.
d. Select the data algorithm you want to use from the Data Algorithm list.

e. (For SKIP_VERSION_2 only) Select the MAC algorithm that you want to use
from the list of MAC algorithms.

f. (Optional) Select the tunnel address of the remote Administration Station from
the Tunnel list.

8. Type a description in the Description field.
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9.

10.

11.

12.

13.

Select the level of access you wish to authorize for this user from the Access Level
list.

There are five access levels for remote administrators:
ALL —The administrator can display and modify all settings for the Screen.

STATUS — The administrator can display status information (logs, statistics,
status) but cannot display or modify management settings

READ — The administrator can view both the Information and Policy. This level
also allows the user to save and clear logs on the information page. With this access
level users cannot modify any Policy data

WRITE —The administrator can perform all operations except modifying the
Administration Access rules for any Policy.

NONE (Default) — The administrator does not have access.
Click the OK button.

Repeat the previous steps until you have added all the access rules for remote
administration.

Click the Save Changes button.

Add the Screen’s certificate MKID in the SKIP database of the remote
Administration Station, and configure it to use SKIP to communicate with the
Screen.

To Specity a SKIP/IPsec/IKE Action on a Remote
Access Rule
Execute the steps in “To Modify Rules” on page 130.

Select the Administration Access tab in the Policy Rules area.

The Administration Access panel appears.
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Policy Rules
Policy Name: hasgic  Version (modified)

Pasket Fillering | Administrative Access| NAT | PN |

Access Rules for GUI Local Administration

Description

Add New Rule Edit Move Delete Hel

Access Rules for Remote Administration

Encryption Ac Description
vincent | vincent_hued) | admin SKIP_VERSION_2 | hme0nel | ALL
vineent | loclhost | admin SEIP_VERSION_ 2 | ALL

Add New Rule Edit Move Delete Help

3. Click Add New Rule under the Access Rules for Remote Administration
The Remote Access Rules panel appears.
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0K Cancel

& Unsigned Java Applet Window

4. Select IPSEC IKE from the Encryption pulldown.
The Remote Access Rules panel for IPsec/IKE appears.
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(Optional) Type a brief description for this rule.
Select the user or group of administration users to which this access rule applies.

To associate this entry with a specific Screen, choose a Screen from the Screen list.

Note - If you are using the CMG (centralized management group) feature, and this
field is left blank or contains an asterisk (“*”), the access rule being defined will, by
default, allow access to all Screens in the cluster.

Select the address you want to use from the Address Object list,

Select the level of access you wish to authorize for this user from the Access Level
list.

There are five access levels for remote administrators:

Creating and Managing Rules 147



148

10.

11.

12.

13.

14.

15.

ALL. Master administrators, who have the access level ALL, grant the various
access levels to the other administrators.

STATUS. Status administrators, who have the access level STATUS, can monitor
SunScreens, but cannot view the policies.

READ. Local administrators, who have the access level READ, are users
responsible for reviewing their individual Screen’s policy. Local Administrators are
allowed to read policies, but cannot change them; to do so they must make a
request for changes to executive or master administrators.

WRITE. Executive administrators, who have the access level WRITE, can define
and change policies.

NONE (Default—obviously not for remote administrators)

If you are using IPsec, follow step 11 through step 17. If you are using IKE, follow
step 18 through step 23.

Note — You must complete step 11 through step 17 plus step 18 through step 23 to
perform remote administration for IKE.

(IPsec) To define the ESP, click the Edit button.
The ESP Header panel appears.

ESP Header ol

Encryption Algorithm M
Authentication Algorithm M

OK| cancel

= Unsigned Java Applet window

(IPsec) Select the Encryption Algorithm to be used. The options are none, Null,
DES, 3DES, BLOWFISH, and AES.

(IPsec) Select the Authentication Algorithm to be used. The options are none, MD5,
and SHAI.

(IPsec) Click the OK button

(IPsec) To define the authentication header (AH), click the Edit button.
The AH header appears.
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16.

17.

18.

19.

20.

21.

22.

23.

~i AH Header | -]l

OK| cancel

= Unsigned Java Applet window

Authentication Algorithm none — l

(IPsec) Select the Authentication Algorithm to be used. The options are none, MD5,
and SHA1.

(IPsec) Click the OK button

(IKE) Select the Encryption Algorithm to be used. The options are none, Null, DES,
3DES, BLOWFISH, and AES.

(IKE) Select the Hash Algorithm to be used. The options are none, MD5, and SHA1.
(IKE) Select the Oakley Group. The options are 1, 2, and 5.

(IKE) Select the Authentication Method to be used. The options are:
RSA-SIGNATURES

RSA-ENCRYPTION
DSS-SIGNATURES

(IKE) Select the name of the Source Certificate. You can click on the arrow to see a
list of certificates that are defined.

(IKE) Click the OK button.
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Network Address Translation (NAT)
Rules

Note — You can use NAT with encryption to provide communication in an encrypted
tunnel (secure virtual private network). Encryption at the source tunnel address takes
place after the NAT mapping; decryption at the destination tunnel address must take
place before the NAT translation.

NAT Mapping Overview

You use the NAT tab to set up mapping rules that translate IP addresses according to
specific rules. These rules interpret the source and destination addresses of incoming
IP packets, then translate either the apparent source or the intended destination and
send the packets on. You can map hosts, lists of addresses, ranges of addresses, or
specific groups, depending on what you have configured in your SunScreen
installation.

The map used during the translation of a packet consists of rules. In general, you
would translate addresses to:

®  Ensure that internal addresses appear as registered addresses on the Internet

m  Send traffic for a specific destination to a different, predetermined destination

When defining NAT rules, the first rule (lowest number) that matches a packet
applies, and no other rules can apply. Therefore, you might define specific rules first,
then broader cases later.

You can define the mappings of internal addresses to external addresses. Use the NAT
tab in the Policy Rules area of the Policy Rules page to specify the address that is to be
translated to a particular address and to specify static mapping or dynamic mapping.
For additional information on NAT, see “Network Address Translation” in

SunScreen 3.2 Administrator’s Overview.

All network address translations take place before a packet is tested against any of the
screening rules. In this way, you can define all screening rules using only internal
addresses.
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NAT Administration Page

The meanings and uses of the specific fields in the NAT page are described in the

following table.

TABLE 3-5 NAT Page Field Explanations

Field

Use

Rule Index

Screen

Mapping

Source

Destination

Translated
Source

Translated
Destination

Use this field to assign a number to a rule. By default, this field displays a
number that is one greater than the last rule, which indicates the rule is
placed at the end of the list. If you type a specific number, the new rule is
inserted into that position in the list, and the rules in the policy are
consequently renumbered.

Use this field to specify the Screen for which you want the rule to apply.
Type a specific Screen name in this field if you use Centralized Management
and want a rule to apply to a specific Screen. If a Screen isn’t specified, the
rule applies for all Screens that are defined.

If Centralized Management is in place, each NAT rule must be associated
explicitly with the Screen to which it applies.

m  Static
Specify static mapping to set up a one-to-one relationship between two
addresses. You can use static mapping to set new apparent IP addresses
for hosts on your network without having to reconfigure each host.

®  Dynamic
Specify dynamic mapping to map source addresses to other addresses in
a many-to-one relationship. You can use dynamic mapping to ensure
that all traffic leaving the firewall appears to come from a specific
address or group of addresses, or to send traffic intended for several
different hosts to the same actual IP access.

Specify the source address to map from an untranslated packet. Source
addresses are the actual addresses contained in the packet entering the
firewall.

Specify the destination address for the untranslated packet. Destination
addresses are the actual addresses contained in the packet entering the
firewall.

Specify the translated source address for a packet. The address from which
the packet appears to originate is the translated source.

Specify the translated destination address for a packet. The translated
destination is the actual address where the packet goes after it leaves the
firewall.

You cannot translate both source and destination addresses; that is, you
cannot make packets appear to come from a different IP address and
simultaneously direct the packets to a different destination.
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TABLE 3-5 NAT Page Field Explanations (Continued)

Field Use

Description Use this field to provide a description of the rule.

All static NAT rules are unidirectional. They work precisely as defined and are not
interpreted as also applying in the reverse direction. Thus, if you map an internal
source address to an external source address and you want the mapping to apply in
the reverse direction, you must use a second rule to map the external destination
address to the internal destination address explicitly.

Dynamic NAT requires only one rule.

Your NAT Scenario

When building security policies using NAT, define the security policy rules in terms of
internal addresses. All packets that are destined for external addresses used in NAT
must be routed to the Screen.

Note — If you use static NAT to map a machine’s address, a machine on any other
network can initiate traffic to that machine, given a properly defined reverse rule.

In routing mode (unlike stealth mode), the Screen does not automatically answer ARP
requests for destination address. Consequently, the Screen must either route to a
separate network that has a destination address, or a proxy ARP entry must be
configured manually.

Static NAT is a one-to-one mapping of the internal address to an external address.
Dynamic NAT is many-to-one or many-to-few mapping of internal addresses to an
external address.

For more information on NAT and the possible set up, see “Network Address
Translation” in SunScreen 3.2 Administrator’s Overview. For an example that uses NAT,
see SunScreen 3.2 Configuration Examples manual.
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Note — In cases where NAT will occur between the Administration station and the
Screen, do not include the address of a remote Administration Station in any of your
NAT rules.

If Centralized Management is in place, each NAT rule must be associated explicitly
with the Screen to which it applies.

To Manually Add an ARP Entry

For networks that attach to the Screen on the inside and have NAT mappings
applied, use the following command.

This is recommended for any network on which there are addresses to which you
want to allow public access.
# arp -s IP_Address ether_address pub

You must add this entry each time you reboot the Screen, so you may want to modify
a startup script to do this automatically when you reboot.

Note — This entry is not necessary in stealth mode.

The following information describes how to use the administration GUI. Chapter 10
contains information about the command line interface.

To Define NAT Rules

When you design a static NAT mapping, be sure that the ranges and groups used in
the Source and Translated Source fields and the ranges and groups used in the
Destination and Translated Destination fields are exactly the same size.

. Execute the steps in “To Modify Rules” on page 130.

. Select the NAT tab in the Policy Rules area.
The Network Address Translation area is displayed.
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Policy Rules

Policy Name: Tnitial Version (modified)

Packet Fitering | Administrative Access | NAT| vEN |

DYNAMIC | hmeO.net | horsehead_hrr | hme0.net hersehead_hme0

Aglid Rpw ii&i?’l Baie | Move | Delete | Help |

3. Click Add New Rule below the Network Address Translation area.
The NAT Definition dialog box is displayed.

[ NAT Definition

OK Cancel

IL@Unsigned Java Applet Window

4. Select the Screen that should use NAT mapping.
The default is NAT applied to the policies of all Screens.

5. Select all four addresses in the NAT Definition dialog box.
6. Click the OK button.
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7. Repeat the previous steps until you have configured all the rules as required.

8. Click the Save Changes button to save the edited mappings.
You must click the Activate button for the changes take effect.

In most cases, when you define a static mapping, the internal address and external
address are both single addresses.

V¥ To Edit the NAT Rules

1. Execute the steps in “To Modify Rules” on page 130.

2. Select the NAT tab in the Policy Rules area.

The Network Translation area appears.

Policy Rules

Policy Name: Tnitial Version (modified)

Packet Fitering | Administrative Access | NAT| vEN |

DYNAMIC | hmeO.net | horsehead_hrr | hme0.net hersehead_hme0

Aglid Rpw ii&i?’l Baie | Move | Delete | Help |

3. In the Mapping field, select the mapping on the table that you want to edit.

4. Click the Edit button below the Network Address Translation area.
The NAT Definition dialog box for that mapping appears.
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10.

11.

12.

=
I=
-
v
o
=
ey E
=
=
L

DYNAMIC

hmeonet

horsehead_hmed

hmeonet

ENE NN E I E N

horsehead_hmed

0K Cancel

= Unsigned Java Applet window

Select the type of mapping that you want in the Mapping field.

Select the address that you want in the Source field.
The source address in the Source field should match the packet.

Select the address that you want in the Destination field
The destination address in the Destination field should match the packet.

Select the translated source that you want.

Select the translated destination that you want.

Click the OK button of the NAT Definition dialog box to save your edits.
Repeat the previous steps until you have edited all the mappings as required.

Click the Save Changes button to save the edited mappings to a file.

You must click the Activate button for the changes take effect.
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Example: Static NAT of a Host to a Host

The following example translates the address of 1aguna to nathost for all
destination addresses for all outgoing traffic.

= NAT Definition : ‘J‘

EEa—
E—
C—
E—
—

0K Cancel

| ] Unsigned Java Applet Window

Example: Reverse Rule

The following example translates the address nathost to laguna for all source
addresses for all incoming traffic.

Note — Although one-way communication is allowed, and one of these rules may be
used without the other, it is more common to use both together.
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NAT Definition -1

I
—
E—
—

Description Tall rachines connected to

UK Lancel
| &l Unsigned Java Applet Windaw

Example: Dynamic Translation of a Range Of
Addresses to One Host

In the following example, the translation occurs only when the destinations match
what is in the internet address group. If the address is not in this group, the source
address cannot be translated.

NAT Definition
k-

CEEE—
I
T
T
R
R

o[

UK vancel
| (| Unsigned Jawa, Agplet Window

158 SunScreen 3.2 Administration Guide * September, 2001



Virtual Private Network (VPN) Rules

Typically, companies use a virtual private network (VPN) when they have offices with
networks in more than one location. Usually, those companies want to use an
encrypted tunnel through public networks for a secure connection between their own
locations or to connect securely with partners. This strategy avoids the need for
dedicated lines or any changes to user applications.

You can use a Screen as a VPN gateway on behalf of systems or networks that reside
behind the firewall. The Screen then encrypts and encapsulates all packets before they
are sent over the Internet. The content of each packet remains private until it arrives at
the remote location. Anyone capturing packets between locations will only see
encrypted, unreadable packets.

A VPN also enables a site to conceal the details of its own network topology by
encrypting the original packets (including their IP headers) and creating new IP
headers using addresses specified by the VPN gateway (called tunnel addresses).
When these packets arrive at the remote location, the new IP headers are removed.
Then, once decryption takes place, the original headers are restored so the packets can
reach their intended destination.

VPN Rules are a convenience that allows you to easily define and reference a large
number of systems or networks using a single VPN name. First, you create VPN rules
which define your VPN endpoints and give the definition for a VPN name. Then, you
use the VPN name as part of a Packet Filtering rule with the VPN action. This method
is particularly convenient where you are referencing groups of networks as opposed to
groups of systems. Then, if the topographical details of a network changes, you only
have to modify the related VPN rules and not the Packet Filtering rules. Since you
only need one certificate for each VPN rule, certificate management is much easier.

Note — SunScreen provides another option for creating a VPN gateway: Use the
ENCRYPT action on Packet Filtering rules. In this scenario, you define the encrypted
VPN endpoints as part of a regular Packet Filtering rule. The VPN endpoints typically
are single systems although you can define multiple endpoints using Address ranges
and groups. This method provides an easy way to accommodate requests for
encrypted access between a few systems

See the SunScreen 3.2 Configuration Examples manual for detailed examples of using
VPN rules.
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Before You Begin

Before you configure a VPN, you must complete several preliminary tasks:

m  Install the SunScreen software on all Screens involved in the VPN.

For detailed information on Screen installation, refer to the SunScreen Installation
Guide.

Note — Each Screen must have its own local certificate.

If you install a Screen with remote administration, this certificate is generated
automatically. If not, refer to “To Generate SKIP UDHs Certificates” on page 76 for
details on how to create this certificate if you are using SKIP or to “To Generate an
IKE Certificate” on page 68 if you are using IKE.

®  Add a certificate object to each Screen for every other Screen in the VPN.

For more information on adding certificates, refer to “To Associate SKIP
Certificate” on page 81 if you are using SKIP or to.”To Associate an IKE Certificate”
on page 74 if you are using IKE.

m  (Create Address objects (host, group, or range) on each Screen for any address in
the VPN, including an Address object for each Screen as well.

Refer to “Address Objects” on page 60 for more information.

Once you successfully complete these tasks, set up the VPN by defining VPN
gateways and creating packet filtering rules as described in the following sections.

Configuring a VPN

To define the systems that are taking part in a particular VPN, you need to create a
VPN gateway for each Screen involved in the VPN. You create these gateway
definitions by using the VPN tab in the Policy Rules area of the Policy Rules page.

Each VPN gateway definition associates a particular certificate with a set of hosts that
are protected by that gateway. The protected hosts will have traffic protected by that
certificate and its private key.

¥ To Add a VPN Gateway Definition

1. Execute the steps in “To Modify Rules” on page 130.
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2. Click the VPN tab in the Policy Rules area.

Policy Rules

Policy Name: Jpitigl Version (modified)

Packet Fillering | Administative Accsss | MAT | VPN |

Add New Rule Edit Move Rename Delete Help

3. Click the Add New Rule button in the VPN area.
The VPN Definition dialog box appears.

VPN Definition

'J|

Rule Index

| f
Encryption SKIP  —

Certificate I

KEY Algorithm I

Data Algorithm I
MAC Algorithm I
Tunnel Address II

e = [« |« |«

0K Cancel

& Unsigned Java Applet Window
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The following table describes the controls in the VPN Definition dialog box for
defining VPN gateways.

TABLE 3-6 Controls in the VPN Definition Dialog Box

Control Descriptions

Rule Index (Optional) Assigns a number to a rule. By default, this field displays a
number one greater than the last rule (indicating this rule will be placed the
end of the list). Typing a lower number inserts the new rule into the
specified position in the list and renumbers the rules currently in the
configuration. Rules take effect in order.

Name Specifies the Name of the VPN to which this gateway belongs. Type the
same name in the Name field for each gateway that is in the VPN.

Description (Optional) Provides a short description of the VPN gateway.

Address Specifies the addresses to be protected by this VPN gateway.

Encryption Specifies the type of encryption. Select either SKIP or IPsec IKE.

Certificate Specifies the name of the certificate for this VPN gateway.

Key Algorithm  (SKIP only) Specifies the secret (key) algorithm the VPN uses. All gateways
in the same VPN must use the same (key) algorithm.

Data Algorithm  (SKIP only) Specifies the data algorithm the VPN uses. All gateways in the
same VPN must use the same data algorithm.

MAC Algorithm (SKIP only) Specifies the MAC algorithm the VPN uses. All gateways in the
same VPN must use the same MAC algorithm.

Tunnel Address  (SKIP only) Specifies the destination address on the outer (unencrypted) IP

packet to which tunnel packets are sent.

4. In the Name field, type the name of the VPN to which the gateway belongs.

Type the same name for each gateway to be included in the VPN.

5. (Optional) Type a description of the VPN gateway in the Description field.

6. In the Address field, select the addresses to be protected by this VPN gateway.

7. Select the encryption type. If you select IPSEC IKE, the following panel appears.
Go to step 13 below for the IPsec IKE definitions

8. In the Certificate field, select the gateway’s Certificate ID.

9. In the Key Algorithm field, select the key algorithm (or “none”) to be used by the

VPN.

All gateways in the same VPN must use the same key algorithm.
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10.

11.

12,

13.

In the Data Algorithm field, select the data algorithm (or “none”) to be used by the

VPN.

All gateways in the same VPN must use the same data algorithm.

In the MAC Algorithm field, select the MAC algorithm (or “none”) to be used by

the VPN.

All gateways in the same VPN must use the same MAC algorithm.

In the Tunnel Address field, select the tunnel address to be used by the VPN.

If you selected IPSEC IKE for encryption, you can select the algorithms to be used

as follows:

VPN Definition |

[

Rule Index I: 1

|

S
Encryption IPSEC IKE —

Agurilrms| Cptions |

INONE

INONE

IKE

=l

RSA-SIGNATURES =
—
—
—

oK Cancel

& Unsigned Java Applet Window

a. Click the ESP Edit button to define the ESP header encryption and

authentication algorithms.
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ESP Header IJIL

Encryption Algorithm nene
Authentication Algorithm nene —

OK| cancel

= Unsigned Java Applet window

b. Click the AH Edit button to define authentication headers.

~i AH Header |J||

Authentication Algorithm none 4
OK| cancel

= Un5|gned Java applet Window

c. Select the Encryption Algorithm for IKE. The options are none, null, DES, 3DES,
BLOWFISH, or AES.

d. Select the Hash Algorithm. The options are MD5 or SHA1.
e. Select the Oakley Group. The options are 1, 2, or 5.

f. Select the Authentication Method. The options are RSA-SIGNATURES, or
DSS-SIGNATURES.

g. Select the Source Certificate. Click the arrow to see a list of available IKE
certificated.

14. Click the OK button.

Note — Repeat step 3 through step 14 to define a VPN gateway for each Screen in the
VPN. To make sure they are all included in this particular VPN, be sure to give all of
them the same VPN name.

V¥ To Create Packet Filtering Rules for a VPN

To use the VPN you have defined by creating VPN gateways, perform the following
steps to add packet filtering rules:

1. Execute the steps in “To Modify Rules” on page 130.
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2. Click the Packet Filtering tab of the Policy Rules area.

Policy Name: Jpitigl Versionl

There is 1 packet filtering rule.

common

Packet Filtering| Adminetative Accsss | NAT | vPH |

Action

ALLOW

Policy Rules

Add New Rule Edit

Move

Delete

Help

3. Click the Add New Rule button at the bottom of the rules.

The Rule Definition dialog box appears.
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[T I T T I R R

Show Action Details|

0K Cancel

JﬂIUnsigned Java applet wWindow

4. Type the information into the fields as desired.

You may use the asterisk, or wildcard, character (“*”) in the source and destination
fields. Using a wild card will check all traffic to see if it is part of the specified VPN.

Select VPN in the action field. When the Action Details dialog box requires a VPN,
select the name of the VPN used when defining the VPN gateways.

166 SunScreen 3.2 Administration Guide * September, 2001



- J|[=]  mital Rulelndex2 || |

Lag LOG_NONE

VPN I: j

= |« = |« = |

0K
& Unsigned Java Applet Window
Soreen &3
Subtype all -

Destination Action Time Description
Show Action Details| * ALLOW *
0K Cancel

& Unsigned Java Applet Window

The one VPN-based rule will then generate all the VPN gateway pair-wise rules so
that the hosts at each site can communicate with each other securely. Any host that
cannot be secured (for example, if it is not protected by a VPN gateway) will not be
allowed to communicate by the VPN-based rule. You can create a rule that allows that
particular host to communicate, but you must set that up separately and explicitly.

. Click the OK button for both the Action Details and the Add Rule dialog boxes.

Note — If you did not use “*” for source, destination, and service, repeat steps 2
through 4 for any additional rules. You must add VPN rules for each Screen that is
part of the VPN.
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CHAPTER 4

Creating and Managing Policies

This chapter describes:

Viewing the Policies List page
Working with policies

Adding, copying, renaming, and verifying a policy
Deleting a policy

Backing up all policies

Restoring all policies

Leaving an administration session
Unlocking a policy

Saving policy changes

Canceling policy changes
Activating a policy

The following table list the procedures in this chapter.

TABLE 4-1 Working With Policies

Policy Action “To Work with Policies” on page 171

“To Edit a Policy” on page 172

“To Add a New Policy” on page 173
“To Copy a Policy” on page 174

“To Rename a Policy” on page 175
“To Delete a Policy” on page 176

“To Verify a Policy” on page 177

“To Back Up All Policies” on page 179

“To Restore All Policies” on page 181
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TABLE 4-1 Working With Policies (Continued)

Policy Locks “To Leave an Administration Session” on page 183
“To Unlock a Policy” on page 183
“To Forcibly Clear the Lock” on page 184

Activating Policies “To Save Changes” on page 184
“To Cancel Policy Changes” on page 186
“To Activate a Policy” on page 186

Working With Policies

To reach the Policies List page, you can either choose Manage Policies for the Select
Task field on the Login page before you click the Login button, or click the Policies
button on the administration GUI’s navigation bar.
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v To Work with Policies

1. Select a policy in the Policies List page.

. normation E. Foiicies [0l pocumentation

To edit a policy select one from the table and click the "Edit " Button,
For other tasks select from the top panel buttons,

Policies List

—Currently Active— In .1 from horsehead2 0(root) gid=1{other) On Wed Jan | |~
Initial <— | Initial1 from horseheadz By uid=0(root) gid=1{cther) On Wed Jan 31 1
Initial 1
=]
[ [ ]

Add New Edit Copy Rename Delete Activate
Backup All Restore All Initialize HA Help

2. Click the Edit button.
The Policy Rules page appears.
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E Logout [1 Information E Policies [I.\ Documentation
Save Changes | Cancel Changes| _ Verify Policy | _Activate Policy
Common Objects

Version 1
Type Service i | Add New Object i | search Search Filters
Results j 0 found Expression ||
| Soreen. " =
Detail ‘ J

Subtype  All
Eedit Dolets Ranaing Help

Policy Name: [pitigl Versionl

Packet Filtering| Administrative Acosss | NAT | VPN |
There is 1 packet filtering rule.

Destination Action Time Description

common ® ® ALLOW ®

Add New RM Edit | Move | Delete | Help |

Editing Policies

V¥ To Edit a Policy

You can edit any policy to which you have WRITE access except the currently active
policy. This policy is a READ ONLY copy of a policy that lets you view the rules
currently in use by the firewall. The actual editable version of the currently active
policy is available through the list of policies on this page.

When you installed SunScreen, a policy named Initial was created, containing
enough information for you to start administering the Screen. You can work with this
policy or create another policy and set it to be the currently active policy.
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Note — Logging in as a user with an access level of ALL or WRITE puts you into a
session. If you make changes to a policy, you cannot log out of the session until you
either save or cancel those changes.

® Select a policy in the Policies List page.

L Information & Policies I:I.E Documentation

To edit a policy select one from the table and click the "Edit " Button,

For other tasks select from the top panel buttons,

Policies List

—Currently Active— Initial.l from horsehead2 By uid=0(root) gid=1{other) On Wed Jan : |~

Initial <— | Initial1 from horseheadz By uid=0(root) gid=1{cther) On Wed Jan 31 1

Initial 1

[« [ ]
Add New Edit Copy Rename Delete Activate
Backup All Restore All Initialize HA Help

Note — The View button appears if the policy you chose can only be read in read-only

mode (for example, the Currently Active policy in the first row, and the policy
versions in the Version column). See the SunScreen 3.2 Administrator’s Overview for
more information on policy types.

To Add a New Policy

1. Select a policy in the Policies List page.
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L_ Information [?a_\ Policies 7 pocumentation

To edit a policy select one from the table and click the "Edit " Button,
For other tasks select from the top panel buttons,

Policies List

—Currently Active— Initial.l from horsehead2 =1{other) On Wed Jan ;| =
Initial <— | Initial1 from horseheadz By uid=0(root) gid=1{cther) On Wed Jan 31 1
Initial 1
=]
[ [ ]

Add New Edit Copy Rename Delete Activate
Backup All Restore All Initialize HA Help

2. Click the Add New button.
The Add New Policy dialog box appears.

;i Add New Policy ' |

Please enter the name of the new Policy. |I |

0K| Cancell

ﬂ Unsigned Java Applet Window

3. Type the name of the new policy in the Add New Policy dialog box.

4. Click the OK button.

V¥ To Copy a Policy

1. Select a policy in the Policies List page.

SunScreen 3.2 Administration Guide * September, 2001



k= logout B¢ iformation EL policies h1 Documentation

Policies List

Version Active Palicy Information

2. Select the policy you want to copy.

3. Click the Copy button.
The Copy dialog box appears.

4. Type the name of the new policy in the Copy dialog box.

5. Click the OK button.

V¥ To Rename a Policy
1. Select a policy in the Policies List page.
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h Information : i Documentation

To edit a policy select one from the table and click the "Edit " Button,

For other tasks select from the top panel buttons,

Policies List

—Currently Active— Initial.l from horsehead2 =1{other) On Wed Jan ;| =
Initial <— | Initial1 from horseheadz By uid=0(root) gid=1{cther) On Wed Jan 31 1
Initial 1
=]
[ [ ]

Add New Edit Copy Rename Delete Activate
Backup All Restore All Initialize HA Help

2. Select the policy you want to rename.

3. Click the Rename button.
The Rename dialog box appears.

Rename ...

Please enter the name of the Policy. II

0K| Cancell

- ﬂ Unsigned Java Applet Window

4. Type the name of the new policy in the Rename dialog box.

5. Click the OK button.

V¥ To Delete a Policy

1. Select a policy in the Policies List page.
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h Information : i Documentation

To edit a policy select one from the table and click the "Edit " Button,

For other tasks select from the top panel buttons,

Policies List

—Currently Active— Initial.l from horsehead2 =1{other) On Wed Jan ;| =
Initial <— | Initial1 from horseheadz By uid=0(root) gid=1{cther) On Wed Jan 31 1
Initial 1
=]
[ [ ]

Add New Edit Copy Rename Delete Activate
Backup All Restore All Initialize HA Help

2. Select the policy you want to delete.

3. Click the Delete button.
The Delete Policy dialog box appears.

Delete Policy

Do yvou really want to delete this configuration {Initial}?

_Yes| Nof

- ﬂ Unsigned Java Applet Window

4. Click the Yes button in the Delete Policy dialog box to delete the policy.

V¥ To Verify a Policy

To verify that any changes you have made are stable:

1. Select a policy in the Policies List page.
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k= logout B¢ iformation EL policies h1 Documentation

Policies List

Version Active Palicy Information

2. Select the Policy you want to verify.

3. Click the Edit button.
The Policy page for the selected policy appears.
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E Logout h Information I:i Policies U Documentation

Save Changes Canval Changes Verify Policy Activate Policy
Common Objects

Version 2
Type Service | Add New Object — | Search Search Filters
Results j 0 found Expression ||
5 Sown v
Detadl 1

Subtype  All
Eedit Dolets Ranaing Help

Policy Name: [pitigl Version2

Packet Filtering| Adinistrative Acosss | NAT | VPN |

There is 1 packet filtering rule.

* commaon * * ALLOW *
Add New Rule Edit | Move | Delete | Help |

. Click the Verify Policy button above the Common Objects area.

Clicking the Verify Policy button verifies that all the rules are valid and should
compile successfully when you activate this policy. The rules in the chosen policy file
are checked for errors, but the policy is not activated. Verifying a policy allows you to
debug it without activating it.

You can activate the policy when verification has succeeded.

To Back Up All Policies

Backing up your policies is always good practice, especially if anything happens to the
disk. You also should back up the original policy after you install SunScreen. This
makes it easier to restore earlier policies, if necessary. Backing up from the
administration GUI backs up only the current versions of all the policies.
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Caution — The backup medium contains copies of the local identities (the encryption
keys and certificates) and must be stored securely and disposed of properly to avoid
compromising your security.

Note — This procedure requires a browser that can be used to access Local files. You
can use the HotJava Browser, Netscape, or Internet Explorer with Sun’s Java Plug-In
and the identitydb.obj file (copied to the correct location). See “To Install the Java
Plug-In on the Screen” on page 23 for informationon how to install the plug-in.

1. Select a policy in the Policies List page.

E Logout h Information m Policies ﬂ Documentation

To edit a policy select one from the table and click the "Edit " Button,

For other tasks select from the top panel buttons,

Policies List

Wersion Active Policy Information
—Currently Active— Initial.1 from horsehead2 By uid=0{root) gid=1{other) On Wed Jan | |=
Initial <— | Initial.1 from horseheadz By uid=0froot) gid=1{other) On Wed Jan 31 1
Initial. 1
K1l D

Add New Edit Copy | Rename Delete | A:tivatel
Backup All Restore All Initialize HA Help

2. Click the Backup All button to back up the current version of the policies.
The Select a backup file dialog box appears.
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Select a backup file

Filter

home fcarolee /ADMIN. SCREENS /[~ 14

Directc  Files

M |- |Info Page Logs. Info.Tah |

.. Info.Page. Logs. Retr. Set
Info.Page. Logs. Retr. Set. 1
Info.Page. Statistics
Info.Page. Status
Login. page. 1
Policies.List. page

 |Rename.dial

gm0 Ei B )
Selection

| Initial. backug

ok | Fitier | Cancel

3. Type the path name of the directory in the Filter field and type the name of the
backup file in the Selection field.

V¥ To Restore All Policies

Note — This procedure requires a browser that can be used to access Local files. You
can use the HotJava Browser, Netscape, or Internet Explorer with Sun’s Java Plug-In
and the identitydb.obj file (copied to the correct location). See “To Install the Java
Plug-In on the Screen” on page 23 for information on installing the plug-in.

The Restore operation causes all current policy information, including common
objects, to be overwritten by the new information from the backup file.

1. Select a policy in the Policies List page.
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Policies List

Version Active Palicy Information

2. Click the Restore All button.
The Select a backup file dialog box appears.

3. Type the path name of the directory in the Filter field and the file name for the
backup file in the Selection field.
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4. Click the OK button.

Caution — Before you change the administration address (such as 1e0, ge0, or
hme0), the administration certificate, the local certificate, or the administration-group
certificate, be sure that you understand how each one affects your ability to connect to
the SunScreen. If you change these items, you risk losing connectivity from the
Administration Station to the Screen. Reestablishing connectivity is difficult and
requires that you log into the Screen directly or use an Administration Station that is
still working. It also requires an exchange of encryption information.

Working With Policy Locks

To Leave an Administration Session

Logging in as a user with an access level of ALL or WRITE puts you into a session.
If you make changes to a policy, you cannot log out of the session until you either
save or cancel those changes.

To Unlock a Policy

A lock is automatically acquired and held by the first person to change a policy. The
lock is held on a per system basis; if someone acquires the lock, you cannot make
changes to a policy.

The lock does not affect the buttons in the SunScreen banner. Anyone can request a
search at any time and view the Documentation and Information pages.

If the Could not acquire the lock message appears (to indicate that someone
has made changes to the policy):

®  On the command line, type:

edit> QUIT
Or

®  In the administration GUI:

1. Click the Cancel Changes button.
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2. Click the Policies button in the SunScreen banner.

You can try to edit the policy later.

Note — When you click the Save Changes button or log out, you give up the lock and
others can work on the Screen.

v To Forcibly Clear the Lock

® To clear the lock forcibly, type the following at the command line:

# ssadm lock -c policy_name

Activating Policies

v To Save Changes
To save your changes:

1. Select a policy in the Policies List page.
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_save Changes | Cancel Changes| _ Verify Policy | _Activate Palicy |

Common Objects

| Serie | At ew Obiect — |
. |
i
_stit_| vetsto | Soname| _telp |

Policy Rules

Rule Index  Screen Service Source Destination Action Time Description

2. Make required changes to the policy and rules.

3. Click the Save Changes button to save all changes made for all objects and rules in
the policy.

An Activate Policy dialog box appears.

Unsigned Java Applet wWindow

4. Select Yes if you wish to activate the policy.
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v To Cancel Policy Changes
If you want to return to the previous saved version of a rule:
1. Make changes to either the policies or the rules

2. Click the Cancel Changes button.

Changes made before you click the Cancel Changes button are not saved.

v To Activate a Policy

Use Activate when you want the rules you see to be the ones the Screen uses to
filter traffic.

1. Select the name of the policy in the Policies List page.

_— Logout h Information 0 Policies ] Documentation

Save Changes Cancat Chang (‘3‘s| Verify Policy Activate Policy
Common Objects

Version 1
Type  Authorized User i | Add New Object — | search Search Filters
Results [ admil j 1 found Expression | admif
“adnin® EN AELED PASSWORD=] *" F Soreen  *
Detail |(RYPT_PASSWORD=" IhpIR sonwe3Q" ENABLED | i
Subtype Al s

Edit Delete Rename Help

2. Click the Activate button to activate the policy.
The Verifying/Activating window with the activation status appears.

~| Activate Policy? |
Your changes will take effect upon activation of this policy.

Activate policy now?

_Yes| Nof

= Unsigned Java Applet window
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CHAPTER 5

Using High Availability

“High Availability”(HA) is a SunScreen configuration that consists of a primary Screen
and a secondary Screen or Screens that mirror the operations on the primary Screen. In
this way, the HA configuration behaves as a single system. Should anything cause the
primary Screen to fail, the secondary Screen immediately takes over, providing
uninterrupted operation. This chapter describes how to set up high availability
Screens. You can also find a detailed example of a high availability configuration in
“Stealth Mode With HA” in SunScreen 3.2 Configuration Examples.

Note — You can upgrade SunScreen EFS 2.0, 3.0, and 3.1 HA clusters to SunScreen 3.2.
There is an upgrade script to aid the transition for 3.0 and 3.1 HA clusters to
SunScreen 3.2. The Upgrade from EFS 2.0 is a more manual process. See the SunScreen
Installation Guide for upgrade information.

The following table list the procedures in this chapter.

TABLE 5-1 Procedures for Using High Availability

HA “To Edit the Policy” on page 192
“To Install the SunScreen software in an HA Configuration” on page 193
“To Install HA on the Secondary HA Screen” on page 194
“To Define the HA Interface” on page 199
“To Define the Screen Object for the HA Primary Screen” on page 201
“To Initialize HA on the Primary HA Screen” on page 203
“To Add the Secondary HA Screen to the Primary HA Screen” on page 203

“To Allow Non-Administrative Traffic on an HA Network” on page 205
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Setting Up High Availability

To use high availability, (you must install SunScreen as an HA system, as described in
the SunScreen Installation Guide. High availability, its limitations, topology, set up, and
capability are described in detail in “High Availability” in SunScreen 3.2 Administrator’s
Overview. For examples of HA configuration, see SunScreen 3.2 Configuration Examples
manual.

Note — The network used for HA traffic must be kept physically secure because all
secret keys and configurations are transmitted in the clear over the HA interface.

HA lets you deploy multiple Screens in situations where the connection between a
protected inside network and an unprotected outside network is critical. One member
of the HA cluster, the active HA Screen, performs packet filtering, network address
translation, logging, and encryption/decryption of packets travelling between the
inside and outside networks. The other members of the HA cluster, which can be as
many as 31 passive HA Screens, receive the same packets, perform the same
calculations, and mirror the configuration of the active HA Screen, but they do not
forward traffic between the inside network and the outside network. If the active HA
Screen fails, one of the passive HA Screens takes over (failover) as the active HA
Screen and begins routing and filtering network traffic within seconds. Because the
passive HA Screens mirror the active HA Screen, few connections are lost if a failover
occurs.

The routing interfaces of all the systems in the HA cluster have the same interface
names with the same IP addresses. When a firewall becomes a secondary Screen, the
MAC address of each routing interface is changed so that it is the same as the MAC
address of the same interface on the primary Screen. Each HA Screen, therefore,
receives the same traffic, ensuring that passive Screens can duplicate the state of the
packet filter engine should the active Screen fail. The secondary firewalls have the
same rules and process the packets in the same way.
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Note — Both Screens mirror configuration. They attempt to mirror state by
independently building the same state table, since they see the same traffic. They do
not exchange information about what is in each others’ state tables, however. That
means that if one Screen is rebooted, it will have the same rules, configuration, MAC
addresses, etc., but will not have the same state in memory. This Screen will never
learn old information from the other Screen; it will only be able to learn new
information from listening on the wire. The internal state as far as memory and state
tables are concerned will be out of sync for some undetermined amount of time, until
all the old state entries time out or are closed from the other Screen.

HA Policy

When you set up an HA cluster, you designate one Screen as the primary HA Screen,
and you configure it with the common objects and policy rules that the HA cluster will
use. When you activate the policy, it is copied from the primary HA Screen to the other
members of the HA cluster. The Solaris system and network configuration are not
copied from the primary HA Screen; they must be identical on all the Screens in the
HA cluster.

Caution — Be sure to keep the HA network physically secure. The HA cluster
transmits secret keys and policies in the clear over the dedicated HA network.

The interfaces for network connections must be the same for each HA cluster member.
For example, if one HA host uses the 1e0 interface as its dedicated internal network
connection, all HA hosts must use the 1e0 network interface as their dedicated
internal network connections. Similarly, all Screens in the HA cluster must use the
same IP address on their non-dedicated interfaces.

Preparing to Install High Availability

HA is designed to maintain the great majority of network connections. During a
reboot (an orderly shutdown), the active Screen being rebooted notifies the passive
Screens, and the appropriate passive Screen takes over as the active Screen without
loss of connections. Because the passive Screens do not forward, reject, or log packets,
the load on passive Screens is less than the load on the active Screen. Consequently,
load-induced faults that affect the active Screen are unlikely to have affected the
passive Screens. Once the previously-passive secondary Screen becomes active, of
course, it is subject to the same load that caused the failure.
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The machines that are used as the HA Screen should all be of equivalent power, so
that the passive HA Screen can keep up with nearly all the processing of the active HA
Screen.

No traffic is allowed out of the passive HA Screens with the exception of
administration traffic, such as normal GUI administration, HA administration, and HA
heartbeat (the communication signal on the dedicated network that assures that the
network is working). This means, for example, that you cannot use telnet to connect
to the passive HA hosts. You can, however, use telnet to connect to active HA hosts.

Using the /etc/hosts File for Name Resolution

When you configure the hostname resolution in the /etc/nsswitch. conf file for
HA hosts, the key word files must appear first in the “hosts line” because:

m  Using the /etc/hosts file for hostname resolution is more reliable than using
DNS or NIS or both.

®  An HA Screen in the passive mode cannot send packets over the network;
therefore, remote hostname resolution, such as DNS or NIS, will fail for passive
HA Screens.

Defining HA

The primary HA Screen manages secondary HA Screens in an HA cluster. A passive HA
Screen within an HA cluster mirrors the state of the active Screen, which can be the
primary or a secondary HA Screen. When the active Screen fails, the passive Screen
that has been running the longest takes over as the active Screen. Primary means the
system is the HA administration host for the HA configuration. It does not necessarily
mean that the system is the active host

You must use the unique HA interface address for administration. If you use one of
the shared addresses, then that address will always resolve to the HA Screen that is
currently active. Because the active host is not necessarily the primary administration
host, you must use the unique HA interface address to ensure that you are
communicating with the correct host.

If you do not use the unique HA interface address, then the connection will be lost and
the administration GUI will hang immediately if the remotely administered primary
HA Screen is shut down. You will still be able to administer the active HA Screen from
the command line, using the command ssadm, but you will be unaware that you are
administering a secondary HA Screen. This will not propagate the configuration to
any other HA Screen; instead, the configuration will be overwritten when the primary
HA Screen comes up again and a policy is activated.
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Moditying the HA Service Group

You cannot connect directly to a passive HA Screen, nor can you connect from one HA
Screen to another, except with remote administration to the HA interface. You can
allow:

m  Services and service groups other than the standard HA services
®  Remote administration
®m  Router discover

®  Heartbeat (the communication between or among HA Screens to assure that the
dedicated HA network is working)

Adding additional services or service groups may be useful; for example, if you need
to copy Solaris system files between the HA hosts or to be able to log into the active
HA Screen remotely and then connect to the primary administration HA host with
telnet. Adding a service to the HA service group circumvents the passive HA mode
and allows the traffic that the added service permits through the SunScreen filters.

You can add any services to the HA service group by selecting Service in the Type list
on the Edit Policy page, saving the change, and reactivating the configuration.

Note — The services or service groups that you add to the HA service group are
allowed only between the HA hosts.

Using NAT With HA in Routing Mode

Depending on the configuration you use for NAT, you must add an ARP (Address
Resolution Protocol) entry for static NAT mappings on all Screens in routing mode,
active and passive, so that NAT can continue to work after a failover. You must
replicate all non-SunScreen configurations, including static ARP entries, on all HA
Screens. Because you must do this every time an HA Screen fails over or every time
you reboot a Screen, you may want to automate this in one of your start-up scripts.
For more information on configuring NAT, see “Network Address Translation” in
SunScreen 3.2 Administrator’s Overview. For more information on ARP, see the man
page for arp(1M).
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Installing High Availability

v To Edit the Policy

1. Choose a policy in the Policies List page.

L_ Information [?a_\ Policies 7 pocumentation

To edit a policy select one from the table and click the "Edit " Button,

For other tasks select from the top panel buttons,

Policies List

—Currently Active— Initial.l from horsehead2 By uid 1(other) On Wed Jan | |~
Initial <— | Initial1 from horseheadz By uid=0(root) gid=1{cther) On Wed Jan 31 1
Initial 1
=]
[ [ ]

Add New Edit Copy Rename Delete Activate
Backup All Restore All Initialize HA Help

2. Click the Edit button.
The Policy Rules page appears.
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E Logout [1 Information EL Policies [I.\ Documentation
Save Changes | Cancel Changes| _ Verify Policy | _Activate Policy
Common Objects

Version 1
Type Service i | Add New Object i | search Search Filters
Results j 0 found Expression ||
| Soreen. " =
Detail 1

Subtype  All
Eedit Dolets Ranaing Help
Policy Name: [pitigl Versionl

Packet Filtering| Administrative Acosss | NAT | VPN |
There is 1 packet filtering rule.

Rule Index  Screen Service Source Destination Action Time Description

® common ® ® ALLOW ®

Add New Rule Edit | Move | Delete | Help |

v To Install the SunScreen software in an HA
Configuration

1. Configure identical interfaces on all HA machines, by editing the
/etc/hostname. interface-name file or running the ifconfig command.

2. Dedicate one interface on each machine to HA.

®  You must have a dedicated network between the HA hosts that, for reasons of
security, is not connected to any other network.

m  All the HA machines must be configured with the same interface names and be
connected to the network and to each other in the same way.

®  The dedicated HA interface must have a unique address name and IP address (so

that the configurations, including interface configurations, can be synchronized
later).

Using High Availability 193



194

3. Connect the HA interfaces of the HA machines one at a time after installing the

operating system (if necessary) and configuring the routing on these machines.

Since the HA hosts have the same names and IP addresses, you must connect the
non-HA interfaces of only one of the HA machines (for example, HA1, as shown by the
solid line in Figure 5-1). This machine will become the primary and active HA Screen.
This approach prevents confusion from arising in the routing and ARP tables on the
active HA Screen. After the HA configuration is complete, the HA software keeps the
routing and ARP tables orderly.

. Connect the secondary Screen, for example, HA2 (as shown by the broken line in

Figure 5-1) to the hubs.

You do not have to install any special software for HA other than SunScreen. The HA
software is automatically installed as part of SunScreen.

Note — Do not perform this step until you have installed, configured, and tested the
both the primary (active) and secondary HA Screens.

Connected

HA1

HA heartbeat

network hub —— Outside

Inside —— hub

———————— HA2 |- —————-

Not yet connected

FIGURE 5-1 Wiring Before and During HA Configuration

To Install HA on the Secondary HA Screen

. Start the full SunScreen install on the secondary HA Screen.

. Select the “Custom” option on the Select Type of Install panel and click the Next

button.
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Select Type of Install

Select SunScreen Functions

Ll
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4. Click Next
The Component Selection Dialog appears.

Component Selection

5. Select the components to be installed and click Next.
The Secondary HA Designation dialog appears.
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Secondary HA Designation

6. Select Yes and click the Next button.
The secondary HA data dialog box appears.

7. In the secondary HA Data dialog box:
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Secondary HA Data

ML
SOLARIS

a. Fill in the HA Interface field.
b. Fill in the secondary HA IP Address field.
8. Click the Next button.

9. Reboot the secondary HA Screen when the final panel appears.
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Installation and Configuration Complete

SOLARIS

L)

Note — You should ignore the plumbing error message on the stealth/routing
interfaces during bootup. Once the HA configuration is pushed over from the primary,
this error is eliminated.

v To Define the HA Interface

The dedicated HA interface can be any interface on the Screen that has been plumbed
and is not defined as a screening interface. To define an HA interface, perform the
following steps:

1. Execute the steps in “To Edit the Policy” on page 192.
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2. Select Interface from the Type list.

Version 2

Type Interface = | Add New Object — |

_Search| Search Filters
Results |7 v 0 found Expression ||
Swen v |
Detail
Subtype Al

Baie | i)i&i?"ii&l Rz&namz&l Help |

3. Click the Search button.

4. Select the interface name that you want to dedicate to HA and click Edit.
If the interface does not appear, select New from the Add New list.

E Logout h Information

""| Documentation

Gave Changes

Lanpgl (Zha;;:esl Verify Policy | Activate Policy |
Version 2
Type Interface = | Add New Object — | Search Search Filters
Results | hmed j 1 found Expression |
SCREEM "horsehead” "hme0" EOUTING "hersehead_hmed" il Screen * -
Detail | INCOMPLETE 0
7 Subtype Al o

Edit Delete Rename Help

5. Define the interface, selecting HA as the Type.
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Jj Interface Definition | - ‘J|

Interface I; 7723

o |
e | C—
Thorsehead_hmeo ﬂ
s v |
o | —
o |
o |
o |
S| —

OK Cancel Help

&Unsigned Java Applet window

6. Click the OK button.

Vv To Define the Screen Object for the HA Primary
Screen

1. Execute the steps in “To Edit the Policy” on page 192.

2. Select Screen in the Type list.

Common Objects

Version 1

Type Sceen i | Add New Object i | Search Search Filters

Results j 0 found Expression. ||
= S+ |
Detail
‘ Subtype All s

Eedit Dolets Ranaing Help

3. Click the Search button.
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4. Select the name of the Screen that you want to use as the primary HA Screen, then
click the Edit button.

If the Screen object is not yet defined for the primary Screen, select New from the Add
New list and type the name of the primary Screen in the Name field.

E Logout L Information Policies lL Documentation

Save Changes Cancat Chang (‘3‘s| Verify Policy Activate Policy
Common Objects

Version 2
Type Saen i | Add New Object —i | search Search Filters
Results | horsehead ﬂ 2 found Expression ||
_ "horsehead” CDF DNS NIS & Screent * =

Subtype All —
Edit Delete Rename Help

5. Click the Primary/Secondary tab.

6. Select Primary in the High Availability field.

—| Screen =]

Name: | hpss

Description: | primary screen

Miscellaneaus | SNUP | PrimaryiSecondary thail Proxy |

High Availability ~Secondary —
HA Primary Name  horsehead —

Administrative IP Address [

BRIP administiative Centifivate

=) =l =

HE Administrative Certifivats
High Availibility IP Address 260.100.30.3

Etheraot address

SHIP Paramsters Eadie
HeE Paratneters Eedit

OK Cancel Help

= Unsigned Java Applet Window

7. Type the IP address of the primary Screen’s dedicated HA interface in the High
Availability IP Address field.

8. Type the Ethernet address of the interface on the primary Screen in the Ethernet
Address field.

9. Click the OK button.
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To Initialize HA on the Primary HA Screen
. Execute the steps in “To Edit the Policy” on page 192.

. In the Policies List page, click on Initialize HA.
The Initialize HA dialog box appears.

= Initialize HA B

You need to be connected to the HA primary to Perform this operation

Select the Interface you would like to be the HA interface for the primary

hmed —
0K Cancel

ﬂ Unsigned Java Applet Window

. Select the interface to be the HA interface from the Interface list.

Note — The HA interface on the primary HA Screen and secondary HA Screen must be
the same.

. Click the OK button

The Policies List page appears.

To Add the Secondary HA Screen to the Primary
HA Screen

. Execute the steps in “To Edit the Policy” on page 192.

Using High Availability 203



2. Select Screen from the Type list.

Yersion 1
Type Saeen i | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
g Swen v |
= 4 e

Baie | i)i&i?"ii&l Rz&namz&l Help |

3. Select New from the Add New Object list.
The Screen dialog box appears.

4. Type the name of the secondary HA Screen in the Name field.

5. Click the Primary/Secondary tab in the Screen dialog box.

—| Screen ==
Name: | posg

Description: | primary screen

Miscellaneous | SHUP \PrinarwSecondary‘ Wil Proxy |

High Availability ~Secondary —
HA Primary Name  horsehead —

Administrative IP Address |1
SKiP administeative Cortificate

JHE Administeative Cortificate

SN E N ET

High Availibility IP Address 260.100.30.3

Ethoenot addross

ERIP Paratneters Eedit
IHE Paramsters Eadie

OK Cancel Help

= Unsigned Java Applet Window

6. Set the following values in the Primary/Secondary area of the Screen dialog box:

High Availability Secondary
Primary Name Name of primary Screen
Administrative IP Address Leave blank

High Availability IP Address  Secondary Screen IP address

7. Click the OK button.
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8.

10.

11.

12.

Click the Save Changes button on the Policies List page.
The Activate Policy dialog box appears.

~| Activate Policy?
Your changes will take effect upon activation of this policy.

Activate policy now?

_Yes| Nof

= Unsigned Java Applet window

Click Yes.

Fully connect the secondary HA Screen to the network.

After adding an HA secondary Screen and activating your policy, the new secondary
Screen may become active. If it does, you must direct the secondary Screen to become
passive before you can perform additional administration on the primary Screen.

Note — Make sure all wires and cables are connected properly.

Configure the service and policy rules on the primary HA Screen.

All changes made on the primary HA Screen are automatically copied to all secondary
HA Screens.

Save and activate the policy.

To Allow Non-Administrative Traffic on an HA
Network

Execute the steps in “To Edit the Policy” on page 192.
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2. Select Interface from the type list.

Common Objects

metare s | Add Now Object — |
.

:

bt | _velete | Renawe| _welp |

3. Click the Search button.

4. Select the interface name.

Common Objects

=] =l
TR
/
__Edit_| _pelete | Rename| _Help |

Policy Rules

Rule Index  Screen Service Source Destination Action Time Description

5. Click the Edit button.
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=]

Interface Definition E ‘J|

Interface I,:“::t

o |
e —
e | —
s v |
o | —
o |
o |
o |
S| —

OK Cancel Help

(=i Unsigned Java Applet Window

. Note the name in the Valid Address field for later use as the Destination Address
for the new rule to be defined.

. Click the Cancel button to close the Interface Definition panel.

. Click the Add New Rule button.

. Fill in the fields. Make sure you set the Destination Address to the same name that

was in the Valid Address field in step 6above.
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-
1=

Rule Definition:clear

telnef,

hanetworkd

hanetwork

ALLOVE

[N N R R R

Add Telnet|HA netwark

Show Action Details
0K Cancel

(=i Unsigned Java Applet Window

10. Click OK.

11. Click Save Changes.
The Activate Policy dialog box appears.

~| Activate Policy?
Your changes will take effect upon activation of this policy.

Activate policy now?

_Yes| Nof

= Unsigned Java Applet window

12. Click Yes to activate the policy.

Configuring Policies for an HA Cluster

You configure the HA cluster just as you configure a single Screen. Policy rules for
passive HA Screens are configured when they connect to the primary HA Screen. You
should write a rule for connecting to the unique address of each host in the HA service

group.

208 SunScreen 3.2 Administration Guide * September, 2001



Updates to the primary HA Screen are automatically relayed to all the other HA
Screens. This synchronization takes place during activation. When a configuration is
activated, the primary HA Screen transfers the configuration—including certificates,
local keys, addresses, and policy rules—to all other secondary HA Screens.

When an HA host is in the passive mode, you cannot connect to that host directly,
except with remote administration to the HA interface. This also applies to
connections from one HA host to another on the HA interface.

You can allow services other than the standard HA service or remote administration
and heartbeat. These services will only be allowed between the HA hosts. Add them to
the HA service group by selecting Service in the Type list on the Edit Policy page, and
add the services you want to include.

Removing HA

Removing HA involves removing both software and hardware. Simply disabling the
HA configuration is insufficient and is only one part of the process. Because there is
more than one Screen that has the same IP address on the network, simply disabling
HA would leave two or more HA Screens on the network that are trying to route the
same traffic, which would disrupt the network traffic through the Screens.

Remove the HA hosts one at a time to reduce the chances of disrupting the network.
Remove the passive HA host or hosts first to avoid losing connections.

If you must remove the active HA host, use the following command on both the active
HA host that you want to remove and on the passive HA host that will become the
active HA host. This will help you to find out whether any connections will be lost.

m  For local administration:

# ssadm lib/statetables
m  For remote administration:

# ssadm -r Screen_Name lib/statetables

If the state tables are in an acceptable level of synchronization, you can proceed to
remove the active HA host.
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HA Logging
Information about the HA Screen is not shown as such in the Log Browser.

If you want to see the changes in state, be sure that /etc/syslog. conf contains the
following lines:

* .err;kern.notice;auth.notice;user.none;daemon.info /dev/console
* . err;kern.debug;daemon.info;mail.crit;user.none /var/adm/messages

Note — Some HA messages are now sent to syslog and some sent to regular log.
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CHAPTER 6

Setting Up and Using Proxies

A proxy is a user-level application that runs on the Screen. The main purpose of

proxies is to provide content filtering, as opposed to packet filtering. For example, you

can use proxies to allow or deny access to Java applets through the firewall. Proxies

can also provide user authentication, as in the case of telnet traffic. See SunScreen 3.2
Configuration Examples manual for an example using Proxies.

Note — There is no way for SunScreen High Availability systems to share the proxy

state. Proxies do not work with SunScreen High Availability.

The following table shows the procedures in this chapter.

TABLE 6-1 Proxy Procedures

Proxy Users

“To Add a Single Proxy User” on page 215
“To Add a Proxy User Group” on page 217
“To Add Spam Domains” on page 218

“To Delete Spam Domains” on page 221

Policy Rules

“To Write Policy Rules for the Proxies” on page 227
“To Define PROXY_FTP” on page 228

“To Define PROXY_HTTP” on page 230

“To Define PROXY_SMTP” on page 231

“To Define PROXY_Telnet” on page 232

FTP Proxy

“To Use the FTP Proxy” on page 233

Telnet Proxy

“To Use the Telnet Proxy” on page 235

SMTP Proxy

“To Use the SMTP Proxy” on page 236
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TABLE 6-1 Proxy Procedures (Continued)
HTTP proxy “To Configure the Browser to Use the HTTP Proxy” on page 237

Matching Proxy Rules

Each proxy is an independent program that reads its own policy file. The file for each
proxy consists of policy rules selected by the compiler. Rules may in turn reference
data in the user database.

Each proxy follows a sequence of tests to determine whether a rule matches:

1. Does the source address of the packet fall within the source-address range in the
policy rule?

2. Is the destination address of the final connection (the host that the user specifies) in
the destination address in the policy rule?

3. If the policy rule requires user authentication, did the user authenticate correctly?
Is that user enabled?

4. Is this (possibly anonymous) authenticated user included in the policy rule, either
directly or by group membership?

212

Preparing to Use Proxies
SunScreen includes four proxies: FIP, HTTP, SMTP, and TELNET.

Each one is a completely separate user-level application, although they use some
shared data and policy files for authentication. Certain proxies provide some content
filtering or user authentication or both. They allow or deny sessions based on the
source and destination addresses.

The rc proxy script is used to start up the proxies as needed. It is located in
/etc/init.d and the symbolic link to /etc/rec2.d/S79proxy. The script verifies
that:

m  The proxy executable is in /usr/lib/sunscreen/proxies.
®  The corresponding policy file is in /etc/sunscreen/proxies.
m  The policy file has a size larger than zero.

If these requirements are not met, the proxy will not start.
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The policy rule compiler uses this script to cause each proxy to reread its policy file as
needed.

Note — You must disable the corresponding standard network service (if any) for
HTTP proxies to function. If you have installed an HTTP daemon, you must disable it
before the HTTP proxy will work. Conflicting standard Solaris servers for telnet, FTP,
and SMTP are handled automatically during policy activation. See the SunScreen 3.2
Administrator’s Overview for further details.

Defining Proxy Data

You define proxy data on the Policy Rules page. The databases for proxies are the Java
archive (Jar) Signatures, Jar hashes, the Proxy Users, and SMTP Proxy data.

Setting Up Proxy Users

Proxy users are used in FIP, HTTP (if desired), and Telnet proxy rules. The proxy
users database depends on information in the authorized users database. To take full
advantage of the user authentication feature of the FTP, HTTP, and Telnet proxies, you
must create entries for both authorized users and proxy users. Define a user as an
Authorized User before defining that user as a Proxy user. See “Authentication”

on page 121 for the procedure for setting up an Authorized user and “Authentication”
in SunScreen 3.2 Administrator’s Overview for information on the proxy database and
the authorized user database.

7

Note — Define all necessary authorized users before attempting to define proxy users.

Note — You can define authorized and proxy user objects with identical names. Choose
a naming strategy for each set that reflects naming systems already in use. For
example, you might choose to name authorized users by employee identities, such as
surname or employee number, and proxy users by their login names.

The proxy user database contains the mapping information for users of SunScreen
proxies. FTP, HTTP, and Telnet rules reference the proxy user entries. Additionally, a
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user connecting through either of these proxies will often be configured to require
authentication by using an authorized user identity. Users logging in with a Telnet
proxy are authenticated through the authorized user identity.

You can also use external authentication mechanisms, such as RADIUS or SecurID, to
enable user authentication by using special proxy user entries, which create a
translation.

By referencing these special mechanisms directly in rules, or by adding references to
other proxy user groups, you can allow users authenticated by those mechanisms to
behave as authenticated users in the referenced contexts.

Names of proxy users must not contain the following characters: !, @, #,

$, %, %, & *, {,}, [,1,<,> ™ ', \, or ? normay they contain a
NULL character.

v To Set up Basic Proxy Users

1. Choose a policy in the Policies List page.

L Informatian }'J . Policies

To edit a policy select one from the table and click the "Edit " Button,

For other tasks select from the top panel buttons,

Policies List

—Currently Active— Initial.l from horsehead2 By uid=0(root) gid=1{other) On Wed Jan : |~

Initial <— | Initial1 from horseheadz By uid=0(root) gid=1{cther) On Wed Jan 31 1

Initial 1

[« [ ]
Add New Edit Copy Rename Delete Activate

Backup All Restore All Initialize HA Help

2. Click the Edit button.
The Policy Rules page appears.
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k= togount B iformation B icie i ] Documentation

_seve Changes | Cancel Changes| _ Verify Palicy |

Common Objects

=] =l
-

]

kit | _velete | kenawe| _welp |

Rule Index  Screen Service Source Destination Action Time Description

v To Add a Single Proxy User

1. Execute the steps in “To Set up Basic Proxy Users” on page 214.
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2. Select Proxy User from the Type list.

E= logout k Information Ky Policies .__’ Documentation

_seve Changes | Cancel Changes| _ Verify Policy | _activate Policy |

Common Objects

 Prowy Ui | ndd iow oot = |

o

3. Select New Single from the Add New button.
The Proxy User dialog box is displayed.

4. Type a name for this Proxy User in the Name field.
5. (Optional) Type a description in the Description field.

6. Select the User Enabled check box. The default is disabled,
If this box is not selected, the proxy user remains inactive and cannot use the proxies.

7. Select the name of the authorized user that you want to place in the Authorized
User Name field.
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10.

11.

(Optional) Select the name or names of the user group or groups with which you
want to associate this proxy user.

Type the name that the proxy user should use when connecting to the target server
(which is also known as the “backend” server) in the Backend User Name field.

This name will be the identity that the proxy user assumes on any target server
connected through this proxy user.

Note — Only the FTP proxy sends the backend user name to the destination host.
Telnet and HTTP do not send the backend user information.

Click the OK button.
Repeat the above steps until you have added all the proxy users.

All changes are saved immediately. Changes are only put into effect upon policy
activation.

To Add a Proxy User Group

You can place proxy users in logical groups for convenience; then you can use a group
name instead of single names in a policy rule.

Execute the steps in “To Set up Basic Proxy Users” on page 214.

Select Proxy User from the Type list.

E Logout h Information B Policies [L Documentation

Gave Chanupy | Canre] Chag z&««l Verify Policy | Activate Policy |

Version 1

Type | Proxp User i | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
o Soom ¢
Pt J Subtype  All
Baie | frelpie | Rz&namz&l Help |

3. Select New Group from the Add New list.

The Proxy User dialog box appears.
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10.

= Proxy User |- |J|

Name: |1

Description: | g

| =
User Enabled: _|

Authorized User Name: |I |ﬂ

dmin-group

Proxy User Group:

Backend User Name: | |

OK | cancel| Help |

ﬂ Unsigned Java Applet Window

Type the name for this group of proxy users in the Name field.
(Optional) Type a short description of this definition in the Description field.
Select the User Enabled check box to enable the user group.

Use the Add or Remove buttons to move selected proxy users or groups of proxy
users into or out of the list of Member Users.

Add all the proxy users and groups of proxy users that you wish to include in your
definition.

Click the OK button.

Repeat the above steps until you have defined all the groups of users required.

To Add Spam Domains

You can define the domains from which you think that you receive spam mail.
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Note — For more information on spam control, see “SMTP Proxy” in SunScreen 3.2
Administrator’s Overview.

1. Execute the steps in “To Set up Basic Proxy Users” on page 214.

2. Select Screen from the Type list.

Common Objects

 soom s Add New Object |
.

3. Select New from the Add New list.
The Screen dialog box appears.

=i Unsigned Java Applet window

4. Type a name in the Name field.
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5. (Optional) Type a brief description in the Description field.

6. Click the Mail Proxy tab.
The Spam Domain list appears.

7. Type the name you want to add to the Spam Domain list into the Add/Delete Host
field.

8. Click the Add button.
9. Click the OK button.

10. Repeat these steps until you have added all the domains from which you receive
Spam mail.

11. Click the Save Changes button
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To Delete Spam Domains

Note — For more information on spam control, see “SMTP Proxy” in SunScreen 3.2
Administrator’s Overview.

. Execute the steps in “To Set up Basic Proxy Users” on page 214.

. Select Screen from the Type list.

Yersion 1
Type Saeen i | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
g Swen v |
Detail J

Subtype All —

Baie | i)i&i?"ii&l Rz&namz&l Help |

. Click the Search button.

. Select the Spam domain from the Results field.

. Click the Edit button.

The Screen dialog box appears.
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=i Unsigned Java Applet window

6. Click the Mail Proxy tab.
The Mail Proxy Screen appears
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10.

Select the Spam domain to be deleted in the Spam Domains field.
Click the Delete button.
Click the OK button.

Click the Save Changes button.

Writing and Editing Policy Rules for
Proxies

Policy Rules are strictly ordered; they take effect in the order in which they are listed.
You may either define policy rules in the order in which you want them to take effect
or rearrange them after they are defined.
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Vv Basic Steps for Writing Policy Rules for Proxies

1. Choose the policy Initial in the Policies List page.

. normation E. Foiicies [0l pocumentation

To edit a policy select one from the table and click the "Edit " Button,

For other tasks select from the top panel buttons,

Policies List

—Currently Active— Initial.l from horsehead2 0(root) gid=1{(other) On Wed Jan | |—
Initial <— | Initial1 from horseheadz By uid=0(root) gid=1{cther) On Wed Jan 31 1
Initial 1
=]
[ [ ]

Add New Edit Copy Rename Delete Activate
Backup All Restore All Initialize HA Help

2. Click the Edit button.
The Policy Rules page appears.
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k= togount B iformation B icie i ] Documentation

_seve Changes | Cancel Changes| _ Verify Palicy |

Common Objects

=] =l
-

]

kit | _velete | kenawe| _welp |

Rule Index  Screen Service Source Destination Action Time Description

3. Select the Packet Filtering tab in the Policy Rules area.
Proxies are defined in the Packet Filtering page.

4. Click the Add New Rule button in the Packet Filtering area.
The Rule Definition dialog box for that policy is displayed.
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Rule Definition:Initial [ -]
Rule Index i
E—

Show Action Details
0K Cancel

(=i Unsigned Java Applet Window

In the Rule Definition dialog box, the Rule Index field is filled with the next available
rule index.

. (Optional) If a rule is valid only for a particular Screen, select that Screen only in

the Common Obijects area.

The default is for the rule to be valid for all Screens.

. In the Services box in the panel, select one of the services that is valid for proxies,

for example:

ftp
WWW

smtp
telnet

. Select the source and destination address that you want for the Source and

Destination Address fields.

Be sure you have defined these addresses on the Policy Rules page.

. For a proxy rule, select ALLOW or DENY in the Action field.

These are the only valid actions for proxies. The Encrypt or VPN action to not apply to
proxies.

n LOG
m SNMP
m PROXY
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When you select ALLOW, a new dialog box appears:

— Initial Ruleindex2 | - |_|
Log LOG_NONE

PROXY NOME =

oK/

ﬂ Unsigned Java Applet Window

When you select DENY, a new dialog box appears:

LOG

SNMP
ICMP Reject
PROXY

= Initial Rulelndex:2 | -]

SHMP_MONE —
ICMP Reject ICMP_NONE =1
PROXY MOME =

oK/

ﬂ Unsigned Java Applet Window

To Write Policy Rules for the Proxies

. Execute the steps in “Basic Steps for Writing Policy Rules for Proxies” on page 224.

. From the Proxy list, select the information that you want to put into the LOG and

SNMP fields.

There are five items in the Proxy list:

NONE
PROXY_HTTP
PROXY_FTP
PROXY_SMTP
PROXY_Telnet
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3. Select the name of the proxy service for which you are writing this policy rule for
the Service field.

If you plan to use proxies, you must select the appropriate proxy service:

TABLE 6-2 Proxies and Services

Choose This For This Proxy
Service

ftp PROXY FTP
WWW PROXY_ HTTP
smtp PROXY_SMTP
telnet PROXY_ TELNET

Each choice requires slightly different steps, which are listed below under the four
proxy types.

¥ To Define PROXY_FTP

1. Execute the steps in “Basic Steps for Writing Policy Rules for Proxies” on page 224.
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2. Select PROXY_FTP as the proxy
The Rule Definition Dialog Box for PROXY_FTP appears

= Rule Definition:Initial | AD\ 4 Initial Ruleindex:2 | :iJ|

Log LOG_NONE

PROXY PRONY_FTP

e | —

|

| =

[

| =

ALLow]

[~

|

Show Action Delails
0K Cancel 0K
(=] Unsigned Java Applst Window (=] Unsigned Java Applst Window

3. Select PROXY_FTP from the Proxy list and eight fields appear below the Proxy field
in the dialog box:

GET

PUT
CHDIR
MKDIR
RENAME
REMOVE
DELETE
Proxy User

4. Select an action for each field (GET, PUT, CHDIR, MKDIR, RENAME, REMOVE,
and DELETE) or accept the default values. You can either allow (Allow) or disallow
(Deny) use of these FTP commands based on the settings you choose.

5. Select the name of a defined proxy user in the PROXY USERS field.
6. Click the OK button in the dialog box.

7. Click the Save Changes button.
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v To Define PROXY_HTTP

1. Execute the steps in “Basic Steps for Writing Policy Rules for Proxies” on page 224.

2. Select PROXY_HTTP as the proxy, click that name to put it into the Proxy field.

= Initial Ruleindex:2 ==

Log LOC_NOME

PROXY PROXY_HTTP

ssL: ALow |

| —

ok

(=] Unsigned Java Applst Window

Destination Action Time Descriptis

Show Action Details " ALLOW
__OK | cancel|

(=] Unsigned Java Applet Window

Five fields then appear below the Proxy field:

Cookies
ActiveX
Java

SSL

Proxy User

3. Set the action for each item.

a. For Cookies, ActiveX, and SSL, choose an action or accept the default under
Proxy Details. You can either allow (Allow) or disallow (Deny) the use of
cookies, ActiveX, or SSL based on the settings you choose for each field.

b. For the Java field, choose among the following under Proxy Details:

m  Allow all Java

m  Block all Java

m  Allow Java with signed Jars, with the signature in the Jar Signature database
m  Allow Java, with the Jar hash in the Jar Hash database

m  Allow both signed Jar signature and Jar Hash
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Note - If you select Jar Signature or Jar Hash, they must be defined in the
Common Objects area of the Policy Rules page.

4. (Optionally) Select a proxy user or group to be allowed through the proxy.
5. Click the OK button in the dialog box.

6. Click the Save Changes button.

v To Define PROXY_SMTP

1. Execute the steps in “Basic Steps for Writing Policy Rules for Proxies” on page 224.

2. Select PROXY_SMTP as the proxy.
the Relay field appears below the Proxy field in the dialog box.

Note — For more information on relay control, see “SMTP Proxy” in SunScreen 3.2
Administrator’s Overview.

—| Initial Rulelndex:2 | -|_||

Log LOG_NONE

Al proxy PROXY_SMTP

oK|

(=i Unsigned Java Applet Window

Description H Subtype

Destination Action Time
Show Action Details * ALLOW *
0K Cancel
(=i Unsigned Java Applet Window

3. Determine whether you want to allow relaying of mail messages through the proxy
in the Proxy Details area.
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4. If you want to allow all relaying, select the RELAY: ALLOW setting.

5. If you want to restrict the relaying, define the local domain name for the Screen or
create a list of valid relay (domain) targets as described in the following 2 substeps
and select the RELAY: RESTRICT setting.

a. Define the Local Domain Name

Create or edit the /etc/defaultdomain file to contain the domain suffix for the
Screen.

Note — For this default domain to become active, you must either shut down and
reboot the Screen or run the following command:

# domainname ’‘cat /etc/defaultdomain’

b. Create a List of Valid Relay Targets

Use themail_relay feature of the ssadm command to create a list of valid relay
(domain) targets (see “SMTP Proxy” in SunScreen 3.2 Administrator’s Overview).

Note — The destination address in this rule should be the address of the SMTP
server or servers that will spool and/or deliver email after it is restricted and
filtered by the screen.

6. Click the OK button in the dialog box.

7. Click the Save Changes button.

¥ To Define PROXY _Telnet

1. Execute the steps in “Basic Steps for Writing Policy Rules for Proxies” on page 224.

2. Select PROXY_Telnet as the proxy.

The Proxy Users field appears below the Proxy field on the right side of the Rule
Definition dialog box.
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—|  Initial  Rulelndex:2 |-

PROKY PROXY_Telnet —

[ e |

ok]

(=] Unsigned Java Applet Window

Destination Action Time

Show Action Details * ALLOW *
0K Cancel

(=] Unsigned Java Applst Window

3. Select the proxy user or group that is allowed through the proxy.
4. Click the OK button in the dialog box.

5. Click the Save Changes button.

Using the FTP Proxy

To use the proxy and successfully make FTP connections through the Screen, you must
FTP to the proxy on the Screen rather than directly to the end system. The Screen’s
policy rules will only allow FTP connections to and from the proxy.

For information on setting up the £tp proxy, see “To Define PROXY_FTP”
on page 228.

v To Use the FIP Proxy

The following example steps show what happens when users wants to connect to the
system named ftp.sun.com, which has an anonymous FTP account. To get there,
they must first £tp to the SunScreen proxy named Screen.
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Note — The anonymous proxy user is prefigured during the installation of the
software. It is an unauthenticated proxy user, so any string provided before the first @
(“at” sign) in the password is ignored. The password after the firste (here:
zzz@thereisnohelp. com) is the backend user password—in this case, the user
name, as is the custom for anonymous FTP.

1. Type the command:

o

% ftp screen

The following text appears:

Connected to screen
220-Proxy: SunScreen FTP Proxy Version 3.2
Username to be given as <proxy-user@<FTP-server-hosts>
Password to be given as <proxy-password@<FTP-server-passwords>
220 Ready
Name (screen:zzz):anonymous@ftp.sun.com

The format for the user name is the proxy user name and the destination server
separated by an “at” sign.

2. Type your authorized user password at the prompt to authenticate you to this proxy:

331- Proxy: Authenticate & connect:
331 Password needed to authenticate “anonymous’.
Password:

Note — The password is not echoed. Its format is two passwords separated by an “at”
sign. The first password is the authorized user password for the proxy, and the second
is the password for the destination ftp server. In the example,
anonymous@zzz@thereisnohelp.com, anonymous is the password for the proxy
and zzzethereisnohelp.comis the email address that £tp. sun. com requires for
anonymous ftp.

The following text appears:

230- Proxy:
Authentication mapped “anonymous’ to backend user “anonymous’.
Connecting to ftp.sun.com (192.9.9.73) - done

Server:

220 ftp.sun.com FTP server (Version 2.0.9) ready

220-Welcome to Sun Microsystems Corporate FTP Server.

220-

: 220 ftp FTP server (ftpd Wed Oct 30 23:31:06 PST 1996) ready.

Proxy: Login on server as ~anonymou.
Server:331 Guest login ok, send your e-mail address as password.
Proxy supplying password to server
230 Guest login ok, access restrictions apply.
ftp>...
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ftp>. ..

ftp>...

ftp> bye

221- Proxy: Quitting service.
221 Server: Goodbye.

3
g

Using the TELNET Proxy

The SunScreen telnet proxy logon process takes place in two stages:

1. First, you must telnet to the Screen and be authenticated by the proxy, which
then forwards you to the destination host, which prompts you to log in.

2. You can then log in to the target system and be authenticated in the usual manner.

For information on setting up the telnet proxy, see “To Define PROXY_Telnet”
on page 232.

To Use the Telnet Proxy

The following steps illustrate what a user logging into a system through the telnet
proxy experiences. In this example, the proxy is running on a Screen named Screen,
and the user wants to connect to a system named foo.com:

. Type the following;:

% telnet Screen
The following text appears:

SunScreen Telnet Proxy Version: 3.2

. Type the user name at the prompt:

Username@Hostname: username@foo.com

. Type your authorized user password to authenticate you to this proxy:

password:
The password is not echoed. If you are successful, you will see the normal telnet
connection information for the system foo.com, for example:

% Trying 172.16.6.74
Connected to foo.com
Escape character is ‘*]’.
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UNIX(r) System V Release 4.0 (foo.com)
login:

4. Log in to the system as you normally would, and if required, type a password.

Using the SMTP Proxy

The SMTP proxy provides a relay for email. It can restrict access based on source
address, as well as the domain name of the originating address, and the source and
destination mailbox addresses presented within the SMTP protocol (envelope). The
source (the sender’s address) is compared to the list of spam domains; if the address
matches any specific spam domain, the packet gets dropped. The destination (the
recipients’s address) is compared with the local domain to see if relaying is being
attempted. If relaying is allowed, the email message gets passed through, if not, the
email message gets dropped.

Be sure you have defined any necessary spam and relay restrictors (see “To Add Spam
Domains” on page 218 and “To Delete Spam Domains” on page 221).

To Use the SMTP Proxy

. Point the MX record for the domain to the proxy for mail to be processed properly.

SMTP connection is then made to the proxy rather than to the actual SMTP server.

2. Point the destination in the rule to the actual SMTP server.
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Using the HTTP Proxy

The HTTP proxy provides a relay capability for the World Wide Web supporting the
HTTP protocol. As with other proxies, it allows or denies sessions based on the source
or destination address. It also provides selective filtering of content based on the
source and destination of sessions. The selective filtering options include Java filtering,
ActiveX, and cookies.

The HTTP proxy filters Java by reading the signatures encapsulated in Java Archives
(Jars) or on a precomputed hash of Java Archive content.
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For user-based authentication, select a proxy user. For more information on
configuring the HTTP proxy, see “To Define PROXY_HTTP” on page 230.

v To Configure the Browser to Use the HITP Proxy

Basically, you point your browser at the Screen instead of allowing the browser to
target HTTP servers directly. This example procedure is designed for configuring the
Netscape browser. Consult the documentation for your browser to determine how to
set the HTTP proxy server address and port number.

The server address should be the Screen’s address and the port number must be 80.

1. Select Preferences in the Edit pulldown.
The Preference page is displayed.

2. Select Advanced on the Preferences page.

3. Select Proxies under the Advanced selection.

.

JCaIegury
7 Appearance
Fonts
cal A network proxy is used o provide additional security between your
s computer and the Internet (usually along with a firswall) andir o
[+ Mavigator inctease petormmance between networks by reducing redundant traffic
D Mall & Newsgroups via caching. Your systerm administrator can provide you with proper
prozy settings.
[+ Roaming Liser
I Composer i@ Direct connection 1o the internet
= Advanced I Manual proxy configuration
i _JAutorratic proxy configuration
Proxies —
Configuration location (URL) |:

Ok | Cancel |

4. Select Manual proxy configuration.
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5. Click the View button beside the Manual proxy configuration.

~| Netscape: View Manual Proxy Configuration

‘fou may configures a proxy and port nurmber for each of the internet
protocols that Metscape supports.

FTF Prosy: v | Port: |v |
Gopher Proxy: v | Fort: |v |
HTTP Proxy: v | Fort: |v |
Security Proxy: v | Fort: |v |
WALS Prosxy: v | Fort: |v |

‘fou ray provide a list of dormains that Netscape should acoess dirsctly,
rather than via the prox:

| Port: |_§_1nan |

Ok | Cancell

Mo Proxy for:

SOCKS Host:

6. Enter the IP address in the HTTP Proxy field.

7. Type the number 80 as the number of the Port in the Port field for HTTP.
The HTTP proxy is fixed at port 80 in the current version of SunScreen.

You may, as desired, set the values for the FIP Proxy and/or Security Proxy to the
same values just used for the HTTP Proxy. This will cause browser-initiated requests
for ftp:// and/or SSL references to be handled by the HTTP proxy on the Screen. See
“Proxies” in SunScreen 3.2 Administrator’s Overview for details on HTTP Proxy Port
Restrictions and HTTP Proxy Access for ftp://.

8. Click the OK button in the View Manual Proxy Configuration dialog box.

9. Click the OK button in the Preferences dialog box.

Proxy Logging

You control proxy logging by selecting Logging as part of a rule’s action and by
configuring the log limiter variables.
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When logging is specified in a proxy rule, all (non-debug) events relating to a session
enabled by that rule are logged for the proxy. Events based on the limiters for a given
proxy are also logged, regardless of rule action.

See SunScreen 3.2 Administrator’s Overview for the specifications of log limiter variables.
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CHAPTER 7

Configuring Centralized Management
Groups

This chapter describes how to configure centralized management groups (CMG) using
the administration GUI. Centralized management enables you to administer
configurations on a group of Screens remotely.

The following information describes how to use the administration GUIL For an
example of a CMG setup, see the SunScreen 3.2 Configuration Examples manual.

The following table lists the procedures in this chapter.

TABLE 7-1 Procedures for Centralized Management

“To Generate an IKE or SKIP Certificate on the Primary Screen” on page 245

”

“To Associate the IKE or SKIP Primary Screen’s Certificate with the Primary Screen Object
on page 247

“To Put the IKE or SKIP Primary Screen’s Certificate on the Secondary Screen” on page 250
“To Add the IKE or SKIP Primary Screen Object to the Secondary Screen” on page 252

“To Generate an IKE or SKIP Certificate for the Secondary Screen” on page 254

“To Modify the IKE or SKIP Secondary Screen Object” on page 254

“To Configure the Secondary Screen for Management by the Primary Screen” on page 256
“To Add the Secondary Screen’s Certificate ID to the Primary Screen” on page 260

“To Add a Secondary Screen Object to the Primary Screen” on page 261

“To Define the Secondary Screen’s Interfaces on the Primary Screen” on page 265

“To Add a New Address Group to the Primary Screen” on page 263

“To Configure the Primary Screen to Manage the Secondary Screens” on page 267
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CMG Overview

A centralized management group is comprised of a primary Screen and a number of
secondary Screens. The primary Screen, where all configuration objects reside,
manages both itself and the centralized management group’s secondary Screens. The
primary Screen’s function is to push policy configurations to the secondary Screens in
the CMG. This capability enables you to manage many Screens effectively from one
location.

To configure a centralized management group, you have to exchange certificate
information between the CMG primary and secondary Screens, then add these
certificates, along with the Admin IP address information and encryption algorithms
for the respective Screens, to the Screen objects.

On the CMG primary Screen, you need to specify each interface present on any
secondary Screen. These interface definitions should include the related Screen object
to make them Screen-specific.

Finally, you must add packet filtering rules to both the primary and secondary Screens
so the primary Screen can push its policy to the secondary Screens.

242

CMG Requirements

Many configurations require cluster members to pass through a firewall in order to
communicate with the primary Screen. In these configurations, any firewall being
traversed must contain packet filtering rules that allow certain traffic from the primary
Screen to pass through its interfaces to the secondary Screen or Screens. These rules
must include the following services:

m  SKIP
m  Certificate Discovery Protocol
m [Psec/IKE
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Note — Although SKIP and IPsec are different protocols and cannot interoperate (SKIP
can communicate with any release of SKIP, but not with IPsec.) , you can have SKIP
rules and IPsec rules on both machines as long as there is no host overlap. That is, you
may set the secondary Screen up to use SKIP to encrypt all traffic between A and B and
IPsec to encrypt all traffic between A and C. For this type of setup, the CMG primary
Screen should have as its ADMIN_CERTIFICATE a certificate group containing one
SKIP and one IKE certificate. Each secondary Screen will have as its
ADMIN_CERTIFICATE either a SKIP or an IKE certificate and the appropriate
encryption parameters.

CMG Configuration Tasks

The following steps outline the workflow in setting up a centralized management
group (CMQG). Detailed steps for each task are provided in the following sections.

Generate a certificate for the primary Screen (if needed.)

On the primary Screen, associate this Certificate with the primary Screen object.
Add the primary Screen certificate to the secondary Screen.

Add a Screen object for the primary Screen to the secondary Screen.

Generate a certificate for the secondary Screen (if needed.)

On the secondary Screen, modify the secondary Screen object.

NS A »Dh

Add new rules on the secondary Screen allowing it to be managed by the primary
Screen, and activate the policy.

8. Add the secondary Screen certificate to the primary Screen.

9. Add a Screen object for the secondary Screen to the primary Screen.

10. Add a new address group on the primary Screen.

11. Define the secondary Screen’s interfaces on the primary Screen.

12. Add new rules on the primary Screen allowing it to manage the secondary Screen.

13. On the primary Screen, activate the policy for the CMG.

v Basic Centralized Management Procedure

1. Choose a policy in the Policies List page.
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2. Click the Edit button.
The Policy Rules page appears.
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E Logout [1 Information EL Policies [I.\ Documentation
Save Changes | Cancel Changes| _ Verify Policy | _Activate Policy
Common Objects

Version 1
Type Service i | Add New Object i | search Search Filters
Results j 0 found Expression ||
| Soreen. " =
Detail 1

Subtype Al
Eedit Dolets Ranaing Help
Policy Name: [pitigl Versionl

Packet Filtering| Administrative Acosss | NAT | VPN |
There is 1 packet filtering rule.

Source Destination Action Time Description

common ® ® ALLOW ®

Add New Rule Edit | Move | Delete | Help |

¥ To Generate an IKE or SKIP Certificate on the
Primary Screen

If you selected remote administration during SunScreen installation, a certificate was
automatically generated for the Screen, using the primary Screen’s hostname with a
.admin suffix. You can use this certificate to configure centralized management; you
do not need to generate a new certificate.

If you did not select remote administration during SunScreen installation, perform the
following steps on the primary Screen to generate a new certificate:

1. Execute the steps in “Basic Centralized Management Procedure” on page 243.

2. Select Certificate from the Type list.
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Version 2
Type Certificte — | Add New Object = search Search Filters
Results || j 0 found Expression ||
Screen * =]
pend @ Subtype Al

Eedit Balets Rename Help

3. (SKIP only) Select Generate SKIP UDH from the Add New list.

The certificate dialog box appears with options for the type of key to generate. The
default value for the type is highest available.

a| Certificate | : |J|

Name:

bioss adrmirg.

Description: | . ificats for prirary s creer]

Screen * =
Installed On: horsshead —

Certificate Type: Generated UDH

Certificate 1D:
. Highest available ) USand Canaca (4096)
) USand Canada (3072) ) USand Canaca (2048)
@ Global {1024) @ Global (512)

Generate New UDH Certificate |

OK | cancel| Help |

= Unsigned Java Applet window

4. (SKIP only) Type the name of the CMG’s primary Screen (with the suffix .admin)
in the Name field of the Certificate dialog box.

In this example, boss is the primary CMG Screen’s host name.

5. (SKIP only) Click the Generate New UDH button.

Once generated, the Certificate ID field contains the Certificate Identifier for the
CMG’s primary Screen. You use the name of the Certificate Object (as specified in the
Name field) to configure the secondary Screen.
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6.

10.

1.

(IKE only) Select Generate IKE Certificate from the Add New list.

The certificate dialog box appears with options for the type of key to generate. The
default value for the type is highest available.

~i IKE Certificate | : |J|

_Generate Self Signed Certificate

(® Generate CA Request

Name:

Screen: # =

Installed on: horsehgad2 —

Distinguished Name: F

ELL

Encryption Type: rsa—shal
Key Size: 512 o

Subject Alternative Names:

Add| Remove
Generate| Close

(=i Unsigned Java Applet Window

(IKE only) Type the name of the CMG’s primary Screen (with the suffix .admin) in
the Name field of the Certificate dialog box.

In this example, boss is the primary CMG Screen’s host name.

Fill in the remainder of the fields as called out in “To Generate an IKE Certificate”
on page 68.

(IKE only) Click the Generate button.

The IKE certificate is generated. You use the name of the Certificate Object (as
specified in the Name field) to configure the secondary Screen.

Click the OK button.

To Associate the IKE or SKIP Primary Screen’s
Certificate with the Primary Screen Object

Perform the following steps on the primary Screen:

Execute the steps in “Basic Centralized Management Procedure” on page 243.
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2. Select Screen from the Type list.

Yersion 1
Type Saeen i | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
g Swen v |
peed J Subtype All — |

Baie | i)i&i?"ii&l Rz&namz&l Help |

3. Click the Search button.
The results area now contains the name of the CMG’s primary Screen.

4. Select the name of the CMG’s primary Screen in the Results area.
Information about the Screen appears in the Details field
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5. Click the Edit button.
The Screen dialog box appears.

=i Unsigned Java Applet window

6. Click the Primary/Secondary tab.

Be sure the IP address of the primary Screen appears in the Administrative IP Address
field. If it is not present, provide it now.
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= Screen =]
Name: | hogg

Description: | primary screen

Miscellaneaus | SNUP | PrimaryiSecondary thail Proxy |

High Availability ~Secondary —
HA Primary Name  horsehead —

Administrative IP Address [

BRIP administiative Centifivate

=) =l =

HE Administrative Certifivats
High Availibility IP Address 260.100.30.3

Etheraot address

SHIP Paramsters Eadie
HeE Paratneters Eedit

OK Cancel Help

= Unsigned Java Applet Window

7. Type the name of the CMG Primary’s Certificate name (the Primary name with the
suffix .admin) in the Administration Certificate field of the Primary/Secondary

page.
This action associates the certificate with the CMG’s primary Screen.

8. Click the OK button.

v To Put the IKE or SKIP Primary Screen’s Certificate
on the Secondary Screen

Perform the following steps on the secondary Screen:

1. Execute the steps in “Basic Centralized Management Procedure” on page 243.
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2. Select Certificate from the Type list.

YVersim 2
Type Certificate  — | Add New Object =1 search Search Filters
Results | 7 0 formd Expression ||
Soem = |
peed @ Subtype Al i

3 Dalete Bennng Help

3. (SKIP only) Select Associate SKIP Certificate from the Add New list.
The Certificate dialog box appears.

a| Certificate | ‘ |J|

Name:

bioss adrmirg. |

Description: | . ificats far prirary screer |

Screen * =
Installed On: horsshead2

Certificate Type: Generated UDH =

Certificate 1D: | 0x567891 234567891 234567591 23456759 |

OK | cancel| Help |

ﬂ Unsigned Java Applet Window

4. (SKIP only) Type the primary Screen name (with .admin suffix) in the Name field.
5. (SKIP only) In the Certificate ID field, type the Certificate ID of the primary Screen.

6. (IKE only) Select Associate IKE Certificate from the Add New List.
The certificate dialog box appears.
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= IKE Certificate | : |J|

Name:

Description:

Screen: i =

Installed on: horseheadz

Distinguished Name:

: EL____ T

0K| cancel

(=] Unsigned Java Applet Window

7. (IKE only) Type the primary Screen name (with .admin suffix) in the Name field.

8. (IKE only) In the Distinguished Name field, type the Distinguished Name of the
primary Screen.

9. Click the OK button.

v To Add the IKE or SKIP Primary Screen Object to
the Secondary Screen
Perform the following steps on the secondary Screen:

1. Execute the steps in “Basic Centralized Management Procedure” on page 243.
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2. Select Screen from the Type list.

Yersion 1
Type Saeen i | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
g Swen v |
Detail J

Subtype All —

Baie | i)i&i?"ii&l Rz&namz&l Help |

3. Click the Add New button.

The Screen dialog box appears with the Miscellaneous tab selected.

—| Screen ==
Name: | posg

Description: | primary screen

Miscellaneous | SHUP \PrinarwSecondary‘ Wil Proxy |

High Availability ~Secondary —
HA Primary Name  horsehead —

Administrative IP Address |1
SKiP administeative Cortificate

JHE Administeative Cortificate

SN E N ET

High Availibility IP Address 260.100.30.3

Ethoenot addross

ERIP Paratneters Eedit
IHE Paramsters Eadie

OK Cancel Help

= Unsigned Java Applet Window

4. Type the name of the CMG’s primary Screen in the Name field.

5. Click the Primary/Secondary tab.

Be sure the IP address of the primary Screen appears in the Administrative IP Address

field. If it is not present, provide it now.

6. Type the name of the CMG Primary’s Certificate name (the Primary name with the
suffix . admin) in the IKE or SKIP Administration Certificate field of the

Primary/Secondary page.

7. Click the OK button.
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To Generate an IKE or SKIP Certificate for the
Secondary Screen

Note — If you selected Remote Administration during SunScreen installation, a
certificate was automatically generated for the Screen. This certificate has a name
containing the primary Screen’s hostname with a . admin suffix. You can use this
certificate to configure Centralized Management; you do not have to generate a new
certificate.

Perform the following steps on the secondary Screen:

. (IKE only) Follow the steps in “To Generate an IKE Certificate” on page 68.

. (SKIP only) Follow the steps in “To Generate SKIP UDHs Certificates” on page 76.

To Modity the IKE or SKIP Secondary Screen
Object

Perform the following steps on the secondary Screen:

. Execute the steps in “Basic Centralized Management Procedure” on page 243.

. Select Screen from the Type list.

Version 1

Type Saeen i | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||

§ e |
peed J Subtype All — |

Baie | i)i&i?"ii&l Rz&namz&l Help |

. Click the Search button.
. Select the name of the CMG's secondary Screen from the Results area.

. Click the Edit button.

The Screen dialog box appears.
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6. Select the Primary/Secondary tab in the Screen dialog box.

Harsehead?

secondary screern

Wiy

efs—uSadmin

.
o
ZE010033.F

7. Select Secondary from the High Availability pulldown.
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10.

11.

—] Screen | - |J|

Name: |%oocebiond

Description: ¢

Miscellaneous | SNIIP | PrimaryiSecondary| Mail Proxy |

High Availability Secondary — |
HA Primary Naw None —

Administrative IP Address

SHEP administeative Cartifiate

L= = =

HRE administeative Jertifthae
High Availibility IP Address
Ethernet Address

SHIP Paramelers Fidit

PHE Paramietery g4t

OK | cancel| Help |

= Unsigned Java Applet window

If not present, type the administration IP address of the CMG’s secondary Screen in
the Administration IP Address field.

(IKE only) Type the secondary Screen certificate name in the IKE Administration
Certificate field.

In this example, the name is efs-u5.admin.

(SKIP only) Type the secondary Screen certificate name in the SKIP Administration
Certificate field.

In this example, the name is efs-u5.admin.

Click the OK button.

To Configure the Secondary Screen for
Management by the Primary Screen

Perform the following steps from the CMG secondary Screen.
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Note — The configuration changes in this step allow the primary Screen to download a
policy to the secondary Screen. Once a policy is downloaded, the changes are no
longer in effect. To download additional policies, see “To Configure the Primary
Screen to Manage the Secondary Screens” on page 267.

. Execute the steps in “Basic Centralized Management Procedure” on page 243.

. Click the Packet Filtering tab of the Policy Rules area.
The policy rules that are currently defined for this policy are displayed.

. Click the Add New button in the Policy Rules area.
The Rule Definition dialog box appears.

— Rule Definition:Initial [N

[
[«« v

Show Action Details
0K Cancel

(=] Unsigned Java Applst Window

. Type 1 for the Rule Index.

This index will make the rule the first rule that gets enforced. You must place this rule
before any other rule that could conflict with it. If you do not place it first, the primary
Screen may not be able to manage the secondary Screen.

. Fill in the following fields with real values for your configuration (values are
provided for this example):

Screen efs-ub
Service certificate discovery (SKIP only)
Source boss
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10.

Destination efs-ub
Action ALLOW
You can leave default values in all the other fields.

Click the OK button.

(SKIP only) Repeat Steps 2 through 6 using a Service of skip instead of certificate
discovery

Verify that the rule definitions are correct.
The packet filtering rules should look like those in the following figure:

Policy Rules

Policy Name: Tnitial Policy Version: 5

Packet Filtering| Administrative Access | NAT | VEN |

There are 2 packet filtering rules.

Rule Index  Screen Service Destination Action Time Description
N efs—uj skip hoss efs-u5 ALLOW o
PN efs-ns certificate disi | boss efs-u5 ALLOW | =

Create address groups for each interface on the secondary Screen:

a. From the Type list in the Common Objects area, select Address.

b. Select New Group from the Add New list.

c. Type the name of the address group that you wish to use (bos_1e0 for example).

d. Add the address objects to the Include and Exclude lists.

Note — If the objects you need to make the appropriate group are not present, you
may press Cancel. Follow the instructions in “To Add a Group of Addresses”

on page 62 to create the necessary objects, then return to this section and start
again at Step a.

e. Click the OK button.
Define each interface on the secondary Screen as follows:

a. Select Interface from the Type list.
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Version 2

Type Interface | Add New Object —i |

Results | ¢ 1

Eedit Dolets Ranaing Help

b. Select New from the Add New list.

‘Common Objects

Search| Search Filters

0 found Expression. ||

e

Subtype Al

The Interface Definition window appears.

=

Interface Definition [

e [ —
[ oo | T
(o | —
| C—
o | —
[ v | I
e oy |

0K Ccancel Help

(=] Unsigned Java Applst Window

c. Fill in the Interface, Type, Address Group, and Screen fields.

d. Click the OK button.
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v To Add the Secondary Screen’s Certificate ID to the
Primary Screen

Perform the following steps on the primary Screen:

1. Execute the steps in “Basic Centralized Management Procedure” on page 243.

2. Select Certificate from the Type list.

Version 2
Type Certificate  — | Add New Object =1 search Search Filters
Results j 0 formd Expression ||
Soem = |
peed @ Subtype Al i

3 Dalete Bennng Help

3. Select Associate SKIP Certificate from the Add New list.
The Certificate dialog box appears.

g‘ Certificate ‘ : ‘J‘
Name: [+ |

Description: |- |
Screen #

Installed On: horsshead2
Certificate Type: Generated UDH =

Certificate 1D: |VEIx

OK Cancel Help

(=] Unsigned Java Applet Window

4. Type the secondary Screen name (with . admin suffix) in the Name field.
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= Certificate | : |J|

Name:

efs—ufadrmir

Description: | . ificats for secondary scresr |

Screen * =
Installed On: horsshead2

Certificate Type: Generated UDH =

Certificate 1D: | 0x567891 234567891 234567591 23456759 |

OK | cancel| Help |

ﬂ Unsigned Java Applet Window

5. In the Certificate ID field, type the Certificate ID of the CMG’s secondary Screen.

6. Click the OK button.

v To Add a Secondary Screen Object to the Primary
Screen

Although SunScreen EFS 3.0 and 3.1 primary Screens can push rules to 3.2 secondary
Screens, they can only do so using the functionality of the primary Screen’s software
release. A SunScreen primary Screen, however, can manage SunScreen EFS Version 3.0
and 3.1 secondary Screens effectively. If in doubt, install the latest software release on
the primary Screen.

Perform the following steps on the primary Screen:

1. Execute the steps in “Basic Centralized Management Procedure” on page 243.
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2. Select Screen from the Type list.

Yersion 1
Type Saeen i | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
g Swen v |
peed J Subtype All — |

Baie | i)i&i?"ii&l Rz&namz&l Help |

3. Click the New button.

The Screen dialog box appears with the Miscellaneous tab selected.

4. Type the name of the CMG's secondary Screen in the Name field then click the
Primary/Secondary tab.

g| Screen ‘ - ‘J‘

Name: [ ofs—yg |

Description: [ socondary screen |

Miscallanecus | SHUP \PrinarwSecondary‘ Wil Proxy |

High Availability No =
Primary Name horseheadz
Administrative IP Address j
SKIP Administrative Certificate j

IKE Administrative Certificate I:lj

High svailibility P address |: |

Ethoenot addross I:l

SKIP Parameters Edit
IKE Parameters Edit

OK Cancel Help

(=] Unsigned Java Applet Window

5. Select the primary Screen object name by selecting it from the Primary Name list.

This action tells the secondary Screen the name of its primary Screen.

6. Be sure the IP address of the secondary Screen appears in the Administrative IP
Address field.

7. Type the CMG secondary certificate name (the Secondary name with the suffix
.admin) in the Administration Certificate field of the Primary/Secondary page.

8. To edit either the SKIP or IKE parameters, click the appropriate Edit button.
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. Click the OK button.

To Add a New Address Group to the Primary
Screen

Perform the following steps on the primary Screen:

. Execute the steps in “Basic Centralized Management Procedure” on page 243.
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2. Select Address from the Type list.

Version 2
Type Address  — | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
e =
Pt @ Subtgpe  All

Baie | i)i&i?"ii&l Rz&namz&l Help |

3. Select New Group from the Add New list.
The Address dialog box appears.

— Address [ -]

Name: [ og e |

Description:

intetfacs for secondary screer] |

Screen: * =i

Addresses Include List
—_—

hme0.net
horsehead2_hmed
localhost

add vy

<< Rampye
add vy Exclude List

<< gemser|[

Ll

OK Cancel Help

(=] Unsigned Java Applet Window

4. Type the name of the Address Group.

In this example, you create the Address Group efs-u5_1e0 to be used for the
interface definition on the secondary Screen.

5. Select the name of the secondary Screen from the Screen list.

In this example, the Screen name is efs-u5.

6. Click the OK button.

Select the address objects to include and exclude from this address group. If the
required object is not listed, click the Cancel button and follow the instructions in “To
Add a Group of Addresses” on page 62. After you create the required objects, return to
this section and start again.
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v To Define the Secondary Screen’s Interfaces on the
Primary Screen

Perform the following steps on the primary Screen:

1. Execute the steps in “Basic Centralized Management Procedure” on page 243.

Configuring Centralized Management Groups 265



266

2. Select Interface from the Type list.

Version 2
Type Interface i | Add New Object — | search Search Filters
Results |7 v 0 found Expression ||
e
Detail
Subtype Al
Baie | frelpie | Rz&namz&l Help |

3. Select New from the Add New list.

The Interface Definition dialog box appears.

Jj Interface Definition = ‘J‘

e [ —
[ oo | T
(o | —
| C—
o | —
[ v | I
e oy |

0K Ccancel Help

(=] Unsigned Java Applst Window

4. Define the interfaces of the secondary Screen:
The interface definition for efs-u5_1e0 is shown in this figure. You must define each
of the secondary Screen’s interfaces on the primary Screen as follows, and each
definition must contain one of the following;:

Interface The actual interface name on the secondary Screen
Type STEALTH, ROUTING, or ADMIN
Screen Screen name as defined in the Screen object
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Address Group  Valid addresses for this interface
The Interface Definition dialog box is now identical on both screens.

. Click the OK button.

To Configure the Primary Screen to Manage the
Secondary Screens

Perform this task on the CMG primary Screen. It adds policy rules to allow the
primary Screen to pass management traffic through the secondary Screen’s interfaces.

. Execute the steps in “Basic Centralized Management Procedure” on page 243.

. Select the Packet Filtering tab of the Policy Rules area.
The policy rules that are currently defined for this policy are displayed.
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3. Click the Add New Rule button in the Policy Rules area.
The Rule Definition dialog box appears.

— Rule Definition:Initial ==
L
R
.
[ H

Show Action Delails
0K Cancel

(=] Unsigned Java Applet Window

4. Type 1 for the Rule Index.

Note — This index makes this rule the first rule that gets enforced. You must place this
rule before any other rule that could conflict with it. If you do not place it first, the
primary Screen may not be able to manage the secondary Screen.

5. Fill in the following fields with real values for your configuration (values are
provided for this example):

Screen efs-ub
Service certificate discovery (SKIP only)
Source boss

Destination efs-ub

Action ALLOW

You can leave default values in all the other fields.
6. Click the OK button.

7. (SKIP only) Repeat Steps 1 through 5 using a service of skip instead of certificate
discovery.
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8. Verify that the rule definitions are correct.

10.

11.

The packet filtering rules should look like the following:

Policy Rules

Policy Name: I pitial Policy Version: 5

Packet Filtering| Adinistrative Acosss | NAT | VPN |

There are 2 packet filtering rules.

Rule Index | Screen Sexvice

Destination

Action

1 EEgis] skip

efs—us

ALLOW

Time Description

2 [Eigitl certificate dis:|

efs—us

ALLOW

Create address groups for each interface on the secondary Screen using the

instructions in “To Add a New Address Group to the Primary Screen” on page 263.

Define each of the secondary Screens’s interfaces using the instructions in “To
Define the Secondary Screen’s Interfaces on the Primary Screen” on page 265.

From the primary Screen, activate the policy to push it to all the CMG secondary

Screens.

Note — Be sure to activate the policy on the secondary Screen first so it will be able to
receive the pushed policy from the primary Screen.
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CHAPTER 8

Adding Remote Administration
Stations After Installation

This chapter describes how to add a remote Administration Station after you have
already installed SunScreen. There are three basic steps:

1. Install the administration software on the new remote Administration Station.

2. Set up the Screen to use the new Administration Station.

3. Set up the access control list on the new remote Administration Station.

Much of the information you need to perform this task is located in the SunScreen
Installation Guide. Refer to it for detailed information on how to install the SunScreen

administration software and certificates on the additional remote Administration
Station.

Adding a Remote Administration Station

If you have already set up a remote Administration Station with your Screen (and you
want to add an additional Administration Station), you should have a Screen
certificate and admin certificate group, so you can skip most of these steps and go
directly to “To Inform the Screen About the New Remote Administration Station”

on page 272.

If this is the first remote Administration Station (Screen installed with local
administration only), you need to create a certificate and admin certificate group
before you add the remote Administration Station certificate. The following procedure
explains how to accomplish this task.
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To Set Up the Screen to Use the New Remote
Administration Station

. Generate a certificate for the Screen (see “To Generate SKIP UDHs Certificates”

on page 76 if you are using a SKIP certificate or “To Generate an IKE Certificate”
on page 68 if you are using an IKE certificate).

. (SKIP only) Issue a skipd_restart command.

. Add the certificate from remote Administration Station to the Screen (see “To

Associate SKIP Certificate” on page 81 if you are using a SKIP certificate or “To
Associate an IKE Certificate” on page 74 if you are using an IKE certificate).

. Add a certificate group named admin with the Administration Station certificate as

a member of this group (see “To Add a Certificate Group” on page 83).

. Add an Administrative Access rule for Remote Administration using the admin

user, admin certificate group, and encryption parameters that match those of the
remote Administration Station (see “To Add or Change an Administrative Access
Rule for Remote Administration” on page 140).

. Save and activate the policy.

To Inform the Screen About the New Remote
Administration Station

After installing the SunScreen administration software and certificates, follow the
steps below to inform the Screen about the new remote Administration Station.

. Choose the policy Initial in the Policies List page.
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Policies List

Active Palicy Information

2. Click the Edit button.
The Policy Rules page appears.
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_seve Changes | Cancel Changes| _ Verify Palicy |

Common Objects

=] =l
-

Rule Index  Screen Service Source Destination Action Time Description

3. Select Certificate in the Type list.

Common Objects

ot | addNewomjest |
-

:

e | _pelete | Renawe| _Help |

4. Select Associate SKIP Certificate from the Add New list.
The Certificate dialog box appears.
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— Certificate ‘ . ‘J‘
Name: [+

Description: [ |

Screen * =]
Installed On: horsshead2

Certificate Type: Generated UDH =

Certificate 1D: |VEIx

OK Cancel Help

(=] Unsigned Java Applet Window

5. Type a name for the new remote Administration Station in the Name field.

6. Type the certificate number of the new remote Administration Station in the
Certificate ID field.

The Certificate ID begins with 0x.
7. Click the OK button.

8. Click the Administrative Access tab in the Policy Rules area.
The Administrative Access area appears.

Policy Rules

Policy Name: hasgic  Version (modified)

Pasket Fillering | Administrative Access| NAT | PN |

Access Rules for GUI Local Administration

Add New Rule Edit Move Delete Hel

Access Rules for Remote Admini:

vincent_hme0 | admin SEIF_VERSION_2 | hmelnet ALL

vincent | localhost admin SEIF_VERSION_ 2 | * ALL

Add New Rule Edit Move Delete Help

9. Click the Edit button below the Access Rules for Remote Administration table.

The Remote Access Rules dialog box appears. Note the name in the Certificate Group
field. In the following steps, you must add the certificate of the new remote
Administration Station to this group.
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10.

11.

12.

13.

14.

—| AWTapp [ -]
:
i
[ Encryption  EIETEECIENEN
i
f
0K Cancel
& Unsigned Java Applet window

Click the Cancel button.

Select Certificate in the Type list.

Common Objects

Version 2
Type Certificte — | Add New Object = search Search Filters
Results || j 0 found Expression ||
Screen * =]
pend @ Subtype Al

Eedit Balets Rename Help

Click the Search button.

Select the Certificate Group name in the Results area that was displayed in the
Certificate Group field of the Remote Access Rules dialog box, in step 3 through
step 7.

Click the Edit button.

The Certificate dialog box appears.
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16.

17.

18.

= Certificate

|l

Name: | ;.4

Description: | %ot instl

Screen * =
Installed On: # =i

Certificate Type: i

Certificate ID: | 0x010203040506070309

OK | cancel| Help |

= Unsigned Java Applet window

Select the certificate you created in step 5 from the Available Certificates field.

Click the Add button.
Click the OK button.

Save and activate the policy.

v To Set Up the Access Control List on the New
Remote Administration Station

The last step is to add the Screen’s certificate to the remote Administration Station.

® See “Completing SKIP Setup on the Administration Station” in SunScreen
Installation Guide for the procedures to get the Certificate ID from the Screen and to
use the skiptool GUI to set up the Access Control List.

Note — To administer SKIP directly or to gather data from any of the SKIP commands,

you must log on to the Screen system
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CHAPTER 9

Getting Status and Managing Logs

This chapter describes the following tasks associated with the Information page in the
administration GUI:

Viewing status information

Viewing SKIP statistics

Viewing logs

Setting the log retrieval mode

Setting a log viewing filter

Saving and clearing the log
Changing the log file size for a Screen

The Information Page

The Information page provides statistics, logs, and other information, such as system
boot time, SunScreen boot time, version, and information about high availability. To
display the Information page, click the Information button in the SunScreen banner.
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SunScreen Information

loge [ S|

Status Information

V¥ To View Status Information

1. Click the Information button in the SunScreen banner.
The Information page displays.

2. Click the Status tab.
The Status page displays.
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Screen Information

smtetice|

The Status page shows SunScreen product information as well as HA configuration
information.

The following table describes the information presented on this page.

TABLE 9-1 Status Information

Title Description

Product The name of the software product.

System Boot Date and time when the system was last restarted.
Time
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TABLE 9-1 Status Information (Continued)

Title Description

SunScreen Boot Date and time when the system was last restarted.
Time

Version The release of the software that is running.
HA Configured Whether high availability (HA) is configured (YES or NO).

HA Daemon Whether the high availability daemon is running (OFF or ON). If the HA
daemon is running, the members of the HA cluster appear in the area below
along with the state of each member of the HA cluster (Active or Passive).

HA Primary The name or IP address of the primary host of the high availability cluster.

Host

Host Names Lists the hosts configured for HA. This information appears in the area set off
from the rest of the information and is updated by default every 30 seconds.
You can change the update interval by changing the poll interval in the Logs
tab.

Status Shows the status of the primary and secondary HA hosts. The status is

ACTIVE, PASSIVE, and NONRESPONSIVE. This information appears in the
area set off from the rest of the information and is updated by default every
30 seconds. You can change the update interval by changing the poll interval
in the Logs tab.

Help button Displays the online help for this page.

Log Page

V¥ To View the Log Page

1. Click the Information button in the SunScreen banner.

The Information page displays.

2. Click the Log tab.
The Log page displays.
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Time Service Address{es) Reason / Details

MM/Add/yyyy HH:mm:ss

The following table describes the column headings for the log panel of the SunScreen
Information page.

TABLE 9-2 Column Headings on the Log Panel of the SunScreen Information Page

Field Description

Time Indicates the time that the packet or event represented by this record was
logged by the Screen. Use this time field to retrieve records in Historical
mode as set in the Log Browser Tab Retrieval Setting.

Level Indicates the type and severity level of the logged event.

Service Indicates the network service or protocol, such as TCP, IP, NFS, Telnet, or
HTTP, over which this packet was sent or to which the event is related.

Address(es) Shows the address from which and to which a packet was sent. Arrows
indicate direction. Some events that, by themselves, are not related to IP
traffic will not have an address or addresses, as shown in the example.
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TABLE 9-2 Column Headings on the Log Panel of the SunScreen Information Page
(Continued)

Field Description

Reason/Detail ~ Shows the reason a packet or event was logged or the detail regarding the
logging. This information depends on the requirements of the rules within a

policy.

The logs tab also displays the Retrieval Setting tab and Information tab for the logs.

Logged packets are configured in the packet filtering rules so that a packet or an event
is displayed which meets the requirements of a rule in a policy. The log has two
retrieval modes: Historical and Real Time.

m  The Historical mode allows you to examine a particular segment for a particular
time.

®  The Real Time mode displays information as the packets pass through the Screen
while you are looking at the log.

Retrieval Setting Tab

The following table describes the controls on the Retrieval Setting tab.

TABLE 9-3 Controls on the Retrieval Setting Tab

Control Description
Retrieval Mode radio Specifies the time frame for which you want log messages:
buttons ®  Historical allows you to examine a particular segment for

particular time and shows the segment of that log the most
closely matches the time that you see as the first item in the list
of logged packets. You must use four digits in specifying the
year, for example, 2000.

m  Real Time specifies that the system displays the most recently
logged records. You can specify how often the Log Browser
page updates the log display in the Real Time Poll Interval field.
If you set the log to Real Time Poll Interval, click the apply
button. Depending upon your configured settings, records are
logged faster than the Log Browser polls for new records. Thus,
the display falls more and more behind as time goes on. If you
want to see the most recently logged records. Click the Apply
button to force a retrieval. The Poll Interval field also sets the
times when the information in the Statistics tab is updated.
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TABLE 9-3 Controls on the Retrieval Setting Tab (Continued)

Control Description
Fetch More Records Retrieves more log records in the historical mode only. If you check
button Historical Reference Time and click the Apply button after

specifying a date and time for retrieving records, the display will
retrieve log records using the date and time that the log file was last
cleared. Using this button, you can display the next screen of later
records.

Filter Keywords field Provide the ability to create many simple filtering expressions from
the choice lists available. These controls reduce typing effort as well
as serving as reminders of filtering options. For more detail, see the
following section, “Setting a Log Viewing Filter” on page 285.

Add to Current Filter Causes these items chosen in the Filter Keywords fields to be added

button to the Filter Keywords text entry box at its current insertion pointer.
For more detail, see the following section, “Setting a Log Viewing
Filter” on page 285. It adds all text that is currently selected in the
four combo boxes.

Current Filter text box Allows you to enter an expression of the log-browser filtering
language. An arbitrary 1ogdump expression can be entered there
and activated using the Apply button. For more detail, see “Setting
a Log Viewing Filter” on page 285 below.

Setting a Log Viewing Filter

The Log Browser filters log events to be displayed. The language that it uses is
identical to the filtering options of the 1logdump command in the command-line
program; it is a superset of the language used by the Solaris snoop packet monitor
tool.

You have full access to this language typing an arbitrary 1ogdump expression in the
Current Filter text entry box in its Retrieval Settings tab and clicking the Apply button
to activate it.

In addition, the Filter Keywords controls provide the ability to create many simple
filtering expressions. These controls reduce typing effort as well as serving as
reminders of filtering options.

The Filter Keywords controls are used by selecting one or more operations from their
choice lists or entering a target (operand) in the Text box. After choosing or typing
your entry, click the Add to Current Filter button to add these items to the Filter
Keywords text entry box at its current insertion pointer.

The leftmost editable combo box contains the Boolean operators and, or, and not.

The Events box provides filtering terms that are complete and restrict the type of log
event displayed. The following table describes the terms in the Events box.
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TABLE 9-4 Filter Terms of the Events Box

Term

Description

loglvl pkt
loglvl sess
loglvl auth

loglvl app

logapp activate
logapp auth
logapp compiler
logapp edit
logapp ftpp
logapp ha
logapp httpp
logapp iked
logapp log
logapp restore

logapp scan

logapp smtpp
logapp telnetp
logsev emerg
logsev alert
logsev crit
logsev err
logsev warn
logsev note

logsev info

logsev debug

Allows displaying network packet-type events
Allows displaying network session-type events
Allows displaying events related to authentication operations

Allows displaying events related to screen application (usually proxy)
operations

Allows displaying events related to policy activation.

Allows displaying events from the authentication subsystem
Allows displaying events related to policy compilation

Allows displaying events related to registry or policy editing
Allows displaying events from the FTP proxy

Allows displaying events related to HA operation

Allows displaying events from the HTTP proxy

Allows displaying events related to the IKE daemon

Allows displaying events related to the logging facilities themselves
Allows displaying events related to policy restoration

Allows displaying events related to proxy content scanning and
redirection

Allows displaying events from the SMTP proxy

Allows displaying events from the Telnet proxy

Allows displaying events of an emergency severity

Allows displaying events of an alert severity or above
Allows displaying events of a critical severity or above
Allows displaying events of an erroneous severity or above
Allows displaying events of a warning severity or above
Allows displaying events of a notice severity or above

Allows displaying events of an informative severity or above (all events
that are not of debug severity)

Allows displaying events of a debug severity or above (all events)
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TheTerms box provides filtering terms most of which are incomplete and require an
operand value, You type these in the Text box. They are added to the choice list of the
Text box for reference so that you need not retype the value if you want to use it again.
The following table describes the filter terms in the Terms box.

TABLE 9-5 Filter Terms in the Terms Box

Term

Description

logwhy reasont#

logiface iface
host hostname
dst hostname

src hostname
port hostname
dstport hostname
srcport svchame

net netaddr

udp
tcp
icmp

rpc

Restricts display to packets that have the given logging reason why
code

Restricts display to packets that arrived on the interface named iface
Restricts display to events either from or to hostname

Restricts display to events destined for hostname

Restricts display to events origination from hostname

Restricts display to events related to the service sucname

Restricts display to events targeted to the service sucname

Restricts display to events originating from the service sucname

Restricts display to events either from or to the network whose
number is netaddr

Restricts display to events related to the UDP transport protocol
Restricts display to events related to the TCP transport protocol
Restricts display to packets of the ICMP control protocol

Restricts display to packets of the RPC protocol

The terms in italics are variables for which you must supply a value or values in the
when you choose this term from the choice list. The values for the variable are as

follow:

®  reason # The reason number is shown in “Error Messages” in SunScreen 3.2
Administrator’s Overview.

®m  Jiostname can be:

®m  An IP address (dotted-quad a.b.c.d) (for example, 129.9.9.99)

m  AnIP address range (a.b.c.d. .e.f.g.h) (for example,
129.9.9.0..129.9.9.254)

® A hostname known to the screen’s naming service (for example, the DNS name
host .your-domain.com)

®m  sucname can be:

® A numeric TCP or UDP port number (for example, 23 for Telnet)
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® A numeric TCP or UDP port number range (for example, 6000. .6023 for X
windows)

® A service name known to the screen’s naming service (for example, domain
found in /etc/services)

®  iface can be:

®  The name of an interface (for example hme0)

®m  netaddr can be:

®  The IP network number (for example 199.12.200)

The Information Tab

The log-browser Information tab on the Screen Information page and shown in below
provides the statistics for the current log.

Retrisval Setings | Information|

Server Log Information
Server Name: horsehead  Last Cleared: 0B/04,/2001 11:48:37
Log current size (hytes): 3940 Cleared by:
Log maximum size {bytes): 100000000 Log loss count {records): ©
AEva I Ccancel | Defaults Save Log Clear Log Save/Clear Lg] Help

The following table describes the fields on the Information tab. You cannot edit the
fields on this page.

TABLE 9-6 Fields on the Information Tab

Control Description

Server Name field Indicates the name of the Screen to which the Log Browser is
connected.

Log current size field Indicates the current size of the log file in bytes on the server.

(bytes)

Log maximum size field Indicates the maximum size of the log file in bytes on the server.

(bytes)

Last Cleared field Indicates the date and time the log file was last cleared.
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TABLE 9-6 Fields on the Information Tab (Continued)

Control

Description

Cleared By field

Log loss count (records)
field

Identifies the login name of the administrator who last cleared the
log file.

Indicates the number of log records that have been thrown away
since the last “clear” operation. Log records are lost if the log grows
beyond its maximum size or if the file system on which the log is
written fills before that maximum is reached. Packets that cannot be
logged because the traffic load exceeds the logger’s ability to store
entries are not counted.

Action Buttons

The following table describes the action buttons on the SunScreen Information Page.

TABLE 9-7 Action Buttons on the SunScreen Information Page

Button

Description

Apply button

Cancel button
Defaults button

Save Log button

Clear Log button

Save/Clear Log button

Help button

Applies any changes to the settings for the Log Browser page. You
can click the Apply button to update the data displayed on the Log
Browser page in the real time mode.

Undoes any changes that have not yet been applied.
Resets the Log Browser settings to their default values.

Saves the log file to a local file. If you are using Netscape Navigator
or Internet Explorer, you must use the Java plug-in to save the log
to a local file.

Clears the log file, which clears the log record display area.

Saves and clears the log file. While the file is being saved, the Screen
does not add records to the log. If you are using Netscape
Navigator or Internet Explorer, you must use the Java plug-in to
save the log to a local file.

Displays a browser window with the online help for the SunScreen
Information Page. Two Help buttons appear on this page. They
both display the same online help.
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Statistics Page

V¥V To View the Statistics Page

1. Click the Information button in the SunScreen banner.
The Information page displays.

2. Click the Statistics tab.
The Statistics page displays.

SunScreen Information

Interface Address =] s EELS] ogs Drops  AllocFail HoCanPuks BadPad);

SEIP header statistics: SKIP key mapagement parameters:

SKIP key statisties:

The Traffic Statistics panel displays traffic statistics for each interface on the Screen.
The following table describes the fields on the Traffic Statistics panel of the Statistics
tab. The values displayed in these fields cannot be modified.
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TABLE 9-8 Controls on the Traffic Statistics Panel of the Statistics Page

Control

Description

Interface field
Address field

Inputs field

Outputs field

Passes field

Logs field

Alerts field

Drops field

AllocFail field

NoCanPuts field
BadPackets field

Name of the interface.
Address of the interface.

Total number of packets seen on that network interface. This number
includes packets processed by the Screen and intranet traffic. Because
this counter records more than just the number of packets through the
interface, the number can be much higher than the sum of the numbers
in the Passes and Drops fields, which record the number of packets
passed and dropped.

Total number of packets passed from other interfaces on the Screen and
sent out over this interface.

Number of packets received from another interface, matched to an
ALLOW rule exactly, and sent out over the designated interface.

Number of packets that have been logged by the Screen according to the
actions in the active configuration.

Number of SNMP alerts generated because of the traffic on this network
interface.

Number of packets that have been dropped, either as a result of exactly
matching a DENY rule or as a result of not matching any rule and being
dropped as the default action of the Screen’s interface.

Error counter for packets lost because of the lack of resources.
Error counter for packets lost because of the lack of stream flow control.

Error counter for packets lost because of errors.

The SKIP Statistics panel shows the SKIP statistics for the SunScreen. The following
table describes the fields on the SKIP Statistics panel of the Statistics page. The values
displayed in these fields cannot be modified.

TABLE 9-9 Controls on the SKIP Statistics Panel of the Statistics Tab

Control Description

skip_hdr_bad_versions field Total number of SKIP headers with invalid protocol
versions.

skip_hdr_short_ekps field Number of SKIP headers with short encrypted packet
fields.

skip_hdr_short_mids field Number of SKIP headers with short MID fields.
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TABLE 9-9 Controls on the SKIP Statistics Panel of the Statistics Tab

(Continued)

Control

Description

skip_hdr_bad_kp_algs field

V1 skip_hdr_encodes field

V1 skip_hdr_decodes field

V1 skip_hdr_runts field

V1 skip_hdr_short_nodeids field

IPSP skip_ipsp_decodes field
IPSP skip_ipsp_encodes field
IPSP skip_hdr_bad_nsid field

IPSP skip_hdr_bad_mac_algs field

IPSP skip_hdr_bad_mac_size field

IPSP skip_hdr_bad_mac_val field

IPSP skip_hdr_bad_next field
IPSP skip_hdr_bad_esp_spi field
IPSP skip_hdr_bad_ah_spi field
IPSP skip_hdr_bad_iv field

IPSP skip_hdr_bad_short_r_mkeyid
field

IPSP skip_hdr_bad_short_s_mkeyid
field

IPSP skip_hdr_bad_bad_r_mkeyid field

skip_key_max_idle field
skip_key_max_bytes field

skip_encrypt_keys_active field

skip_decrypt_keys_active field

Number of SKIP headers with unknown
cryptographic algorithms.

Number of SKIP V1 headers encoded.
Number of SKIP V1 headers decoded.
Number of SKIP V1 headers with short packets.

Number of SKIP V1 headers with short node
identifiers.

Number of SKIP V2 headers decoded.
Number of SKIP V2 headers encoded.

Number of headers with a bad V2 name space
identifier.

Number of headers with unknown or bad
authentication algorithms.

The number of headers with an authentication error
in the MAC size.

The number of headers with an authentication error
in the MAC value.

Number of headers with a bad Next Protocol field.
Number of headers with a bad V2 SPI field.
Number of headers with a bad V2 AH SPI field.

Number of headers with a bad V2 initialization
vector.

Number of headers with a short V2 receiver key
identifier.

Number of headers with a short V2 sender key
identifier.

Number of headers with a bad V2 receiver key
identifier.

Time, in seconds, until an unused key is reclaimed.

Maximum number of bytes to encrypt before
discarding a key.

Number of encryption keys in the cache.

Number of decryption keys in the cache.
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TABLE 9-9 Controls on the SKIP Statistics Panel of the Statistics Tab (Continued)

Control Description

skip_key_lookups field Total number of key cache lookups.
skip_keymgr_requests field Total number of key cache misses (key not found).
skip_key-reclaims field Total number of key entries reclaimed.
skip_hash_collisions field Total number of table collisions.

Viewing Statistics

The Statistics area shows SKIP and traffic statistics for each network interface. Fields
for the interface, SKIP key management, SKIP key statistics, and SKIP header statistics

are described in “Logging” in SunScreen 3.2 Administrator’s Overview.

To See the SKIP Statistics

. Click the Information button in the SunScreen banner.

The Information page displays.

. Click the Statistics tab.

The Statistics page displays.
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SunScreen Information

Interface Address Inputs  Outputs Passes Iogs Alerts Drops AllocFail HoCanPuts BadPac

SEIP header statistics: SKIP key mapagement parameters:

SKIP key statisties:

Viewing Logs

Use the Log tab to view logged packets. You can configure policies in the packet
filtering rules so that a packet is logged when it matches, or does not match, a
particular policy rule criterion. For a complete description of logs, filtering, and
retrieval settings, see “Logging” in SunScreen 3.2 Administrator’s Overview.

¥ To Set the Retrieval Mode

You can view packet activity logs in two modes: real time and historical (for a specified
time period).
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1. Click the Information button in the SunScreen banner.

2. Click the Log tab in the Information page.
The Log page displays.

SunScreen Information

|

Time Service Address(es) Reason / Details

MM/dd/yyyy HH:mmiss

3. Click the Retrieval Settings tab at the bottom of the log.

m  Real time mode displays the information as the packets pass through the Screen.

m  Historical mode enables you to examine a particular segment for specified time.
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Note - If you are using historical mode, you must use four digits to specify the
year, for example, 2001.

v To Set a Log Viewing Filter
1. Click the Information button in the SunScreen banner.

2. Click the Log tab in the Information page.
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3. Select or type a Boolean operator (AND, OR, or NOT) in the Operator Filter
Keywords fields.

SunScreen Informati
Status | Lugs| Statistics |

Time Level Address(es) Reason / Det

01/28/2001 14:04:20 A +WARN+ auth - "authentication failed" meg="

01/29/2001 14:04:36 A INFOauth - == ‘authentication suceeedead" us: le]

01/28/2001 14:40:47 AINFOauth - - "authentication succeeded" user="admin"

01/29/2001 14:15:54 A INFOauth - == ‘authentication suceeedead" us: drmin”

01/28/2001 14:44:50 AINFOauth - - "authentication succeeded" user="admin"

01/31/2001 11:29:34 —MOTE-activate - == ‘activated horsehead?2 default Initial 1" user="vid=0{raot) gi
0172172001 11:47:02 AINFOauth - - "authentication succeeded" user="admin"

01/31/2001 13:49:27 A INFOauth - == ‘authentication suceeeded" user="admin"

01/28/2001 13:50:18 -MOTE-activate - - "activated horsehead?2 default Initial 1" user="uid=0{root) gi
01/29/2001 14:00:39 A INFOauth - == ‘authentication suceeeded" user="admin"

01/28/2001 14:04:14 A -NOTE-auth - - “imvalid authuser” user="ADNMIN"

01/29/2001 14:04:14 A +WARN+ auth - == ‘authentication failed” " *internal ermor —1 (DufH " o
01/28/2001 14:04:20 A -NOTE-auth - - “imvalid authuser” user="ADNMIN"

01/29/2001 14:04:20 A +WARN+ auth - == ‘authentication failed" meg="*internal errar —1 (DA "«
01/28/2001 14:04:36 AINFOauth - - "authentication succeeded" user="admin"

01/29/2001 14:10:47 A INFOauth - == ‘authentication suceeedead" us:

01/28/2001 14:15:54 AINFOauth - - "authentication succeeded” us

01/29/2001 14:44:50 A INFOauth - == ‘authentication succseded” user=

0is21/2001 11:20:234 -MOTE-activate - - "activated horsehead?2 default Initial 1" user="uid=0{root) gi
01/31/2001 11:47:02 A INFOauth - == ‘authentication succseded” user= 5

0172172001 13:49:27 AINFOauth - - "authentication succeeded” us

01/31/2001 13:52:04 A INFOauth - == ‘authentication suceeedead" us:

0172172001 14:05:36 AINFOauth - - "authentication succeeded” us

01/31/2001 14:20:07 A INFOauth - == ‘authentication suceeeded" user="admin"

Retrieval Settings| Infarratian

Retrieval Mode and Filters
_J Historical Reference Time: | MM/dd/yyyy HH:mm:ss,  Fetch More Records
(" Real Time Poll Interval: 30 seconds
Filter Keywords Operator Events Terms
I Add to Current Filter
Current Filter:
Apply | Ccancel | Defaults Save Log Clear Log Save/Clear Lg] Help

4. Either type the entire filter directly into the Current Filter field or perform the

following steps:
a. Select or type a filtering term in the Events Filter Keywords field.
b. Select or type a filtering term in the Terms Filter Keywords field.

c. Type the operand value in the Text Filter Keywords field.

d. Click Add to Current Filter to add the items to the Current Filter field at the

cursor insertion point.

e. Click Apply to activate the filter.
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Note — For listings of the terms and values permitted in the four Filter Keywords
fields, see the SunScreen 3.2 Administrator’s Quverview.

For example, you can type host in the Term field and your machine name in the Text
field to only see records that apply to your machine.

298

Saving and Clearing the Log

The size of your network configuration and the logging rules you specify can cause
log files to become extremely large. You should save and clear them periodically to
prevent losing information. The default log size is 100MB, but it is configurable. If the
log file fills up, the oldest data in the log is overwritten and information is lost. All
Admin Users except those with an access level of STATUS can perform Save or Clear
operations on the logs.

Some browsers do not allow you to save log files because save operations involve a
local write operation, which is not allowed by the Java security model. If you use
Netscape Navigator or Internet Explorer, you must use the Java Plug-In to enable save
operations. The HotJava browser will allow you to perform these operations without
the Java Plug-In with the medium/low security level set.

Note — Saving a log to a file does not clear the log records from the Log page.

To Save the Log

. From the Information page, click the Log button.

The Log page appears.
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SunScreen Information

|

Time Service Address(es) Reason / Details

MM/dd/yyyy HH:mmiss

2. Click the Save Log button at the bottom of the Log page.
The Save File dialog box appears.

3. Type the full path (including file name) of the file where you want to store logs.
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4. Click the OK button.

v To Clear the Log

The following steps clear the page of any log records without saving the records or the
log file.

1. From the Information page, click the Log button.
The Log page appears.
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SunScreen Information

|

Time Service Address(es) Reason / Details

MM/dd/yyyy HH:mmiss

. Click the Clear Log button at the bottom of the panel.

To Save and Clear the Log
The following steps clear the display of any log records and save the log file.

. From the Information page, click the Log button.
The Log page appears.
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SunScreen Information

Staws | Logs | Statistics |

me Li
01/28/2001 14:04:20 A +WARN+ auth
01/29/2001 14:04:36 A INFOauth
01/28/2001 14:40:47 AINFOauth
01/29/2001 14:15:54 A INFOauth
01/28/2001 14:44:50 AINFOauth
01/31/2001 11:29:34 —MOTE-activate
0172172001 11:47:02 AINFOauth
01/31/2001 13:49:27 A INFOauth
01/28/2001 13:50:18 -MOTE-activate
01/29/2001 14:00:39 A INFOauth
01/28/2001 14:04:14 A -NOTE-auth
01/29/2001 14:04:14 A +WARN+ auth
01/28/2001 14:04:20 A -NOTE-auth
01/29/2001 14:04:20 A +WARN+ auth
01/28/2001 14:04:36 AINFOauth
01/29/2001 14:10:47 A INFOauth
01/28/2001 14:15:54 AINFOauth
01/29/2001 14:44:50 A INFOauth
0is21/2001 11:20:234 -MOTE-activate
01/31/2001 11:47:02 A INFOauth
0172172001 13:49:27 AINFOauth
01/31/2001 13:52:04 A INFOauth
0172172001 14:05:36 AINFOauth
01/31/2001 14:20:07 A INFOauth

Retrieval Settings| Infarratian

Reason / Details

- "authentication failed" me; ternal erar —1 (D "
‘authentication suceeeded" user="admin"

"authentication succeeded" user="admin"

‘authentication suceeeded" user="admin"

"authentication succeeded" user="admin"

‘activated horsehead?2 default Initial 1" user="vid=0{raot) gi
"authentication succeeded" user="admin"

‘authentication suceeeded" user="admin"

"activated horsehead?2 default Initial 1" user="uid=0{root) gi
‘authentication suceeeded" user="admin"

“imvalid authuser” user="ADNMIN"

‘authentication failed" meg="*internal errar —1 (DA "«
“imvalid authuser” user="ADNMIN"

‘authentication failed" meg="*internal errar —1 (DA "«
"authentication succeeded" user="admin"

‘authentication suceeeded" user="admin"

"authentication succeeded" user="admin"

‘authentication suceeeded" user="admin"

"activated horsehead?2 default Initial 1" user="uid=0{root) gi
‘authentication suceeeded" user="admin"

"authentication succeeded" user="admin"

‘authentication suceeeded" user="admin"

"authentication succeeded" user="admin"

‘authentication suceeeded" user="admin"

Retrieval Mode and Filters
_J Historical Reference Time: | MM/dd/yyyy HH:mm:ss,  Fetch More Records
(" Real Time Poll Interval: 30 seconds
Filter Keywords Operator Events Terms
I j Add to Current
Current Filter:
Apply | Ccancel | Defaults Save Log Clear Log Save/Clear Lg] Help

2. Click the Save/Clear Log button.
The Save File dialog box appears.

3. Type the full path (including file name) of the file where you want to store logs.

4. Click the Save button.
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Changing the Size of the Log File

The global size of log files is set like other configuration items and controlled by the
LogSize variable. You can set this variable with the command-line interface but not
with the administration GUI; however, you can use the administration GUI to set the
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size of the log file for a specific Screen. The default log size is 100MB, but it is
configurable. If the log file fills up, it will overwrite the oldest data and information
can be lost.

Note — The log file for a Screen is resized only when that Screen is restarted.

To Change the Log File Size for a Specific Screen

. Select the desired Common Object Type.

Common Objects

Version 1

Type Sceen i | Add New Object i | Search Search Filters
Results j 0 found Expression. ||

- e I
petd J Subiype AH_—II

Eedit Dolets Ranaing Help

. Click the Search button.

. Select the entry from the Results area.

. Click the Edit button.

. Under the Miscellaneous tab, change the Log Size entry.
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Harsehead

6. Click OK
7. Click the Save Changes button at the top of the Panel.
8. Click the Activate Policy button at the top of the panel.

9. Reboot the system.
Your changes to the log file size take effect when you reboot the computer.

Virus Scanning

The SunScreen HTTP proxy can be configured to use the third-party content scanning
product InterScan ™ from TrendMicro, Inc. See SunScreen 3.2 Administrator’s
Overviewfor information on using InterScan VirusWall
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CHAPTER 1 0

Using the Command Line Interface

All the SunScreen functionality that is available through the administration GUI is also
available through a command line interface. Administering your Screens through the
command line can be useful when you want to manage one or more remote Screens or
if you use more than one network address.

You can use the command line to access a Screen from its own keyboard when the
Screen is being administered locally; this requires that you have superuser (root)
access. You can also use the command line to access a Screen from an Administration
Station when the Screen is being administered remotely; this requires that you use
SKIP or IPsec encryption and an admin user name and password.

For more information on the command line, see “Configuration Editor Reference” in
SunScreen 3.2 Administrator’s Overview.

Command Summary

The following commands are available at your shell prompt when /usr/sbin is
included in your $PATH. The following table lists the SunScreen UNIX (shell)
commands and their descriptions. Many of these commands duplicate administration
GUI functions; some provide context for other commands.

TABLE 10-1 SunScreen Command Summary

UNIX Command Description

ssadm Primary command line tool for SunScreen administration. ssadm
subcommands perform various operations, such as editing and
activating a SunScreen configuration and examining the status of a
Screen.
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TABLE 10-1 SunScreen Command Summary (Continued)

UNIX Command Description

ss_client Provide communication between a SunScreen Administration
Station and a Screen that is running an earlier SunScreen firewall
product release. ss_client is provided only for the purpose of
remotely administering such products using the SunScreen system
as a remote Administration Station.

Note — The commands used for administering SunScreen SKIP are meant to be run
only on a pure Administration Station, not on a Screen. They can be found in “Using
the Command-Line Interface” in SunScreen SKIP User’s Guide, Release 1.5.1.

UNIX (shell) Commands

ssadm Command

ssadm is the primary command line tool for SunScreen administration. ssadm has a
number of subcommands that perform various operations such as editing and
activating a configuration, and examining the status of a Screen.

ssadm runs directly on a locally administered Screen, or indirectly from a remote
Administration Station that is using SKIP or IPsec to encrypt IP network
communications passing between them. See “How SKIP Works” in SunScreen SKIP
User’s Guide, Release 1.5.1 for more information regarding SKIP encryption.

The ssadm command resides in the /usr/sbin directory. Include this directory in
your directory search path to have access to the commands on the local Screen.

Usage:
ssadm [-b] [-n] subcommand [parameters...]

ssadm [-b] [-n] -r remotehost [-F ticketfile] subcommand [parameters...]

Options:

-b Allow binary data (instead of text) in standard input
and output.

-n Do not read any input from standard input.
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-r remotehost Access remote Screen using address or hostname
remotehost.

-F ticketfile Use authorization ticket stored in ticketfile.

The available ssadm subcommands are described in “ssadm Subcommand Summary”
on page 308.

The -b option normally is not needed since those subcommands that process binary
data enable the binary mode automatically. For example, ssadm backup, ssadm
restore, ssadm log, ssadm logdump, and ssadm patch handle binary data even
if -b is not specified.

When ssadm is executed locally on the Screen (that is, without the -r option) no login
or authentication is required, but you must be superuser to have any effect.

When ssadm is used with the -r option to access a remote Screen, login
authentication is required. You must use the ssadm login command to get a ticket
that is used by subsequent invocations of ssadm to allow access to the remote Screen.
Normally, the ticket is stored in a ticketfile, the name of which can be specified using
the -F option, or through the SSADM_TICKET FILE environment variable. See the
ssadm login command for information about ticket files and remote administration
using ssadm.

To Execute an ssadm Command on a Local Screen

You can configure a local Screen by typing the commands listed in this appendix on
the Screen’s keyboard. For example, to activate a policy called Initial, you would

type:
# ssadm activate Initial

where ssadm is the command you want to execute, activate is the name of the
ssadm subcommand, and Initial is the name of the policy you want to activate.

To Execute an ssadm -r Command on a Remote
Administration Station

To configure a Screen from a remote Administration Station, precede the
subcommands listed in this appendix with ssadm -r and the address or hostname
of the Screen you want to administer. For example, to activate the policy Initial on a
remote Screen called SunScreenl, you would type:

# ssadm -r SunScreenl activate Initial

Using the Command Line Interface 307



308

Logging In to and Out of SunScreen Remotely

If you are using remote administration, you must log in before you can perform most
ssadm commands.

To Log In to and Out of SunScreen Remotely

. To log into SunScreen remotely, type the following on the remote Administration

Station:

SSADM TICKET FILE=$HOME/.ssadmticket
export SSADM TICKET FILE

touch $SSADM TICKET FILE

chmod go= $SSADM TICKET FILE

ssadm -r SunScreenl login username password /
WRITE access <E23B344150C702EC>

H*+ HF HF H H*

. To log out of SunScreen remotely, type the following:

# ssadm -r SunScreenl logout

ssadm Subcommand Summary
The following table lists the SunScreen ssadm subcommands and their descriptions.
Many ssadm subcommands duplicate administration GUI functions, while others

provide a context for other subcommands.

TABLE 10-2 SunScreen ssadm Subcommand Summary

ssadm Subcommand Description

activate Activate a Screen policy

active List information about the currently active policy

algorithm List algorithms supported by SKIP

backup Write a SunScreen backup file to standard output

certdb Allows a user to manually administer the two databases of public

key certificates used by SKIP and IKE. These databases store long
term certificates so that they may be accessed by the key manager.

certlocal A utility for managing the two local identity databases on a Screen.
ssadm certlocal is the primary tool for administering local IDs.
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TABLE 10-2 SunScreen ssadm Subcommand Summary (Continued)

ssadm Subcommand

Description

certrldb

configure

debug level

edit

lock

log
logdump

login

logmacro
logout
logstats
patch
policy
product
restore
securid
sys_info

traffic_stats

A utility for managing the certificate revocations lists in the IKE
certificate database. ssadm certrldb can add, delete, extract, and
list IKE certificates based on the command option specified.

Create an initial SunScreen configuration. ssadm configure,
when combined with pkgadd, is equivalent to using the installation
wizard graphical user interface.

Set or clear the level of debugging output generated by a Screen

Run the SunScreen configuration editor (see “Configuration Editor
Reference” in SunScreen 3.2 Administrator’s Overview)

Configure the features of a high availability (HA) Screen

Examine or remove the protection lock that the configuration editor
places on a policy file

Maintain the Screen log file
Interpret Screen logs and display their contents

Authenticate a user for administrative access through ssadm to a
Screen from a remote Administration Station

Expands SunScreen 1ogmacro objects

Terminate the session created by ssadm login.

Print information about the SunScreen log

Install patch, as needed

Create, delete, list, rename Screen policies

Print single line describing the SunScreen product in use
Read a backup file from standard input

Configure the client layer of the SecurID system

Print a description of running SunScreen software

Report summary information about the traffic flowing through the
SunScreen, classified by interface

You maintain user-controlled data by using the ssadm edit subcommand.

To look at or change a policy in some way, invoke the configuration editor and type a
series of commands that end with save and quit requests.
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ssadm configure Command

ssadm configure is a text-based command line utility for creating an initial
SunScreen configuration. ssadm configure, combined with pkgadd, is the
command line equivalent of the installation wizard graphical user interface.

ssadm configure interactively queries you with various options for configuring the
SunScreen, creates a configuration, stores it under the policy name Initial, and activates
it. After ssadm configure finishes, you can administer the firewall.

Configuration Editor Subcommands

You use the ssadm edit subcommands when running the configuration editor,
which is responsible for maintaining the SunScreen configuration database.

Note — Be sure to save changes made using commands such as add, del, rename,
renamereference, insert, replace, and move, before you quit. Run save only
once, just before the quit command to avoid accumulating too many policy versions.

The following table lists the SunScreen configuration editor ssadm edit
subcommands and their descriptions. Many subcommands duplicate administration
GUI functions; the remainder provide context for other subcommands.

TABLE 10-3 SunScreen Configuration Editor (ssadm edit) Subcommand Summary

edit Subcommand Description

add Create or redefine an entry

add_member Add a member to a group or list

authuser Manipulates the list of authorized users (see Table 10-4)

del [ete] Delete the specified entry of the given TYPE

del [ete] _member Delete a member from a centralized management group or list
insert Insert a new object of one of the ordered (indexed) types in a

specified position in the corresponding list

jar_hash Manipulates the list of Jar hashes used by the HTTP proxy
jar_sig Manipulates the list of Jar signatures used by the HTTP proxy
list Display all data for all entries or a specific entry of a give TYPE
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TABLE 10-3 SunScreen Configuration Editor (ssadm edit) Subcommand Summary

(Continued)

edit Subcommand

Description

list_name

load

lock
lock_status
mail relay
mail_spam

move

proxyuser
quit
QUIT

refer

referlist

reload

rename
renamereference
replace

save

save as

search

vars

verify

Display the set of unique base names and subtype of all of a given
TYPE

Load a policy into the configuration editor

Lock the policy in anticipation of performing edits

Return the status of the lock relative to this editor

Manipulates the list of mail relays used by the SMTP proxy
Manipulates the list of spam domains used by the SMTP proxy

Move an indexed entry from its current location in the ordered list
to the new location

Manipulates the list of proxy users
Cause the editor to terminate if there are no unsaved changes
Cause the editor to terminate even if there are unsaved changes

Determine if a named-object of a given TYPE is referred to in the
current policy

Display a list of all entries in the current policy that refer to a
specified named-object of a given TYPE

Discard any and all edits, if made, and reload the data into the
editor from the database

Rename a specified named-object of a given TYPE

Renames all references to a specified named-object of a given TYPE
Replace an object at a specified index

Save all current edits to the policy or common objects

Save the policy rules to a different policy name

Search for objects that match specified criteria

The vars command in the configuration editor manipulates
variables used for RADIUS configuration. See the section on
RADIUS configuration in the “RADIUS User Authentication
Details” in SunScreen 3.2 Administrator’s Overview for more
information

Verifies the currently loaded configuration without saving it
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Using the Configuration Editor

The configuration editor lets you edit only one policy at a time. When you are in an
editing session, others are unable to edit the same policy, although they can read it. If
you modify any of the common objects, other people are unable to modify common
objects until you save your changes.

v To Edit a Policy

Invoke the configuration editor with the edit command, which is a subcommand of
ssadm, and the name of your policy, such as Initial. Once the configuration editor is
running, the prompt changes to: edit>.

1. For alocally administered Screen, type:

# ssadm edit policy_name

2. For a remotely administered Screen, type:

# ssadm -r Screen_name edit policy_name

Working With Policies

v To Create a New Policy

1. Use the ssadm command to add a new policy using local administration by typing:

# ssadm policy -a policy_name

2. Use ssadm -r to add the same policy using remote administration by typing;:

# ssadm -r Screen_name policy -a policy_name
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Note — If you create a new policy, it will not have the administrative access rules
necessary for GUI or remote administration. It may be safer to copy an existing,
working policy and modify it than to create a new policy.

To Copy a Policy
. Using local administration, use the -c option to copy a policy by typing:
# ssadm policy -c policy_name policy_copy_name

. Using remote administration, use the -c option with the ssadm -r command to
copy a policy by typing:

# ssadm -r Screen-name policy -c policy_name policy_copy_name

To Rename a Policy

. Using local administration, rename a policy by typing:

# ssadm policy -r old_name new_name

. Using remote administration, rename a policy by typing:

# ssadm -r Screen_name policy -r old_name new_name

To Delete a Policy

. Using local administration, delete a policy by typing;:

# ssadm policy -4 name

. Using remote administration, delete a policy by typing:

# ssadm -r Screen_name policy -d name

To Verify a Policy

. Verify the validity of a policy, for example, myconfig, using local administration by
typing:

# ssadm activate -n myconfig
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2. Verify the validity of a policy, for example, myconfig, using remote administration by
typing:

# ssadm -r Screen_name activate -n myconfig

v To Activate a Policy

1. Activate a policy using local administration by typing:

# ssadm activate myconfig

2. Activate a policy using remote administration by typing:

# ssadm -r Screen_name activate myconfig

v To Back Up Your SunScreen Configuration

1. Using local administration, type the following to back up a policies:

# ssadm backup > filename

2. Using remote administration, type the following to back up a policies:

# ssadm -r Screen_namebackup > filename

v To Restore Your SunScreen Configuration

1. Restore policies using local administration by typing:

# ssadm restore < filename

2. Restore policies for remote administration by typing:

# ssadm -r Screen_name restore < filename

Working With Services and Service
Groups

The tasks in this section describe how to work with single services and service groups.
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To Add a New Single Service

. Type the following to add the service £tp-34, service engine, discriminator,
parameters, and description (which is optional) within quotation marks.
In the example below, all you need to type is "PARAMETERS 1200 1200 1" if you do

not want to use the default values. See “Services and State Engines” in SunScreen 3.2
Administrator’s Overview for the default parameters for the state engines

edit> add service ftp-34 SINGLE FORWARD ftp PORT 34 PARAMETERS 1200 1200 1
COMMENT "ftp-34 uses port 34 instead of port 21.
Use ftp-34 instead of the supplied ftp service."

. Type the following to see the new service ftp-34:

edit> list service ftp-34

"ftp-34" SINGLE FORWARD "ftp" PORT 34 PARAMETERS 1200 1200 1
COMMENT "ftp-34 uses port 34 instead of port 21.

Use ftp-34 instead of the supplied ftp service."

To Add a New Service Group

Note — SunScreen lets you change the default services in service groups; however, to
make troubleshooting easier, it is better to add a new service group that contains the
services that you want rather than modify an existing service group.

. Type the following to add the service group useful services and description
(which is optional) within quotation marks:

edit> add service "useful services" GROUP www archie gopher
COMMENT "A new service group that is used instead of common services."

The description will appear in the Service Details field that appears when you choose
a service or service group for a policy rule using the Policy Rule Definition dialog box.

. Type the following to list the new service group, useful services:

edit> list service "useful services"
"useful services" GROUP "www" "archie" "gopher"
COMMENT "A new service group that is used instead of common services."

This procedure needs more information and an accurate example.

To Modity Service Groups

Add the GROUP again with the modified member list. The new definition
overwrites the old definition.
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v To Rename a Service or Service Group

® Type the following to rename a service or service group without modifying
references to it:

edit> rename service "useful services" "dmz services"

The changes take effect when you activate the policy whose rules you have edited.

v To Rename References to a Service

Note — SunScreen lets you rename a single service or a service group. To make
troubleshooting easier, do not rename the single services and service groups that are
supplied with SunScreen.

® Type the following to rename all references to a service or service group:

For example:

edit> renamereference service "useful services" "dmz services"

v To Delete a Service or Service Group

Note — SunScreen lets you delete a single service or a service group. To make
troubleshooting easier, do not delete the single services and service groups that are
supplied with SunScreen.

® Type the following to delete a service or service group.

For example, to delete the service group dmz service type:

edit> del service "dmz services"

This command does not check for references to the single service or service group that
you are deleting. The changes take effect when you activate the policy whose rules
you have edited.

v To Check References to a Service or Service Group

To check references to the single service or service group that you want to delete or
have deleted:
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1. Type the following to find references to the service or service group that you want
to delete or have deleted

For example:

edit> referlist service "dmz services"

This displays a list of all the instances where the service or service group is used.
2. Remove the service or service group if you have not already done so.

3. Edit the rule to remove obsolete references from the rule or rules displayed after
typing the command in Step 1.

Addresses, Address Ranges, and
Address Groups

The tasks in this section describe how to work with addresses, address ranges, and
address groups.

To Add a New Host Address

® Type the following to add the new host address 172.16.1.2 and a description (which
is optional) within quotation marks:

edit> add address ftp-www HOST 172.16.1.2
COMMENT "Address of the DMZ host"

The changes take effect when you activate the policy whose rules you have edited.

To Add a Range of Addresses

® Type the following to add an address range from 172.16.3.2 to 172.16.3.255 and a
description (which is optional) within quotation marks:

edit> add address corp RANGE 172.16.3.2 172.16.3.255
COMMENT "All hosts in corporate"

The changes take effect when you activate the policy whose rules you have edited.
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v To Add an Address Group

® Type the following to add an address group and a description (which is optional)
within quotation marks, for example:

edit> add address Internet GROUP { corp sales ftp-www } {}
COMMENT "The ranges corporate and sales and the host ftp-www
have access to the Internet"

The changes take effect when you activate the policy whose rules you have edited.

v To Add an Address Range in CIDR Format

® Type the following to add a network group and a description (which is optional)
within quotation marks, for example:

edit> add address cidr2 RANGE 10.100.253.0/24
COMMENT "The network group consists of an IP address
and a mask."

The changes take effect when you activate the policy whose rules you have edited.

¥ To Delete an Address, Address Range, or Address
List

Note — To make troubleshooting easier, do not delete the names of the addresses,
ranges of addresses, and lists of addresses that were defined when SunScreen was
installed.

This command does not check for references to the address, range of addresses, or list
of addresses that you are deleting.

® Type the following to delete an address, a range of addresses, or a list of addresses,
for example:

edit> del address host0
To have the changes take effect, you must activate the policy.
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¥ To Check References to a Deleted Address, Address
Range, or Address List

® Type the following to find the reference to an address, a range of addresses, or a list
of addresses that you want to delete or have deleted, for example:

edit> referlist address host0

This displays a list of all the instances where the address, range of addresses, or list of
addresses is used. You can now remove the address, range of addresses, or list of
addresses from the address list in which it is used and edit the policy rule to remove it
from the rule or rules in which it is used.

v To Rename an Address, Address Range, or Address
Group

Note — To make troubleshooting easier, do not delete or rename the names of
addresses, ranges of addresses, or lists of address that were defined when SunScreen
was installed.

1. Type the following to rename an address, a range of addresses, or a list of addresses
and all reference to it, for example:

edit> renamereference address ftp-www DMZ

2. Type the following to rename an address, a range of addresses, or a list of addresses
only, for example:

edit> rename address ftp-www DMZ

The changes take effect when you activate the policy whose rules you have edited.

Working With Certificates

Each SKIP certificate object requires a particular Name Space ID (NSID) and the
Master Key ID (certificate ID) of the certificate. NSIDs and certificate IDs are described
in “Common Objects” in SunScreen 3.2 Administrator’s Overview.

m  Certificate IDs that use the IP address use the NSID 0 convention with the IP
address as the MKID.
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m  Certificate IDs use the NSID 1 convention with an MKID of 8 hexadecimal digits
(32 bits}.

m  Self-generated certificates use the NSID 8 convention with an MKID of 32
hexadecimal digits (128 bits).

You can add SKIP X.509 keys and certificates from a diskette or file, or from a
directory that contains only one set of private key and certificate files.

To Add Private Screen Certificates From a Diskette

Note — You cannot add Screen certificates remotely. To add Screen certificates to
Screens that are administrated remotely, go to each Screen in turn and follow the steps
to add Screen certificates from a diskette or a file.

. Insert the diskette that contains the private certificate into the diskette drive of the

Administration Station.

. Mount the diskette by typing:

# volcheck

. Type the following command, including the path to the directory where the private

key and certificate are stored:

# install skip keys -icg /floppy/diskette_name

. Eject the diskette.

# eject diskette_name

Note — Store the diskette that contains the private key and public certificate safely and
securely. It contains sensitive information that is not encrypted.

. Type the following to restart the SKIP key manager to update the certificate

database:

# skipd restart

. Type the following to name the private key and certificate you have just added, and

an optional comment if desired:

edit> add certificate sales-home SINGLE NSID 1 MKID "O0xAOO0OO050E"

COMMENT "Use this cert for tunnelling to home from NY"

where sales-home is the name that you are giving the certificate; 1 is the NSID; A00050E
is the certificate ID.
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# skiplocal -a

To Add Private Screen Certificates From a
Directory

Type the following command, including the path to the directory where the private
key and certificate are stored:

# install_skip keys -icg /directory_name

Type the following to restart the SKIP key manager to update the certificate
database:

# skipd restart

Type the following to name the private key and certificate you have just added, and
an optional comment if desired:

edit> add certificate sales-home SINGLE NSID 1 MKID "OxAOOOS50E"

COMMENT "Use this cert for tunnelling to home from NY"

where sales-home is the name that you are giving the certificate; 1 is the NSID; AO0050E
is the certificate ID.

To Add Screen Local Identities

You can add Screen local identities only with local administration; therefore, for a
remotely administrated Screen, you must gain access to the Screen’s shell prompt, for
instance with the rlogin command.

Note — To use the rlogin command, you must first save the local identity and the
secret key to separate files. For example, you may have extracted the self-generated
certificate ID keys that you generated on a Screen to a diskette (because it is
impossible to generate the same key later, should you have to reinstall the SunScreen
software). Once you have swapped certificate IDs with a number of peer systems, it
becomes difficult to fix things in a timely manner. If this seems cumbersome, use
telnet, which is more secure than rlogin.

SunScreen installation programs re-key the Screen being installed, so you have to add
your old keys back into the database before configuring the Screen for virtual private
networks (see “Encryption, Tunneling, and Virtual Private Networks” in SunScreen 3.2
Administrator’s Overview for more information about VPNs).

Type the following to use the skiplocal command to add the Screen’s local
identity.
-T soft -t x509 -n 1 -c certificate_filename -s secret_filename

This example shows adding a CA key and certificate. If you are adding a
self-generated key and certificate, the value for -t is dhpublic and the value for -n is 8.
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2. Type the following to restart the SKIP key manager to update the certificate

database:

# skipd restart

. Type the following to name the private key and certificate you have just added, for

example:

edit> add certificate sales-home SINGLE NSID 1 MKID "0xA000050E"
COMMENT "certificate for home sales"
where:

®  sales-home is the name that you are giving the certificate
® ] is the NSID
= AQO0050E is the MKID

To Add Self-Generated Screen Certificates for Local
Administration

The following example illustrates how to generate a global (512-bit) key.

. Use the skiplocal command to create a self-generated Screen certificate.

For example:

# skiplocal -k -m 512

Note - If you have installed more than one encryption strength, use the -m flag
followed by the modulus size, in bits, of the encryption for which you want to create a
new certificate. The modulus sizes are:

m  Global (1024 bits)
m  U.S. and Canada Only (2048. 3072, or 4096 bits)

The highest modukus size that works with PC-SKIP in the U.S. and Canada is 2048.

You see the following message on the Screen:

generating local secret with 512 modulus size

It would help the quality of the random numbers if you would
type 50-100 random keys on the keyboard. Hit return when

you are done.

. Type 50 to 100 random keys.

As you type the random keys, the number of keys appears on the screen.

. Press the Return key.

The continuation of the message appears on the screen:
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Format: Hashed Public Key (MD5)

Name/Hash: 3f 3c £9 d0 52 85 a3 be le 6d 4e cb e4 9e 49 e7

Not valid Before: Fri Apr 17 17:00:00 1998

Not valid After: Thu Apr 17 17:00:00 2003

g: 2

p: £52aff3celbl294018118d7c84a70a72d686c40319¢c807297aca950cd9969
fabd00a509b0246d3083d66a45d419f9¢c7cbd894b221926baaba25ec355e92a055f
public key:
9945eb0a204efd9643a3aeb42f80d18a22a194232ef6e18809b4b80ac62271000
b24fbd0a01608a6b3fe92a3abl07e£d1970c398cdc2d0f73effea55clcb0565
Added local identity slot 12

Type the following to restart the SKIP key manager to update the certificate
database:

# skipd restart

Type the following to add the new certificate and its name to the certificate
database, for example:

edit> add certificate sales-home SINGLE NSID 8 MKID
"0x3f3cf9d05285a3belebd4ecbe49e49e7"
COMMENT "This is the Screen’s key for the home sales network."

Because this is a self-generated UDH certificate, the NSID is 8.
Type the certificate ID:
a. Run the command skiplocal -1 command.

b. Cut the Name (certificate ID) for local ID Slot Name that has the same number
that you noted above.

c¢. Paste in the command certificate above.

To Add Self-Generated Screen Certificates Using
Remote Administration

The example shows generating a global (1024 bit) key.

Use the ssadm -r command to create a self-generated Screen certificate.

For example:

# ssadm -r Screen_name lib/skiplocal -k -m 1024-f
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Note — You must use the - £ flag with remote administration. This flag suppresses the
prompt to type random keys on the keyboard.

If you have installed more than one encryption strength, use the -m flag followed by
the modulus size, in bits, of the encryption for which you want to create a new
certificate. The modulus sizes are:

m  Global (1024 bits)
m  U.S. and Canada Only (2048. 3072, or 4096 bits)

The highest modukus size that works with PC-SKIP in the U.S. and Canada is 2048.

The following message appears on the screen:

generating local secret with 1024 modulus size

Format: Hashed Public Key (MD5)

Name/Hash: 3f 3c £9 d0 52 85 a3 be le 6d 4e cb e4 9e 49 e7

Not valid Before: Fri Apr 17 17:00:00 1998

Not valid After: Thu Apr 17 17:00:00 2003

g: 2

p:
f52aff3celbl1294018118d7c84a70a72d686c40319c807297aca950cd9969fabd
00a509b0246d3083d66a45d419f9c7cbdB894b221926baaba25ec355e92a055f
public key:
9945eb0a204efd9643a3aeb42£80d18a22a194232ef6e18809b4b80ac622710
00b24fbd0a01608a6b3fe92a3abl07e£d1970c398cdc2d0f73effeas55clcb0565
Added local identity slot 12

. Type the following to restart the SKIP key manager to update the certificate

database:

# ssadm -r Screen_name lib/skipd restart

Start the editor on the remote Screen.

. Type the following to add the new certificate and its name to the certificate

database.

For example:

edit> add certificate sales-home NSID 8 MKID
"0x3£f3cf9d05285a3bele6d4ecbe49e49e7"
COMMENT "This is the Screen’s key for the home sales network."

Because this is a self-generated UDH certificate, the NSID is 8.

. Type the certificate ID:

a. Run the skiplocal -1 command.

b. Cut the Name (certificate ID) for local ID Slot Name that has the same number
that you noted above and paste in the command certificate above.
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For tunnelling with a remote Administration Station, see the editor command
accessremote. For tunnelling with encrypted packet filtering, see “Working With
Policies” on page 312. Tunnelling is also described in “Encryption, Tunneling, and
Virtual Private Networks” in SunScreen 3.2 Administrator’s Overview.

To Add Public Certificates from a Diskette or a File

You can do this only with local administration; therefore, for a remotely administrated
Screen, you must go to the Screen to add Screen certificates from a diskette or a file.

. Insert the diskette that contains the public certificate, if you are using issued
certificates, into the diskette drive of the Administration Station.

You also can add new private keys from a directory that contains only one set of
certificate files. If you are adding private certificate from a directory, you do not need
this step and step 2.

. Mount the diskette by typing:
# volcheck
. Type the path to the directory where the public certificates are stored and the

following command and the name of the directory to add the public certificate, for
example:

# /floppy/floppy0/install skip keys A00050B
This example shows adding a public certificate ID.

. If you are using issued certificates, type the following in the terminal window to
eject the diskette:

# eject floppy0

If you are adding a public certificate from a directory, you do not need this step.

. Type the following to name the public certificate you have just added, for example:

edit> add certificate NYcert NSID 1 "0xA00050B"

COMMENT "NY office public cert™"

Where NYcert is the name that you are giving the certificate, 1 is the NSID, and
AO00050B is the certificate ID. NSIDs and certificate IDs are described in “Common
Objects” in SunScreen 3.2 Administrator’s Overview.

Each SKIP certificate requires a particular Name Space ID (NSID) and the Master Key
ID (certificate ID) of the certificate.

m  [ssued certificates that use the IP address use the NSID 0 convention with the IP
address as the certificate ID.

m  Issued certificates use the NSID 1 convention with a certificate ID of 8 hexadecimal
digits (32 bit).
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m  Self-generated certificates use the NSID 8 convention with an certificate ID of 32
hexadecimal digits (128 bits).

Note — The tunnel address can be specified as an option in the rule that uses the
certificate or in the remote administration rule.

Using Certificate Groups

These procedures describe how to create and work with certificate groups. The
examples in these tasks use a list of U.S. sales offices (sales-1ist) as the certificate
group and individual sales offices (such as sales-il for the Illinois office).

To Add Certificate Groups

After you have named certificate IDs in the rule, you can group them into logical
groups so that you can use a group instead of single names in a rule.

Use the GROUP option to group named certificate IDS.
For example:

edit> add certificate sales-list GROUP
{sales-co sales-il sales-tx sales-sca sales-nca} {}
COMMENT "list of U.S. sales offices"

To Add a New Member to a Certificate Group

Use the add_member subcommand to add a new member to a certificate group.

For example:

edit> add member certificate sales-list sales-wy

To Remove a Member From a Certificate Group

Use the del_member subcommand to remove a member from a certificate group.

For example:

edit> del member certificate sales-list sales-wy
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To Rename a Certificate or Certificate Group

Note — To make troubleshooting easier, do not rename the certificates that were
created when you installed SunScreen.

Use the renamerefernce subcommand to rename a certificate or certificate group.

For example:

edit> renamereference certificate sales-ny sales-northeast
When you rename a certificate group using this command, SunScreen checks for all
instances in the certificate policy object for the old name and changes them to the new

name. It does not rename references in other places, such as administrative rules and
policy rules.

To Delete a Certificate or Certificate Group

Note — To make troubleshooting easier, do not delete the certificates that were created
when you installed a remotely administered SunScreen.

This command does not check for references to the certificate or certificate group that
you are deleting.

Use the del subcommand to delete a certificate or certificate group.
For example:

edit> del certificate sales-la

To Check References to a Deleted Certificate

Use the refer subcommand to find the reference to a certificate and certificate
group that you want to delete or have deleted.

For example:

edit> refer certificate sales-la
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V¥ To Check References to a Deleted Certificate Group

® Use the referlist subcommand to find the reference to a certificate and certificate

group that you want to delete or have deleted, for example:

edit> referlist certificate sales-west

This displays a list of all the instances in the certificate database where the certificate
group is used. You can remove it from the access entries in which it is used and edit
any policy rule in which it is used to remove it.

IKE Policy Rule Syntax

For tunneling mode, pre-shared key usage:

[SCREEN scrn] svc srcaddr dstaddr \
IPSEC { AH(authalgl) | ESP(encralgl[, authalg2]) }+ \
IKE (encralg2, authalg3, oakleygroup, PRE-SHARED, pskey) \
[SOURCE_SCREEN srcscrn] [DESTINATION_ SCREEN dstscrn] \
[SOURCE_TUNNEL srctunaddr] [DESTINATION TUNNEL dsttunaddr] \
ALLOW

For tunneling mode, certificate usage:

[SCREEN scrn] svc srcaddr dstaddr \

IPSEC { AH(authalgl) | ESP(encralgl[, authalg2]) }+ \

IKE (encralg2, authalg3, oakleygroup, authmethod, \

srccert, dstcert) \

[SOURCE_SCREEN srcscrn] [DESTINATION SCREEN dstscrn] \
[SOURCE_TUNNEL srctunaddr] [DESTINATION_TUNNEL dsttunaddr] \
ALLOW

For tunneling mode, manual key usage:

[SCREEN ] \

IPSEC { AH(spil, authalg, keyl) \

\ ESP(spi2, encralg2, key2 [, spi3, authalg3, key3]) } \
[SOURCE_SCREEN srcscrn] [DESTINATION SCREEN dstscrn] \
[SOURCE_TUNNEL srctunaddr] [DESTINATION_ TUNNEL dsttunaddr] \
ALLOW

An alternative syntax follows:

[SCREEN scrn] svc srcaddr dstaddr \

IPSEC { AH(spil, authalg, keyl) | ESP(spi2, encralg2, \

key2 [, add key "key des" SINGLE "1234567812345678"

edit> add key "key ah" SINGLE "1234567890abcdefl1234567890abcdef"
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To Add Rules Using Keys Added on Both Screens

Note — See the SunScreen 3.2 Configuration Examples manual for an example of how to
use the GUI to perform this same function.

. On Screen 1:

1 "telnet" "screenl host" "screen2 host" IPSEC ESP(0x123,

"DES", "key des") AH(0x345, "MD5", "key ah") SOURCE_SCREEN
"screenl" ALLOW 2 "telnet" "screen2 host" "screenl_ host"
IPSEC ESP(0x123, "DES", "key des") AH(0x345, "MD5", "key_ah")

DESTINATION_ SCREEN "screenl" ALLOW

. On Screen 2:

1 "telnet" "screen2 host" "screen hostl" IPSEC ESP(0x123,
"DES", "key_des") AH(0x345, "MD5", "key_ah") SOURCE_SCREEN
"screen2" ALLOW 2 "telnet" "screenl host" "screen2 host"
IPSEC ESP(0x123, "DES", "key des") AH(0x345, "MD5", "key ah")
DESTINATION_SCREEN "screen2" ALLOW

Note — The hex values 0x123, 0x345 are SPI values and must be between 0x000 and
OxXFFF.

. If you choose different algorithms, like 3DES or SHA1, define manual keys of the
proper length.

In hex strings, the lengths are respectively.

CBC 16
3DES 48
MDS 32
SHA1 40

. Save and activate the policy.

To Work with IKE Rules with Pre-Shared Key

Note — See the SunScreen 3.2 Configuration Examples manual for an example of how to
use the GUI to perform this same function.

. Add the pre-shared secret key on both Screens

edit> add key "shared-secret" SINGLE "shared secret"
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2. Add rules like the following using keys added on both Screens.

a. On Screenl:

1 "telnet" "screenl host" "screen2 host" IPSEC ESP("DES")
IKE ("DES", "MD5", 2, PRE-SHARED, "shared-secret")
SOURCE_SCREEN "screenl" ALLOW 2 "telnet" "screen2 host"
"screenl host" IPSEC IPSEC ESP("DES") IKE("DES",

"MD5", 2, PRE-SHARED, "shared-secret") DESTINATION SCREEN
"screenl" ALLOW

b. On Screen2:

1l "telnet" "screen2 host" "screenl host" IPSEC ESP("DES")
IKE ("DES", "MD5", 2, PRE-SHARED, "shared-secret")
SOURCE_SCREEN "screen2" ALLOW 2 "telnet" "screenl host"
"screen2 host" IPSEC IPSEC ESP("DES") IKE("DES",

"MD5", 2, PRE-SHARED, "shared-secret") DESTINATION SCREEN
"screen2" ALLOW

3. Save and activate policy.

V¥ To Work with IKE Rules with Self-Signed Certificates

Note — See the SunScreen 3.2 Configuration Examples manual for an example of how to
use the GUI to perform this same function.

1. Generate certificates or private keys on both Screens using ssadm certlocal:

a. On Screenl:

# ssadm certlocal -Iks -m 512 -t rsa-md5 -D "C=US,\
0=YourOrg, CN=screenl_name"

b. On Screen2:

# ssadm certlocal -Iks -m 512 -t rsa-md5 -D "C=US,\
0=YourOrg, CN=screen2_name"

2. Export the certificates to the other Screen.

a. On Screenl:

# ssadm certdb -I -e "SUBJECT=C=US, \
0=YourOrg, CN=screenl_name" > /tmp/certl

b. On Screen2:

# ssadm certdb -I -e "SUBJECT=C=US, \
0=YourOrg, CN=screen2_name" > /tmp/cert2
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Securely transport the file /tmp/certl to the Screenl and /tmp/cert?2 to Screen 2.
Import the exported certificate to the Screen certificate database.

a. On Screen2:

# ssadm certdb -I -a < /tmp/certl

b. On Screenl:

# ssadm certdb -I -a < /tmp/cert2

Add certificate objects on both systems:

edit> add certificate "screenl cert" SINGLE IKE "C=US,
0=YourOrg, CN=screenl_name"
edit> add certificate "screen2 cert" SINGLE IKE "C=US,
0=YourOrg, CN=screen2_name"

Mark the certificate you imported in Steps 3 and 4 as trusted on both systems using
ssadm edit:

a. On Screen 1:

edit> add member certificate "IKE manually verified
certificates" "screen2 cert"

b. On Screen 2:

edit> >add member certificate "IKE manually verified
certificates" "screenl cert"

The group name "IKE manually verified certificates" is reserved for a trusted
Certificate Group.

Add packet filtering rules on both Screens.

a. On Screenl:

1l."telnet" "screenl host" "screen2 host" IPSEC ESP("DES")

IKE ("DES", "MD5", 2, RSA-SIGNATURES, "screenl cert",

"screen2 cert") ALLOW 2 "telnet" "screen2 host" "screenl host"
IPSEC IPSEC ESP("DES") IKE("DES", "MD5", 2, RSA-SIGNATURES,
"screen2_cert", "screenl cert") ALLOW

b. On Screen2:

l."telnet" "screen2 host" "screenl host" IPSEC ESP("DES")

IKE ("DES", "MD5", 2, RSA-SIGNATURES, "screen2 cert",

"screenl cert") ALLOW 2 "telnet" "screenl host" "screen2 host"
IPSEC IPSEC ESP("DES") IKE("DES", "MD5", 2, RSA-SIGNATURES,
"screenl cert", "screen2 cert") ALLOW

Refer to the man page of ssadm-certlocal (1M) and ssadm-certdb (1M) for
more information.
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9. Save and activate the policy.

V¥ To Work with IKE Rules with Issued Certificates

Note — See the SunScreen 3.2 Configuration Examples manual for an example of how to
use the GUI to perform this same function.

1. Generate keys and certificate requests on each Screen.

a. On Screenl:

# ssadm certlocal -Ikc -m 512 -t rsa-md5 -D "C=US, \
0=YourOrg,CN=screenl_issued"

b. On Screen2:

# ssadm certlocal -Ikc¢ -m 512 -t rsa-md5 -D "C=US, \
0=YourOrg,CN=screen2_issued"

2. Bring the requests to a certificate server and have them signed and you should get
three files from the CA:

screenl issued.cert: screenl’s cert.
screen2_ issued.cert: screen2 ’'s cert
root.cert: the CA’s cert

Further detailed instructions on this step depends on your certificate server.
3. Securely transport the files to each system under /tmp and import them.

4. Import three certificates on each Screen:

# ssadm certdb -I -a < /tmp/screenl_ issued.cert
# ssadm certdb -I -a < /tmp/screen2 issued.cert

# ssadm certdb -I -a < /tmp/root.cert

In this example, it is assumed you are using a certificate server with CA’s subject

DN = "C=US, O=YourOrg.com, OU=sunscreen, CN=Certificate Manager"

5. Add certificate objects for each Screen and mark the root CA as trusted. On each
Screen:

edit> add certificate root cert SINGLE IKE "C=US,

0=YourOrg.com, OU=sunscreen, CN=Certificate Manager"

edit> add certificate screen2 issued cert SINGLE IKE "C=US,
O=YourOrg, CN=screen2 issued"

edit> add certificate screenl issued cert SINGLE IKE "C=US,
O=YourOrg, CN=screenl issued"

edit> add member certificate "IKE root CA certificates" root cert

The group name "IKE root CA certificates" is reserved for a trusted Certificate Group.
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6. Add packet filtering rules on both Screens.

a. On Screenl:

l."telnet" "screenl host" "screen2 host" IPSEC ESP("DES")

IKE ("DES", "MD5", 2, RSA-SIGNATURES, "screenl issued cert",
"screen2_issued_cert") ALLOW 2 "telnet" "screen2 host" "screenl host"
IPSEC IPSEC ESP("DES") IKE("DES", "MD5", 2, RSA-SIGNATURES,

"screen2 issued cert", "screenl issued cert") ALLOW

b. On Screen2:

l."telnet" "screen2 host" "screenl host" IPSEC ESP("DES")

IKE ("DES", "MD5", 2, RSA-SIGNATURES, "screenl issued cert",

"screen2 issued cert") ALLOW 2 "telnet" "screenl host" "screen2 host"
IPSEC IPSEC ESP("DES") IKE("DES", "MD5", 2, RSA-SIGNATURES,

"screen2 issued cert", "screenl issued cert") ALLOW

7. Save and activate the policy.

Working With Screen Objects

A Screen object controls much of the identity of a Screen. It contains information for
your stealth, HA, cluster, and administrative rules. Upon installation, a Screen object
that you can edit is created. As with other common objects, when you redefine a
Screen object, you must specify all the parameters that you want to set; otherwise the
parameters are set to default values.

To Add a Screen

® To add a screen object with a previously-created certificate, using DNS and NIS for
Name Service and passing routing information, type the following:

edit> add screen vorticity ADMIN CERTIFICATE vorticity.admin RIP DNS NIS
COMMENT "The screen that protects the sales office"
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Note — Adding a comment is optional.

v To List the Screens

® Type the following to list all the Screens:

edit> list screen

v To Add an SNMP Receiver to a Screen

® To add an SNMP receiver to the Screen used in the previous procedure:

edit> add screen vorticity ADMIN CERTIFICATE
vorticity.admin RIP DNS NIS SNMP 10.100.253.200

v To Add Multiple SNMP Receivers to a Screen

® To add multiple SNMP receivers to the previous Screen object:

edit> add screen vorticity ADMIN CERTIFICATE vorticity.admin
ROUTING DNS NIS SNMP 10.100.253.200 10.100.253.254

v To Add a Time Status Indicator to a Screen

® To add a Time Status Indicator of 30 minutes to the previous Screen object:

edit> add screen vorticity ADMIN CERTIFICATE vorticity.admin
ROUTING DNS NIS SNMP_TIMER 30 SNMP 10.100.253.200 10.100.253.254

v To Remove SNMP Receivers From a Screen

® To remove SNMP receivers from the Screen, do not include them in the Screen
object when you set it:

edit> add screen vorticity ADMIN CERTIFICATE vorticity.admin RIP DNS NIS
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¥ To Set a Screen to Stealth Mode

® At the editor prompt, type:

edit> add screen vorticity ADMIN CERTIFICATE vorticity.admin RIP
STEALTH NET 10.100.253.0 255.255.255.0 COMMENT "The screen in Stealth Mode"

Interfaces

For Routing interfaces, there are two types of spoof detection : Complete and
Incomplete. On the Interface Definition panel (see “To Add or Edit Interfaces”

on page 105), you can set the spoof detection by clicking on the "Spoof Protection”
pulldown and making the selection (see “Interface Object” in SunScreen 3.2
Administrator’s Overview for information on Complete and Incomplete spoof
detection).

For Stealth interfaces, the type of spoof detection is always set to Complete and is not
modifiable.

Overlapping Interfaces

Note — The maximum number of stealth interfaces per Screen is 15; however, the
number of routing interfaces is virtually limitless.

¥ To Add Interfaces (in Routing Mode)

Before you add a new interface, you must define the address group that the interface
will use.

® Type the following to define the interface named qe0 with no logging, no SNMP
alerts, and ICMP_PORT_UNREACHABLE:

edit> add interface ge0 ROUTING ge0 ICMP PORT UNREACHABLE
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V¥ To Add Interfaces (in Routing Mode) with a Detailed Log

® Type the following to define the interface qe0 with detailed logging and SNMP
alerts:

edit> add interface ge0 ROUTING ge0 LOG DETAIL SNMP ICMP PORT UNREACHABLE

V¥ To Remove an Interface

1. List the currently active interfaces by typing:
edit> list interface
A list of active interfaces is displayed.
2. Find the interface you want to delete and type the following:

edit> del interface interface_name

Note — Any interfaces that you remove with this procedure remain active until you
reactivate a policy.

Adding or Moditying an Authorized
User

The authorized user object is used to establish a user identity and provide a
mechanism to authenticate it by:

m  Password
m  SecurlD

Configuration Editor authuser Subcommands

To manipulate authorized user objects, use the authuser subcommand. authuser is
unusual in that it uses its own subcommands, which are listed in the following table.
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TABLE 104 authuser Subcommands

authuser Subcommand Description

add "name” item... Creates or overwrites an object. This subcommand takes a
complete description of the object, beginning with its name,
followed by desired items and subitems.

delete "name” Deletes a named object.

names [,sortopt] Displays the names of all authorized user objects. The default is
asc. The sort options are:
asc ascending order by name (case-sensitive)
desc descending order by name (case-sensitive).
iasc ascending order by name (case-insensitive).
idesc descending order by name (case-insensitive).
raw order stored in database.

print [,sortopt] ["name”]  Displays one or more objects. With no object specified, print
displays all AUTHUSER objects; specifying a name causes only that
object’s definition to be displayed.

V¥ To Add An Authorized User with Password
Authentication

® Type the following to add an authorized user named Audrey Farber for local
administration:

edit> authuser add adminl PASSWORD={ "foo" }

CONTACT_INFO=bj@bobo REAL_NAME="Audrey Farber"

DESCRIPTION="created for remote administration"

Although the password is in plain text when you add a user, it is automatically
encrypted, and the password will be displayed as empty quotation marks ("

"). Enabled is the default.

Note — The description field cannot contain single (* “) or double (
as in the description: This user, test_user, is for ‘testing” only.

) quotation marks,

All changes apply to the object immediately; however, for the changes to take effect in
policy and administrative access rules, you must activate the policy.
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To Add An Authorized User and SecurlD Name

. Type the following to add an authorized user named Audrey Farber for local

administration:

edit> authuser add adminl SECURID={ "C2BR" }
CONTACT _INFO=bj@bobo

REAL_NAME="Audrey Farber"

DESCRIPTION="created for local administration"

. Type the following to add an authorized user for remote administration:

edit> authuser add adminl SECURID={ "C2BR" }

CONTACT_INFO=bj@bobo

DESCRIPTION="created for remote administration"

Enabled is the default. All changes apply to the object immediately; however, for the
changes to take effect in policy and administrative access rules, you must activate the

policy.

To Display Authorized Users

Type the following to display a list of authorized user objects as they appear in the
database:

edit> authuser names,raw

The following list is displayed:

barbara.bobo
admin
melanie.haber
admin
audry.farber
admin

To Modify Authorized Users

Use the authuser add subcommand to modify the information for a user.

For example, to change the SecurID name from C3BR to C4BR:

edit> authuser add adminl SECURID={ "C4BR" }

CONTACT INFO=bj@bobo REAL NAME="Audrey Farber"

DESCRIPTION="created for remote administration"

The new parameters for the user will overwrite the old parameters. All changes apply
immediately.

Modifications to passwords or SecurID passcodes take place immediately. For other
changes to take effect in policy and administrative access rules, you must activate the

policy.
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V¥ To Delete an Authorized User

® Use the authuser delete subcommand to delete an authorized user, for example:

edit> authuser delete adminl

All changes apply immediately.

Working With Policy Rules

Policy Rules are ordered, that is, they are executed in the order in which they are
listed. You can define them in the order in which you want them to take effect or you
can reorder your policy rules after you have defined them.

v To Create a Packet Filtering Rule

1. Type the following to add a new rule at the end of a policy with the attributes listed
below:

edit> add Rule ping * * ALLOW SKIP_VERSION 2 cert-1 cert-2
DES-CBC RC2-40 MD5 NONE LOG SUMMARY

Service ping
Source Address *
Destination Address *

Encryption SKIP Version 2

Encryption Details:

Siource Certificate is cert-1

Destination Certificate is cert-2

Key algorithm is DES-CBC

Data algorithm is RC2-40

MAC algorithm is MD5

NONE for the compression (This is the only possible value,
at present.)

Action ALLOW
Action Details ALLOW
Compression NONE
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Note — All other options assume default values unless specified (for example, SNMP is
off).

. Type the following to add a new rule at a particular position, for example, 1 to add

it at the beginning of the policy:

edit> insert Rule 1 ping * * ALLOW SKIP_ VERSION 2 cert-1 cert-2
DES-CBC RC2-40 MD5 NONE LOG SUMMARY

Note — If a filtering rule fails to detect any issued certificate (key) encryption
algorithms, it may display the following error message:

An error occurred in detecting the Encryption algorithms.
Please check if skipd process is running.

If this occurs, restart the skipd process with the skipd restart command.

To Reorder the Rules

Use the 1ist subcommand to produce an ordered list of rules for the policy:

edit> list rule

An ordered list of policy rules is displayed, as shown in this example.

1 "www!" "xWowxn ATTLOW

2 "finger" "x" "x" ATLOW

3 "ftp" "*" "localhost" USER "admin"
ALLOW LOG DETAIL PROXY FTP

FTP_GET FTP_CHDIR FTP_RENAME FTP DELETE
4 "daytime" "localhost "*" ALLOW

5 "telnet"™ "*" "wxn ATTOW

6 "echo" "localhost" "*" ALLOW

. Use the move subcommand to move a policy rule to a new position, for example,

from fourth to fifth position:

edit> move rule 4 5

The list of policy rules now shows the change in the order of the rules.

1 Ilwwwll Mm% n Mm%k n ALLOW

2 nf inger monkn wxn ATTOW

3 "ftp" "*" "localhost" USER "admin"
ALLOW LOG DETAIL PROXY FTP

FTP_GET FTP_CHDIR FTP_RENAME FTP_ DELETE
4 n telnet n m%xn mikn ALLOW

5 "daytime" "localhost "*" ALLOW

6 "echo" "localhost" "*" ALLOW

SunScreen 3.2 Administration Guide * September, 2001



To Delete a Rule

. Use the del subcommand to delete policy rule 5:

edit> del rule 5

. Generate the ordered list of policy rules:

edit> list rule

The new list of policy rules reflects the deletion of rule 5; the former rule 6 now
occupies the fifth position.displayed.

1 "www!" "xU Ukl ATTOW

2 "finger" "*" "xn ATTOW

3 "ftp" "*" "localhost" USER "admin"
ALLOW LOG DETAIL PROXY FTP

FTP_GET FTP_CHDIR FTP_RENAME FTP_DELETE
4 "telnet" "x" k" ATLOW

5 "echo" "localhost" "*" ALLOW

To Edit Any Part of a Rule

You can edit a component or the components of a policy rule by using the following
procedure. The example shows how to modify the action.

. List all the rules in the policy:

edit> list rule

An ordered list of policy rules is displayed.

1 "www" "M wsn ATTOW

2 "finger" "*" "x" ALLOW

3 "ftp" "*" "localhost" USER "admin"

ALLOW LOG DETAIL PROXY FTP FTP_GET FTP_CHDIR FTP _RENAME FTP_DELETE
4 "telnet" "x" "&n ATLLOW

5 "echo" "localhost" "*" ALLOW

. Use the replace subcommand to edit the policy. For example, to change the action
of policy rule 4 from ALLOW to DENY, insert a new policy rule with the action
changed:

edit> replace rule 4 telnet * * DENY LOG DETAIL

. List the rules for the policy:

edit> list rule
The list of policy rules is displayed, showing the rule with the new values replaces the
old rule.

l llwww n mskn mikn ALLOW
2 " finger" nEkno nwxn ATTOW
3 "ftp" "*" "localhost" USER "admin"
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ALLOW LOG DETAIL PROXY FTP

FTP_GET FTP_CHDIR FTP_RENAME FTP DELETE
4 "telnet" "x" "sn  DENY LOG DETAIL

5 "echo" "localhost" "*" ALLOW

The changes take effect when you activate the policy whose rules you have edited.

Moditying Access Rules for GUI Local
Administration

To Add an Access Rule for GUI Local Administration

Use the add subcommand with the accesslocal argument to add an
administrative access rule for local administration.

For example:

edit> add accesslocal USER admin3 PERMISSION ALL

To Edit an Access Rule for GUI Local Administration

. List the administrative access rules for local administration:

edit> list AccessLocal
By default, an admin user is created during installation.
The following approximates the output that is displayed:

1 USER "admin" PERMISSION ALL
2 USER "admin3" PERMISSION ALL

. Use the replace subcommand to replace an administrative access rule with a new

value for a particular user for local administration:

edit> replace AccessLocal 2 USER "admin3" PERMISSION STATUS

To Delete an Access Rule for GUI Local Administration

Note — Do not delete all the administrative access rules.

Use the del subcommand to delete the administrative access rule for local
administration.

For example, to delete rule 2, type:
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edit> del AccessLocal 2

Modifying Access Rules for Remote
Administration

To Add an Access Rule for Remote Administration

Use the add subcommand with the accessremote argument to add an
administrative access rule for remote administration:

edit> add accessremote USER admin3 * SKIP_ VERSION 2 admin-group
DES-CBC DES-CBC MD5 NONE

This administrative access rule allows the access level ALL for the admin 3 user at a
remote Administration Station on the Internet to use the GUI and command line to
administer the Screen.

Note — Make a note of the encryption parameters if you change them, because they
have to match the encryption parameters on the remote Administration Station.

To Edit an Access Rule for Remote Administration

. List the administrative access rules for remote administration, for example:

edit> list accessremote

The following approximates the output that is displayed:

1 USER "admin" "*" SKIP VERSION 2 "admin-group" "DES-CBC"
"DES-CBC" "NONE" "NONE" PERMISSION

ALL

2 USER "admin3" "*" SKIP VERSION 2 "admin-group" "DES-CBC"
"DES-CBC" "NONE" "NONE" PERMISSION

ALL

Note — Make a note of the encryption parameters if you change them, because they
have to match the encryption parameters on the remote Administration Station.

. Use the replace subcommand to replace an administrative access rule with the
value or values for a particular user for remote administration with a new value (for
example, STATUS, for the access level):

edit> replace accessremote USER admin3 * SKIP_ VERSION 2 admin-group
DES-CBC DES-CBC NONE NONE PERMISSION STATUS
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This administrative access rule changes the access level for admin3 at a remote
Administration Station on the Internet to STATUS.

To Delete an Access Rule for Remote Administration

Note — Do not delete all the administrative access rules.

Use the del subcommand to delete an administrative access rule for remote
administration:

edit> del accessremote 2

Where 2 is the number, in the ordered rules, that you want to delete.

344

Network Address Translation (NAT)

Caution - If you are using NAT, the when you define a static mapping, be sure that
the ranges and groups used in the Source, Destination, Translated Source, and
Translated Destination fields are exactly the same size.

To Add ARP Manually

Use the arp command with the - s flag if the networks that attach to the Screen on
the inside have internal addresses (including any network on which there are
addresses to which you want to allow external access):

# arp -s IP_Address ether_address pub
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Note — You must either add this entry each time you reboot the Screen or write your
own script to automate this function. If you are administering the Screen remotely, you
must either go to the Screen to add this entry or have a rule in your policy that allows
you to use a command or protocol such as telnet or ssh to access the Screen. See
also the arp(1M) man page.

To Define NAT Mappings

For local administration, you can create either a static or a dynamic NAT entry by
specifying either the STATIC or DYNAMIC option.

. Use the add subcommand to create a static NAT entry that maps an internal address
to an external address:

edit> add nat STATIC src dest translated_src translated_dest

When you define a static mapping, the internal address and external address are both
single addresses, but either can be a range or a list. In most cases, you should add a
reverse entry for static mapping.

. To create the equivalent dynamic NAT entry, substitute the DYNAMIC option for the
STATIC option.

edit> add nat DYNAMIC src dest translated_src translated_dest

Note — You can also use a range of addresses or a group of addresses.

. Activate the policy to have the changes take effect.

To Delete NAT Mappings

Use the del subcommand to delete a NAT entry that maps an internal address to an
external address, regardless of whether mapping is static or dynamic:

edit> del nat 1

The changes take effect when you activate the policy whose rules you have edited.
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v To List the NAT Mappings

® Use the 1ist subcommand to list a NAT entry that maps internal address to a

external address, regardless of whether mapping is static or dynamic:

edit> list nat

You will see a listing that shows type of NAT, the internal address, and the external
address:

1 STATIC "105-range" "*" "nat-range" "*!

346

Virtual Private Network (VPN)

To Add a VPN Gateway

Setting up a VPN requires you to have a certificate per Screen and to define the
address groups involved. For descriptions and concepts of the virtual private network,
see “Encryption, Tunneling, and Virtual Private Networks” in SunScreen 3.2
Administrator’s Overview.

. At the command line prompt, type:

edit> add vpngateway vpn-net addrgrp-a SKIP cert-a KEY
DES-CBC DATA RC4-40 MAC MD5 COMPRESSION NONE

Where:

®m  vpn-net is the name of the VPN
®  addrgrp-a is an address group that uses the following certificate
®m  SKIP cert-a is the certificate

If you are using a tunnel address, append TUNNEL address_name to the add/replace.

To setup the VPN completely, you should have all the certificates, address groups, and
VPN gateways defined on each Screen. In a VPN configuration that has two networks
connected, you would see something like the following;:

edit> list vpngateway

1 "vpn-net" "addrgrp-a" SKIP "cert-a" KEY "DES-CBC" DATA "RC4-40"
MAC "MD5" COMPRESSION "NONE"

2 "vpn-net" "addrgrp-b" SKIP "cert-b" KEY "DES-CBC" DATA "RC4-40"
MAC "MD5" COMPRESSION "NONE"
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2. Create an address group to contain the address groups for both networks, for
example:

edit> add address vpn-grp GROUP { addrgrp-a addrgrp-b } {}

3. Define a rule to specify the VPN gateway:

edit> add rule common vpn-grp vpn-grp ALLOW VPN vpn-net

To Replace a VPN Gateway
VPN gateways are set up in an ordered manner.

® To change values, at the command line prompt, type (for example):

edit> replace vpngateway 1 vpn-net addrgrp-a SKIP cert-new KEY
DES-CBC DATA RC4-40 MAC MD5 COMPRESSION NONE

To Remove a VPN Gateway
To remove the VPN gateway, you must delete the rules and VPN object.

® At the command line prompt, type (for example):

edit> del vpngateway 1

Information, Statistics, and Logs

To View the Information

The ssadm sys_info subcommand provides information such as product, system
boot time, SunScreen boot time, and version.

1. To display information using local administration, type the following;:

# ssadm sys_info

2. To display the equivalent information using remote administration, use the -r flag
and specify the name of the remote Screen:

# ssadm -r Screen_name sys_info
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To View the Statistics

The traffic_stats option displays information about the traffic flowing through a

Screen.

. Using local administration, type the following:

# ssadm traffic stats

. Using remote administration:

# ssadm -r Screen_name traffic_stats

To Set Logsize on a Screen

You can use LOGSIZE to set the maximum size of your log file. The values are
expressed in Mbytes, where 200 represents 200 Mbytes.

At the editor prompt, type:

edit> add screen vorticity ADMIN CERTIFICATE vorticity.admin CDP RIP DNS
SNMP 10.100.253.200 LOGSIZE 200

To Set Up Packet Logging

SunScreen provides flexible logging of packets. A packet can be logged when it
matches a policy rule, when it does not match a policy rule, or when it matches a
policy rule whose action is DENY.

. Configure SunScreen to log packets that do not match any particular policy rule.

Most frequently, packets are logged because of the DENY action in a rule or because
they do not match any policy rule.

. Set the type of logging you want in the details for the ALLOW action in a policy

rule.

. Set the type of ICMP reject in the details for the DENY action in a policy rule.

. On the Interfaces panel of the Interface page, set logging for packets that are

dropped because they do not match any policy rule.
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v To Examine Packets

® Once a log is retrieved, use the ssadm logdump command to examine it.

Examining logged packets can be useful for troubleshooting problems encountered
while you set up security policies. For example, when first creating policies, make the
default DENY action "log packets." This enables you to review the logs easily. You can
also use logging to capture any attempts to break in.

v To Display Packets in the Log File
You can examine a saved log file only from the command line.

® Use the ssadm logdump command to display packets in the log file:

# ssadm logdump -i ssadm_log_file
ssadm_log_file is the name of a log file that has been downloaded from the Screen.

v To View the Log

® Type the following to view the current log using local administration:

# ssadm log get | ssadm logdump -i -

Note — See the ssadm-1ogdump manpage for a list of options.

v To Save the Log

1. Using local administration, use ssadm log get to save a log record to a file for local
administration:

# ssadm log get > filename

2. Using remote administration use ssadm with the -r option:

# ssadm -r Screen_name log get > filename

v To Clear the Log

This action clears the log browser’s display of any log records without saving them
and clears the SunScreen log file.
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1. Using local administration, type the following to clear the log file:

# ssadm log clear

2. Using remote administration, use ssadm with the -r option:

# ssadm -r Screen_name log clear

v To Save and Clear the Log
This action saves a log to a file and clears the display of any log records.

1. Using local administration, type the following to save the log to a file and clear the
log:

# ssadm log get_and clear > filename

2. Using remote administration, use the ssadm with the -r option:

# ssadm -r Screen_name log get_and clear > filename

Setting Up High Availability (HA)

See Chapter 5 and “Encryption, Tunneling, and Virtual Private Networks” in
SunScreen 3.2 Administrator’s Overview before using the command line to set up HA.

1. To install HA on the Screen designated to be the primary HA Screen, type the
following:

# ssadm ha init_primary inferface

This step creates a new HA cluster containing one Screen.

2. To install HA on the Screen designated to be the secondary HA Screen type the
following:
# ssadm ha init_secondary interface primarylP
Where:
m interface is the interface to be used for the HA heartbeat and synchronization

m  primarylP is the IP address (on the HA network) of the primary Screen in the
cluster
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Note — You can receive the following error message after you issue the ssadm ha
init_secondary command because the primary screen has not sent the policy to the
secondary screen. This is normal and the error message can be ignored.

Error: No filtering interfaces defined.

. To add the HA secondary Screen to the existing HA cluster, execute the following
command on the primary machine in the cluster:

# ssadm ha add_secondary secondarylP

Where secondaryIP is the IP address (on the dedicated HA network) of the secondary
Screen to be added.

Note — After adding an HA secondary Screen and activating your policy, the new
secondary Screen may become active. If you need to perform additional
administration on the primary Screen, first direct the secondary Screen to become
passive so that you can communicate with the primary Screen.

To Allow Non-Administrative Traffic on an HA
Network

By default, only administrative traffic is allowed on the HA interface (ping and
SunScreen Administration services). This design keeps the network as secure as
possible. However, sometimes administrators have some need to open up other
services on this private network.

This can be accomplished by adding filtering rules that include the HA network as the
destination address. For example, suppose that the dedicated HA network is
172.16.0.0/24. The following policy would allow telnet traffic to and from any address
on the HA network.

Add the filtering rule as follows:

edit> list interface gfel

"gfeO" HA "hanetwork" INCOMPLETE

edit> list address

hanetwork "hanetwork" RANGE 172.16.0.0/24
edit> list rule 1

1 "telnet" "hanetwork" "hanetwork" ALLOW

The destination address must be the same network object that is used in the interface
definition. An equivalent object with a different name will not work.

For example, the following change would work, since only the source is a newly
defined object.
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edit> add address hanetwork2 RANGE 172.16.0.0/24

edit> replace rule 1 telnet hanetwork2 hanetwork ALLOW

However, the below change would not work, since the destination address object is
not the same exact object that is defined in the HA interface definition:

edit> add address hanetwork2 RANGE 172.16.0.0/24
edit> replace rule 1 telnet hanetwork hanetwork2 ALLOW

To Remove an HA Screen

HA setup requires commands that are outside the configuration editor. Removing the
HA setup consists of removing the HA_* options from the Screen objects on the
appropriate machines. The three steps below assume the following:

edit> list screen

"vorticity" MASTER "barotropic" CDP

RIP NIS HA SECONDARY HA TP 129.192.1.2

"barotropic" ADMIN CERTIFICATE "barotropic.admin" CDP

DNS NIS HA PRIMARY HA IP 129.192.1.5 HA ETHER 8:0:20:9e:e0:66

Remove the HA Screen:
edit> del screen vorticity
Redefine the primary Scrren to no longer be an HA-PRIMARY::

edit> add screen barotropic ADMIN CERTIFICATE barotropic.admin CDP DNS NIS

Save and activate your configuration.

To View HA Information

The next two steps display information such as the current active or passive status of
the HA machine in question and the current state of the HA daemon.

Using local administration, type the following:

# ssadm ha status

Using remote administration, use the -r flagssadm with the -r option to display
the same information:

# ssadm -r Screen_name ha status

To view the status of all HA machines in a cluster, type the following from the
primary HA machine:

# ssadm ha status -2
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Centralized Management Groups (CMG)

Use the following commands to set up a CMG cluster. Centralized management
groups are explained in Chapter 7 and in “Centralized Management Group” in
SunScreen 3.2 Administrator’s Overview.

To Change a Screen Object to Put It in a Cluster
The example below illustrates a two-machine cluster setup.

Type the following on both machines in the cluster:

edit> add screen sphere ADMIN CERTIFICATE "sphere.admin"

CDP RIP NIS LOGSIZE 100

edit> add screen velocity ADMIN IP 10.100.105.5 ADMIN CERTIFICATE
vorticity.admin KEY"DES" DATA "RC4-40"

MAC "MD5" COMPRESSION "NONE" MASTER sphere CDP DNS NIS

To Remove a Screen from a Cluster

Type the following on the primary Screen ("sphere" in this example):

edit> del screen vorticity

Getting Support for SunScreen Products

If you have any support issues, call your authorized service provider. For further
information about support, use the following URL to contact Enterprise Services:
http:/ /www.sun.com/service/contacting.

You can collect useful diagnostic information by saving the output of the SunScreen
support commands shown in the following table.

TABLE 10-5 SunScreen Support Commands

Command Description

config Brings over configuration files for the active configuration
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TABLE 10-5 SunScreen Support Commands (Continued)

Command Description

date Sets and gets current time/date

disks Checks disk space (df -k)

eeprom Checks EEPROM settings

findcore Checks for a core file

help Provides a list of the available support commands
last Checks boot history

packages Checks pkginfo and patch history

procs Checks processes (ps -elf)

skip Checks contents of /etc/skip/ directory

stats Checks the kernel networking statistics (netstat -k)
streams Checks the STREAMS statistic (netstat -m)
versions Brings over version information on major SunScreen components

These commands, sent from a remote Administration Station, are used for remote

diagnostics.

1. Type the following to start any of these support commands:

a. From a local administration station, type:

# ssadm Screen_name lib/support Command_Name

b. From a remote administration station, type:

# ssadm -r Screen_name lib/support Command_Name

2. The following table list additional support commands that are available using
lib/Command_ Name instead of 1ib/support::

TABLE 10-6 Other Support Commands

Command Description

nattables List the contents of internal NAT tables.

screeninfo List all of the information about the SunScreen installation including
packages installed, patched installed on the system, etc. This command
produces copious amounts of data.

statetables Displays internal protocol state tables

SunScreen 3.2 Administration Guide * September, 2001



TABLE 10-6 Other Support Commands (Continued)

Command Description

support help  List the support commands available.

. Type the following to start any of these other support commands:

a. From a local administration station, type:

# ssadm Screen_name lib/Command_Name

b. From a remote administration station, type:

# ssadm -r Screen_name 1lib/Command_Name

Gathering Data From the Screen

You can use several commands to gather system information from the Screen. This
information may be requested by Sun Service, should you encounter problems with
your Screen.

Note — These commands should only be used for debugging in conjunction with a
support call.

To use the ssadm 1ib/statetables Command

To see internal statetable information, type:

# ssadm lib/statetables

To Use the ssadm 1ib/screeninfo Command

This command gathers a complete set of data for your Sun Service representative,
including;:

State tables

ARP table information

Disk usage

Streams information

SunScreen configuration information and files
Uptime

SKIP information
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® At the command line prompt, type:

# ssadm lib/screeninfo > oufput_filename

To Use the ssadm 1lib/nattables Command

To list the contents of the internal NAT tables, type:

# ssadm lib/nattables

To Use the ssadm 1ib/support Command

This command gives you access to the commands in the support directory, all of
which are invoked by the screeninfo command. However, if you are seeking
limited data, you may want to run this command alone.

At the command line prompt, type:

# ssadm lib/support subcommand [parameters...]

See the following procedure for information on the subcommands or parameters used
with this CLL

To Use the ssadm 1ib/support help Option

At the command line prompt, type:

# ssadm lib/support help
A list of the subcommnads is displayed.

356

Troubleshooting

You can use the ssadm debug_level command to control the printing of debugging
information from the SunScreen kernel.

If you type the command with no arguments, ssadm debug_1level displays the
current debug-level mask. By default, this mask has a value of 1, which means it
reports only significant errors.

If you specify a hexadecimal number as an argument for ssadm debug_level, the
command sets the kernel debugging mask to that level.
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v To Use the ssadm debug level Command
1. To list the debugging bit choices, type the following:

# ssadm debug level ?

2. Select a ssadm debug_level mask by setting all of the debugging bits in which
you are interested.

Probably the most useful example of the ssadm debug_level debugging bit is
DEFAULT DROP

Installing and Configuring the Netscape
Browser from the Command Line

When using the Java Plug-In for Netscape Navigator, follow the instructions in the
Netscape release notes. In particular, define the MOZILLA HOME environment variable
and include the Netscape installation directory in your PATH, so you do not have to
type the full path name every time you run Netscape.

v To Install and Configure the Netscape Browser

1. Set up an environment for installing and running the Java Plug-In.
m  For sh or ksh users, type:

# unset CLASSPATH

# MOZILLA HOME=/opt/netscape
# PATH=$MOZILLA HOME:$PATH

# export PATH MOZILLA HOME

®m  For csh users, type:

% unsetenv CLASSPATH
% setenv MOZILLA HOME /opt/netscape
% set path = ( $MOZILLA HOME $path )

2. Install the Java Plug-In by typing:
# sh Java_Plugin_File_Name.sh

3. Save the identitydb.obj file. See “To Save the identitydb.obj File”
on page 358.
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4. Access the SunScreen administration GUI in one of two ways:
m  Access the SunScreen administration GUI with no access to local files by typing;:

# netscape http://screenhost:3852/
®m  Access the SunScreen administration GUI using the Java Plug-In, with access to
local files for backup and restore, by typing;:

# netscape http://screenhost:3852/plugin/

5. Set the CLASSPATH environment variable only if you need to install special Java
files in Netscape Communicator.

Communicator uses CLASSPATH to find local . class files. If CLASSPATH is set in
your environment, only the . jar files and directories specified in the CLASSPATH are
searched. If you set your CLASSPATH, you must make sure that each . jar file in
$MOZILLA_ HOME/java/classes is listed individually in your CLASSPATH.

v To Save the identitydb.obj File

After installing the Java Plug-In, save the identitydb.obj file to distribute to the
Administration Stations.

1. Save the file identitydb.obj by going to the following URL:
http://localhost:3852/plugin/plugins/

2. In Netscape, press mouse button 3 and choose Save Link As.

If your browser does not support this save operation, access identitydb.obj in the
/usr/lib/sunscreen/admin/htdocs/plugin/plugins/ directory.

3. Copy the identitydb.obj file onto a diskette to distribute to all Administration
Stations.

4. If the identitydb. obj file already exists in its proper location, add SunScreen as
an accepted signer.

Operating System Proper Location

UNIX $HOME

Single-user Win95 CAWINDOWS

Multi-user Win95/98 C\AWINDOWS\PROFILES\ username
WinNT C:\WINNT\PROFILES\username
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Note — If the identitydb.obj file does not exist, copy the file from the diskette to
one of the above locations, then perform Step 4.
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APPENDIX A

About SunScreen Lite

Differences Between SunScreen and
SunScreen Lite

SunScreen Lite is a stateful, packet-filtering firewall that utilizes a subset of the
features in SunScreen. It is designed to protect individual servers and small work
groups.

This manual describes procedures for managing both SunScreen Lite and the full
version of SunScreen. When configuring and administering SunScreen Lite, please
keep the following differences and similarities in mind.

Supported Features

SunScreen Lite supports the following SunScreen features. A SunScreen Lite firewall
can:

®  Provide basic packet filtering.

®m  Administer a Screen from a remote Administration Station.
®  Be used in virtual private networks (VPNs).

®  Be used for CMG secondary machines.

m  Use SunScreen SKIP (Simple Key-Management for Internet Protocols) for
encryption.

SunScreen SKIP is included as part of SunScreen Lite and is installed automatically.
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Limitations

SunScreen Lite does not support the following SunScreen features. Consequently, a
SunScreen Lite firewall:

Cannot be a member of a high availability (HA) cluster.

Does not support stealth-mode operation.

Does not support proxies.

Can neither create nor be made the primary Screen in a CMG group.

Only supports two routing interfaces when ip forwarding is enabled on the
Screen. Any additional interfaces that are configured on this system will not have
filtering rules applied to them. Lite supports virtually unlimited routing interfaces
when the Screen is not acting as a router; thatis, ip forwarding is turned off.
This is ideal for protecting server systems that have multiple interfaces for
connectivity, administration, and backup, but that are not routing packets between
interfaces

Cannot support more than ten unregistered IP addresses that can be translated to
registered address using Network Address Translation (NAT); it is limited to two
NAT rules.

Ignores the time-of-day field. It makes all rules active while that policy is active.
Can neither support nor create time objects.
Can neither support nor create the ADMIN, HA, or STEALTH interfaces.
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APPENDIX B

Quick Start Procedures

This section contains cookbook-style instructions for setting up the following;:

Telnet proxy service with and without proxy user authentication
FTP proxy service with and without proxy user authentication
HTTP proxy service

SMTP proxy service

Configuring RADIUS Authentication

Telnet and FTP proxy service with RADIUS user authentication
SecurlID clients supported by SunScreen

Telnet and FTP proxy service with SecurID user authentication

Telnet Proxy Service Without Proxy User
Authentication

The following information is used in this example:

Proxy user name pul
Authorized user name none
Authorized user password none
Backend user name bul

Backend Telnet server name  telnet_server
SunScreen proxy name sunscreen_fw

Client machine name tiny
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v To Set Up the SunScreen Environment

1. Add an entry in the /etc/hosts file if it is accessible, for example:

1.2.3.4 telnet server

2. Type the following to make sure the backend Telnet server is accessible:

ping -s telnet server

v To Configure the Telnet Proxy Service

Note — There is no need to create an authorized user.

1. Create the proxy user:
a. In the Common Objects section, select Proxy User from the Type list.

b. Select New Single from the Add New list.
The Proxy User dialog box appears.

c. Type a name for this Proxy User in the Name field, for example:
pul

d. Select the User Enabled check box.

e. Leave the Authorized User Name field empty.

f. Type a name in the Backend User Name field, for example:
bul

g. Click the OK button.

2. Create a Policy Rule.

a. Click the Add New button in the Policy Rules area of the Policy Rules page.
The Rule Definition dialog box appears.

b. Select the following values for each field as follows by clicking the down arrow
to display the list:

Service telnet
Source Address *

Destination Address *
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Action ALLOW
PROXY list PROXY_TELNET

3. Save the changes:
a. Click the Verify Policy button.
b. Click the Save Changes button.

4. Test the Telnet Proxy Service

From the client machine:
a. Make sure the physical connections are good.

b. Make sure the client machine can access the SunScreen proxy:

ping -s sunscreen fw

c. Test the Telnet proxy service:
Command issued telnet sunscreen_fw
Username@Hostname  pul@telnet_server
Password Press the Return key

tiny# telnet sunscreen fw

Trying 70.70.70.1...

Connected to sunscreen_fw.

Escape character is "*]".
SunScreen Telnet Proxy Version 3.2

Username@Hostname: pul@telnet server
Password: <press return>
Trying telnet server (1.2.3.4)
Connected to telnet_server

SunOS 5.6

login: bul
Password: bul pw

Telnet Proxy Service With Proxy User
Authentication

The following information is used in this example:
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Proxy user name pul

Authorized user name aul
Authorized user password aul_pw
Backend user name bul

Backend Telnet server name telnet_server
SunScreen proxy name sunscreen_fw

Client machine name tiny

v To Set Up the SunScreen Environment

1. Type the following to make sure the backend Telnet Server is accessible:

# ping -s telnet server

2. Add an entry in the /etc/hosts file if it is accessible. For example:

1.2.3.4 telnet server

v To Configure the Telnet Proxy Service
1. Create an authorized user:
a. In the Common Objects section, select Authorized User from the Type list.

b. Select New from the Add New list.
The Authorized User dialog box appears.

c. Type a name for this authorized user in the Name field, for example:

aul
d. Select the User Enabled check box.

e. Type the password:

aul pw
f. Select the Enabled check box after the Password field.

g. Retype the password:

aul pw

h. Click the OK button.
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2. Create the Proxy User:

a.

b.

8.

In the Common Objects section, select Proxy User from the Type list.

Select New from the Add New list.
The Proxy User dialog box appears.

Type a name for this Proxy User in the Name field, for example:
pul

Select the User Enabled check box.

Type the following in the Authorized User Name field:

aul

Type a name in the Backend User Name field, for example:

bul

Click the OK button.

3. Create a Policy Rule:

a.

C.

Click the Add New button in the Policy Rules area of the Policy Rules page.

The Rule Definition dialog box appears.

Select the following values for each field:
Service telnet

Source Address *

Destination Address *

Action ALLOW

PROXY list PROXY_TELNET

Click the OK button.

4. Save the changes:

a.

b.

Click the Verify Policy button.

Click the Save Changes button.

5. Test the Telnet Proxy Service

From the client machine:

a.

Make sure the physical connections are good.
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b. Make sure the client machine can access the SunScreen proxy:

ping -s sunscreen fw

c. Test the Telnet proxy service:

Command issued telnet sunscreen_fw

Username pul@telnet_server

Password aul’s password, for example, aul-pw.
(Password is not seen because it is echo
suppressed.)

tiny# telnet sunscreen fw

Trying 70.70.70.1...

Connected to sunscreen fw.

Escape character is "*]".
SunScreen Telnet Proxy Version 3.2

Username@Hostname: pul@telnet_ server
Password: aul pw

Trying telnet_ server (1.2.3.4)
Connected to telnet_server

SunOS 5.6

login: bul
Password: aul pw

FTP Proxy Service Without Proxy User
Authentication

The following information is used in this example:

Proxy user name pul
Authorized user name none
Authorized user password none
Backend user name bul
Backend user password bul_pw
Backend FTP server name ftp_server
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SunScreen proxy server name sunscreen_fw

Client machine name tiny

To Set Up the SunScreen Environment

Note — The ping command must be enabled in the Rules page before you can
perform the following procedure.

. Type the following to make sure the backend FTP Server is accessible:

ping -s ftp server

. Add an entry in the /etc/hosts file if it is accessible. For example:

1.2.3.4 ftp server

To Configure the FTP Proxy Service

Note — There is no need to create an authorized user.

. Create the proxy user:
a. In the Common Objects section, select Proxy User from the Type list.

b. Select New Single from the Add New list.
The Proxy User dialog box appears.

c. Type a name for this Proxy User in the Name field, for example:

pul
d. Select the User Enabled check box.
e. Leave the Authorized User Name field empty.

f. Type a name in the Backend User Name field, for example:

bul

g. Click the OK button.
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2. Create a Policy Rule

a. Click the Add New button in the Policy Rules area of the Policy Rules page.
The Rule Definition dialog box appears.

b. Select the following values for each field:
Service proxy_ftp
Source Address *
Destination Address *
Select Action ALLOW
c¢. From the PROXY list, select PROXY_FTP.

d. Enable the FTP command options, for example:
GET ALLOW
CHDIR ALLOW
PROXY USERS  pul

e. Click the OK button.
3. Save the changes:
a. Click the Verify Policy button.

b. Click the Save Changes button.

Vv To Test the FTP Proxy Service

From the client machine:
1. Make sure the physical connections are good.

2. Use the ping command to make sure the client machine can access the SunScreen
proxy:

# ping -s sunscreen fw

Note — The ping command must be enabled in the Rules page before you can
perform this procedure.

3. Test the FTP proxy service.

For example, the following values produce the screen output in Example C-1:

370 SunScreen 3.2 Administration Guide * September, 2001



Command issued ftp sunscreen_ fw

User name pul@ftp_server
Password put_anything@bul_pw
OR:

<none>@bul_pw
For example, zzz@bul_pw
Password is not seen because it is echo suppressed.

EXAMPLE B-1 Screen Output

tiny# ftp sunscreen_ fw

Connected to sunscreen_ fw.

220- Proxy: SunScreen FTP Proxy Version 3.2
Username to be given as <proxy-user>’'@’'<FTP-server-host>
Password to be given as <proxy-passwords’@’<FTP-server-passwords>

220 Ready.

Name (sunscreen fw: root): pul@ftp server

331- Proxy: Authenticate & connect:

331 Password needed to authenticate ‘pul’.

Password: <zzz@bul pw>

OR

Password: <@bul_pw>

230- Proxy:
Authentication mapped ’‘pul’ to backend user ’‘bul’.
Connecting to ftp_server (1.2.3.4) - done.

Server: 220 ftp server FTP server (SunOS 5.6) ready.
Proxy: Login on server as 'bul’.

Server: 331 Password required for bul.

Proxy: Supplying password to server.

230 Server: User bul logged in.

ftp> 1s

FTP Proxy Service With Proxy User
Authentication

The following information is used in this example:

Proxy user name pul
Authorized user name aul
Authorized user password aul_pw
Backend user name bul
Backend user password bul_pw
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Backend FTP server name ftp_server
SunScreen proxy server name sunscreen_fw

Client machine name tiny

v To Set Up the SunScreen Environment

1. Use the ping command to make sure the backend FTP Server is accessible:

ping -s ftp server

2. Add an entry in the /etc/hosts file if it is accessible. For example:

1.2.3.4 ftp server

v To Configure the FIP Proxy Service
1. Create the authorized user:
a. In the Common Objects section, select Authorized User from the Type list.

b. Select New from the Add New list.
The Authorized User dialog box appears.

c. Type a name for this authorized user in the Name field, for example:

aul
d. Select the User Enabled check box.

e. Type the password:

aul pw
f. Select the Enabled check box after the Password field.

g. Retype the password:

aul_pw
h. Click the OK button.
2. Create a Proxy User:
a. In the Common Objects section, select Proxy User from the Type list.

b. Select New from the Add New list.
The Proxy User dialog box appears.
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g.

Type a name for this Proxy User in the Name field, for example:

pul

Select the User Enabled check box.

Type a name in the Authorized User Name field:
aul

Type a name in the Backend User Name field, for example:

bul

Click the OK button.

. Create a Policy Rule:

a.

Click the Add New button in the Policy Rules area of the Policy Rules page.

The Rule Definition dialog box appears.

Select the following values for each field:
Service ftp

Source Address *

Destination Address *

Action ALLOW

PROXY list PROXY_FTP

Enable the FTP command options, for example:
GET ALLOW

CHDIR ALLOW

PROXY USERS  pul

. Click the OK button.

. Save the changes:

a.

b.

Click the Verify Policy button.

Click the Save Changes button.

. Test the FTP Proxy Service

From the client machine:

a.

Make sure the physical connections are good.
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b. Make sure the client machine can access the SunScreen proxy:

# ping -s sunscreen fw

c. Test the FTP proxy service:

Command issued ftp sunscreen_fw

Username pul@ftp_server

Password For example, aul_pwebul_pw
(Password is not seen because it is echo
suppressed.)

EXAMPLE B-2 Screen Output

tiny# ftp sunscreen_fw

Connected to sunscreen fw.

220- Proxy: SunScreen FTP Proxy Version 3.2
Username to be given as <proxy-users>’@’<FTP-server-hosts>
Password to be given as <proxy-passwords>’'@’'<FTP-server-passwords>

220 Ready.

Name (sunscreen fw: root): puleftp server

331- Proxy: Authenticate & connect:

331 Password needed to authenticate ’pul’.

Password: <aul_pwebul_ pw>

230- Proxy:
Authentication mapped ’‘pul’ to backend user ‘bul’.
Connecting to ftp_ server (1.2.3.4) - done.

Server: 220 ftp server FTP server (SunOS 5.6) ready.
Proxy: Login on server as 'bul’.

Server: 331 Password required for bul.

Proxy: Supplying password to server.

230 Server: User bul logged in.

ftp> 1s

HTTP Proxy Service

Note — User authentication does not apply.

The following information is used in this example:
Backend HTTP Server name  gobaby
Backend HTTP Server URL gobaby/Sun.Net
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SunScreen proxy name sunscreen_fw

Client machine name tiny

v To Set Up the SunScreen Environment
1. Disable the HTTP daemon (for example, ht tpd), if it is running.

2. Type the following to make sure the backend HTTP Server is accessible:

ping -s gobaby

3. Add an entry in the /etc/hosts file if it is accessible. For example:

1.2.3.4 gobaby

To Configure the HTTP Proxy Service
1. Create the Proxy User:
a. In the Common Objects section, select Proxy User from the Type list.

b. Select New from the Add New list.
The Proxy User dialog box appears.

c. Type a name for this Proxy User in the Name field, for example:

pul
d. Leave the Authorized User Name field blank.
e. Leave the Backend User Name blank.
f. Click the OK button.
2. Create a Policy Rule:

a. Click the Add New button in the Policy Rules area of the Policy Rules page.
The Rule Definition dialog box appears.

b. Select the following values for each field:

Service http
Source address *
Destination address *

Action ALLOW
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PROXY list PROXY_HTTP
Cookies, ActiveX, Java, and SSL ALLOW/DENY

c. Click the OK button.

3. Save the changes:
a. Click the Verify Policy button.
b. Click the Save Changes button.

4. Test the HTTP Proxy service

From the client machine:
a. Make sure the physical connections are good.

b. Make sure the client machine can access the SunScreen proxy:
ping -s sunscreen_fw

c. Configure the browser to use the HTTP proxy:
HTTP Proxy sunscreen_fw
Port 80

d. Type the following URL:

http://gobaby/Sun.Net

The screen output appears on the web page.

SMTP Proxy Service

Note — User authentication does not apply.

v To Set Up the SunScreen Environment

1. Configure addresses and rules for DNS servers and address(es) for SMTP server(s)
as follows:

ssadm edit Initial
edit> add Address dns0 HOST 1.2.3.4
edit> add Address dnsl HOST 1.2.3.5
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edit> add Address dns-servers GROUP { dnsO dnsl } { }

edit> add Address smtp-server HOST ...

edit> add Rule dns localhost dns-servers ALLOW

Test spam filtering.

The rule below allows any address to all inbound mailboxes, no relay checking.

edit> add Rule smtp "*" smtp-server ALLOW PROXY SMTP RELAY
edit> save

Type the following to create a basic mail spam list (list of domains and/or addresses
which won’t be allowed to send mail):

ssadm edit Initial mail spam add spam.com
ssadm edit Initial mail spam add 0.0.0.0..255.255.255.255

Note — For more information on spam control, see “SMTP Proxy” in SunScreen 3.2
Administrator’s Overview.

Type the following to activate the configuration:

ssadm activate Initial

This refuses mail from any named host in spam. com, any host that has an
unregistered address, and any originator name (in MAIL FROM: command) within
spam. com.

Now a connection from an unregistered host, or from a registered host under the
domain spam. com, looks like this:

% telnet efs 25

Trying 1.2.3.4...

Connected to efs

Escape character is ""]".

455 Smells like ... bacon ... no, spam!
Connection closed by foreign host.

The reverse-translated name (or lack thereof) has determined the originator is a
spammer.

A connection from a registered host not under the domain spam. com looks like this:

% telnet efs 25

Trying 1.2.3.4...

Connected to efs

Escape character is "*]".

220 efs ESMTP Sendmail 8.7.4/8.7.3;
Thu, 11 Mar 1999 19: 34: 40 -0800 (PST)
helo me.com

250 efs Hello me.com [3.4.5.6],

pleased to meet you

mail from: elvis-lives@spam.com

455 Smells like ... bacon ... no, spam!
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Connection closed by foreign host.

The connection is aborted because the originating user was determined to be a
spammer. elvis-lives@spam. com is an alternate syntax for the mailbox.

v To Test Relay Blocking

1. Type the following to replace the previous rule with a rule that checks relaying:

edit> add Rule smtp "*" smtp-server ALLOW PROXY SMTP
This allows only configured domains in inbound mailbox names.

2. Type the following to create a basic mail relay list (a list of domains and/or hosts
which will/will not be allowed as recipient):

ssadm edit Initial mail relay add good.org
ssadm edit Initial mail relay add !too.good.org
ssadm edit Initial mail relay add !too-mailer
ssadm edit Initial mail relay add plenty.org

The ! prefix indicates that the domain or host is not to be allowed; if you are using
csh, remember to escape the !, which is a shell meta-character.

Relay processing first compares the recipient domain(s) to those which are NOTs (that
is, begin with !); if the recipient is found there, the message is refused.

Second, the recipient domain(s) are compared to the list of OK domains (that is,
without !); if found, the recipient is allowed.

3. Activate the configuration.

This refuses mail to any mailbox in the subdomain too.good. org or for the host
too-mailer, but accepts messages bound for any mailbox in other parts of
good.org, or any mailbox in plenty.org (from RCPT TO: command).

This example shows mail for allowed recipients, ending in one which will not be
relayed-to:

% telnet efs 25

Trying 1.2.3.4...

Connected to efs

Escape character is "*]".

220 efs ESMTP Sendmail 8.7.4/8.7.3;
Thu, 11 Mar 1999 19: 34: 40 -0800 (PST)
helo me.com

250 efs Hello me.com [3.4.5.6],
pleased to meet you

mail from: me@me.com

250 me@me.com... Sender ok

rcpt to: <johnny.begood.orgs>

250 Recipient ok

rcpt to: extra@extra@good.org

250 Recipient ok
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rcpt to: <chinzeplenty.orgs>

250 Recipient ok

rcpt to: but.not@too.good.org

454 Relay refused

Connection closed by foreign host.

The connection was aborted because the recipient would require a forbidden relay
operation.

Other examples of relay addresses that will not be allowed are:
®  badl@too-mailer

®  bad2@too-mailer@good.org

®  bad3@too.good.org@good.org

®  @good.org,bad4@too.good.org

B @too.good.org,bad5@ok.good.org

Note — The last two bullet items are examples of older, ARPANET-style path
naming, and most modern mail transfer agents (MTA), such as sendmail, are not
configured to accept them, regardless of whether they pass our relay filtering. Also,
mailbox names surrounded by <> are treated as if they there are no <>s.

Test default relay.

If there is no configured relay list, the domain name of the SunScreen host itself is
used as the allowed domain. For example, if the SunScreen name is
host@domain. com, the relay checking behaves as if the following command was
configured as the entire relay list:

ssadm edit Initial mail relay domain.com

The following example shows mail which actually gets through:

% telnet efs 25

Trying 1.2.3.4...

Connected to efs

Escape character is ""]".

220 efs ESMTP Sendmail 8.7.4/8.7.3; Thu, 11 Mar 1999 19: 34: 40 -0800 (PST)
helo me.com

250 efs Hello me.com [3.4.5.6], pleased to meet you
mail from: me@me.com

250 me@me.com... Sender ok

rcpt to: you@good.com

250 Recipient ok

rcpt to: reallyereally.good.org

250 Recipient ok

rcpt to: i-goteplenty.org

250 Recipient ok

rcpt to: goodeand.plenty.org

250 Recipient ok

data

354 Enter mail, end with “.” on a line by itself
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Subject: I Love Candy

I really, really love good candy ... yummm! Send me some!

250 UAA01234 Message accepted for delivery
quit

221 efs closing connection

Connection closed by foreign host.

After the . (ending the mail session), the proxy and mailer return to the state where
the mailer expects a next message (starting with a MAIL FROM: command.

Note — Backslash \ and end-of-line denote command line continuation.

Configuring RADIUS Authentication

A typical RADIUS configuration uses two Screens, each of which protects the site.
With multiple sites, a given site may use the RADIUS server of another site as a
backup.

v To Configure RADIUS Authentication

1. Identify the RADIUS servers:

# ssadm edit Policy

edit> vars add prg=auth name=RADIUSServers

VALUES={ host=radius_server name }

DESCRIPTION="RADIUS server name(s) or addresses to query"

2. Add the node secret used by the RADIUS protocol to secure traffic between the
RADIUS client and server:

# ssadm edit Policy
edit> vars add sys=screen name prg=auth
name=RADIUSNodeSecret VALUE="XXXXXXXX

Where xxxxxxxx is the RADIUS Node Secret.

3. Add arule to allow the SunScreen machine to communicate with the RADIUS
servers:

# ssadm edit Policy

edit> add rule radius EFS_hostname radius_server_name ALLOW
edit> save

# ssadm activate Policy
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Telnet Proxy Service With RADIUS User
Authentication

The following information is used in this example:

Proxy user name pul
Authorized user name aul
Autherized user password aul_pw
Backend user name bul

Backend user password bul_pw
Backend Telnet server name telnet_server

SunScreen proxy server name  sunscreen_fw

To Configure the Telnet Proxy Service With
RADIUS User Authentication

. Follow the steps in the previous section, “Configuring RADIUS Authentication”
on page 380.

. Add a rule to enable the Telnet Proxy for a pre-defined RADIUS user:

# ssadm edit Policy

edit> Add Rule telnet USER radius ALLOW PROXY Telnet
edit> save

# ssadm activate Policy

. Test the Telnet Proxy with RADIUS authentication:

Telnet command issued telnet sunscreen_fw
Username@Hostname /radius/bul@telnet_server
Password bul_radpw

# telnet sunscreen fw
Username @Hostname: /radius/bul@telnet server
Password: bul_ radpw
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FTP Proxy Service With RADIUS User
Authentication

The following information is used in this example:

Proxy user name pul
Authorized user name aul
Authorized user password aul_pw
Backend user name bul

Backend user password bul_pw
Backedn FTP server name ftp_server
SunScreen proxy server name sunscreen_fw
Radius user name bul

Radius user password bul_radpw

v To Configure the FIP Proxy Service With RADIUS
User Authentication

1. Follow the steps in the section above, “Configuring RADIUS Authentication”
on page 380.

2. Configure the FTP Proxy Service:
a. Create a Proxy user group, for example, ftp-grp.

b. Add predefined users radius and securid to ftp-grp.

# ssadm edit Policy
> proxyuser add ftp-grp GROUP
> proxyuser addmember ftp-grp radius
> proxyuser addmember ftp-grp securid
c. For each user that will be using the FTP Proxy:
i. Create a record in the Authorized User database.

ii. Create a record in the Proxy User database.
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iii. Add the user as member of ftp-grp:

#
>
>

>

ssadm edit Policy

authuser add aul PASSWORD=\{ aul pw \}

proxyuser add pul auth user name=aul backend user name=bul
proxyuser addmember ftp-grp pul

This example assumes C shell. The backslash \ before the brackets is the escape
key from special characters { and }. For Bourne shell, the backslash is not
necessary.

Since there are typically many users to administer, this is a good task to
automate with a script.

d. Add a rule to allow the FTP proxy for the proxy user group, £tp-grp.

#

ssadm edit Policy

edit> Add Rule ftp USER ftp-grp ALLOW PROXY FTP FTP_GET FTP_CHDIR
edit> save

#

ssadm activate Policy

3. Test the FTP Proxy with RADIUS authentication:

FTP proxy login ftp sunscreen_fw
Username@Hostname bul@ftp_server
Password bul_radpw@bul_pw

# ftp sunscreen fw
Username@Hostname: radius user@ftp server
Password: radius user pw@password at ftp server

SecurlD Clients Supported by SunScreen

SunScreen supports two mechanisms for SecurID clients:

® Install ACE/Agent 3.3 on each user desktop.

Or:

1. Install SunScreen SecurID stub client on the SunScreen machine, which supports
Solaris 2.6, Solaris 7, and Solaris 8 operating systems, on both SPARC and Intel
platforms.

a. Asroot, install a copy of sdconf . rec from the ACE server after it has been
configured to have SunScreen as the ACE client.
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b. Type the following in the directory containing sdconf . rec:

# /usr/lib/sunscreen/lib/securid stubclient setup sdconf.rec

The ACE/Agent 3.3 is supported only on the Solaris 2.6 SPARC platform. It replaces
the system login module with an ACE login module. When the Ace/Agent 3.3 is
installed on each user desktop, ACE accounting will show that the user is
authenticated through the user’s desktop.

Note — The EFS SecurlD stub client supports Solaris 2.6, Solaris 7, and Solaris 8, on
both SPARC and Intel platforms. Install it only on the SunScreen EFS firewall. ACE
accounting will show that the users are authenticated through the EFS machine.

v To Configure SecurID Authentication
1. Follow ACE documentation to set up the ACE server and configure SecurID users.

2. Install either ACE/Agent 3.3 on each user desktop or the SunScreen SecurID stub
client on the EFS machine.

3. Add a rule to allow the SunScreen machine to communicate with the ACE servers:

# ssadm edit Policy

edit> Add Rule securid EFS_hostname secureid server name ALLOW
edit> save

# ssadm activate Policy

Telnet Proxy Service With SecurID User
Authentication

v To Set Up the Telnet Proxy Service With SecurID
User Authentication

The following information is used in this example:

Proxy user name pul
Authorized user name aul
Authorized user password aul_pw
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Backend user name bul
Backend user password bul_pw
Backend Telnet server name telnet_server

SunScreen proxy server name  sunscreen_fw

. Follow the steps in “To Configure SecurID Authentication” on page 384.

. Add a rule to allow telnet proxy for predefined SecurID user:

# ssadm edit Policy

edit> Add Rule telnet USER securid ALLOW PROXY Telnet
edit> save

# ssadm activate Policy

. Test the Telnet Proxy with SecurID Authentication:

Telnet proxy login command issued telnet sunscreen_fw
Username@Hostname /securid /bul@telnet_server
Password securid_passcode

# telnet sunscreen fw
Username@Hostname: /securid/bul@telnet server
Password: securid passcode

FTP Proxy Service With SecurID User

Authentication

To Set Up the FIP Proxy Service With SecurID User

Authentication

The following information is used in this example:
Proxy user name pul

Authorized user name aul

Authorized user password  aul_pw

Backend user name bul
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Badkend user password bul_pw

Backend FTP server name ftp_server
SecurID user name bul
SecurlD user passcode securid_passcode

1. Follow the steps in “To Configure SecurID Authentication” on page 384.
2. Configure the FTP Proxy Service
a. Create a Proxy user group, for example, ftp-grp.

b. Add predefined users radius and securid to ftp-grp:

# ssadm edit Policy

> proxyuser add ftp-grp GROUP

> proxyuser addmember ftp-grp radius
> proxyuser addmember ftp-grp securid

c. For each user that will be using the FTP Proxy:
i. Create a record in the Authorized User database.
ii. Create a record in the Proxy User database.

iii. Add user as member of ftp-grp:

# ssadm edit Policy

> authuser add aul PASSWORD=\{ aul pw\}

> proxyuser add pul auth user name=aul backend user name=bul

> proxyuser addmember ftp-grp pul

Since there are typically many users to administer, this can be done through a
script.

d. Add a rule to allow FTP proxy for proxy user group £tp-grp:

# ssadm edit Policy

edit> Add Rule ftp USER ftp-grp ALLOW PROXY FTP FTP_GET FTP_CHDIR
edit> save

# ssadm activate Policy

3. Test the FTP Proxy with SecurID Authentication:

FTP proxy login ftp sunscreen_fw
Username@Hostname /securid/bul@ftp_server
Password securid_passcode@bul_pw

# ftp sunscreen_fw
Username@Hostname: /securid/bul@ftp server
Password: securid passcode@bul pw
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Glossary

active Screen

address

ADP

AH

algorithm

AMI
API

argument

ATM

attack

Screen in a high availability cluster that is keeping state and passing
traffic. There is always exactly one active Screen in a correctly
operating high availability cluster. See primary Screen and passive
Screen.

In networking, a unique code that identifies a node to the network.
SunScreen uses IP addresses.

Algorithm Discovery Protocol. Enables one entity to inform another of
the capabilities it supports.

Authentication Header. A mechanism for providing strong integrity
and authentication for IP datagrams.

Sequence of steps designed to solve a problem or execute a process
such as drawing a curve from a set of control points, or encrypting a
block of data.

Authentication Management Infrastructure.

application program interface. Set of calling conventions defining how
a service is invoked through a software package. An interface between
the operating system and application programs, which includes the
way the application programs communicate with the operating
system, and the services the operating system makes available to the
programs.

Item of information following a command. It may, for example, modify
the command or identify a file to be affected. Sometimes the term
parameter is used.

asynchronous transfer mode. Transmits data, voice, video, and frame
relay traffic in real time. With ATM, digital information is broken up
into standard-sized packets, each with the address of its final
destination.

Attempted cryptanalysis or an attempt to compromise system security.
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authentication

broadcast

CA

cache

CBC

cDP

Centralized
Management group

certificate

certificate authority

certificate identifier (ID)

CFB
cipher
ciphertext

cluster

common objects

confidentiality

configuration

Property of knowing that the claimed sender is in fact the actual
sender.

Packet delivery system, where a copy of a given packet is distributed
to all hosts attached to the network.

See certificate authority.

Buffer of high-speed memory used to store frequently accessed
memory or values. A cache increases effective memory transfer rates
and processor speed.

Cipher Block Chaining (see also DES). A mode used to chain a
feedback mechanism, which essentially means the previous block is
used to modify the encryption of the next block.

Certificate Discovery Protocol. Request and response protocol used by
two parties to transfer certificates.

Multiple secondary Screens that are managed by the Centralized
Management group’s primary Screen. Note that a Screen in a centrally
managed group, whether primary or secondary, can also be part of a
HA cluster. See HA cluster.

Data structure that binds the identity of an entity with a public-key
value.

Trusted network entity that digitally signs a certificate containing
information identifying the user; such as, user’s name, issued
certificate, and the certificate’s expiration date.

Generic naming scheme term used to identify a particular
self-generated or issued certificate. It effectively decouples the
identification of a key for purposes of key lookup and access control
from issues of network topology, routing, and IP addresses.

Cipher Feedback. Uses a block cipher to implement a stream cipher.
Cryptographic algorithm used for encryption or decryption.
Encrypted message.

Screens in an HA cluster connected by a high-speed network that work
together as if they were one Screen. See high availability.

Data objects that are relevant to all SunScreen policies. They include:
address, screen, state engine, service, interface, certificate, time, and
VPN gateway groups.

Property of communicating such that only the sender and the intended
recipients know what is being sent, and unintended parties cannot
determine what is sent.

Union of one policy with the common objects to form a complete
description of the behavior of one or more Screens.
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content filtering

decryption

demilitarized zone

DES

DMZ
DNS

DST

dynamic packet
screening

dynamic translation

encapsulation

encryption

ESP

Ethernet

failover

filter

Practice of allowing or disallowing traffic based on the content of the
data being sent.

Process of converting ciphertext back to plaintext.

Small protected inside network or subnetwork that provides limited
public access to resources such as web servers, FTP servers, and other
information resources.

Data encryption standard. A common algorithm for encrypting and
decrypting data.

See demilitarized zone.

domain naming system. Distributed name and address mechanism
used in the Internet.

Destination addresses.

Process to ALLOW or DENY examined traffic.

NAT converts a set of internal private addresses into external public
addresses. It allows internal hosts to contact external hosts, but cannot
be used to allow external hosts to contact internal hosts.

Technique used by layered protocols in which a layer adds header
information to the protocol data unit from the layer above. In Internet
terminology, for example, a packet would contain a header from the
physical layer, followed by a header from the network layer (IP),
followed by a header from the transport layer (TCP), followed by the
application protocol data. See tunneling.

Process of protecting information from unauthorized use by making
the information unintelligible. Encryption is based on a code, called a
key, which is used to decrypt the information. Contrast with
decryption.

Encapsulating Security Payload. Mechanism for providing integrity
and confidentiality to IP datagrams. In some circumstances it can also
provide authentication to IP datagrams, depending on which
algorithm or algorithm mode is used. It does not provide
nonrepudiation and protection from traffic analysis.

LAN that enables real-time communication between machines
connected directly through cables.

Process by which a passive Screen in a high availability group becomes
the active Screen if the active Screen becomes unavailable.

Program that reads the standard input, acts on it in some way, and
then prints the results as standard output.
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firewall

fragmentation

FTP proxy

gateway

HA
HA cluster

heartbeat

high availability

host

HTTP proxy

ICMP

IKE

Initial configuration

Computer situated between your internal network and the rest of the
network that filters packets as they go by according to user-specified
criteria.

Process of dividing a packet into multiple smaller packets so that they
can be sent over a communication link that only supports a smaller
size.

Can be configured to allow or deny specific FTP commands such as
put or get.

A device that connects networks that use different communication
protocols. It transfers information and converts it to a compatible
format to the receiving network. See virtual private network.

See high availability.

High availability-specific groups. Multiple secondary HA cluster
Screens are managed by the primary HA cluster Screen. One Screen in
an HA cluster (secondary or primary) is the active Screen that is
actively filtering. Additional HA cluster Screens remain passive until
one detects the failure of the active HA cluster Screen and takes over
the routing and filtering of the network traffic. See high availability.

Periodic message sent between the machines within an HA cluster
over a private network to maintain state. If the heartbeat is not
detected after a specified interval and number of retries, a passive
machine in the HA cluster becomes the active machine. See high
availability.

Consists of one active Screen and at least one passive Screen. If the
active Screen fails, a passive Screen takes over the filtering of the
network traffic and other functionality of the failed firewall.

Name of any device on a TCP/IP network that has an IP address. In
SunScreen, host is only used when referring to a source or destination
of a packet.

Can be configured to ALLOW or DENY Java applets, and ActiveX
controls and cookies.

Internet Control Message Protocol. IP protocol that handles errors and
control messages, to enable routers to inform other routers (or hosts) of
IP routing problems or make suggestions of better routes. See ping.

See Internet Key Exchange.

When installing SunScreen, the user creates, compiles, and activates a
configuration named Initial, which enables a user to connect to the
Screen where the configurations used to implement their security
policy are built.
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integrity

interfaces

Internet Key Exchange

Internet Protocol

1P

IPsec

issued certificate

JDK

JRE
key

key and certificate
diskette

log browser

MAC

media access control

Message Authentication
Code

message transfer agent

MIB

MTA

multicast

NAT

Property of ensuring that data is transmitted from the source to
destination without undetected alteration.

Describes the physical interface ports of Screen objects.

The Internet Key Exchange (IKE) protocol is a key management
protocol standard that is used in conjunction with the IPSec standard.

Suite of protocols within TCP/IP used to link networks worldwide on
the Internet. See IP.

Internet Protocol. Network layer protocol for the Internet Protocol
suite.

An IP security feature that provides robust authentication and
encryption of IP packets.

Certificate that is issued by a certificate authority. See self-generated
certificate.

Java Development Kit. Software tools used to write Java applets or
application programs.

Java Runtime Environment.
Code for encrypting or decrypting data.

Medium that contains the private key and certificate, and should be
kept secure. The identifier for the certificate is on the label.

Facility in SunScreen administration GUI that enables the display and
printing of log messages.

Message Authentication Code. (Also known as media access control,
an IEEE standard.) See authentication.

(MAC) The lower sublayer of the OSI Reference Model layer 2, the
data-link layer. It controls access to a transmission medium such Token
Ring, CSMA /CD, Ethernet, and the like.

Message Authentication Code. (Also known as media access control,
an [EEE standard.) See authentication.

The program responsible for delivering email messages from a mail
user agent or other MTA.

Management Information Base. SNMP structure that describes the
particular device being monitored. See SNMP.

See message transfer agentt.

Special form of broadcast where copies of the packet are delivered to
only a subset of all possible destinations.

See network address translation.
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network address
translation

network layer

network mask

node

nodename

nonrepudiation

NSID

OLTP

OSI

OSPF

packet

parameter

passive Screen

passphrase

password

peer

PFS

Function used when packets passing through a firewall have their
addresses changed (or translated) to different network addresses.
Address translation can be used to translate unregistered addresses
into a smaller set of registered addresses, allowing internal systems
with unregistered addresses to access systems on the Internet.

Third of the seven layers in the ISO model for standardizing
computer-to-computer communications.

Number used by software to separate the local subnet address from
the rest of a given IP address.

Junction at which subsidiary parts originate or center.

Name by which the system is known to a communications network.
Every system running Solaris is assigned a nodename. The nodename
can be displayed using the Solaris uname -n command. Each Screen
has a name that is normally the same as the nodename.

Property of a receiver being able to prove that the sender of a message
did in fact send the message, even though the sender might later want
to deny ever having sent it.

Name space identifier. Used to identify a naming scheme for a SKIP
key. See key.

Online transaction processing. Handles real-time transactions.

Open Systems Interconnection. Suite of protocols and standards
sponsored by ISO to communicate data between incompatible
computer systems.

Open shortest path first. A network routing protocol.

Group of information in a fixed format that is transmitted as a unit
over communications lines.

See argument.

Screen in a high availability cluster that is keeping state with the active
Screen but not actually passing traffic. A passive Screen will become
active if the cluster’s active Screen fails. See active Screen.

Collection of characters used in a similar manner to, although longer
than, password. Letters in both uppercase and lowercase can be used,
as well as special characters and numbers. See password.

Unique string of characters that a user types as an identification code
as a security measure to restrict access to computer systems and
sensitive files.

Any functional unit in the same layer as another entity.

Perfect Forward Secrecy. Captured packets that are decrypted cannot
be used to decrypt other packets.
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ping

plaintext
plumb

Point-to-Point Protocol

policy

PPP

primary Screen

private key

protocol

proxies

pseudorandom

public certificate
diskette

public-key certificate

public-key cryptography

Packet Internet Groper. Program used to test reachability of
destinations by sending them an ICMP echo request and waiting for a
reply. See ICMP.

Unencrypted message.
To install and configure a network interface.

PPP (the successor to SLIP) provides router-to-router and
host-to-network connections over both synchronous and asynchronous
circuits.

TCP/IP connectivity, usually for PCs over a telephone line.

Named set of policy data. For example, when the SunScreen software
is first installed, it configures a default policy named Initial.

See Point-to-Point Protocoll.

In a high availability cluster, the Screen that controls the configuration
of the cluster. In a centralized management group, the Screen that
controls the configuration of the other Screens in the group. Each high
availability cluster or centralized management group has exactly one
primary Screen. See high availability.

Corresponds to a public key and is never disclosed to the public. See
secret key.

A formal description of messages to be exchanged and rules to be
followed for two or more systems to exchange information.

Proxies are separate user-level applications and provide content
filtering and user authentication. Proxies are used to control the
content of various network services. See HTTP proxy, FTP proxy,
Telnet proxy, and SMTP proxy.

Pseudorandom numbers appear random but can be generated reliably
on different systems or at different times.

Medium that contains only the certificate containing the public key.
The identifier for the certificate is on the label

A digitally signed data structure containing a user’s public key, as well
as information about the time and date during which the certificate is
valid.

Also known as asymmetric key cryptography. In public-key
cryptosystems, everyone has two related complementary keys, a
publicly revealed key and a secret key (also frequently called a private
key). Each key unlocks the code that the other key makes. Knowing
the public key does not help you deduce the corresponding secret key.
The public key can be published and widely disseminated across a
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real time

remote

router

routing mode

rules

Screen-specific objects

SDNS

secondary Screen

secret key

self-generated certificate

self-signed certificate

session key

SET

communications network. This protocol provides privacy without the
need for the secure channels that a conventional cryptosystem
requires.

Event or system that must receive a response to some stimulus within
a narrow, predictable time frame, provided that the response is not
strongly dependent on highly variable system-performance
parameters, such as a processor load or interface.

System in another location that can be accessed through a network.

Intermediary device responsible for making decisions about which of
several paths network (or Internet) traffic will follow.

Routing-mode interfaces have IP addresses and perform IP routing.
Routing mode requires that you subnet the network.

All proxies are accessed through the transmission control protocol
(TCP) and, therefore, can only run on systems with at least one
interface configured in routing mode.

Formulas that define a security policy in terms of the common data
objects for SunScreen. Policy data include filtering rules, NAT rules,
and administration access rules.

Data objects relevant to the policies of one Screen. See common
objectscommon objects.

Secure Data Network Service.

Screen that receives its configuration from a primary Screen. Normally,
no administration is performed on a secondary Screen. A secondary
Screen does, however, maintain its own logs and status, which can be
examined. See high availability.

Corresponds to a public key and is never disclosed to the public. See
private key.

See self-signed certificate and UDH certificate. Compare with issued
certificate.

A digitally signed collection of data, whose content can be checked for
authenticity, and optionally used to check the authenticity of other
digitally signed collections (issued certificate).

In SKIP, the CA certificates are self-signed. Obtained out-of-band, they
are used as the basis for issued certificate