New Featuresof VM 3.1.1

Scope:
The intent of this document is to discuss the New Features of the Volume Manager 3.1.1 and to
highlight changes from an end user perspective.

| ntroduction:

Therdlease notesfor VM 3.1.1 list two “New” features under thetitle called “DMP’. These
festures impact the ability of the DMP to co-exist with other vendors multiple pathing
software. The features are as follows:

1) Co-exigence of Alternate Pathing Driver with VERITAS Volume Manager
The coexistence of the DMP Module with Sun’s AP software (Version 2.3.1 with patch
110722-01 only — See Ingtdlation Guide)

2) SENA Device Support
The A5x00 disk arrayswill be claimed by VxVM (DMP) under the SENA (Sun
Enterprise Network Array) category only if the requisite libraries are present on the
system at the time of ingallation/upgrade of VxVM. These libraries are present by
default on Solaris 8.
For Solaris 2.6 and Solaris 7, the patches 107473-03 (Solaris 7) & 105375-20 (Solaris
2.6) must be ingaled before the VXVM package is installed/upgraded.

Starting with 3.1.1 and going forward DMP should no longer be completely removed from a
system. The new design of the Volume Manager DMP module alows the end user to

sectively choose the devices, paths or enclosures for multipathing. Along with this ability to
disable DMP on a per device basis, the user has the ability to hide devices, paths & enclosures
from Volume Manager’ s view. This prevents the user from seeing multiple images of the same
device or “hides’ devicesthat the user does not want Volume Manager to see or use.

To support this there has been changes in some of the commands. These include the
“vxdiskadm” interface and the * vxinstall” program. Both “ vxinstall” and “vxdiskadm” now
have options to alow the user to include/exclude devices from Volume Manager interaction.

The “vxingtall” and “vxdiskadm” menus use the following six terms, Prevent, Suppress,
Allow, Un-suppress, Exclude and Include. The diagram below outlines the relationship of these
terms:

Exclude Include

Prevent Allow

Suppress Un-Suppress
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| nstallation:
During the Volume Manager indalation process, the software is going to ingdl the DMP
module. Thisis not an option garting with VXVM 3.1.1.

If you are performing an upgrade and the DMP driver was disabled on the system prior to this
upgrade, then during the inddlation of VM 3.1.1 the following message will display:

DMP driver was previously disabled, but as this version of VWxVM
requires DMP to be enabled, it will be enabled. If you wish to exclude
certain or all devices from being nultipathed by DMP, you can use
vxinstall or vxdiskadmutilities to do so after the upgrade is

conpl ete. Please refer to docunentation on these utilities for nore

details.
Continue installation? [y,n,?] (default: n):

- If you enter “y”, DMP will be enabled and ingtalation will proceed.
- If you enter “n”, ingtdlation will abort.

If there are arrays that are using other vendors Alternate or Multi Pathing software, and you do
not want them to be included under VERITAS DMP, then you will use menu items from
vxinstall or vxdiskadm to suppress the device path from DMP.

The following is a description of the “.exclude’ filesthat you can modify before ingal to
automaticaly exclude controllers or disks from volume manager control.

cntlrs.exclude & disks.excludefiles

The vxingd| and vxdiskadm utilities use the files /etc/vx/cntris.excude and

Jetcivx/disks.exclude to automaticaly exclude controllers or disks so that they are not

configured as VXVM devices during ingtal. These files do not exclude controllers and disks

from use by any other VXVM commands. See the vxingal(1M) and vxdiskadm(1M) manua

pages for more information.

a To exclude one or more disks from VXVM control, create the /etc/vx/disks.exclude file
and add the names of those disks to thefile. The vxingal program ignores any disks
lisged in thisfile and leaves them untouched.

- If adisks.excludefileis not created, then the vxingal program will prompt you
about each disk.

- In prior releases of VXVM, one or more disks could be added to
letcivx/disks.exclude in order to make vxingal and vxdiskadm ignore those
disks. You could aso make vxingal and vxdiskadm ignore al disks on an entire
controller by adding the device names of the controllersin
letcivx/entris.exclude.

Thefollowing is an example of the contents of a disksexcludefile:
c0t1d0
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b. Cregte a cntrls.excludefile if you want to exclude dl disks on a controller from VxVM
control. Place thisfile in: /etc/vx/cntris.exclude. Add the name of that controller to the
[etc/vx/entrls.excludefile

The following is an example of the contents of a cntrls.exclude file:
c0
cl

1) The“vxingtall” program

The“vxingd|” program has been modified to accomplish the DMP disk handling tasks during
the ingdlation of the volume manager software. The addition of a new menu item dlows for
preventing multipathing to specified devices and alows the suppress function to hide sdected
paths from being available in Volume Manager.

NOTE: It isrecommended that you only use vxingtall on a new installation of Volume
M anager

The“vxinstall” program displays a brief introduction to the ingtalation process, as follows:.

Vol ume Manager Installation
Menu: Vol umeManager/ | nstal |

You wi Il now be asked if you wish to use Quick Installation or Custom
Installation. CustomlInstallation allows you to select how the Vol une
Manager will handle the installation of each disk attached to your
system

Quick Installation exan nes each di sk attached to your system and
attenpts to create volumes to cover all disk partitions that m ght
used for file systenms or for other simlar purposes.

If you want to exclude any devices from bei ng seen by VxVM or not
mul ti pat hed by VXDMP then use the Prevent nulti pathing/ Suppress

devices from VxVM s view option, before you choose CustomlInstallation

or Quick Installation.

If you do not wish to use sonme disks with the Vol une Manager, or

you wish to reinitialize sone disks, use the Custom Installation

option. O herw se, we suggest that you use the Quick Installation
opti on.

Hit RETURN to conti nue.

The*vxingtall” program then disolays a menu with the following options:

1 Quick Installation

2 CustomInstallation

3 Prevent nultipathing/ Suppress devices from VxVM s view
? Display hel p about nmenu

?? Display hel p about nenuing system

g Exit from nenus

Sel ect an operation to perform
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The options are defined asfollows:

1 (Quick Ingdlation) - Uses default options for ingtdlation. (Not recommended)

2 (Custom Ingdlation) - Allows you to control whether and how each disk will be
brought under VxVM control. (Recommended)

3 (Prevent multipathing/Suppress devices from VxXVM’ s view) - Excludes devices
from VXVM or prevents them from being multipathed by DMP.

? Digplays a help file describing the current operation or menu choices.

7? Displays genera information about usng the vxinga| program.

q Exits from the current operation, or from the vxingal program.

The following sections describe the new menu item added to the “vxinstall” program and
details how to exclude adevice under VXVM or Dynamic Multipathing control. Use these steps
to disable multipathing during the ingal process. This can be done &fter ingdl aswdl usng

the “vxdiskadm” menu.

Sdect menu item 3 (Prevent Ml ti pat hi ng/ Suppress devices from VxVM s vi ew) from
the“ vxinstall” man menu.

The following message displays.

Vol ume Manager Installation
Menu: Vol umeManager/ I nstall/Excl ude Devices

This operation mght lead to sone devices being suppressed from VxVM s vi ew
or prevent them from being rmultipathed by VxDWMP. (This operation can be
reversed using the vxdi skadm conmand) .

Do you want to continue? [y,n,q,?] (default: n)

Sdlect “y”, the following message displays. Sdlect an operation.

Vol ume Manager Devi ce Operations

Menu: Vol umeManager/ I nstall/Excl ude Devices

Suppress all paths through a controller from VxVM s view

Suppress a path from VVM s vi ew

Suppress di sks from VxVM s view by specifying a VID: PID conbi nation
Suppress all but one path to a disk

Prevent nultipathing of all disks on a controller by VxVM

Prevent nultipathing of a disk by VxVM

Prevent nultipathing of disks by specifying a VID:PID conbination
List currently suppressed/ non-nul ti pathed devi ces

Di spl ay hel p about nenu

??Di spl ay hel p about the menuing system

g Exit from nenus

NONOOODWN P

Sel ect an operation to perform
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Menu items 5,6, and 7 from the above menu provide the function to prevent the DMP from
interacting with the sdlected devices by:

- Controller

- Peth (Disk)

- VID:PID combination (Vendor ID:Product ID — Example EMC:SYMMETRIX)

NOTE: Usethe“Prevent” function prior to using the “ Suppress’ function.

Menu items 1-4 from the above menu provide the function to suppress device paths from
VXVM’sview by:

= Controller

= Path

= VID:PID combination

= All but one path of a path group

Note: If you sdlect any of the options 1 through 7, you must reboot the sysem for the
selected device changes to take effect.

Option 5— Prevents dl disks on the sdlected controller from multipathing in Volume Manager.

Excl ude controllers from VxDW
Menu: Vol umeManager/ | nstal |/ Excl udeDevi ces/ CTLR- DMP

Use this operation to exclude all disks on a controller from being
mul ti pat hed by vxdnp.

As a result of this operation, all disks having a path through the
specified controller will be claimed in the OTHER DI SKS cat egory
and hence, not multipathed by vxdnp. This operation can be reversed
usi ng the vxdi skadm comand.

You can specify a controller name at the pronpt. A controller nane

is of the formc#, exanple c3, cll etc. Enter "all’ to exclude al
paths on all the controllers on the host. To see the |ist of
controllers on the system type 'list’.

Enter a controller nane:[<ctlr-nanme>,all,list,|ist-exclude,q,?]

The controller (and al atached disks) entered here is excluded from DMP control.



New Featuresof VM 3.1.1

Option 6 - Excludes the specified path from multipathing. Enter the path name at the prompt
after this screen:

Excl ude paths from VxDWP
Menu: Vol umeManager/ | nstal |/ Excl udeDevi ces/ PATH DVP

Use this operation to exclude one or nore di sks from vxdnp.

As a result of this operation, the disks corresponding to the
specified paths will not be nultipathed by VxDWMP. This operation
can be reversed using the vxdi skadm command.

You can specify a pathnane or a pattern at the pronpt. Here are
some path sel ection exanpl es:

all:all paths

c4t2:all paths on controller 4, target 2

c3t4d2: a single path

list:list all paths on the system

Enter a pathname or pattern:[<pattern>,all,list,|ist-exclude,q,?]

For the path that is specified here, the corresponding disks will be claimed in the
OTHER _DISKS category and will not be multipathed.

Option 7 - Prevents the disk corresponding to the VID:PID specified. Enter the VID:PID
combingation a the prompt that follows this screen.

Excl ude VID: PID from DWP
Menu: Vol umeManager/ |1 nstall/Excl udeDevi ces/ VI DPlI D- DVP

Use this operation to prevent VxDMP from mul ti pathi ng devices
returning a specific VID:PID conbi nation.

As a result of this operation, all disks that return VID:PID

mat chi ng the specified conmbination will be claimed in the
OTHER_DI SKS category(i.e. they will not be nultipathed by VxDWP).
Thi s operation can be reversed using the vxdi skadm comuand.

You can specify a Vendor| D: Product!| D conbination at the pronpt. The
specification can be as follows:
VI D: PI D where VID stands for Vendor ID

PI D stands for Product ID

Both VID and PID can have an optional '*’ (asterisk) follow ng

t hem

If a’* follows VID, it will result in the exclusion of all disks
returning Vendor ID starting with VID. The same is true for Product
ID as well. Both VID and PID should be non NULL.

Sorme exanpl es of VID:PID specification are:
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all - Exclude all disks

aaa: 123- Exclude all disks having VID ‘aaa’ and PID ‘123

aaa*: 123- Exclude all disks having VID starting with ‘aaa and
PID ‘123

aaa: 123*- Exclude all disks having VID ‘aaa’ and PID starting
with 123

aaa:* - Exclude all disks having VID ‘aaa’ and any PID

Enter a VID: PID conbi nation:[<pattern>,all,list,|ist-exclude,q,?]

The disks that match the VID:PID combination will be excluded from VxVM. The Vendor 1D
(VID) and Product ID (PID) can be obtained from the Standard SCSI inquiry data returned by
the disk. For example, the VID:PID combination for Sun’s T3 disk array can be specified as
SUN:T3. The Vendor ID and Product 1D of the disk can be obtained by the command:

fusr/1ib/vxvn diag.d/ vxdnmpi hqg <pat h_to_devi ce>
(Where <path to_device> = /dev/rdsk/cit#d#s2)

This can dso be obtained from the inquiry command in “format” asin the following example:

format> inquiry

Vendor : | BM

Product: DNES-309170W
Revi si on: SAHO

f or mat >

From the above example, the VID:PID combination that is presented to the system by this
deviceis IBM:DNES-309170W. If you specify this VID:PID combination, then al disks
returning aVendor 1D, Product ID combination matching this VID:PID will be claimed in the
OTHER_DISKS category and hence not multipathed.

Option 1 — This option suppresses dl the paths on a specified controller as seen by the user
under VVolume Manager.

Excl ude controllers from VxVM
Menu: Vol umeManager/ | nstal |/ Excl udeDevi ces/ CTLR- VXVM

Use this operation to exclude all paths through a controller from VxVM
Thi s operation can be reversed using the vxdi skadm command.

You can specify a controller name at the pronpt. A controller nane is of the

formc#, exanple c3, cl1l etc. Enter "all’ to exclude all paths on all the
controllers on the host. To see the list of controllers on the system type
"list’.

Enter a controller nane:[ctlr_name,all,list,|ist-exclude,q,?]

Enter the controller name. The operation completes and the controller (and al disks attached) is
suppressed from view.
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Option 2 — This option suppresses just the specified path from Volume Manager’ s view.

Excl ude paths from VxVM
Menu: Vol umeManager/ | nstal | / Excl udeDevi ces/ PATH VXVM

Use this operation to exclude one or nore paths from VxVM

As a result of this operation, the specified paths will be excl uded
fromthe view of VWVM This operation can be reversed using the

vxdi skadm commrand.

You can specify a pathnane or a pattern at the pronpt. Here are sone path
sel ection exanpl es:

all:all paths

c4t2:all paths on controller 4, target 2

c3t4d2:a single path

list:list all paths on the system

Enter a pathname or pattern:[<Pattern>,all,list,|ist-exclude, q?]

The path specified here will be suppressed from view in VVolume Manager.

Option 3 — This option requires you to enter the VID:PID combination of the device(s) to be
suppressed from view in Volume Manager. (See the explanation for Option 7)

Excl ude VID: PID from VxVM
Menu: Vol unmeManager/ | nstal |/ Excl udeDevi ces/ VI DPI D- VXVM

Use this operation to exclude disks returning a specified Vendorl D: Product| D
combi nation from VxVM

As a result of this operation, all disks that return Vendorl D: Product!| D
mat chi ng the specified conmbination will be excluded fromthe view of VxVM
Thi s operation can be reversed using the vxdi skadm command.

You can specify a Vendorl|D: ProductID pattern at the pronpt. The
specification can be as follows :
VI D: PI D where VID stands for Vendor ID
PI D stands for Product ID
(The command vxdmping in /etc/vx/diag.d can be
used to obtain the Vendor ID and Product ID.)

Both VID and PID can have an optional '*' (asterisk) follow ng them

If a’'* follows VID, it will result in the exclusion of all disks returning
Vendor ID starting with VID. The sane is true for Product ID as well. Both
VID and PID should be non NULL. The maximum all owed | ength for Vendorl|D and
Product|I D are 8 and 16 characters respectively.

Sonme exanples of VID:PID specification are:

all - Exclude all disks

aaa: 123- Exclude all disks having VID ‘aaa’ and PID ‘123

aaa*: 123- Exclude all disks having VID starting with ‘aaa’ and
PID ‘123

aaa: 123*- Exclude all disks having VID *aaa’ and PID starting
with 123’

aaa: *- Exclude all disks having VID ‘aaa’ and any PID

Enter a VID: PID conbination:[<Pattern>,all,list,exclude,q, ?]
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Option 4 — Defines a pathgroup in the case of disks that are not multipathed by VxXVM. Only
one path is made visble from the group. Specify the paths to be included in the pathgroup.

Exclude dl but one pathsto adisk
Menu: VolumeManager/Ingdl/ExcludeDevices PATHGROUP-VXVM

Use this operation to exclude al but one path to adisk. In case of disks that are not multipathed
by VXDMP, VXVM will see each path asadisk. In such cases, cresting a pathgroup of al paths
to the disk will ensure only one of the paths from the group is made vishle to VXVM. The
pathgroup can be removed using the vxdiskadm

command.

Exanple: 1If c1t30d0 and c2t30d0 are paths to the same disk and both
are seen by VxVM as separate disks, c1t30d0 and c2t30d0 can be put
in a pathgroup that only one of these paths is visible to VxVM

The pat hgroup can be specified as a list of blank separated paths,
for exanple, cl1t30d0 c2t30dO.

Ent er pathgroup: [<pattern>, list,|ist-exclude,q,?]

Note: If you sdected option 1 through 7, you must reboot the system for device excluson to
take effect.
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Configuration after Installation:

To make changes to the DMP gatus of an array after ingtalation or add anew array to Volume
Manager control, new options were added to vxdiskadm to accomplish this task. The system
menus use the following six terms, Prevent, Suppress, Allow, Un-Suppress, Exclude and

Include. The diagram below outlines the relationship of these terms.

Exclude Include
Prevent Allow
< g
Suppress Un-Suppress

The“vxdiskadm” command

The vxdiskadm menu remains the same for the functions previousto VM 3.1.1, however below

is an example of the new menu and a description of the new menu items.

Vol ume Manager Support Operations
Vol uneManager / Di sk

Menu:

O©CoOoO~NOULhWNE

Add or initialize one or nore disks
Encapsul ate one or nore disks

Renpve a di sk

Rermove a di sk for replacenent

Repl ace a failed or renmoved di sk

M rror volumes on a disk

Move vol umes from a disk

Enabl e access to (inport) a disk group
Renpve access to (deport) a disk group
Enabl e (online) a disk device

Di sable (offline) a disk device

Mark a disk as a spare for a disk group
Turn off the spare flag on a disk

Unr el ocat e subdi sks back to a disk

Excl ude a di sk fromhot-relocation use
Make a di sk available for hot-relocation use

Prevent nulti pathi ng/ Suppress devices from VxVM s vi ew
Al'l ow nul ti pat hi ng/ Unsuppress devices from VxVM s vi ew
Li st currently suppressed/ non-mrultipathed devices

Li st disk information

10
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There are 3 new sdections in this menu that ded with DMP support, they are:

17 Prevent nultipathi ng/ Suppress devices from VxVM s vi ew
18 Al'l ow nul ti pat hi ng/ Unsuppr ess devices from VxVM s vi ew
19 List currently suppressed/ non-nul ti pathed devi ces

The following paragraphs will cover these 3 new sdections. If you require more detail, please
see the Release Notes for the Volume Manager 3.1.1.

Selection #17

After seecting this option, you will see the following message and prompt. Thiswill hopefully
make you aware that you will be disabling the DMP function for the devices that you select
under this function.

Excl ude Devi ces
Menu: Vol unmeManager/ Di sk/ Excl udeDevi ces

This operation mght |lead to sone devices being suppressed from VxVM s view

or prevent them from being rmultipathed by vxdnp (This operation can be
reversed using the vxdi skadm command) .

Do you want to continue ? [y,n,q,?] (default: y)

If you sdect “n” or “q" the software will put you back to the main menu. If you sdlect “y”, you
will see the following menu:

Vol une Manager Devi ce Operations
Menu: Vol unmeManager/ Di sk/ Excl udeDevi ces

1 Suppress all paths through a controller from VxVM s view

2 Suppress a path from VWVM s vi ew

3 Suppress di sks from VxVM s view by specifying a VID: PID conbi nation
4 Suppress all but one paths to a disk

5 Prevent nultipathing of all disks on a controller by VxVM

6 Prevent nultipathing of a disk by VxVM

7 Prevent nultipathing of disks by specifying a VID:PID conbination
8 Li st currently suppressed/ non-nul tipathed devices

? Di spl ay hel p about nenu

?? Di spl ay hel p about the nenuing system

q Exit from nmenus

Sel ect an operation to perform

At this point you can see that the above menu is the same asthe one in the * vxinstall”
program. Please use the descriptions of the selectionsin the previous vxingall section.

11
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Selection #18

" Reverse what the menusin Sdlection 17 alowed the user to configure. (Allow &
Un-Suppress)

After sdlecting this option, you will see the following message and prompt.

I ncl ude Devi ces
Menu: Vol umeManager/ Di sk/ 1 ncl udeDevi ces

The devices selected in this operation will beconme visible to VxVM
and/or will be multipathed by vxdnp again. Only those devices which
were previously excluded can be included again.

Do you want to continue ? [y,n,q,?] (default: y) vy

Sdect “y” to continue then select the function to use. Y ou should reverse the order from the
prevent & suppress and should now select “ Unsuppress’ first then “Allow” multipathing.

- Sdections 1-3 are designed to un-suppress the suppressed paths that will be seen
with multipathing turned off.

- Sdections 4-7 are designed to dlow multipathing through Volume Manager.

- Sdection 8, will ligt what devices have been sdlected for configuration.

Vol unme Manager Devi ce Operations
Menu: Vol unmeManager/ Di sk/ | ncl udeDevi ces

1 Unsuppress all paths through a controller fromVxVM s view

2 Unsuppress a path from VxVM s view

3 Unsuppress di sks from VxVM s view by specifying a VID:PID
conmbi nati on

4 Rermove a pat hgroup definition

5 Al l ow nul tipathing of all disks on a controller by VxVM

6 Al'l ow nul ti pathing of a disk by VxVM

7 Al'l ow nul ti pathing of disks by specifying a VID: PID
conbi nati on

8 Li st currently suppressed/ non-mrultipathed devices

? Di spl ay hel p about nenu

?? Di spl ay hel p about the menuing system

q Exit from nmenus

Sel ect an operation to perform
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Selection #19

. List what the user has accomplished viamenu 17 and/or 18. Complete with what
devices have been prevented and suppressed or unsuppressed and alowed. This
menu isinformationa only, to change configuration use menus 17& 18.

NOTE: None of the prevent or suppress functions take effect until after a reboot

Devi ces hidden from VxVM/ not nultipathed by vxdmp
Menu: Vol uneManager/ Di sk/ | i stexcl ude

The following is the list of devices currently hidden from VxVM or

not mul ti pathed by vxdnmp:

Devi ces excluded from VxVM

Paths : None

Controllers : None

VID: PID : None

Devi ces excluded from nulti pathing by vxdnp:

Pat hs : clt11dO clt 12d0 c1t 13d0 clt 14d0

VID: PID : None

Pat hgroups : None

Ht RETURN to conti nue.

13
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Summary:

The method to disable multipathing to devicesin VXVM 3.1 and prior releases was to
completely remove the VXDMP layer (i.e not load the vxdmp driver on Solaris and not to have
the vxdmp module compiled into the kernd for HPUX).

This methodology is no longer supported in VXVM 3.1.1 and later releases of Volume
Manager.

The typicd scenarios in which the vxdmp module was dissbled are:

- exigence of certain other multipathing drivers on the system with which VXDMP
didn't coexis.
- certain devices are not handled properly by VXDMP.

In these scenarios adopting the current method of removing the VXDMP layer dtogether is not
flexible. Because, this takes away the multipathing functiondity provided by VXDMP for other
devices in the system.

Additiondly two new features (Co-existence with additiond third party multipathing solutions
and Platform Independent Device Naming) to be added to the next release of VXVM require
that the vxdmp driver should aways be present in the system.

Thiswrite up outlined a new method, which will give the user ability to do the following
without removing the VXDMP layer:

Mask certain or dl devices from being autoconfigured by VxXVM.
Prevent VXVM (VXDMP) from multipathing certain or dl devices on the system.

Usage model

The user was presented with interfaces through "vxingd|" and "vxdiskadm” to do the
following;

Suppress devices from VXVM's view.
Prevent devices from being multipathed by VXDMP.
Unsuppress devices that were previoudy suppressed from VxVM'sview

Allow multipathing by VXDMP for devices that were earlier prevented from being
multipathed by it.

The user can specify the devices for the above operations using three mechanisms,

a) Using aVendorlD:ProductlD combination (Example- EMC.SYMMETRIX)
b) Usng controller name (Example- cl)

c) Specifying path names (Example- ¢1t0d9)

d) All deviceson the system

14
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