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Preface

The Sun Ray Server Software 4.1 Administrator’s Guide for the Solaris™ Operating
System provides instructions for setting up, administering, monitoring, and
troubleshooting a system of Sun Ray ™ Desktop Units (DTUs) and their server or
servers. It is written for system administrators who are already familiar with the Sun
Ray ™ computing paradigm and have substantial networking knowledge. This
guide may also be useful for those interested in customizing Sun Ray systems.

Before You Read This Book

This guide assumes that you have installed the Sun Ray Server Software on your
server from the Sun Ray Server Software 4.1 CD or the Electronic Software
Download (ESD) and that you have added the required patches.

How This Book Is Organized

Chapter 1 gives an overview of the Sun Ray system.
Chapter 2 describes the command-line interface.

Chapter 3 describes the Administration Tool (Admin GUI).
Chapter 4 describes peripherals for Sun Ray DTUs.

Chapter 5 describes mobile sessions, also known as Hotdeksing.
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Chapter 6 gives a brief description of traffic encryption between Sun Ray clients and
servers and server-to-client authentication.

Chapter 7 discusses network requirements, such as LAN, VLAN, and dedicated
interconnect options, switch requirements, and other network-related issues, such as
downloading firmware and (optional) local configuration capabilities for Sun Ray
DTUs.

Chapter 9 describes how to implement multihead and XINERAMA on a Sun Ray
system.

Chapter 10 describes how to customize Sun Ray Server Software for Kiosk Mode.
Chapter 11 discusses failover groups.
Appendix A discusses user issues and concerns.

Appendix B provides troubleshooting information, including error messages from
the Authentication Manager.

This manual also contains a glossary and an index.

Using UNIX Commands

This document does not contain information on basic UNIX® commands and
procedures, such as shutting down the system, booting the system, or configuring
devices. This document does, however, contain information about specific Sun Ray
system commands.
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Typographic Conventions

Typeface Meaning

Examples

AaBbCcl123 The names of commands, files,
and directories; on-screen
computer output

AaBbCc123 What you type, when contrasted
with on-screen computer output

AaBbCc123 Book titles, new words or terms,
words to be emphasized

Command-line variable; replace
with a real name or value

Edit your. login file.
Use 1s -a to list all files.
% You have mail.

% su

Password:

Read Chapter 6 in the User’s Guide.
These are called class options.
You must be superuser to do this.

To delete a file, type rm filename.

Shell Prompts

Shell

Prompt

C shell
C shell superuser
Bourne shell and Korn shell

Bourne shell and Korn shell superuser

machine_name$
machine_name#
$
#

Preface
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Related Documentation

Application Title Part Number

Installation Sun Ray Server Software 4.1 Installation 820-3770
and Configuration Guide for the Solaris
Operating System

Release Notes Sun Ray Server Software 4.1 Release Notes 820-3774
for the Solaris Operating System

Accessing Sun Documentation

You can view, print, or purchase a broad selection of Sun documentation, including
localized versions, at:

http://docs.sun.com

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and
suggestions. You can email your comments to Sun at:

docfeedback@sun.com

Please include the part number (820-3768) of your document in the subject line of
your email.

xxvi Sun Ray Server Software 4.1 Administrator’'s Guide for Solaris ¢ July 2008


http://docs.sun.com

CHAPTER 1

Sun Ray System Overview

The Sun Ray computing model, originally developed for Sun’s Solaris™ Operating
System, is historically the first thin client implementation to offer both workstation-
like user functionality and sufficient speed and reliability for mission-critical
applications. Sun Ray Server Software supports Sun Ray thin clients on two flavors
of Linux—Red Hat Enterprise Linux 5 and SuSE Linux Enterprise Server 10—as well
as Solaris 10, including Solaris Trusted Extensions.

Sun Ray Server Software supports LAN and low-bandwidth WAN deployment,
integrated VPN capability, and many USB peripheral devices, even when the Sun
Ray DTU is located behind a NAT gateway:.

The Sun Ray Connector for Windows offers easy-to-manage connections from Sun
Ray DTUs to user sessions running on Microsoft Windows Terminal Servers,
including media extensions for improved video playback. It is described in the Sun
Ray Connector for Windows Operating Systems 2.1 Installation and Administration Guide.

When used in conjunction with the Sun Ray Connector for Windows and the Sun
Virtual Desktop Connector, Sun Ray Server Software helps to enable the use of
multiple, virtualized desktops from Sun Ray DTUs. This capability is described in
the Sun Virtual Desktop Connector 1.0 Installation and Administration Guide.

Computing Model

In contrast to other client-server models, which typically utilize combinations of
remote and local operating systems, applications, memory, and storage, the Sun Ray
computing model moves all computing to a server. Instead of storing data and doing
computation on the desktop, the Sun Ray model simply passes input and output
data between Sun Ray thin clients, also knows as virtual display terminals and
desktop terminal units (DTUs), and the Sun Ray server, where the operating system
and applications are located.



Nearly any Sun server with sufficient capacity can be configured as a Sun Ray server
so long as it runs a supported version of the Solaris operating system or one of the
supported flavors of Linux. (See the Sun Ray Server Software 4.1 Release Notes for the
most up-to-date list of supported operating systems and versions.)

Every Sun Ray DTU includes a smart card reader. The industry standard PC/SC-lite
API is included for developers who wish to encode custom applications or other
information in their users’ smart cards. Custom applications are frequently used to
provide strong smart card-based authenticated logins and PKCS#11, S/MIME digital
signature message signing and encryption, among other capabilities. PC/SC-lite
requires no additional administration.

Sun Ray DTUs have no local disks, operating systems, or applications; they are
therefore considered stateless. This is what makes them true thin clients. Stateless
devices are inexpensive to maintain because they require no hands-on service by
administrators or technicians to install, upgrade, or configure software or to replace
mechanical components on the desktop. They are also extremely secure. Central
administration of USB mass storage devices, at the server or group level, allows sites
with particular security or intellectual property concerns to eliminate many risks
imposed by PCs and other fat clients. Because fat clients rely on local operating
systems and applications, critical data can easily be lost or compromised when
physical devices are stolen.

Most large implementations include at least one failover group or to ensure
uninterrupted service whenever a server goes off-line. Once a failover group is set up,
Sun Ray Server Software provides automatic load balancing to optimize
performance by spreading the computing load among the servers in the group.
Failover groups and related concepts are addressed in Chapter 11 and in the Sun Ray
Server Software 4.1 Installation and Configuration Guide.

Sun Ray sessions—groups of services controlled by the Session Manager and
associated with a user through an authentication token—reside on a server rather
than on the desktop. Because Sun Ray DTUs are stateless, a session can be directed,
or redirected, to any Sun Ray DTU on the appropriate network or subnetwork when
a user logs in or inserts a smart card. While the session continues to reside on a
server, it appears to follow the user to the new DTU. This functionality, called session
mobility, enables hotdesking—the ability of users to access their sessions from any
DTU on their network. Hotdesking, including non-smart card session mobility
(NSCM), is discussed in Chapter 5. In addition, regional hotdesking promotes
hotdesking among server groups, letting users access their sessions across a wider
domain. A new security enhancement, called Remote Hotdesk Authentication
(RHA), requires SRSS-based authentication before users can reconnect to existing
sessions.
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The Sun Ray System

The Sun Ray system consists of Sun Ray DTUs, servers, server software, and the
physical networks that connect them.

Sun Ray DTU

The Sun Ray desktop unit (DTU) delivers and may exceed the full functionality of a
workstation or a multimedia PC. The key features include:

m 24-bit, 2-D accelerated graphics up to 1920 x 1200 resolution at 70 Hz
(640 x 480 at 60 Hz is the lowest resolution)

m Multichannel audio input and output capabilities
m Smart card reader
m USB ports that support hot-pluggable peripherals
m Serial port (for the Sun Ray 170 and later models)
m NAT gateway device support
m Integrated, routerless VPN capability on Sun Ray 2, 2 FS, 270 and later models)
m EnergyStar™ compliance
s No fan, switch, or disk
» Very low power consumption
The DTU acts as a frame buffer on the client side of the network. Applications run
on the server and render their output to a virtual frame buffer. Sun Ray server

software formats and sends the rendered output to the appropriate DTU, where the
output is interpreted and displayed.

From the point of view of network servers, Sun Ray DTUs are identical except for
their Ethernet MAC address. If a DTU ever fails, it can easily be replaced.

An IP addresses is leased to each Sun Ray DTU when it is connected and can be
reused when the DTU is disconnected. IP address leasing is managed by the
Dynamic Host Configuration Protocol (DHCP). In cases where they already exist on
a network that will support Sun Ray DTUs, separate DHCP servers may be useful
for tasks such as assigning IP addresses and network parameters to the DTUs. The
use of separate DHCP servers is not required; however, because they require static
IP addresses, Sun Ray Servers cannot be DHCP clients. These considerations are
discussed in Chapter 7.
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Multihead Displays

Sun Ray Server Software supports the use of multiple displays connected to a single
keyboard and mouse. This functionality is important for users who need to monitor
many applications or systems simultaneously or to accommodate a single
application, such as a large spreadsheet, across multiple screens. To use multiple
screens, the administrator sets up multihead groups, consisting of two or more
DTUs, for those users who need them. Administration of multihead groups is
explained in Chapter 9.

Firmware Module

A small firmware module in each Sun Ray DTU can be updated from the server. The
firmware module checks the hardware with a power—on self test (POST) and
initializes the DTU. The DTU contacts the server to authenticate the user, and it also
handles low-level input and output, such as keyboard, mouse, and display
information. If there is a problem with the DTU, the module displays an on-screen
display (OSD) icon to make it easier to diagnose. OSD icons are described in
Appendix B.

An enhanced version of the DTU firmware allows configuration parameters to be
entered and modified locally through a Pop-up user interface (see “Pop-up GUI” on
page 118). This new functionality can be especially useful in implementations such
as Sun Ray at Home, which allows employees to connect remotely to the same
sessions they use in their offices. Because it is not suitable for certain other
implementations, however, such as public libraries or secure government sites, this
feature must be dowloaded explicitly and enabled by the administrator. The default
version of the DTU firmware cannot be configured locally.

Sun Ray Server Software

The administrator can configure network connections, select an authentication
protocol, administer authentication tokens, define desktop properties, monitor the
system, and perform troubleshooting.

Sun Ray server software includes:

m User authentication and access control

m Encryption between the Sun Ray server and DTUs

m System administration tools

m Session management

m Device management, including application-level USB access

m Virtual device drivers for audio and serial, parallel, and mass storage USB devices
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Sun Ray server software enables direct access to all Solaris X11 applications. The
Sun Ray Connector for Windows enables Sun Ray users to access applications
running on remote Windows Terminal Servers (see the Sun Ray™ Connector for
Windows Operating Systems 2.1 Installation and Administration Guide). Third-party
applications running on the Sun Ray server can also provide access to Microsoft
Windows applications and a variety of legacy (mainframe) applications.

Authentication Manager

The Authentication Manager implements the chosen policies for identifying and

authenticating users on Sun Ray DTUs, using pluggable components called modules

to verify user identities and implements site access policies defined by the
administrator. It also supplies an audit trail of the actions of users who have been
granted administrative privileges over Sun Ray services. The Authentication
Manager is not visible to users.

The interaction between the Authentication Manager and the DTU is depicted in
FIGURE 1-1. It works as follows:

1. A user accesses a DTU.

2. The DTU sends the user’s token information to the Authentication Manager and

requests access. If the user inserts a smart card in the DTU, the card’s type and ID
are used as the token. If not, the DTU’s Ethernet address is used as a pseudo-token.

3. Based on the policy defined by the system administration, the Authentication
Manager accepts or denies the access request.

4. If the user’s access request is accepted, the Authentication Manager tells the

Session Manager to start an X Windows session, which takes the user to the login

screen. Solaris implementations use the dtlogin screen. Linux implementations

use the Gnome Display Manager (GDM).
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FIGURE 1-1 Authentication and Session Manager Interaction
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Normally, the Sun Ray DTU looks for the AuthSrvr DHCP option and contacts that
address. If that field has not been supplied, or if the server does not respond, the
DTU sends a broadcast request for any Authentication Manager on its subnet.

Authentication
Manager

Desktop

Smart Card

As an alternative, the administrator can supply a list of servers. If the authentication
list is specified, only addresses on the list are checked. The Authentication Manager
addresses are tried in order until a connection is made.

The site administrator can construct a combination of the different modules and
their options to implement a policy tailored to the site’s needs.

Commonly used modules include:

m StartSession

Any type of token is accepted. Users are automatically passed through to the
login window. This module is designed primarily for implementations in which
Sun Ray DTUs replace workstations or PCs.

m StartxlationSession

Any type of token is accepted. A temporary, transitional session is created for
authentication purposes. This is used for login and hotdesking with Non-
SmartCard Mobility (NSCM) and for hotdesking when a Remote Hotdesk
Authentication (RHA) policy is used.
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m Registered

The token is accepted only if the token has been registered in the Sun Ray data
store and the token is enabled. If the token does not meet these conditions, it is
rejected. If the token is accepted, the user is passed through to the login window.
This module is designed for sites that want to restrict access to only certain users
or DTUs.

Users can be registered in two ways, reflecting two possible policy decisions for
the administrator:

n Central Registration

The administrator assigns smart cards and/or DTUs to authorized users and
registers users’ tokens in the Sun Ray data store.

» Self-Registration

Users register themselves in the Sun Ray data store. If this mode is enabled and
the Authentication Manager is presented with an unregistered token, the user
is prompted with a registration window. In this case, the user provides the
same information a site administrator would request.

If self-registration is enabled, users can still be registered centrally. If a token has
been registered but disabled, the user cannot re-register the token; the user must
contact the site administrator to re-enable the token.

Sessions and Services

A session consists of a group of services controlled by the Session Manager.

The session is associated with a user through an authentication token. A service is any
application that can connect directly to the Sun Ray DTU. This can include audio,
video, Xservers, and device control of the DTU. For example, dtmail is not a service
because it is accessed through an Xserver.

Session Manager

The Session Manager (see FIGURE 1-1) interacts with the Authentication Manager and
directs services to the user. The Session Manager is used at start up for services, for
managing screen real estate, and as a rendezvous point for the Authentication
Manager.

The Session Manager keeps track of sessions and services by mapping services to
sessions and binding and unbinding related services to or from a specific DTU. The
Session Manager takes authentication only from authorized Authentication
Managers listed in the /etc/opt/SUNWut/auth.permit file.

The sequence below describes how the process starts, ends, and restarts:
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1. After a user’s token is authenticated, the Authentication Manager determines
whether a session exists for that token. If a session does not exist, the
Authentication Manager asks the Session Manager to create a session and then
starts the appropriate service(s) for the session according to the authentication
policy decisions taken by the administrator. Creating a session usually involves
starting an Xserver process for the session.

2. When services are started, they join the session explicitly by contacting the
Session Manager.

3. The Authentication Manager informs the Session Manager that the session
associated with the token is to be connected to a specific Sun Ray DTU. The
Session Manager then informs each service in the session that it should connect
directly to the DTU.

4. At this point, the user can interact with the session. The Session Manager
mediates control of the screen real estate between competing services in a session
and notifies the services of changes in screen real estate allocation.

5. When the user removes the smart card, or presses Shift-Pause in an NSCM
session, or power cycles the DTU, the Authentication Manager determines that
the session associated with that token should be disconnected from that DTU. The
Authentication Manager notifies the Session Manager which, in turn, notifies all
the services in the session to disconnect.

6. When the user inserts the smart card again, or logs in again for access to an
NSCM session, the Authentication Manager’s default behavior is to ask the
Session Manager to create a temporary new session and use it to authenticate the
user. This is known as Remote Hotdesk Authentication (RHA). After the user has
been successfully authenticated, the Sun Ray DTU is connected directly to the
user’s session.

Note — RHA does not apply to anonymous Kiosk Mode or to token readers. Sun
Ray Server Software can be configured to turn this security policy feature off if
desired. See “Remote Hotdesk Authentication (RHA)” on page 81.

The Session Manager is consulted only if the state of the session changes or if other
services are added. When a user’s token is no longer mapped to a DTU (for example,
when a card is removed), the Session Manager disconnects the services from the
DTU, but the services remain active on the server. For example, programs attached
to the Xserver continue to run although their output is not visible. The Session
Manager daemon must continue running all the time.

To verify that the Session Manager daemon is running, use the ps command and
look for utsessiond.
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If the Authentication Manager quits, the Session Manager disconnects all the
sessions it authorized and tells them that they have to be re-authenticated. These
services are disconnected but still active. If the Session Manager is disrupted, it
restarts automatically. Each service contacts the Session Manager to request
reattachment to a particular session.

Xserver

Previous versions of Sun Ray Server Software relied exclusively on the Xsun Xserver
process. SRSS 4.1 now includes a new Xserver process, Xnewt, as the default Xserver.
Xnewt, which supports all the latest multimedia enhancements below, is based on
the release 7.2 of the Xorg Community source. For information on how to configure
different Xservers, see the utxconfig (1) man page.

Multimedia Support

Sun Ray media extensions improve playback of certain kinds of video by adding
support for H.264 and VC-1 codec directly in Sun Ray 2 DTUs. H.264 is the video
compression standard used by MPEG-4 part 10. VC-1 is the common video
compression standard used by Windows Media Player 9 and 10. Not all profiles and
levels of each codec format are supported, so videos need to be properly encoded to
be able to play. Further information is available in the Sun Ray Connector for Windows
Operating Systems 2.1 Installation and Administration Guide.

An accelerated path for YUV video delivery enables improved playback of video
formats such as MPEG-1 and MPEG-2 by reducing the bandwidth required to
deliver the decoded video to the Sun Ray DTU. The accelerated YUV path is used
automatically so long as the correct software decoders are available for the video
format required and the software is configured to make use of the Xvideo extension.
For example, RealPlayer on Solaris supports the XVideo extension to utilize the
accelerated YUV path. The following YUV formats are supported:

m Planar: YV12, 1420
m Packed: UYVY, YUY2

H.264 or VC-1 video playback on a Sun Ray 1 DTU, which does not have a hardware
decoding capability, uses software decoding and the accelerated YUV path.

Sun Management Center
The Sun™ Management Center (SunMC) software monitors managed objects in the

Sun Ray system. Objects that can be managed by default include the Sun Ray system
itself, Sun Ray services, failover groups, interconnects, and desktops.
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Each managed object is monitored separately and has independent alarm settings.

Sun Management Center software also monitors Sun Ray Server Software daemons
that authenticate users, start sessions, manage devices, and handle DHCP services.
Chapter 8 describes how to use the SunMC to monitor a Sun Ray system. For
problems with the SunMC, see “Troubleshooting the Sun Management Center” on
page 231.

Note — Chapter 8 is scheduled to be updated during Beta.

CLI and Admin GUI

Sun Ray Server Software has both a command-line interface (CLI—see Chapter 2)
and a graphical user interface (GUI) for administrative functions. The Sun Ray
Administration Tool (Admin GUI) was completely rewritten for the 4.0 release to
present a clearer view of administrative functions, with a tab-based navigational
model and context-sensitive help. It is described in Chapter 3.

Data Store

Sun Ray Server Software 4.1 provides a private data store service, the Sun Ray Data
Store (SRDS), for access to SRSS administration and configuration data, useful for
maintaining consistency across failover groups.

Kiosk (Controlled Access) Mode

Sun Ray DTUs are becoming increasingly popular in settings where it is desirable to
provide anonymous users with limited access to specific applications. Sun Ray Kiosk
mode software, revised and improved for the 4.0 release, is described in Chapter 10.
Instructions for migrating configuration data from the previous Controlled Access
Mode (CAM) can be found in the Sun Ray Software 4.1 Installation and Configuration
Guide.

Network Components

In addition to the servers, server software, DTUs, smart cards, and peripheral
devices, such as local printers, the Sun Ray system needs a well-designed network,
configured in one of several possible ways, including;:

m Dedicated interconnect
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LAN (Local Area Network), with or without network routers

m VLAN (Virtual Local Area Network)

m VPN (Virtual Private Network)

m WAN (Wide Area Network), low-bandwidth (less than 2 Mbps)

Various types of network configuration are discussed in depth in Chapter 7. For
basic instructions on configuring different types of networks for Sun Ray
implementation, see “Basic Network Topology” in the Sun Ray Server Software 4.1
Installation and Configuration Guide.

Physical Connections

The physical connection between the Sun Ray server and Sun Ray clients relies on
standard switched Ethernet technology. To boost the power of the interconnect and
shield Sun Ray DTU users from the network interaction taking place at every
display update, 100 Mbps switches are preferred.

There are two basic types of 100 Mbps switches:

m Low-capacity switches—These switches have 10/100 Mbps interfaces for each
port.

m High-capacity switches—These switches have 10/100 Mbps interfaces for each
terminal port, but one or more gigabit interfaces to attach to the server.

Either type of switch can be used in the interconnect. They can be managed or
unmanaged; however, some managed switches may require basic configuration in
order to be used on a Sun Ray network.

Server-to-switch bandwidth should be scaled based on end-user multiplexing needs
so that the server-to-switch link does not become overly saturated. Gigabit uplink
ports on the switch provide high-bandwidth connections from the server, thus
increasing the number of supportable clients. The distance between the server and
the switch can also be extended using gigabit fiber-optic cabling.

The interconnect may be completely dedicated and private, or a VLAN, or it may be
part of the corporate LAN. For private interconnects, the Sun Ray server uses at least
two network interfaces: one for the corporate LAN, the other for the Sun Ray
interconnect.

Even in a LAN deployment, two server network interfaces are recommended: one to
connect to the general LAN and one to connect the server to back-end services, such
as file servers, compute grids, and large databases.
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Deployment Examples

There is no physical or logical limit to the ways that a Sun Ray system can be
configured. The following sections offer some elementary examples. In addition,
detailed discussions of actual deployment scenarios can be found on blogs such as
http://blogs.sun.com/ThinkThin, http://blogs.sun.com/ThinGuy, and
http://blogs.sun.com/bobd.

Small Deployments

For smaller deployments, such as those with between five and 50 Sun Ray DTUs, the
Sun Ray server uses a single 100BASE-T card to connect to a 100BASE-T switch. This
switch, in turn, connects to the Sun Ray DTUs. With five or fewer DTUs, a wireless
interconnect works acceptably at 10 Mbytes.

Medium to Large Deployments

For larger departments with groups consisting of hundreds or thousands of Sun Ray
DTUs, the Sun Ray server uses a gigabit Ethernet card to connect to large
10/100BASE-T switches. Especially with recent low-bandwidth enhancements, there
is no performance need to have more than one gigabit link from the server to the
Sun Ray DTU’s network.

A 100-user departmental system, for example, consisting of a Sun Enterprise server,
one gigabit Ethernet card, and two large (48-port and 80-port) 10/100BASE-T
switches delivers services to the 100 Sun Ray DTUs (see FIGURE 1-2).
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FIGURE 1-2 Typical Medium to Large Deployment Scenario
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Sun Ray DTUs

For example, a Sun Enterprise™ server with a Sun 10/100BASE-T card and a 24-port
10/100BASE-T switch can easily support 23 users performing standard desktop
activities.

Failover Group Scenario

Sun Ray servers are often bound together to create failover groups. A failover group,
comprising two or more servers, provides users with a higher level of availability in
case one server become unavailable due to a network or system failure.

When a server in a failover group goes down, whether for maintenance, a power
outage, or any other reason, each Sun Ray DTU connected to it reconnects to another
server in the failover group and to a previously existing session for the current
token, if there is one, on that server. If it can find no existing session for the current
token, the DTU connects to a server selected by the load balancing algorithm. This
server presents a login screen to the user, who then logs in to create a new session.
The session on the failed server is lost. Failover groups are discussed in Chapter 11
as well as in the Sun Ray Server Software 4.1 Installation and Configuration Guide.
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FIGURE 1-3 Simple Failover Group
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Regional Hotdesking

Enterprises with multiple failover groups and users who move from one location to
another—such as between corporate headquarters and various branch offices—may
wish to configure regional hotdesking. This feature provides users with access to
their sessions across a wider domain and longer distance than a single failover
group. It is described in Chapter 5.

Security Considerations

Using switched network gear for the last link to the DTUs makes it difficult for a
malicious PC user or network snooper at one of the network ports to obtain
unauthorized information. Because switches send packets only to the proper output
port, a snooper plugged into another port receives no unauthorized data. If the
server and wiring closet are secure, the last step is switched, and the DTU is plugged
directly into the wall jack, then it is very difficult to intercept communications
between the server and the DTU. Sun Ray Server Software encryption features also
help to protect sensitive data by providing options to encode keyboard input and
display traffic. In addition, Remote Hotdesk Authentication (RHA), requires SRSS-
based authentication before users can reconnect to existing sessions.
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CHAPTER 2

Command-Line Interface

The Command-Line Interface (CLI) is the recommended interface for enabling

assistive technologies.

This chapter contains the following information:

“Supported Commands” on page 15

“Session Redirection” on page 20

“Changing Authentication Policies” on page 23

“Managing User Data in the Sun Ray Data Store” on page 22
“Enabling Multiple Administration Accounts” on page 23
“Enabling and Disabling Device Services” on page 25
“Configuring Interfaces on the Sun Ray Interconnect Fabric” on page 27
“Managing Firmware Versions” on page 30

“Restarting the Sun Ray Data Store (SRDS)” on page 31
“Smart Card Configuration Files” on page 31

“Using the utcapture Tool” on page 34

“Examining Log Files” on page 37

Supported Commands

Commands that can be executed from the command line are listed in TABLE 2-1, and
a few of the most important commands are documented in this chapter. For further

information on executing these commands, see the man page for the command in

question.
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To view any of the specific commands for the Sun Ray system, type:

% man -M /opt/SUNWut/man command

or type:

% setenv MANPATH=/opt/SUNWut/man
% man command

TABLE 2-1  Supported Commands

Command

Definition

utaction

utadm

utadminuser

utamghadm

utcammigrate

utcapture

utcard

utconfig

utcrypto

utdesktop

The utaction program provides a way to execute commands when a Sun Ray
DTU session is connected, disconnected, or terminated.

The utadm command manages the private network, shared network, and DHCP
(Dynamic Host Configuration Protocol) configuration for the Sun Ray
interconnect.

The utadminuser command is used to add, list, and delete UNIX user names
from the list of users authorized to administer Sun Ray services. The list is stored
in the Sun Ray data store.

The utamghadm command is used to configure or disable regional hotdesking,
which enables users to access their sessions across multiple failover groups.

The utcammigrate utility may be used to migrate existing CAM configuration to
its Kiosk Mode equivalent with the intention of migrating from existing CAM
sessions to Kiosk sessions. This migration includes the creation of Kiosk
application descriptors, prototypes, session configuration and application lists.
The migration does not include support for CAM wrapper scripts.

The utcapture command connects to the Authentication Manager and monitors
packets sent and packets dropped between the Sun Ray server and the Sun Ray
DTUs.

The utcard command allows configuration of different types of smart cards in
the Sun Ray data store

The utconfig command performs the initial configuration of the Sun Ray server
and supporting administration framework software.

The utcrypto command is a utility for security configuration.

The utdesktop command allows the user to manage Sun Ray DTUs connected to
the Sun Ray server that the command is run on.
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TABLE 2-1  Supported Commands (Continued)

Command

Definition

utdetach

utdevadm

utdiskadm

utdssync

uteject

ut fwadm

utfwload

utfwsync

utgmtarget

utgroupsig

utgstatus

utinstall

utkiosk

The utdetach command disconnects the current non-smart card mobile session
or authenticated smart card session from its respective Sun Ray DTU. The session
is not destroyed but put into a detached state. The session can be accessed again
only after authentication. When Remote Hotdesk Authentication (RHA) is
disabled (via utpolicy or the Admin GUI), utdetach affects only authenticated
smart card sessions and non-smart card mobile sessions.

The utdevadm command is used to enable/disable Sun Ray device services. This
includes USB devices connected through USB ports, embedded serial ports, and
internal smart card reader in the Sun Ray DTU.

The utdiskadm utility is a tool for Sun Ray mass storage administration.

The utdssync command converts the port number for the Sun Ray Data Store
service to the new default port on servers in a failover group, then forces all
servers in the group to restart Sun Ray services.

The uteject command is used to eject media from a removable storage media
device.

The ut fwadm command manages firmware versions on the Sun Ray DTUs.

The utfwload command is used primarily to force the download of new
firmware to a DTU running older firmware than its server.

The ut fwsync command refreshes the firmware level on the Sun Ray DTUs to
what is available on the Sun Ray servers in a failover group. It then forces all the
Sun Ray DTUs within the group to restart.

The utgmtarget command manages a group-wide list of explicit destinations
for Sun Ray group membership announcements

The utgroupsig command sets the failover group signature for a group of Sun
Ray servers. The utgroupsig command also sets the Sun Data Store rootpw
used by Sun Ray to a value based on the group signature. Although utgroupsig
sets the rootpw in the utdsd. conf file, it does not set the admin password,
which is a separate entity, in the data store.

The utgstatus command allows the user to view the failover status information
for the local server or for the named server. The information that the command
displays is specific to that server at the time the command is run.

The utinstall utility installs, upgrades, and removes Sun Ray Server Software.
All software required to support the Sun Ray server is installed, including the
administration framework.

The utkiosk tool is used to import/export kiosk configuration information into
the data store. It also supports storage of multiple named kiosk session
configurations in the data store.
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TABLE 2-1  Supported Commands (Continued)

Command

Definition

utkioskoverride

utmhadm

utmhconfig

utmount

utpolicy

utpreserve

utpw

utquery

utreader

utreplica

utresadm

utresdef

utrestart

utselect

utsession

utset

The utkioskoverride command provides a way to set the session type
associated with a token, to select a kiosk session configuration for a token
associated with a kiosk session, or to query the session type and kiosk session
currently associated with a token.

The utmhadm command provides a way to administer Sun Ray server multihead
terminal groups. The information that utmhadm displays and that is editable is
stored in the data store.

The utmhconfig tool allows an administrator to list, add, or delete multiheaded
groups easily.

The utmount command is used to mount a file system on a Sun Ray mass storage
device.

The utpolicy command sets and reports the policy configuration of the Sun Ray
Authentication Manager, utauthd(1M).

The utpreserve command saves existing Sun Ray Server Software configuration
data to the /var/tmp/SUNWut .upgrade directory.

The utpw command changes the Sun Ray administrator password (also known as
the UT admin password) used by the Web-based and command-line
administration applications.

The utquery command collects DHCP information from the Sun Ray DTUs.
The utreader command is used to add, remove, and configure token readers.

The utreplica command configures the Sun Ray Data Store server to enable
replication of administered data from a designated primary server to each
secondary server in a failover group. The data stores of the secondary servers
remain synchronized automatically unless there is a power outage. The -z option
is useful for updating the port number.

The utresadm command allows an administrator to control the resolution and
refresh rate of the video monitor signal (persistent monitor settings) produced by
the Sun Ray unit.

The utresdef command allows an administrator to create, delete, and view
resolution definitions (actually monitor signal timing definitions) for monitors
attached to Sun Ray DTUs.

The utrestart command is used to start Sun Ray services.

The utselect command presents the output of utswitch -1 as alist of servers
in the current host group, to be used for reconnection of the current DTU. A user
can either select a server from this list or specify a server not in the current host
group by typing its full name in the utselect text box.

The utsession command lists and manages Sun Ray sessions on the local Sun
Ray server.

Use utset to view and change Sun Ray DTU settings.

18 Sun Ray Server Software 4.1 Administrator’s Guide for Solaris * July 2008



TABLE 2-1  Supported Commands (Continued)

Command

Definition

utsettings

utsunmc

utsunmcinstall

utswitch

utumount

utuser

utwall

utwho

utxconfig

The utsettings command opens a Sun Ray Settings dialog box that allows the
user to view or change audio, visual, and tactile settings for the Sun Ray DTU.

The utsunmc command adds the Sun Ray Server Software 4.1 module to the Sun
Management Center (SunMC) and loads it to permit monitoring of Sun Ray
Server Software. The utsunmc command can also remove the Sun Ray Server
Software 4.1 module from SunMC.

Use utsunmcinstall to install and uninstall the Sun Ray module for SunMC on
a SunMC server where Sun Ray Server Software is not installed.

The utswitch command allows a Sun Ray DTU to be switched among various
Sun Ray servers. utswitch can also list existing sessions for the current token.

The utumount command is used to unmount a file system from a Sun Ray mass
storage device.

The administer can manage Sun Ray user tokens registered on a Sun Ray server
by running the utuser command on it. The utuser command also provides
information on the currently inserted token (smart card) for a specified DTU that
is configured as a token reader.

The utwall utility sends a message or an audio file to users having an Xnewt or
Xsun

(Xserver unique to Sun Ray) process. The messages can be sent in email and
displayed in a pop-up window.

The utwho script assembles information about display number, token, logged-in
user, etc., in a compact format.

The utxconfig program provides Xserver configuration parameters for users of
Sun Ray DTU sessions.
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V¥ To Stop Sun Ray Services

® Type:

# /etc/init.d/utsvc stop

V¥ To Start Sun Ray Services

® Type:

# utrestart

This procedure, known as a warm restart, starts Sun Ray services without clearing
existing sessions.

Or

® Type:

# utrestart -c

This procedure, known as a cold restart, starts Sun Ray services and clears existing
sessions.

Session Redirection

After a user’s token has been authenticated, whether via smart card token or direct
login, it is automatically redirected to the appropriate server. To redirect a session to
a different server manually, use the utselect graphical user interface (GUI) or the
utswitch command.

V¥ To Redirect to a Different Server

® From a shell window on the DTU, type:

| % utselect
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The selections in the window are sorted in order of the most current to least current
active sessions for the token ID.

In FIGURE 2-1, the Server column lists the servers accessible from the DTU. The
Session column reports the DISPLAY variable X session number on the server if one
exists. In the Status column, Up indicates that the server is available. The first server
in the list is highlighted by default. Select a server from the list or enter the name of
a server in the Enter server: field. If a server without an existing session is selected,
a new session is created on that server.

FIGURE 2-1 The Server Selection (utselect) GUI

Server Selection

Server Session Status

SUNEagYe
sunrayl Hote 0ffline
SURFaY3 Hote Up

Enter server: |

oK I Cancel‘ Refresh

The OK button commits the selection of the highlighted or manually entered server.
The Cancel button dismisses the GUI without making any changes to the session.
The Refresh button reloads the window with the most current information.

To Redirect a DTU Manually

® From a shell window on the DTU, type:

| % utswitch -h host [ -k fokenl

where host is the host name or IP address of the Sun Ray server to which the selected
DTU is redirected, and token is the user’s token ID.
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V¥ To List Available Hosts

® From a shell window, type:

| % utswitch -1

Hosts available from the Sun Ray DTU are listed.

V¥ To Select a Server with the Latest Session

® In a shell window, type:

| % utswitch -t

The DTU is redirected to the server with the latest session connect time.

22

Managing User Data in the Sun Ray Data
Store

You can specify the following user fields in the Sun Ray data store:

TABLE2-2 Key User Fields

Field Description

Token ID User’s unique token type and ID. For smart cards, this is a manufacturer type
and the card’s serial ID. For DTUs, this is the type “pseudo” and the DTU’s
Ethernet address. Examples:

mondex.9998007668077709
pseudo.080020861234

Server Name Name of the Sun Ray server that the user is using. Server Name is optional.

Server Port Sun Ray server’s communication port. This field should generally be set to
7007. This setting is optional.

User Name User’s name.

Other Info Any additional information you want to associate with the user (for example,
an employee or department number). This field is optional.
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Note — Sun Ray Server Software now supports multiple administration accounts.
This feature is described in “Enabling Multiple Administration Accounts” on
page 23.

Changing Authentication Policies

Setting an authentication policy with utpolicy, automatically sets the failover
group policy, so all you need to do after making a policy change is to reset or restart
services. You can also modify policy settings with the Admin GUI System Policy tab
(see FIGURE 3-12).

Tip — Use the utrestart -c command instead of rebooting the server.

TABLE 2-3 utrestart Commands

Command/Option Result

utrestart Use this option if a minor policy change
was made, such changing from soft to hard
security mode. With minor changes, it is
not necessary to terminate existing
sessions. This is a warm restart.

utrestart -c Use this option if a significant policy
change has been made, such as enabling or
disabling access to mass storage devices.
All existing sessions are terminated. This is
a cold restart.

Enabling Multiple Administration
Accounts

Early releases of Sun Ray Server Software allowed only one user account, admin, to
modify entries in the Sun Ray Data Store. Now, however, the administrator can
allow any valid UNIX user ID in the authorized user list to administer Sun Ray
services. An audit trail of activity on these accounts is provided. See the man page
for utadminuser (1M).
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Authentication for accounts with administrative privileges is based on the PAM
authentication framework.

PAM Entries

In order to support the old Data Store authentication, a PAM module,
/opt/SUNWut/lib/pam_sunray_admingui.so.1, is included in the Sun Ray
product.

V¥ To Configure UNIX Users

To configure the Sun Ray Admin GUI to use UNIX user names instead of the default
admin account:

® Modify the /etc/pam.conf file to use the dtlogin authentication PAM stack
auth entries to create the PAM stack for utadmingui.

# added to utadmingui by Sun Ray Server Software -- utadmingui
utadmingui auth requisite pam_authtok_get.so.l
utadmingui auth required pam dhkeys.so.l
utadmingui auth required pam _unix_cred.so.1l
utadmingui auth required pam unix_auth.so.1l

Note — Make sure to include the comment line, which is needed for the cleanup to
work properly.

V¥ To Revert to the Old admin User

To return to the old Sun Ray Admin GUI authentication scheme:

® Modify the /etc/pam.conf file and replace the PAM stack for utadmingui
with the pam_sunray_admingui.so.1l module:

# added to utadmingui by Sun Ray Server Software -- utadmingui
utadmingui auth sufficient /opt/SUNWut/lib/pam sunray_admingui.so.l

Note — Make sure to include the comment line, which is needed for the cleanup to
work properly.
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Administration GUI Audit Trail

The administration framework provides an audit trail of the Admin GUI The audit
trail is an audit log of the activities performed by multiple administration accounts.
All events that modify system settings are logged in the audit trail.

SRSS 4.1 uses the syslog implementation. Events are logged into
/var/opt/SUNWut/log/messages file, where audit events are prefixed with the
keyword utadt: : so that administrator can filter events from the messages file.

For example, session termination from the Admin GUI generates the following audit
event:

Jun 6 18:49:51 sunrayserver usersession[17421]: [ID 521130 user.info] ut:
username={demo} hostname={sunrayserver} service={Sessions}
cmd={/opt/SUNWut/lib/utrcmd sunrayserver /opt/SUNWut/sbin/utsession -x -d
Cyberflex_Access_FullCrypto.1047750blele -k 2>&1}

message={terminated User "Cyberflex Access_FullCrypto.1047750blele" with
display number="4" on "sunrayserver"}

status={0} return_val={0}

where

username = User’s Unix ID

hostname = Host on which the command is executed
service = Name of the service being executed

cmd = Name of the command being executed
message = Details about the action being performed

Enabling and Disabling Device Services

Sun Ray device services can be enabled and disabled with the utdevadm command
line tool or with the Admin GUI Sun Ray device services include USB devices
connected through USB ports, internal serial ports, and internal smart card readers
on the Sun Ray DTU. Device services can also be administered from the Security tab
on the Admin GUI Advanced tab (see FIGURE 3-11).

The Sun Ray 2 and Sun Ray 2FS each have one embedded serial port; the Sun Ray
170 and Sun Ray 270 each have two embedded serial ports. When internal serial
service is disabled, users cannot access embedded serial ports on the Sun Ray DTU.
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When internal smart card reader service is disabled, users cannot access the internal
smart card reader through the PC/SC or SCF interfaces for reading or writing;
however, this does not affect session access or hotdesking with unauthenticated
smart cards.

When USB service is disabled, users cannot access any devices connected to USB
ports. This does not, however, affect HID devices such as the keyboard, mouse, or
barcode reader.

After installation of Sun Ray Server Software, all device services are enabled by
default. You can use the utdevadm command to enable or disable device services
only in the configured mode, that is, after the Sun Ray Data store is activated.

This configuration affects all the servers in a group and all the DTUs connected to
that group.

The following example shows how to enable or disable USB service. The other
device services can be enabled or disabled with the same syntax.

V¥ To Determine the Current State of Device
Services

® Use the utdevadm command:

| # utdevadm

This displays enabled or disabled state of the devices.

V¥ To Enable USB Service

® Use the utdevadm command as below:

| # utdevadm -e -s usb

V¥ To Disable USB Service

® Use the utdevadm command as below:

| # utdevadm -d -s usb
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V¥ To Perform a Cold Restart

® Use the utrestart command as below:

[ # utrestart -c

Configuring Interfaces on the Sun Ray
Interconnect Fabric

Use the utadm command to manage the Sun Ray interconnect fabric.

Note — If the IP addresses and DHCP configuration data are not set up properly
when the interfaces are configured, then the failover feature will not work as
expected. In particular, configuring the Sun Ray server’s interconnect IP address as a
duplicate of any other server’s interconnect IP address may cause the Sun Ray
Authentication Manager to generate “Out of Memory” errors.

Note — If you make manual changes to your DHCP configuration, you will have to
make them again whenever you run utadm or ut fwadm.

Tip — If you issue a <CTRL>C signal while performing utadm configuration, utadm
may not function correctly the next time it is invoked. To correct this condition, type:
dhtadm -R.

V¥ To Configure a Private Sun Ray Network

® To add an interface, type:

# utadm -a interface_name

This command configures the network interface interface_name as a Sun Ray
interconnect. Specify a subnet address or use the default address, which is
selected from reserved private subnet numbers between 192.168.128.0 and
192.168.254.0.
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Note — If you choose to specify your own subnet, make sure it is not already in use.

After an interconnect is selected, appropriate entries are made in the hosts,
networks, and netmasks files. (These files are created if they do not exist.) The
interface is activated.

Any valid Solaris network interface can be used. For example:

hme[0-9]1, gfe[0-3]

V¥ To Configure a Second Private Sun Ray Network

® To add another interface, type, for example:

# utadm -a hmel

V¥ To Delete an Interface

® Type:

# utadm -d interface_name

This command deletes the entries that were made in the hosts, networks, and
netmasks files and deactivates the interface as a Sun Ray interconnect.

V¥ To Print the Sun Ray Private Interconnect

Configuration
® Type:
# utadm -p

For each interface, this command displays the hostname, network, netmask, and
number of IP addresses assigned to Sun Ray DTUs by DHCP.
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Note — Sun Ray servers require static IP addresses; therefore, they cannot be DHCP
clients.

V¥ To Add a LAN Subnet

® Type:

# utadm -A subnet_number

V¥ To Delete a LAN Subnet

® Type:

# utadm -D subnet_number

V¥ To List the Current Network Configuration

® Type:

# utadm -1

utadm -1 lists all the currently configured networks.

V¥ To Remove All Interfaces and Subnets

Use the utadm -r command to prepare for removal of the Sun Ray Server Software.

® Type:

# utadm -r

This command removes all of the entries and structures relating to all of the Sun
Ray interfaces and subnets.
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Managing Firmware Versions

Use the ut fwadm command to keep the firmware version in the PROM on Sun Ray
DTUs synchronized with that on the server. See also “Firmware” on page 114.

Note — If the DHCP version variable is defined, then when a new DTU is plugged in,
its firmware is changed to the firmware version on the server.

Note — If you make manual changes to your DHCP configuration, you will have to
make them again whenever you run utadm or utfwadm.

V¥ To Update All the DTUs on an Interface

® Type:

# utfwadm -A -a -n interface

Tip — To force a firmware upgrade, power-cycle the DTUs.

V¥ To Update a DTU Using the Ethernet (MAC)
Address

® Type:

# utfwadm -A -e MAC_address -n interface
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Restarting the Sun Ray Data Store
(SRDS)

If you restart the Sun Ray Data Store daemon (utdsd), you must also restart the Sun
Ray Authentication Manager. The Sun Ray Data Store daemon may need to be
restarted if you change one of its configuration parameters. The following procedure
shows the correct order of the steps to take if you need to restart SRDS.

To Restart Sun Ray Data Store

1. Stop the Sun Ray services:

# /etc/init.d/utsvec stop

2. Stop the Sun Ray Data Store daemon:

# /etc/init.d/utds stop

3. Restart the Sun Ray services:

# utrestart

Smart Card Configuration Files

Use the Admin GUI or the utcard command to add additional smart card vendor
configuration files.

Smart card configuration files are available from a variety of sources, including Sun
and various of smart card manufacturers.
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V¥ To Load a Configuration File Into the Directory

® Copy the vendor configuration file containing the vendor tags to the following
location:

# cp vendor.cfg /etc/opt/SUNWut/smartcard

The additional vendor cards are displayed under the Available Smart Cards
column in the Card Probe Order tab in the Admin GUIL

Configuring and Using Token Readers

Some manufacturers print the smart card ID on the card itself, but many do not.
Since all the administrative functions refer to this token ID, Sun Ray Server Software
provides a way to designate one or more specific DTUs as dedicated token readers.
Site administrators can use a dedicated token reader to administer Sun Ray users
through their tokens. A token reader is not used for normal Sun Ray services, so it
does not need a keyboard, mouse, or monitor.

In the example configuration in FIGURE 2-2, the second DTU acts as a token reader.

When you enable an authentication policy with registered users, or token owners, be
sure to specify smart card IDs for them. To utilize token readers with regional
hotdesking based on Sun Ray pseudo-tokens, use the Site-specific Mapping Library to
produce the desired behavior for them. See “To Configure a Site-specific Mapping
Library” on page 78 and “Token Readers with Regional Hotdesking” on page 79.

FIGURE 22 Using a Token Reader to Register Smart Cards

Switch

i* | Smart card
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Token Reader Icon
When a site policy disallows pseudo-sessions, DTUs configured as token readers

display the token reader icon instead of the Login Dialog box. The token reader is
also called the card reader. (See “Token Reader Icons” on page 218.)

FIGURE 2-3 Token Reader (Card Reader) Icon

To Configure a Token Reader

The utreader command allows a DTU to be used as a token reader, for registering
smart cards. When a DTU is configured as a token reader, inserting or removing a
smart card does not initiate session mobility; any session connected to that DTU
remains connected to it regardless of card movement events.

Token reader mode is useful when you want to determine the raw token ID of a
smart card.

® For instance, to configure the DTU with MAC address 0800204c121c as a token
reader, type the following command:

# utreader -a 0800204cl2lc

® To re-enable the DTU with MAC address 0800204c121c to recognize card
movement events and perform session mobility based on the smart card
inserted into the DTU:

# utreader -d 0800204cl2lc
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® To unconfigure all token readers on this server:

# utreader -c

V¥ To Get a Token ID From a Token Reader

In releases prior to SRSS 3, access to the token card reader was limited to the server
to which it was connected; the utuser command had to be invoked from that
server. Beginning with SRSS 3.1, however, you can access the token card reader by
invoking utuser -r from any server in the relevant failover group. The procedure
otherwise remains as it was in earlier releases.

® Type the following command:

# utuser -r Token Reader

where Token Reader is the MAC address of the DTU containing the smart card whose
ID you want to read. Insert the smart card into the DTU and run the utuser
command. This command queries the DTU for the smart card token’s ID and, if
successful, displays it. For example:

# /opt/SUNWut/sbin/utuser -r 08002086el8f
Insert token into token reader ’'08002086el8f’ and press return.
Read token ID ’‘mondex.9998007668077709"

Using the utcapture Tool

The utcapture tool connects to the Authentication Manager and collects data about
the packets sent and packets dropped between the Sun Ray server and the DTU. The
data in TABLE 2-4 is then displayed on the screen in the following format:
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TABLE 2-4  Data Elements Displayed

Data Element

Description

TERMINALID

TIMESTAMP

TOTAL PACKET

TOTAL LOSS

BYTES SENT

PERCENT LOSS

LATENCY

The MAC address of the DTU

The time the loss occurred in year-month-day-hour-minute-second format.
Example: 20041229112512

Total number of packets sent from server to DTU

Total number of packets reported as lost by DTU

Total number of bytes sent from server to DTU

Percentage of packets lost between the current and previous polling interval

Time in milliseconds for a round trip from DTU to server.

Tip — Sun Ray DTU traffic loss of more than .1%, may indicate a network problem.
You may want to allocate higher priority to the VLAN that carries Sun Ray DTU
traffic. For more information on how to change the priority, see the manufacturer’s
documentation for your switch.

The following utcapture options are supported:

TABLE2-5 utcapture Options

Option Definition

-h Help for using the command.

-r Dump output to stdout in raw format. By default, data is dumped when
there is a packet loss. With this option, the data is always dumped to stdout

-s server Name of server on which the Authentication Manager is running. By default,
it is the same host that is running utcapture.

-1 filename Process raw data from a file specified by file name and dump to stdout only
the data for those DTUs that had packet loss.

desktopID Collects the data for the specified DTUs only. DTUs are specified on the

command line by their desktop IDs separated by a space. By default, data for
all currently active desktops is collected.
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V¥ To Start utcapture

® From a command line, enter one of the following commands:

| % utcapture -h

This command lists the help commands for the utcapture tool.

| % utcapture

This command captures data every 15 seconds from the Authentication Manager
running on the local host and then writes it to stdout if there is any change in
packet loss for a DTU.

| % utcapture -r > raw.out

This command captures data every 15 seconds from the Authentication Manager
running on the local host and then writes it to stdout.

| % utcapture -s sunray server5118.eng 080020a893cb 080020b34231

This command captures data every 15 seconds from the Authentication Manager
running on server5118.eng and then writes the output to stdout if there is any
change in packet loss for the DTU with ID 080020a893cb or 080020b34231.

| % utcapture -i raw-out.txt

This command processes the raw data from the input file raw-out. txt and then
writes to stdout the data only for those DTUs that had packet loss.

36 Sun Ray Server Software 4.1 Administrator’'s Guide for Solaris ¢ July 2008



Examining Log Files

Significant activity concerning files retrieved from the Sun Ray server is logged and
saved. The server stores this information in text files. TABLE 2-6 describes the log files

that are maintained.

TABLE2-6 Log Files

Description

Log File Path
Administration /var/opt/SUNWut/log/admin_log
Authentication /var/opt/SUNWut/log/auth_log

Automatic Mounting /var/opt/SUNWut/log/utmountd. log

Mass Storage /var/opt/SUNWut/log/utstoraged.log
Devices
Messages /var/opt/SUNWut/log/messages

Web Administration /var/opt/SUNWut/log/utwebadmin.log

Lists operations performed during server
administration. This log is updated daily.
Archived files are stored on the system for
up to one week and are annotated using
numeric extensions (for example, from file
name admin_log.0 to admin_log.5).

Lists events logged from the
Authentication Manager. The auth_log
file is updated (up to a limit of 10) every
time the server’s authentication policy is
changed or started. The archived
authentication files are annotated using
numeric extensions (for example, from
auth_log.0 to auth_log.9).

Lists mount messages for mass storage
devices. The archived mountd files are
annotated using numeric extensions (for
example, from utmountd.log.0 to
utmountd.log.9).

Lists mass storage device events. The
archived storage files are annotated using
numeric extensions (for example, from
utstoraged.log.0 to
utstoraged.log.?9).

Lists events from the server’s DTUs,
including details of registering, inserting,
or removing smart cards. This file is
updated daily. Archived files are stored
on the server for one week annotated
with numeric extensions (for example,
from messages. 0 to messages.5).

Lists web administration-related
messages. The archived log files are
annotated with numeric extensions.
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CHAPTER 3

Administration Tool

The Sun Ray Administration Tool (Admin GUI) is organized around primary Sun
Ray objects, such as servers, sessions, desktop units, and tokens.

FIGURE 3-1 Admin GUI Navigation Hierarchy

Servers Tab
Server Details
View Installed Sun Ray Packages
View Network Status
View Connected Desktop Units
View Session Details
Sessions Tab
Desktop Units Tab
New Desktop Unit
Desktop Unit Properties
Edit Desktop Unit Properties
Tokens Tab
Add New Token
Registered Tokens
Currently Used Tokens
Token Properties
Edit Token Properties
New Alias Token
Advanced Tab
Security
System Policy
Kiosk Mode
Display Kiosk Mode details
Edit Kiosk Mode (specify session type and properties)
Card Probe Order
Edit (or Set) Card Probe Order
Data Store Password
Log Files Tab
Messages (system messages)
Authentication (Authentication Manager events)
Administration (server administration operations)
Mount (mass storage device mount messages)

Storage (mass storage device events)
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The tab navigation model is easier to use than the previous navigation tree, and
context-sensitive help makes it easier to manage a Sun Ray installation with little
need for official documentation. Search functionality has been integrated into the
main GUI tabs, and all tables can be sorted by clicking on the column headers.

Login Page

The default user name for the Admin GUI administration account is admin. The
initial password is set at configuration time (see “Configure Sun Ray Server
Software” in the Sun Ray Server Software 4.1 Installation and Configuration Guide for
Solaris).

To allow another user account or accounts to perform administrative functions, see
“Enabling Multiple Administration Accounts” on page 23 of this manual.

To access the Admin GUI, log in to your Sun Ray server’s console or to any DTU
attached to it, start a browser, and type the following URL:

http://<localhost>:1660

Note — If you chose a different port number when you configured the Sun Ray
Server Software, substitute that number for 1660 in the URL above. If secure
communication was enabled during SRSS configuration, the browser may be
redirected to a secure port (default 1661).

If you get a message denying access, make sure that:

m You are running a browser on a Sun Ray server or one of its DTUs.

m The browser is not using a different machine as an HTTP proxy server (to proxy
the connection to the HTTP server (Web server).

All actions performed within the Admin GUI that modify system settings are logged
in an audit trail.
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FIGURE 3-2 User Name Challenge Screen

Sun Ray™~Administration

Server Mame: srsdemo-01

Please enfer user name:

|admin|

l.ok || Startover

rnmeni Rights -
of the FAR and i

srsdemo-01: 1661 &%

To log in, enter the administrator user name admin on the user name challenge
screen and click the OK button. On the password challenge screen, enter the
administration password and click the OK button.

If the session is inactive for 30 minutes, you must log in again.

Note — To change the administration password, use the Advanced tab. See “Data
Store Password” on page 56.
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Servers Tab

This tab provides the capability to list all the servers in the failover group. Clicking on
a server name displays additional details for the selected server and offers links to
display the host group’s network connectivity status (that is, failover group status)
or to list installed Sun Ray packages. It also simplifies restart options by offering
buttons for warm restart or cold restart of Sun Ray services on a local or failover
group-wide basis.

Note — A cold restart terminates all sessions on the selected server or servers before
restarting; a warm restart does not terminate sessions.

FIGURE 3-3 Top-level Servers Tab

VERSION LOG OUT HELF

User: admin r: sredemo-01

Sun Ray Administration

Sun™ Micr

Servers

This page lists all Sun Ray servers with the same group signature. Click on the server names to display additional details. » More on
Servers.

| | Warm Restart || Cold Restart | |

| Name % | IP Address * | Mode * | LAN Conneclions * | Stari Time *
- srademo-01 10.6.133.148 & Online Enabled | Tue Jul 17 005614 PDT 2007
I- srsdemo-02 106133171 & Online Enabled Tue Jul 17 00:53:02 POT 2007
Ihttps:!!srsdemo-ﬂit16Elm&'facesasplsewerﬁewers.;'sp# srsdemo-01:1661 @&
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Sessions Tab

This tab lists all the sessions, sorted by user sessions and idle sessions.

FIGURE 3-4 Sessions Tab Displays Active and Idle Sessions

VERSIOMN LOG oUT HELF

User: admin Serve dermo-01

Sun Ray Administration

Sun™ Microd

Sessions

This page lists all Sun Ray sessions. To use the Search function to look for sessions on a specific server, select the server name
from the drop-down menu and enter a search string in the text field. Click the Search button to view the sessions that match
these search parameters. » More on Sessions

| All Servers =l Search

Sessions (4)

| |

Unix Deskiop
Token ™ | Owner ™ | ID * | Server % | Display ™ | Stalus ™ | Unil H
¥ User Sessions

é [ @ '

! | MicroPayflex.50014307 00130100 02 d 0z 2 | 0003bald9157
| ||| iocramenasomootomn || SR RIS | connectea | TR
: [ o ]

| |7 Meerestexseoteaonomnoe | | e eeemeRlt | Connectea | 2020902
Sun Ray | | | @

I_ pseudo.0003bald9114 Tech Pubs utku19 srsdemo-02 [ 4 | Connected | 0003bald9114
i ? | &

| ||[ [peeuscooomazeses | | S il R I
i Login Greeterlidle Sessions

| Mo idle sessions found.

]Dcne srsdemo-01:1661 &k

The search functionality allows lookup of specific sessions, such as those running on
a single server or sessions where a specific user is logged in. This tab also allows you
to drill down for more information on any server or DTU as well as to select and
terminate sessions.
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Desktop Units Tab

The new desktop unit (DTU) management tab consolidates several DTU-related
screens from the old Admin GUI.

FIGURE 3-5 Desktop Units Tab
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VERSION LOG OUT HEI:E

User. admin Server. srsdemo-01

Sun Ray Administration

Desktop Units - Search Results

This page lists the DTUs that meet the specified search criteria.

Connected Deskiop Units :l I‘ Search

| Connected Deskiop Linits Desktop Unit5| Reset Search Criteria |
| Token Readers
Multihead Groups

vonneciea UvesKiop unns (4)

ideniifier ™ | Locafion * | Other Information % | Server N
0003ba0ds114 srsdemo-02
0003ba0dots? | srsdemo02
0003bald91ba | srsdemo-02
oosbafedga | srsdemo02
Done I srsdemo-01:1661 &

The search drop-down menu provides access to the choices of listing all registered
DTUs, listing all connected DTUs, displaying DTUs configured as token readers, or
DTUs participating in multihead groups (see “Multihead Groups” on page 150). As
on other tabs in the new Admin GUI, clicking on the identifier (MAC address)
displays additional details for each DTU. All fields can be sorted by clicking their
column headers.

V¥V To Display Properties for a DTU

® Click any Desktop Identifier link on the Desktop Units tab.
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V¥ To Edit a DTU’s Properties

1. Click any Desktop Identifier link on the Desktop Units tab, then click the Edit
button.

2. Enter or modify data in the text boxes, and click the OK button to save the
changes to the data store.

Multihead Groups

The multihead feature allows users to control separate applications on multiple Sun
Ray displays with a single keyboard and mouse, attached to the primary DTU. The
multihead feature also allows users to display and control a single application, such
as a spreadsheet, on multiple displays (see Chapter 9).

Token Readers

A token reader is a Sun Ray DTU that is dedicated to reading a smart card and
returning the card’s ID, which you can associate with a user (card owner). Sun Ray
DTUs configured as token readers display the token reader icon (see “Token Reader
Icons” on page 218) instead of a login dialog box and do not support hotdesking
when cards are inserted or removed. To manage token readers with the CLI, see
“Configuring and Using Token Readers” on page 32.

V¥ To Set Up a Token Reader

1. On the Desktop Units tab, click the Identifier of the DTU you want to use as a
token reader.

2. On the Desktop Unit Properties tab, click Edit.
3. On the Edit Desktop Unit Properties tab, click the Token Reader checkbox.
4. Click the OK button.

The DTU you have selected is now set up to read smart card tokens.

5. Restart Sun Ray services.

The DTU is now a token reader.
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FIGURE 3-6 Setting Up a Token Reader

VERSION LOG OUT HELF

User: admin Server: sredemo-01 4‘

Sun Ray Administration

Javd’

Sun™ Microsystems, inc.

Desktop Units = 0003baldd9114

Edit Desktop Unit Properties - 0003ba0d9114

General

Location: I

Other Information: I

Advanced

Token Reader: E Desktop unit is used as token reader
Deskiop units configured as token readers do not support hotdesking. They are used for registration of new tokens.

o] (ol

Done I srsdemo-01: 1661 &

V¥ To Locate a Token Reader

® On the Desktop Units tab, select Token Readers from the drop-down list and
click the Search button.

The default is to search for all possible matches. You may specify other search
criteria in the Search text box.

V¥ To Get Information on a Token Reader

® Click the Token Readers Identifier link after searching for token readers on the
Desktop Units tab.
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Tokens Tab

The Admin GUI manages fokens associated with users and pseudo-tokens associated
with DTUs through the Tokens tab. Smart cards can be registered to specific users,
considered as token owners. Alias tokens allow a token owner to use more than one
token for access to the same session.

FIGURE 3-7 Tokens Tab

VERSION LOG OUT HELF

min sdemo-01

Sun Ray Administration

Sun™ M

Tokens

This page lists all registered tokens. To use the Search function to look for specific tokens, such as currently used tokens,
select the type of tocken to search for from the drop-down menu and enter a search string in the text field. Click the Search
button to view the tokens that match these search parameters. » More on Tokens

fRegistered Tokens ll I‘ Search

| | MNew... || Delete || Enable || Disable |

Session
Token Status Type Owner Ciher Information
[ | pseudo.0003ba0d9114 | @ Enabled | Default | Sun Ray Tech Pubs
IDone srsdemo-01:1661 &

Note — The Tokens tab is not used to administer token readers, which are DTUs set
up to read smart cards and retrieve their token IDs. See “Token Readers” on page 45.

The Edit Token Properties page (see FIGURE 3-8) and the Add New Token page (see
FIGURE 3-9) can be used to enable session types, such as Kiosk or regular desktop
sessions, to control what type of desktop is displayed for each user token or class of
user token.
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FIGURE 3-8 Edit Token Properties

Advanced
Session Type:
| Regular 5
Select Session Type EI
IDune I srsdemo-01:1661 &

|
VERSION LOG OUT HELF |

User admin Server: sredemo-01

Sun Ray Administration

Sun™ Micr

Tokens = MicroPayflex.50014 30700130100
Edit Token Properties - MicroPayflex.5001430700130100 [Lok |
$|ndiCEtES required field

General

* Owner: ITech Pubs demo

Other Information: |use to illustrate manual

Status: [~ Enabled
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V¥ To Register a Token

1. Click on any token on the Tokens tab to display that token’s properties (see
FIGURE 3-8).

2. To register a token, click the New button on the Tokens tab to display its
properties (see FIGURE 3-9).

You can now enter an identifier or select a token reader.
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FIGURE 3-9 Add New Token Page

WERSIOM

User admin Serve

Sun Ray Administration

Add New Token

Specify the details of the new token. The token identifier can either be entered manually or retrieved automatically from a
configured token reader. Select a token reader from the drop-down list below, then insert a smart card, and click OK.

Identifier: (" Read ldentifier from Token Reader: I -

¢ Enter Token ldentifier Manually: I

Owner: I

Other Information: I

Advanced
Session Type:
Done I srsdemo-01:1661 &

V¥V To Register a Pseudo-Token

1. Click on any Identifier on the Desktop Units tab to view properties for that
DTU.

2. On the Desktop Unit Properties page, click View Token Details.

3. Click the Edit button to enter details such as ownership and to specify a session
type: Default, Kiosk, or Regular (see FIGURE 3-10).
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FIGURE 3-10 Pseudo-token Properties

VERSION LOG OUT LRk

User: admin Server: sredemo-01

Sun Ray Administration

Sun™ Mic

Tokens = pseudo.0003ba0d9114

Edit Token Properties - pseudo.0003ba0d9114

General

Owner: ISun Ray Tech Pubs

Oiher Information: I

Stalus: [« Enabled

Advanced

Session Type: [ Default ' |

|Kiosk
M{Seiect Session Type
Done | srsdemo-01: 1661 &

V¥ To Enable, Disable, or Delete a Token

1. Click the check box next to the token’s identifier on the Token Properties page.

2. Click the Enable, Disable, or Delete button.
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Advanced Tab

This tab provides sub-tabs for group-wide settings, described below.

FIGURE 3-11 The Security Tab

VERSION LOG OUT HELF

User: admin £ emo-01

Sun Ray Administration

J Security | System Policy Kiosk Mode Card Probe Order Data Store Password

Security

Use this page to configure encryption and authentication between client and server and to enable or disable devices globally.
*» More on Security

Encryption and Authentication

[¢] Upstream Encryption
[+ Downstream Encryption
[« Server Authentication
Security Mode: (™ Soft
& Hard

Devices

[« Internal Serial Port
|.7 Internal Smart Card Reader

- USB Port
Done I srsdemo-01:1661 &
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Security Settings

Security settings include encryption of communication between DTU and server,
server authentication, security mode, and device access, as shown in FIGURE 3-11.

All Sun Ray device services are enabled by default. Sun Ray device services include
USB devices connected through USB ports, internal serial ports, and internal smart
card readers on the Sun Ray DTU. To enable or disable these services, use the
utdevadm command line tool (see “Enabling and Disabling Device Services” on
page 25) or the Admin GUI as shown in this section.

For a description of encryption and authentication options, see “Encryption and
Authentication” on page 83. For devices, see “Peripherals for Sun Ray DTUs” on
page 59.

System Policy

Use this tab to regulate authentication manager policy settings, such as access for
card users and non-card users, and enabling Kiosk mode and the multihead feature,
for each Sun Ray server, or system. An additional checkbox at the bottom of this tab
enables users to access sessions directly while hotdesking. Checking this box
effectively bypasses the Remote Hotdesking Authentication (RHA) feature and may
present a security risk under some circumstances, so the default is to leave RHA
enabled.
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FIGURE 3-12 System Policy Tab

VERSION LOG OUT LR

- admin = emo-01

Sun Ray Administration

Security System Policy Kiosk Mode Card Probe Crder Data Store Password |

System Policy Reset

This page allows you to configure group-wide policies. Some policy setings combinations are not allowed, and the settings
are disabled accordingly to enforce these rules. For example, it is not possible to completely disable access for smart card
and non-smart card users at the same time. »_More on System Policy

Card Users

Access: ™ None

& All Users
" Users with Registered Tokens
[T Seli-Registration Allowed
r User Account Authentication Required

Kiosk Mode: [~ Enabled

Non-Card Users

Access: ™ None
% All Users
(" Users with Registered Tokens
[T SelfRegistration Allowed
r User Account Authentication Required

Kiosk Mode: [ Enabled

Mobile Sessions: [ Enabled
For convenience, enabling mobile sessions automatically activates the exit option for mobile sessions.

[T Exitfrom Mobile Sessions Allowed

Multihead

MuHihead Feature: [~ Enabled
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Kiosk Mode Configuration

To use Kiosk Mode, enable it on the System Policy tab (see FIGURE 3-12) and use the
Kiosk Mode tab for setup. For a more detailed description, see “Kiosk Mode” on
page 161 of this manual and “Migrating from Controlled Access Mode (CAM) to
Kiosk Mode” in the Sun Ray Server Software 4.1 Installation and Configuration Guide for
Solaris.

FIGURE 3-13 Kiosk Mode Tab
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VERSION LOG OUT HELF

User: admin Serve rmo-01

Sun Ray Administration

Java’

Sun”™ Microsysterns, inc.

Security System Policy Kiosk Mode Card Probe Order Data Store Password |

Kiosk Mode

This page allows you to limit the user's desktop to certain session types (for example, full-screen Windows Connector session,
JDS or CDE desktop session) or applications. » More on Kiosk Mode.

Session: Sun Ray Connector for Windows OS5
Timeout: 12000 seconds
Maximum CPU Time:
Maximum VM Size:
Maximum number of Files:
Maximum File Size:
Locale:
Arguments: tswin2003

Done I srsdemo-01:1661 @&
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Smart Card Probe Order

The information provided about smart cards is extracted from vendor-supplied
configuration files. These configuration files are located in the directory:
/etc/opt/SUNWut /smartcard. Configuration files must be formatted correctly,
and file names must end with a . cfg suffix, such as acme_card.cfg.

FIGURE 3-14 Edit Smart Card Probe Order

VERSION LOG OUT HELF

8] admin 5 s srsdemo-01

Sun Ray Administration

Security System Policy Kiosk Mode Card Probe Order Data Store Password

Edit Card Probe Order

Add/Remove smart cards and change their probe order.

Available Smari Cards Probe Order

ActivCard-Gold (1.0) Axalto-Cryptoflex (1.3)
ActivCardGoldJavaCard (1.0) Schlumbemer-CyberflexAccess (1.0}
Eelgian-elD (1.0}

Bull-TB-CP& (1.1}
CyberflexfAccessDeveloper3zK (1.0)
DatakeyModel3305afeMNet (1.0)
Feng-Chia-University (1.1)
GD-SMARTCAFE (1.00
GD-STARCOCS (1.0)
GEMPLUS-GPK (1.0}
GEMPLUS-GPK4000-GPKBODO (1.1)
GEMPLUS-MPCOS-3DES (1.0}

Add All ==

= Remove
== Remove All
Move Up

IMove Down

(o] [ommer |
