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Sun Ray Server Software 4.0
Release Notes for Solaris

Supported Platforms

Sun Ray Server Software 4.0 for Solaris is designed to run on the following operating
systems with Solaris SPARC and x86 servers:

= Solaris 10 11/06
= Solaris 10 11/06 with Trusted Extensions

What's New

Sun Ray Server Software 4.0 for Solaris offers the following new features:

New Admin GUI

The Sun Ray Administration Tool (Admin GUI) has been rewritten for the 4.0
release. It uses the Java Server Faces (JSF) technology to dynamically render a Web-
based administration interface that complies with the most current Sun branding.
The previously used CGI-based rendering logic has been completely removed.



New OSD

On Screen Display icons have been revised to present a clearer depiction of
connectivity and other issues; however, the icon codes and DHCP codes remain the
same. They are described in Tables B-1 and B-2 in the Sun Ray Server Software 4.0
Administrator’s Guide.

Pop-up GUI

The Pop-up Graphical User Interface allows the entry of network configuration
parameters for a Sun Ray DTU from the attached keyboard. It is described in
Chapter 7 of the Sun Ray Server Software 4.0 Administrator’s Guide.

Kiosk (Controlled Access) Mode

The previous Controlled Access Mode (CAM) functionality has been replaced by
Kiosk Mode. Instructions for preserving old CAM configuration data and converting
to the new Kiosk Mode are included in the Sun Ray Software 4.0 for Solaris Installation
and Configuration Guide.

Integrated VPN Support

Sun Ray Server Software with the most recent firmware provides a VPN solution for
remote users that does not require a separate VPN router. This functionality is
supported only on Sun Ray 2 hardware:

= Sun Ray 2
= Sun Ray 2FS
= Sun Ray 270

NAT Gateway Device Support

Peripheral devices are now supported when the Sun Ray DTU is behind a NAT
gateway.
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Supported Features for Trusted Extensions

SRSS 4.0 supports the following features for Solaris 10 with Trusted Extensions:

SRSS installation and configuration
Audio

Mass storage

Authenticated smart cards

PC /SC-lite Installation

Sun Ray Server Software provides the industry-standard PC/SC-lite API to enable
access to smart cards and smart card readers connected to Sun Ray DTUs.

To Install PC/SC-lite, please follow the instructions below.

To Install PC/SC-lite

Note — Packages for PC/SC-lite are located in the Supplemental directory.

In a Solaris Trusted Extensions environment, perform the following instructions as
root from ADM N_LOW(global zone):

. Remove the following packages from the Sun Ray Server:

SUNWsT cbp

SUNWcf d

SUNWbcf h

SUNWocf r
SUNWscsclite
SUNWpcscl it e-devel
SUNW com

Note — If you are in a Solaris Trusted Extensions environment, follow steps 2 and 3;
otherwise, skip to step 4.

. Add shared multilevel port 5999 to the global zone.

This is necessary in order to have access from the local zone.
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a. Start the SMC GUI.

# snt &

b. Under Management Tools-Select hostname: Scope=Files, Policy=TSOL option.

c. Select System Configuration->Computers and Networks
->Trusted Network Zones->global.

d. From the menu bar, Select Action->Properties.

e. Under Multilevel Ports for Shared IP Addresses, click Add.

f. Add 5999 as Port Number, Select TCP as Protocol and click OK.
g. Under Multilevel Ports for Zone’s IP Addresses, click Add.

h. Add 5999 as Port Number, Select TCP as Protocol and click OK.

3. Verify that these ports are listed as shared ports by running the following
command:

# /usr/sbin/tninfo -m gl obal

4. Install the PC/SC-lite package into the global zone.

# pkgadd -d . SUNWcsc

If not in a Solaris Trusted Extensions environment, ignore the reference to global
zone in step 4, and simply perform the pkgadd procedure.

5. Verify that pcscd daemon (/ usr/|i b/ smart card/ pcscd) is running.

If not, run the following command or reboot the system:

# /usr/sbin/svcadm enabl e pcscd

6. Install Sun Ray PC/SC-lite components:

# pkgadd -d . SUNwpcscdtu
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Removed or Deprecated Features

SCF (Smart Card Framework) API

The Sun-proprietary SCF API has been removed from the SRSS 4.0 release.

Known Problems and Limitations

Solaris 10 Zones

510 uses zones to permit multiple virtualized operating system environments to
coexist in a single instance of Solaris, allowing processes to run in isolation from
other activity on the system for added security and control. SRSS 4.0 is supported
only in the global zone.

Note — Attempts to install SRSS 4.0 in S10 local zones generate appropriate error
messages.

Solaris Trusted Extensions Issues

Screen Issues

Hotdesking (Bug ID 6501261)

The following error message is sometimes displayed upon hotdesking or power
cycling the DTU:

A tooltal k connection could not be established.

Action: LockDi spl ay[ Error] Request to service this action has fail ed.

Sun Ray Server Software 4.0 Release Notes for Solaris
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If a blank screen is presented without a screen lock, then enter the password to
unlock the screen and access the session.

Device Issues

Audio (Bug ID 6540145)

Remove the setuid-0 bit on the utaudio binary.

$ chnod u-s /opt/ SUNWIt / bi n/ ut audi o

otherwise ut audi o processes started by users in the local zone do not get cleaned
up when the users log out of their Sun Ray sessions.

Sun Multiple Slices/Partitions (Bug ID 6535611)

Sun Ray mass storage handles a single slice or partition for use by the Trusted
Extensions device allocation framework; however, the Sun Ray mass storage code
needs to be able to handle multiple slices/partitions for Trusted Extensions.

Mount Points (Bug ID 6538004)

Mount points for USB mass storage devices with HSFS file systems are not removed
correctly.

Installation, Configuration, and Upgrade Issues

Reboot Before Running ut admand ut confi g
In SRSS 3.1 and later, Sun Ray services are started only on the first reboot after

installation. Consequently, after you install Sun Ray Server Software, you must
reboot the Sun Ray Server before running ut admand ut confi g.

6 Sun Ray Server Software 4.0 Release Notes for the Solaris Operating System « May 2007



Keyboard Issues

Auto-Repeat (Bug ID 6244200)

On Solaris 10 with XKB enabled, auto-repeat may not work as expected in the CDE
environment. Use of XKB with CDE is not recommended.

L10N Issues

L10N packages are not installed by default; however, they are included in the
Suppl enment al directory and can be installed manually with the r pm -i command.
The following packages are available:

TABLE1  L10N Packages

Language Package(s)

For French SUNWfuta, SUNWfutes, SUNWfuto, SUNWfutwa, SUNWfutwh
For German SUNWdutes, SUNWduto

For Italian SUNWiutes, SUNWiuto

For Japanese SUNWjuta, SUNWjutes, SUNWjuto, SUNWjutwa, SUNWjutwh
For Korean SUNWKkutes, SUNWkuto

For Portuguese SUNWputes, SUNWputo

For Simplified Chinese =~ SUNWcuta, SUNWcutes, SUNWcuto, SUNWcutwa, SUNWcutwh
For Spanish SUNWeutes, SUNWeuto
For Traditional Chinese = SUNWhutes, SUNWhuto

For French, Japanese, Simplified Chinese locales, restart the Administration GUI
after installing the Admin GUI locale packages:

# [opt/SUNWIt/|i b/ utwebadnmin restart

To display the locale correctly in the Admin GUI, adapt your browser’s language
preferences, and select the desired locale (fr, ja, or zh_CN).

For example, for Mozilla, go to Tools -> Options -> Advanced -> Edit Languages.
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Admin GUI Logout

Admin GUI logout does not work in the French locale. The workaround is:

1. Remove the following line:

ond i ck="#{l ogi n. | ogout Message}"

from the | ogout Li nk section of the
/ opt / SUNWIt / webadm n/ webapps/ ut/j sp/ m sc/ Mast head. j sp file:

<f:facet nanme="1|ogoutLi nk">
<ui : hyperlink id="Iogout"
acti on="#{l ogi n. | ogout }"
i mredi at e="true"
ond i ck="#{l ogi n. | ogout Message}"
t ool Ti p="#{nsg. mast head_| ogout _|i nk_tool ti p}"
target="_top"/>
</f:facet>

2. Restart the Admin GUI:

# [opt/ SUNWIt /| i b/ utwebadmi n restart

Online Help (French)

The following workaround enables the help text to display in the French locale,
although left-pane navigation may continue to display in English.

1. Copy the files t oc. xim and i ndex. xm from the English online help location:

# cp [/opt/SUWNut/ webapps/ut/htm /en/hel p/toc.xm \

/ opt / SUNWIt / webapps/ ut/htm /fr/ hel p

# cp [opt/SUWNut/ webapps/ ut/ htm/en/hel p/index.xm \
[ opt / SUNWIt / webapps/ ut/htm /fr/hel p

2. Restart the Admin GUI:

# [opt/SUNWIt/ | i b/ utwebadnin restart
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Multibyte Font Display Problem

In multibyte locales using pre-1.5 releases of JRE, Java-based Sun Ray tools such as
ut settings, ut mhconfi g, and the Registration GUI do not work properly. Proper
multibyte font display requires JRE 1.5.

The workaround is to create a gui j r e symbolic link in / et ¢/ opt / SUNWIt to point
to an appropriate JRE release, for instance:

# 1n -s </path_to_jre_1.5> guijre

The Registration GUIL, ut setti ngs, and ut mhconfi g, can then be launched with
the specified JRE.
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