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Preface

The Sun Ray Server Software 2.0 Administrator’s Guide provides instructions for setting
up, administering, monitoring, and troubleshooting a system of Sun Ray™
appliances and their server or servers. It is written for system administrators who
are already familiar with the Sun Ray™ computing paradigm and have substantial
networking knowledge. This guide may also be useful for those interested in
customizing their Sun Ray systems.

Before You Read This Book

This guide assumes that you have installed the Sun Ray Server Software on your
server from the Sun Ray Server Software 2.0 CD or the Electronic Software
Download (ESD) and that you have added the required patches.

How This Book Is Organized

Chapter 1 gives an overview of the Sun Ray system.
Chapter 2 describes the command-line interface.
Chapter 3 describes the Administration Tool.

Chapter 4 describes peripherals for Sun Ray appliances.

Chapter 5 describes mobile sessions, also known as Hot Desking.

Xiii



Chapter 6 gives a brief description of traffic encryption between Sun Ray clients and
servers and server-to-client authentication.

Chapter 7 discusses network requirements, including LAN, VLAN, and dedicated
interconnect options, switch requirements, and other network topology issues.

Chapter 8 describes how to monitor the Sun Ray system using Sun™ Management
Center software.

Chapter 9 describes how to implement multihead and XINERAMA on a Sun Ray
system.

Chapter 10 describes how to customize Sun Ray Server Software for controlled
access mode.

Chapter 11 discusses failover groups.

Appendix A provides troubleshooting information, including error messages from
the Authentication Manager.

Appendix B shows how to install a controlled browser.

Appendix C contains a listing of Sun Ray parameter symbol values defined in the
DHCP table and a brief discussion of encapsulated options.

This manual also contains a glossary and an index.

Xiv

Using UNIX Commands

This document does not contain information on basic UNIX® commands and
procedures, such as shutting down the system, booting the system, or configuring
devices. This document does, however, contain information about specific Sun Ray
system commands.
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Typographic Conventions

Typeface Meaning Examples
AaBbCc123 The names of commands, files, Edit your. | ogi n file.
and directories; on-screen Use |'s -a to list all files.
computer output % You have nail .
AaBbCc123 What you type, when % su
contrasted with on-screen Passwor d:
computer output
AaBbCcl123 Book titles, new words or terms, Read Chapter 6 in the User’s Guide.

words to be emphasized

Command-line variable; replace
with a real name or value

These are called class options.
You must be superuser to do this.

To delete a file, type r mfilename.

Shell Prompts

Shell

Prompt

C shell

C shell superuser

Bourne shell and Korn shell

Bourne shell and Korn shell superuser

machine_name%
machine_name#
$

#

XV



Related Documentation

Application Title Part Number

Installation Sun Ray Server Software 2.0 Installation 816-7396-10
and Configuration Guide

Release Notes Sun Ray Server Software 2.0 Re;ease Notes 816-7398-10

Accessing Sun Documentation

You can view, print, or purchase a broad selection of Sun documentation, including
localized versions, at:

http://ww. sun. com docunent ati on

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and
suggestions. You can email your comments to Sun at:

docf eedback@un. com

Please include the part number (816-6753-10) of your document in the subject line of
your email.
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CHAPTER 1

Sun Ray System Overview

The current generation of Sun Ray thin-client appliances and server software
represents the highest evolution to date of client-server computing. Although the
idea of thin client computing has been considered interesting for many years, Sun
Ray is the first implementation to offer both workstation-like user functionality and
sufficient speed and reliability to be suitable for mission-critical applications. With
the addition of LAN deployment, Sun Ray is nhow gaining acceptance in large-scale,
distributed enterprises in addition to the schools, universities, research laboratories,
and business units of large companies where it has been developed and tested.

Computing Model

The Sun Ray system employs a network-dependent computing model in which all
computing is performed on a server, with input and output data passed back and
forth between the Sun Ray server and the Sun Ray appliances.

User sessions—groups of services controlled by the Session Manager and associated
with a user through an authentication token—reside on a server and are directed to
a Sun Ray appliance. Because Sun Ray appliances are stateless, a user’s session can
be redirected to any Sun Ray appliance on the appropriate network or subnetwork

when that user logs in or inserts a smart card; that is, the session follows the user to
the new appliance. This session mobility is the key architectural feature that enables

hot desking—the ability of users to access their sessions from any appliance on their
network.

In previous versions of Sun Ray Server Software, mobile sessions were possible only
with smart cards. Beginning with version 1.3, it became possible to enable hot
desking with or without smart cards.



Because effective client-server network traffic often relies on the rapid movement of
large numbers of packets, an optimal Sun Ray implementation requires a well-
designed network. Most large implementations include at least one failover group to
ensure uninterrupted service whenever a server goes off-line.

Once a failover group is set up, Sun Ray Server Software provides automatic load
balancing to optimize performance by spreading the computing load among the
servers in the group. Whenever a server fails, the Group Manager on each remaining
server tries to distribute the failed server’s sessions evenly among the remaining
servers. The load balancing algorithm takes into account each server’s load and
capacity (number and speed of its CPUs) so that larger or less heavily loaded servers
host more sessions. These concepts are addressed in Chapter 11 and in the Sun Ray
Server Software 2.0 Installation and Configuration Guide.

The Sun Ray System

The Sun Ray system consists of Sun Ray appliances, servers, server software, and the
physical networks that connect them.

Sun Ray Appliance

The Sun Ray appliance, or desktop unit (DTU)—the ultimate thin client—delivers
and may exceed the full functionality of a workstation or a multimedia PC. The key
features include:

= 24-bit, 2-D accelerated graphics up to 1280x1024 resolution at 85 Hz (640 x 480 at
60 Hz is the lowest resolution)

= Multichannel audio input and output capabilities

= Smart card reader

= USB ports that support hot-pluggable peripherals

= EnergyStar™ compliance

« No fan, switch, or disk
« Very low power consumption

The appliance acts as a frame buffer on the client side of the network. Applications
run on the server and render their output to a virtual frame buffer. Sun Ray server
software formats and sends the rendered output to the appropriate appliance, where
the output is interpreted and displayed.

From the point-of-view of network servers, Sun Ray appliances are identical except
for their Ethernet MAC addresses. If an appliance ever fails, it can easily be replaced.
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IP addresses are leased to each Sun Ray appliance when it is connected and can be
reused when the appliance is disconnected. IP address leasing is managed by the
Dynamic Host Configuration Protocol (DHCP).

Power Cycling

To power cycle a Sun Ray appliance, disconnect the power cord, wait 15 seconds,
then reconnect the power cord.

Multihead

Sun Ray Server Software supports the use of multiple displays connected to a single
keyboard and pointer. This functionality is important for users who need extra
screen real estate, for instance, to monitor many applications or systems
simultaneously or to accommodate a single application, such as a large spreadsheet,
across multiple screens. The fact that each DTU has a single frame buffer does not
limit the use of multiple screens; the administrator can set up multihead groups,
consisting of two or more DTUSs, for those users who need them. Administration of
multihead groups is explained in Chapter 9.

Firmware Module

A small firmware module in each Sun Ray appliance is updated from the server. The
firmware module checks the hardware with a power-on self test (POST) and boots
the appliance. The Sun Ray appliance contacts the server to authenticate the user,
and it also handles low-level input and output, such as keyboard, mouse, and
display information. If there is a problem with the appliance, the module displays an
on-screen display (OSD) icon to make it easier to diagnose. OSD icons are described
in Appendix A.

Sun Ray Server Software

Sun Ray server software allows the administrator to configure network connections,
select an authentication protocol, administer users, define desktop properties,
monitor the system, and troubleshoot a wide variety of administration problems.

Sun Ray server software includes:

= User authentication and access control

= Encryption between the Sun Ray server and appliances
= Session management

=« Device management

Chapter 1  Sun Ray System Overview 3



= System administration tools
= Virtual device drivers for all supported or optimized rendering APls

Sun Ray server software enables user access to all Solaris applications and a variety
of X Windows and legacy (mainframe) applications, which are currently third-party
emulations. The installation of third-party applications also permits users to access
Microsoft Windows NT applications.

Authentication Manager

The Authentication Manager implements the chosen policies for identifying and
authenticating users on Sun Ray appliances. The Authentication Manager uses
pluggable components called modules to implement various site-selectable
authentication policies.

The Authentication Manager also verifies user identities and implements site access
policies. The Authentication Manager is not visible to the user.

The interaction between the Authentication Manager and the appliance works as
follows:

1. A user accesses an appliance.

2. The appliance sends the user’s token information to the Authentication Manager
and requests access. If a smart card is presented to the appliance, the smart card’s
type and ID are the token. If not, the appliance’s Ethernet address is sent.

3. If the Authentication Manager runs through the entire list of modules and no
modaule takes responsibility for the request, the user is denied.

4. If the user is accepted, the Authentication Manager starts an X Windows session
for the user, which takes the user to the dt | ogi n screen.

Normally, the Sun Ray appliance looks for the Authentication Manager DHCP
option and contacts that address. If that field has not been supplied, or if the server
does not respond, the appliance sends a broadcast request for any authentication
manager on the subnet.

As an alternative, the administrator can supply a list of servers. If the authentication
list is specified, only addresses on the list are checked. The Authentication Manager
addresses are tried in order until a connection is made.

The site administrator can construct a combination of the different modules and
their options to implement a policy tailored to the site’s needs.
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The modules are:

StartSession

Any type of token is accepted. Users are automatically passed through to the
login window. This module is designed primarily for implementations in which
Sun Ray appliances replace workstations or PCs.

Registered

The token is accepted only if the token has been registered in the Sun Ray
administration database and the token is enabled. If the token does not meet these
conditions, it is rejected. If accepted, the user is passed through to the login
window. This module is designed for sites that want to restrict access to only
certain users or appliances.

Users can be registered in two ways:
« Central Registration

The administrator assigns smart cards and/or appliances to authorized users
and register users’ tokens in the Sun Ray administration database.

« Self-Registration

Users register themselves in the Sun Ray administration database. If this mode
is enabled and the Authentication Manager is presented with an unregistered
token, the user is prompted with a registration window. The user provides
information a site administrator would request.

If self-registration is enabled, users can still be registered centrally. If a token has
been registered but disabled, the user cannot re-register the token; the user must
contact the site administrator to re-enable the token.

Sessions and Services

A session consists of a group of services controlled by the Session Manager.

The session is associated with a user through an authentication token. A service is
any application that can directly connect to the Sun Ray appliance. This can include
audio, video, X servers, and device control of the appliance. For example, dt mai | is
not a service because it is accessed through an X server.

Session Manager

The Session Manager interacts with the Authentication Manager and directs services
to the user. The Session Manager is used at start up for services, for managing screen
real estate, and as a rendezvous point for the Authentication Manager.

Chapter 1  Sun Ray System Overview 5



The Session Manager keeps track of sessions and services by mapping services to
sessions and binding and unbinding related services to or from a specific appliance.
The Session Manager takes authentication only from authorized Authentication
Managers listed in the / et ¢/ opt / SUNWIt / aut h. permi t file.

Module 1

Authentication
/ Manager Module 2
Module 3

Sun Ray

Session 2
Appliance Manager

User’s
Desktop

Smart Card

FIGURE 1-1 Authentication and Session Manager Interaction

The steps below describe how the process starts and ends:

1. After a user’s token is authenticated, the Authentication Manager determines
whether a session exists for the token. If a session does not exist, the
Authentication Manager asks the Session Manager to create a session and then
starts the appropriate service(s) for the session according to its policy. This
usually involves starting an X server for the session.

2. When services are started, they explicitly join the session by contacting the
Session Manager.

3. The Authentication Manager informs the Session Manager that the session
associated with the token is to be connected to a specific Sun Ray appliance. The
Session Manager then informs each service in the session that it should connect
directly to the appliance.

4. The Authentication Manager determines that the session associated with a token
should be disconnected from an appliance. The Authentication Manager notifies
the Session Manager which, in turn, notifies all the services in the session to
disconnect.

5. The Session Manager mediates control of the screen real estate between
competing services in a session and notifies the services of clip region changes.
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Caution — It is important to keep the session ID private. If the user’s session ID is
revealed, unauthorized applications can connect directly to the appliance. The
xprop(1) command can reveal an end user’s secret session ID. Also, careless use of
the xhost (1) command (for example, typing xhost +) can allow an intruder to
use xpr op to capture a user’s session ID. This action can expose the user’s screen
images and keyboard input to anyone interested.

Tip — Use xhost username@yst emto enable only those people you specify to
access the display and the user’s appliance.

The Session Manager is consulted only if the state of the session changes or if other
services are added. When a user’s token is no longer mapped to an appliance (for
example, when a card is removed), the Session Manager disconnects the services
from the appliance, but the services remain active on the server. For example,
programs attached to the X server continue to run although their output is not
visible.

Note — The Session Manager daemon must continue running all the time. To verify
that it is running, use the ps command and look for ut sessi ond.

If the Authentication Manager quits, the Session Manager disconnects all the
sessions it authorized and tells them that they have to be re-authenticated. The
services are disconnected but still active. If the Session Manager is disrupted, it
restarts automatically. Each service contacts the Session Manager to request
reattachment to a particular session.

User and Device Administration

The Sun™ Management Center (SunMC) software monitors managed objects in the
Sun Ray system. Objects that can be managed by default include the Sun Ray system
itself, Sun Ray services, failover groups, interconnects, and desktops.

Each managed object is monitored separately and has independent alarm settings.

Sun Management Center software also monitors Sun Ray Server Software daemons
that authenticate users, start sessions, manage devices, and handle DHCP services.
Chapter 8 describes how to use the SunMC to monitor a Sun Ray system. For
problems with the SUunMC, see “Troubleshooting the Sun Management Center” on
page 199.
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CLI and Admin GUI

Sun Ray Server Software has both a command-line interface (CLI) and a graphical
user interface (GUI) for administrative functions. The Command-Line Interface (CLI)
is the recommended interface for enabling assistive technologies; the GUI is
provided for convenience.

Data Store

In place of the old Sun Directory Service (Sun DS), Sun Ray Server Software 2.0
provides a private data store service, the Sun Ray Data Store (SRDS). No port
conversion is required unless there is a need to continue to run SunDS on a recently
upgraded 2.0 server.

Controlled Access (Kiosk) Mode

Sun Ray appliances are becoming more common in public locations, such as
airports, where anonymous users have limited access to specific applications. See
Chapter 10 for details.

Controlled Browser

For publicly accessed Sun Ray appliances, Sun Ray Server Software provides a
browser environment with minimal risk of server security compromise. The browser
is set up to provide a controlled and secure environment. In this context, Netscape
Navigator functions normally with the exception of disabled downloads and a new
GUI print interface to the command-line print interface. The controlled browser is
described in some detail in Appendix B.

Network Components

The Sun Ray system offers simplified administration by relying on the most
advanced developments in client-server computing. Centralized computing and
administration, inexpensive hardware components, and innovative use of smart card
technology make Sun Ray the platform of choice in an increasing range of network
configurations.

In addition to the servers, server software, appliances, smart cards, and peripheral
devices, such as local printers, the Sun Ray system needs a well-designed network,
configured in one of several possible ways, including:
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« Dedicated interconnect
« VLAN (Virtual Local Area Network)
« LAN (Local Area Network), with or without network routers

Various types of network configuration are discussed in Chapter 7.

Sun Ray Interconnect Fabric

Historically, most Sun Ray interconnects have been implemented with physically
dedicated Ethernet networks or logically dedicated networks. Beginning with the 2.0
release, Sun Rays can be deployed on existing Local Area Network (LAN)
infrastructure, eliminating the requirement for a dedicated interconnect.

Sun Ray Server

Interconnect Fabric

FIGURE 1-2 Sun Ray System with a Dedicated Interconnect Fabric

The Sun Ray interconnect fabric is based on 10/100BASE-T Ethernet technology,
using layer-2 or layer-3 switches and Category 5 wiring. Each Sun Ray appliance is
attached to the interconnect fabric through its built-in 10/100BASE-T interface.

The following sections illustrate some conservative methods of providing good
desktop performance to Sun Ray users at a low cost. Many other network scenarios
are possible.

VLAN Implementation

VLAN:s logically partition a single physical interconnect into two or more broadcast
domains. VLANSs are commonly configured to implement virtual subnets in a shared
physical interconnect. However, because VLANs must share backplane and link
bandwidth, they are not true dedicated interconnects.
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Implementing a Sun Ray interconnect through VLANS creates a logically dedicated
connection, but can also mean sharing physical resources with uncontrolled traffic
that is not Sun Ray appliance traffic. These resources could be the limited backplane
bandwidth within a switch or on a link that carries multiple VLANSs between
switches (see FIGURE 1-3). If these resources are consumed by other devices,
significant amounts of Sun Ray appliance traffic might be dropped and the results
seen as horizontal bands or blocks on the user’s display.

®sun

Server

Sun Ray |[[=
[

VLAN 1 VLAN 2
VLAN 1 |
T
VLANs
1&2 Shared Resources
| diiidiiindiiddis |
VLAN 1
VLAN 1
————————

Sun Ray Appliances

FIGURE 1-3 Example of Shared Physical Resources in Multiple VLANSs Configuration

Since switch manufacturers configure their products differently, please refer to the
documentation provided with your switch and refer all questions relating to setting
up or configuring VLANSs to your switch manufacturer.

LAN Implementation

Sun Ray Server Software 2.0 is the first release to support LAN implementations.
With Sun Rays deployed on a LAN, users can exercise session mobility across a
much larger “domain”—a huge convenience. Although it is beyond the scope of this
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manual to provide step-by-step instructions for configuring different types of local
area networks, the most common configurations are discussed and illustrated in
Chapter 7 and in the Sun Ray Server Software 2.0 Installation and Configuration Guide.

DHCP

For certain large-scale implementations, and especially where they already exist on a
network that will support Sun Ray appliances, it may be desirable to use separate
dynamic host configuration protocol (DHCP) servers for tasks such as assigning IP
addresses and network parameters to the appliances. The use of separate DHCP
servers is not required, but where they already exist, they can be used to reduce the
load on dedicated Sun Ray servers and provide better overall performance. These
guestions are discussed in Chapter 7 and Appendix C.

Physical Connections

The physical connection between the Sun Ray server and Sun Ray clients relies on
standard switched Ethernet technology.

Implementing the interconnect with a physically dedicated and isolated set of
Ethernet switches is recommended because it is easy and reliable. For instance:

= Only layer 2 switches are required.

= The only switch configuration required is to enable fast boot times.

= No ongoing switch configuration and management is required.

= Issues of bandwidth and poor topology are greatly reduced.

To boost the power of the interconnect and shield Sun Ray appliance users from the
network interaction taking place at every display update, 100 Mbps switches are
preferred.

There are two basic types of 100 Mbps switches:

= Low-capacity switches—These switches have 10/100 Mbps interfaces for each
port.

= High-capacity switches—These switches have 10/100 Mbps interfaces for each
terminal port, but one or more gigabit interfaces to attach to the server.

Either type of switch can be used in the interconnect. They can be managed or
unmanaged; however, some managed switches may require basic configuration to be
used on a Sun Ray network.
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Managed Environment
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FIGURE 1-4 The Sun Ray System in a Dedicated Interconnect Configuration

Server-to-switch bandwidth should be scaled based on end-user multiplexing needs
so that the server-to-switch link does not become overly saturated. Gigabit uplink
ports on the switch provide high-bandwidth connections from the server, thus
increasing the number of supportable clients. The distance between the server and
the switch can also be extended using gigabit fiber-optic cabling.

The interconnect may be completely dedicated and private, or a VLAN, or it may be
part of the corporate LAN. For private interconnects, the Sun Ray server uses at least
two network interfaces: one for the corporate LAN, the other for the Sun Ray
interconnect.

While 10 Mbps services are supported, the preferred configuration is a 100BASE-T,
full-duplex network to maximize interconnect quality of service and the number of
Sun Ray appliances supported.

Deployment Examples

There is no physical or logical limit to the ways that a Sun Ray system can be
configured. The following sections offer some typical examples.

Workgroup Scenario

For small workgroups with between five and 50 Sun Ray appliances, the Sun Ray
server uses a single 100BASE-T card to connect to a 100BASE-T switch. This switch,
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in turn, connects to the Sun Ray appliances. With five or fewer appliances, a wireless
interconnect works acceptably at 10 Mbytes.

For example, in FIGURE 1-2 a Sun Enterprise™ server with a Sun card 10/100BASE-T
card and a 24-port 10/100BASE-T switch can easily support 23 users.

Department Scenario

For departments with groups consisting of 100 or more Sun Ray appliances, the Sun
Ray server uses one or more gigabit Ethernet cards to connect to large
10/100BASE-T switches.

A 100-user departmental system, for example, consisting of a Sun Enterprise server,
one gigabit Ethernet card, and two large (48-port and 80-port) 10/100BASE-T
switches delivers services to the 100 Sun Ray appliances (see FIGURE 1-5).

LAN Sun

Gigabit Ethernet Card

80-port, 10/100BASE-T switch

48-PORT LO/100BASE-T
with gigabit uplink and downlink ports i

Sun Ray Appllances Sun Ray Appllances

FIGURE 1-5 Department Scenario

Failover Group Scenario

Sun Ray servers can be bound together to create failover groups. A failover group,
comprising two or more servers, provides users with a higher level of availability in
case one servers become unavailable due to a network or system failure.

When a server in a failover group goes down, whether for maintenance, a power
outage, or any other reason, each Sun Ray appliance connected to it reconnects to
another server in the failover group. The appliance connects to a previously existing
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session for the current token, if there is one, on another server. If there is no existing
session, the appliance connects to a server selected by the load balancing algorithm.
This server presents a login screen to the user, who must log in again to create a new
session. The session on the failed server is lost.Failover groups are discussed in
Chapter 11 as well as in the Sun Ray Server Software 2.0 Installation and Configuration
Guide.

Switches

Interconnect

FIGURE 1-6 Simple Failover Group

Security Considerations

Using switched network gear for the last link to the appliances makes it very
difficult for a malicious PC user or network snooper at one of the network ports to
obtain unauthorized information. Because switches send packets only to the proper
output port, a snooper plugged into another port receives no unauthorized data. If
the server and wiring closet are secure, the last step is switched, and the appliance is
plugged directly into the wall jack, then it is virtually impossible to intercept
communications between the server and the appliance.

Before release 2.0, the Sun Ray system did not encrypt its communications; thus,
anyone who gained access to the data had access to what was typed and displayed
at each Sun Ray appliance. This potential security flaw has been corrected for the 2.0
release. For more information, see Chapter 6.
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CHAPTER 2

Command-Line Interface

The Command-Line Interface (CLI) is the recommended interface for enabling
assistive technologies.

This chapter contains the following information:

“Supported Commands” on page 15

“Session Redirection” on page 19

“Changing Policies” on page 21

“Configuring Interfaces on the Sun Ray Interconnect Fabric” on page 22
“Managing Firmware Versions” on page 25

“Restarting the Sun Ray Data Store” on page 26
“Solaris Lock Screen for Detached Sessions” on page 26
“Configuring Hot Key Preferences” on page 28
“Setting Hot Key Values” on page 30

“Smart Card Configuration Files” on page 32

“Using the ut capt ur e Tool” on page 34

Supported Commands

Commands that can be executed from the command line are listed in TABLE 2-1, and
a few of the most important commands are documented in this chapter. For further
information on executing these commands, see the man page for the command in
guestion.
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To view any of the specific commands for the Sun Ray system, type:

% man -M /opt/ SUNWit / man command

or type:

% set env MANPATH=/ opt / SUNWIt / man
% man command

TABLE2-1  Supported Commands

Command Definition

utaction The ut act i on program provides a way to execute commands when a Sun Ray appliance
session is connected or disconnected.

ut adm The ut admcommand manages the private network and DHCP (Dynamic Host Configuration
Protocol) configuration for the Sun Ray interconnect.

utcapture The ut capt ur e command connects to the Authentication Manager and monitors packets sent
and packets dropped between the Sun Ray server and the Sun Ray appliances.

ut card The ut car d command allows configuration of different types of smart cards in the Sun Ray
administration database

utconfig The ut confi g command performs the initial configuration of the Sun Ray server and
supporting administration framework software.

utcrypto The ut cr ypt o command is a utility for security configuration.

ut deskt op The ut deskt op command allows the user to manage Sun Ray appliance desktop units
connected to the Sun Ray server that the command is run on.

ut det ach The ut det ach command disconnects the current non-smart card mobile session or
authenticated smart card session from its respective Sun Ray appliance. The session is not
destroyed but put into a detached state. The session can be accessed if the same user token
(user name) is presented to the Sun Ray server.

ut dssync The ut dssync command converts the port number for the Sun Ray Data Store service to the
new default port on servers in a failover group, then forces all servers in the group to restart
Sun Ray services.

ut f wadm The ut f wvadmcommand manages firmware versions on the Sun Ray appliances.

ut f wsync The ut f wsync command refreshes the firmware level on the Sun Ray appliances to what is

available on the Sun Ray servers in a failover group. It then forces all the Sun Ray appliances
within the group to restart.

16  Sun Ray Server Software 2.0 Administrator's Guide ¢ February 2003




TABLE 2-1

Supported Commands (Continued)

Command

Definition

ut gl policy

ut groupsi g

ut gst at us

utinstall

ut ki osk

ut mhadm

ut mhconfig

ut mhscreen

ut policy

ut preserve
ut pw
ut query

utrcnd

ut r eader

utreplica

The ut gl pol i cy command, which gets or sets group ut pol i cy options, is deprecated as of
the 2.0 release. Please use ut pol i cy, which sets group policy automatically, then follow it with
a reset or restart of services.

The ut gr oupsi g command sets the failover group signature for a group of Sun Ray servers.
The ut gr oupsi g command also sets the Sun Data Store r oot pw used by Sun Ray to a value
based on the group signature. Although ut gr oupsi g sets the r oot pwin the ut dsd. conf
file., it does not set the admin password in the Admin database.

The ut gst at us command allows the user to view the failover status information for the local
server or for the named server. The information that the command displays is specific to that
server at the time the command is run.

The uti nstal | utility installs, upgrades, and removes Sun Ray Server Software. All software
required to support the Sun Ray server is installed, including the administration framework,
any patches required by the framework, and Solaris operating environment patches.

The ut ki osk script is used to import/export kiosk configuration information into the LDAP
database.

The ut mhadmcommand provides a way to administer Sun Ray server multihead terminal
groups. The information that ut thadmdisplays and that is editable is stored in the Sun Ray
administration database.

The ut mhconf i g tool allows an administrator to list, add, or delete multiheaded groups easily.

The ut mhscr een tool draws a window displaying the current session on each screen, with the
current screen highlighted for easy identification. This tool is automatically launched for users
during the X server startup process (session creation).

The ut pol i cy command sets and reports the policy configuration of the Sun Ray
Authentication Manager, ut aut hd(1M). In the 2.0 and subsequent releases, this command’s -
i and -t options are deprecated. Please continue to use the ut pol i cy command for policy
changes, but use the ut rest art command instead of ut pol i cy -i, and use utreader
instead of ut policy -t.

The ut pr eser ve command saves existing Sun Ray Server Software configuration data to the
/var/t nmp/ SUNWIt . upgr ade directory.

The ut pw command changes the Sun Ray administrator password (also known as the UT
admin password) used by the Web-based and command-line administration applications.

The ut quer y command collects DHCP information from the Sun Ray appliances.

The ut r cmd program provides a way to run Sun Ray administrative commands remotely. The
ut r cmd program contacts the i n. ut r cndd daemon on the remote hostname and executes the
specified command with the specified arguments, args (if any).

The ut r eader command is used to add, remove, and configure token readers.

The utrepl i ca command configures the Sun Ray Data Store server to enable replication of
administered data from a designated primary server to each secondary server in a failover
group. The new - z option is useful for updating the port number.
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TABLE 2-1  Supported Commands (Continued)

Command Definition

utresadm The ut r esadmcommand allows an administrator to control the resolution and refresh rate of
the video monitor signal (persistent monitor settings) produced by the Sun Ray unit.

ut r esdef The ut r esdef command lists the monitor resolutions and refresh rates that can be applied to
Sun Ray units through the ut r esadmcommand.

utrestart This command is highly recommended as a substitute for the old ut gl pol i cy and
utpolicy -i commands. Useutrestart instead of utpolicy -i.

ut sel ect The ut sel ect command presents the output of ut switch -1 in awindow and allows
mouse-based selection of a Sun Ray server to which the Sun Ray appliance in use is
reconnected.

ut sessi on The ut sessi on command lists and manages Sun Ray sessions on the local Sun Ray server.

ut set Use ut set to view and change Sun Ray appliance settings.

utsettings

ut sunnt

ut sunncti nst al |

utswitch

ut svc

ut user

ut wal |

ut xconfig

ut xset

The ut set ti ngs command opens a Sun Ray Settings dialog box that allows the user to view
or change audio, visual, and tactile settings for the Sun Ray appliance.

The ut sunnt command adds the Sun Ray Server Software 2.0 module to the Sun Management
Center (SunMC) and loads it to permit monitoring of Sun Ray Server Software. The ut sunnc
command can also remove the Sun Ray Server Software 2.0 module from SunMC.

Use ut sunnti nst al | to install and uninstall the Sun Ray module for SunMC on a SunMC
server where Sun Ray Server Software is not installed.

The ut swi t ch command allows switching a Sun Ray appliance among Sun Ray servers in a
failover group. It can also list the existing sessions for the current token.

The ut svc script restarts the Sun Ray Server Software and, due to its location in
/etc/init.d,isexecuted upon startup of the actual server. Use ut rest art instead of
ut sve.

The ut user command allows the administrator to manage Sun Ray users registered on the
Sun Ray server that this command is run on. It also provides information on the currently
inserted token (smart card) for a specified DTU that is configured as a token reader.

The ut wal | utility sends a message or an audio file to users having an Xsun (X server unique
to Sun Ray) process. The messages can be sent in email and displayed in a pop-up window.

The ut xconf i g program provides X server configuration parameters for users of Sun Ray
appliance sessions.

The ut xset command changes mouse acceleration and screen blank characteristics of the Sun
Ray appliance. It is generally used internally by an X11 server to implement changes initiated
by the xset (1) command.
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v To Stop Sun Ray Services

e Type:

# letc/init.d/utsvc stop

v To Start Sun Ray Services

e Type:

# [ opt/ SUNWIt / sbin/utrestart

This procedure starts Sun Ray services without clearing existing sessions.
Or

e Type:

# [ opt/ SUNWIt / sbin/utrestart -c

This procedure starts Sun Ray services and clears existing sessions.

Session Redirection

In addition to automatic redirection after you authenticate yourself, you can use the
ut sel ect graphical user interface (GUI) or the ut swi t ch command to redirect
your session to a different server.

v To Redirect to a Different Server

e From a shell window on the client, type:

% / opt / SUNWit / bi n/ ut sel ect
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The selections in the window are sorted in order of the most current to least current
active sessions for your token ID.

In FIGURE 2-1, the Server column lists the servers accessible from the appliance. The
Session column reports the DI SPLAY variable X session number on the server if one
exists. In the Status column, Up indicates that the server is available. The first server
in the list is highlighted by default. You can either select a server from the list or
enter the name of a server in the Enter server: field. If a server without an existing
session is selected, a new session is created on that server.

Server Selection

Server Seszion Status
SLNF-ay2

sunrayl MNane 0ffline
sunray3 MNane Up

Enter server: !

OK | Cancel‘ Refresh‘

FIGURE 2-1 The Server Selection (ut sel ect) GUI

The OK button commits your selection of the highlighted or manually entered
server. The Cancel button dismisses the GUI without making any changes to your
session. The Refresh button reloads the window with the most current information.

Note — If only one server in the failover group is up, it is displayed in the ut sel ect
GUI. However, if you set sel ect At Logi n to true in the

/ et c/ opt/ SUNWIt / aut h. pr ops file, the GUI is not displayed, because there
appears to be only one server in the failover group.

v To Redirect an Appliance Manually

e From a shell window on the client, type:

% [ opt/ SUNWIt / bi nfutswitch -h host [ -k token] [ -s sid ]
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where host is the host name or IP address of the Sun Ray server to which the selected
appliance is redirected.

To List Available Hosts

From a shell window, type:

% / opt / SUNWIt / bi n/utswitch -1

Hosts available from the Sun Ray appliance are listed.

To Select a Different Server

In a shell window, type:

% / opt/ SUNWit / bi n/utswitch -t

The appliance is redirected to the server with the latest session connect time.

Changing Policies

The ut gl pol i cy command and the ut pol i cy options -i and -t are deprecated in
release 2.0. Consequently, please:

= Use the utrestart command instead of the -i option to ut pol i cy.
= Use the ut r eader command instead of the -t option to ut pol i cy.
= Use the ut pol i cy command to make policy changes.

When you set a policy with ut pol i cy, the group policy is set automatically, so all
you need to do at that point is to reset or restart services. This eliminates the need
for ut gl pol i cy.

Chapter 2  Command-Line Interface 21



Tip — Use theutrestart -c command instead of rebooting the server.

TABLE 2-2 utrestart Commands

Command/Option Result

/opt/ SUNWIt / sbi n/ utrestart Use this option if a minor policy change

was made, such as adding a dedicated
token reader. With such minor changes, it
is not necessary to terminate existing
sessions.

/opt/ SUNWit / shin/utrestart -c Use this option if a significant policy

change has been made. All existing
sessions are terminated.

To Configure CAM Using the CLI

As superuser, type the ut pol i cy command for your authentication policy with
the addition of the - k argument. For example:

# [ opt/ SUNWIt / sbin/utpolicy -a -M-s both -r both -k both

22

Configuring Interfaces on the Sun Ray
Interconnect Fabric

Use the ut admcommand to manage the Sun Ray interconnect fabric.

Note — If the IP addresses and DHCP configuration data are not set up properly
when the interfaces are configured, then the failover feature will not work as
expected. In particular, configuring the Sun Ray server’s interconnect IP address as a
duplicate of any other server’s interconnect IP address may cause the Sun Ray
Authentication Manager to throw “Out of Memory” errors.
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Tip — If you issue a <CTRL>C signal while performing ut admconfiguration, ut adm
may not function correctly the next time you invoke it. To correct this condition,
type: dhtadm - R

To Add an Interface

Type:

# [ opt/ SUNWIt / sbi n/ ut adm - a interface_name

This command configures the network interface interface_name as a Sun Ray
interconnect. You can specify a subnet address or use the default address, which is
selected from reserved private subnet numbers between 192.168.128.0 and
192.168.254.0. If you choose to specify your own subnet, make sure it is not already
in use.

After an interconnect is selected, appropriate entries are made in the host s,
net wor ks, and net masks files. (These files are created if they don’t exist.) The
interface is activated.

You can use any valid Solaris network interface. For example:

hme[ 0- 9], qfe[0-3]

To Delete an Interface

Type:

# [ opt/ SUNWIt / sbi n/utadm -d interface_name

This command deletes the entries that were made in the host s, net wor ks, and
net masks files and deactivates the interface as a Sun Ray interconnect.
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v To Print the Sun Ray Private Interconnect
Configuration

e Type:

# [ opt/ SUNWIt / sbi n/ utadm - p

For each interface, this command displays the hostname, network, netmask, and
number of IP addresses assigned to Sun Ray units by DHCP.

v To Add a LAN Subnet

e Type:

# [ opt/ SUNWIt / sbi n/ ut adm - A subnet_number

v To Delete a LAN Subnet

e Type:

# [ opt/ SUNWIt / shi n/ ut adm - D subnet_number

v To Print Public LAN Subnets

o Type:

# [ opt/ SUNWIt / sbi n/ utadm - |

v To Remove All Interfaces and Subnets

Use the ut adm - r command to prepare for removal of the Sun Ray Server Software.
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e Type:

# [ opt/ SUNWIt / sbi n/utadm -r

This command removes all of the entries and structures relating to all of the Sun Ray
interfaces and subnets.

Managing Firmware Versions

Use the ut f wadmcommand to keep the firmware version in the PROM on Sun Ray
appliances synchronized with that on the server.

Note — If you define the DHCP version variable, then when you plug in a new
appliance, the appliance’s firmware is changed to the firmware version on the server.

v To Update All the Appliances on an Interface

e Type:

# [ opt/ SUNWIt / sbi n/utfwadm - A -a -n interface

Tip — To force a firmware upgrade, power-cycle the appliances.

v To Update an Appliance Using the Ethernet
(MAC) Address

o Type:

# [ opt/ SUNWIt / sbi n/ ut fwadm - A -e MAC_address -n interface
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Restarting the Sun Ray Data Store

If you restart the Sun Ray Data Store daemon ( ut dsd), you must also restart the Sun
Ray Authentication Manager. The Sun Ray Data Store (SRDS) daemon may need to
be restarted if you change one of its configuration parameters. The following
procedure shows the correct order of the steps to take if you need to restart SRDS.

v To Restart Sun Ray Data Store

1. Stop the Sun Ray services:

# /etc/init.d/ utsvc stop

2. Stop the Sun Ray Data Store daemon:

# letc/init.d/utds stop

3. Restart the Sun Ray services:

# [ opt/ SUNWIt / sbin/utrestart

Solaris Lock Screen for Detached
Sessions

The following commands are used to lock the screen when a user detaches the
session, for example, by removing a smart card.
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v

1

To Lock a Screen Using CDE

Type the following command to lock the screen for the current session:

%/ opt/SUNWIt/|ib/utaction -d ’/usr/dt/bin/dtaction LockDi splay’ &

To make this feature the default, add the command to the end of the . dt profile
file in the user’s home directory.

To Lock an OpenWindows Session

Type the following command to lock the screen for the current session:

% /opt/ SUNWIt/1ib/utaction -d '/usr/openw n/bin/xlock -delay \
1000000 - node bl ank’

To make this feature the default, add the command to the end of the . xinitrc
file in the user’s home directory.

To Create a System-Wide Default for Screen
Locking

Place the following scriptin/ et c/ dt/ confi g/ Xsessi on. d as an executable file
(named, for example, / et ¢/ dt/ confi g/ Xsessi on. d/ 0999. scr eenl ock).

#!/ bi n/ ksh
#
# Turn on screen-lock on disconnect for Sun Ray sessions
#
if [ "$DTUSERSESSION' != "" -a "$SESSIONTYPE" != "altDt" ]
t hen
[opt/SUNWit/1ib/utaction -d '/usr/dt/bin/dtaction LockDi splay’ \
2>/ dev/null >/dev/null &
el se
[opt/SUNWIt/Iib/utaction -d \
"/ usr/ openwi n/ bi n/xl ock -delay 1000000 -node bl ank’ \
2>/dev/null >/dev/null &
fi
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Managing Monitor Settings

Sun Ray users can modify their screen resolution settings by invoking ut set ti ngs.
Any resolution selections they make within a session remain effective whenever the
session is displayed on that particular DTU. The selection is not lost if the unit goes
into power-save mode or is power-cycled.

Settings selected through ut set t i ngs apply only to the DTU where ut set ti ngs is
run; hot desking to another DTU does not bring the new timing along as part of the

session. However, the selected timing is retained and used again if a user hot desks
back to the original DTU.

If the session is associated with a personal mobile token (a smartcard or an NSCM
credential), then ut set t i ngs offers to make the selected timing permanent. If a
user accepts that offer, then the timing is retained and reused on that user’s
subsequent personal mobile token sessions on the same DTU.

In addition, the administrator may use the ut r esadmcommand to:

= Arrange for a particular monitor timing to be used whenever a specific token is
presented on a specific DTU.

= Arrange for a particular monitor timing to be used on a specific DTU, regardless
of the token that is presented at the DTU.

= Arrange for a particular monitor timing to be used on all DTU’s regardless of the
token that is presented at the DTU.

Any conflict among settings is resolved in favor of the most tightly-specified
configuration rule. That is, a configuration record for a specific token at a specific
DTU takes precedence over a record for any token at that specific DTU, and a
configuration record for any token at a specific DTU takes precedence over a record
for any token at any DTU.

Configuring Hot Key Preferences

You can configure hot keys for various Sun Ray utilities. The scope for these hot keys
can be:

= System-wide default setting
= User default setting
= System-wide mandatory setting
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To support these levels of customization, the utilities look for the properties files in
TABLE 2-3, in the following order, at startup:

TABLE 2-3  Sun Ray Settings Properties Files

Defaults Description
/ etc/opt/ SUNWIt/ ut sl aunch_def aul ts. properties System- This file contains helpful default
wide properties. Any properties specified

here override any defaults built into the
application itself.

$HOWE/ . ut sl aunch. properties User This file contains the user’s preferred

values, which override any application
or site-wide defaults.

/ et c/ opt/ SUNWit / ut sl aunch_mandat ory. properti esSystem- This file contains site-wide mandatory

wide settings that cannot be overridden by
mandatory the user. These properties override any
application, site-wide, or user defaults.

If your policy is for all appliances to use a standard hot key, use the system-wide
mandatory defaults file to specify this standard key. This prevents users from
specifying their own hot key preferences.

The format of the hot key entry in these properties files is:

<utility_name>. hot key=value

where <utility_name> is the name of the utility, such as ut setti ngs or ut det ach,
and value is a valid X keysym name preceded by one or more of the supported
modifiers (Ctrl, Shift, Al t, Meta) in any order.

Values are shown in the following table.

TABLE 2-4  Sun Ray Server Software 2.0 Specific Hot Key Values

Example Value Notes

Shi ft +Pr ops This brings up the Settings GUI.

Ctrl +Al t +Backspace tw ce This kills a session.

Ctrl+Al t+Del tw ce This kills the process that has taken control of the X server.
Shi ft +Pause This detaches a non-smart card mobility session.

Mut e+Sof t er +Louder This displays the appliance’s MAC address.

Ctrl +Power Key This cycles power.
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Users can configure both Shift+Props and Shift+Pause.

Setting Hot Key Values

v To Change the Hot Key for the Settings GUI

If you do not want to use the Sun Props key as your default hot key, use the system-
wide defaults file to specify a function key. Users can still specify their preferences in
the user defaults file.

Use this procedure to modify the settings GUI for all users on a server.

1. As superuser, open the / et ¢/ opt / SUNWIt / ut sl aunch_def aul ts. properties
file in a text editor.

Tip — If you want to make the change mandatory, change the value in the
/ et c/ opt/ SUNWIt / ut sl aunch_mandat ory. pr operti es file.

2. Locate the original hot key entry for the ut det ach utility and place a # in front of
that statement.

The # comments out the first hot key property.

# utdetach. hot key=Shi ft Pause

3. Type in the new hot key property after the first statement. For example,

ut settings. hot key=Shift F8

4. Save the ut sl aunch_def aul t s. properti es file.

The new hot key takes effect when the next user logs in. The next user to log in uses
the new hot key to display the Sun Ray Settings screen. Users who were logged in
before you changed the hot key continue to use the old value.
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To Change the Hot Key Used to Detach NSCM
Sessions

Note — This resembles the procedure for changing the hot key for the settings GUI
except for Step 3.

. As superuser, open the / et ¢/ opt / SUNWit / ut sl aunch_def aul t s. properties
file in a text editor.

. Locate the original hot key entry for the utsettings utility and place a # in front of
it to comment it out.

# utsettings. hot key=Shift SunProps

. Type in the new hot key property after the first statement. For example,

ut det ach. hot key=Al't F9

To Change the Hot Key Setting for a Single User

. In your home directory, create the . ut sl aunch. properties file.

. Add a line to the . ut sl aunch. properties file with the value for the hot key.
For example:

ut settings. hotkey=sShift F8

. Save the . ut sl aunch. properti es file.

. Log out and log back in to enable the new hot key.

Note — You can modify other hot keys in a similar fashion.
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Smart Card Configuration Files

Tip — Use the Administration Tool or the ut car d command to add additional smart
card vendor configuration files.

Smart card configuration files are available from a variety of sources, including Sun.

v To Load a Configuration File Into the Directory

e Copy the vendor configuration file containing the vendor tags to the following
location:

# cp vendor.cfg /etc/opt/SUNWIt/smartcard

The additional vendor cards are displayed under the Available column in the Add
page in the Administration Tool.

Configuring and Using Token Readers

Some manufacturers print the smart card ID on the card itself, but many do not.
Since all the administrative functions refer to this token ID, Sun Ray Server Software
provides a way to designate one or more specific appliances as dedicated token
readers. Site administrators can use these dedicated appliances to administer Sun
Ray users. When you enable an authentication policy with registered users, be sure
to specify smart card IDs.

In the example configuration in FIGURE 2-2, the second appliance acts as a token
reader.

Note — The token reader is not used for normal Sun Ray services, so it does not need
a keyboard, mouse, or monitor.
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| Switch

Sun Ray
Appliance

Server
Token Reader Appliance

- Smart card

FIGURE 2-2 Using a Token Reader to Register Smart Cards

v To Configure a Token Reader

The ut r eader command specifies an appliance for registering smart cards. When a
DTU is configured as a token reader, inserting or removing a smart card does not
cause session mobility to occur; instead, any session connected to the DTU remains
connected to that DTU over a card movement event.

Token reader mode is useful when you want to determine the raw token ID of a
smart card.For example, to configure the DTU with MAC address 0800204c121c as a
token reader, issue the following ut r eader command:

# [ opt/ SUNWIt / sbi n/utreader -a 0800204cl121c

To re-enable the DTU with MAC address 0800204c121c to recognize card movement
events and perform session mobility based on the smart card inserted into the DTU:

# [ opt/ SUNWIt / sbi n/utreader -d 0800204cl121c

To unconfigure all token readers on this server:

# [ opt/ SUNWIt / sbi n/utreader -c
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v To Get a Token ID From a Token Reader

e Type the following command:

# [ opt/ SUNWIt / sbi n/ utuser -r Token Reader

where Token Reader is the MAC address of the DTU containing the token (smart card)
whose ID you want to read. Insert the token into the DTU and run the utuser
command. This command queries the DTU for the token’s ID and, if successful,
displays it. For example:

# [ opt/ SUNWIt / sbi n/utuser -r 08002086e18f
Insert token into token reader ' 08002086el18f’ and press return.
Read token I D ' nondex. 9998007668077709’

Using the ut capt ur e Tool

The ut capt ur e tool connects to the Authentication Manager and collects data about
the packets sent and packets dropped between the Sun Ray server and the appliance.
This data in TABLE 2-5 is then displayed on the screen in the following format:

TABLE 2-5 Data Elements Displayed

Data Element Description

TERM NALI D The MAC address of the appliance

TI MESTAMPM The time the loss occurred in year-month-day-hour-minute-second format.
Example: 20021229112512

TOTAL PACKET Total number of packets sent from server to appliance

TOTAL LCOSS Total number of packets reported as lost by appliance

BYTES SENT Total number of bytes sent from server to appliance

PERCENT LOSS Percentage of packets lost between the current and previous polling interval

LATENCY Time in milliseconds for a round trip from appliance to server.
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Tip — If Sun Ray appliance traffic loss is more than .1%, allocate higher priority to
the VLAN that carries Sun Ray appliance traffic. For more information on how to
change the priority, please refer to the manufacturer’s documentation for your
switch.

The following ut capt ur e options are supported:

TABLE2-6 Ut capt ur e Options

Option Definition
-h Help for using the command.
-r Dump output to st dout in raw format. By default, data is dumped when

there is a packet loss. With this option, the data is always dumped to st dout

-s server Name of server on which the Authentication Manager is running. By default,
it is the same host that is running ut capt ur e.

-i filenane Process raw data from a file specified by filename and dump to st dout only
the data for those appliances that had packet loss.

desktopID Collects the data for the specified appliances only. Appliances are specified
on the command line by their desktop IDs separated by a space. By default,
data for all currently active desktops is collected.

To Start ut capture

From a command line, enter one of the following commands

% / opt / SUNWit / sbi n/ utcapture -h

This command lists the help commands for the ut capt ur e tool

% / opt / SUNWit / sbi n/ ut capt ure

This command captures data every 15 seconds from the Authentication Manager
running on the local host and then writes it to st dout if there is any change in
packet loss for an appliance

% / opt/ SUNWit / sbi n/ utcapture -r > raw. out
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This command captures data every 15 seconds from the Authentication Manager
that is running on the local host and then writes it to st dout .

% / opt/ SUNWIt / sbi n/ utcapture -s sunray_server5118. eng \
080020a893ch 080020b34231

This command captures data every 15 seconds from the Authentication Manager
running on server 5118. eng and then writes the output to st dout if there is any
change in packet loss for the appliance with ID 080020a893ch or 080020b34231.

% / opt / SUNWit / sbi n/utcapture -i raw out.txt

This command processes the raw data from the input file r aw out . t xt and then
writes to st dout only the data for those appliances that had packet loss.
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CHAPTER 3

Administration Tool

You can use the Administration Tool to administer Sun Ray users and appliances,
but the Command-Line Interface (CLI), documented in Chapter 2, is the
recommended interface for enabling assistive technologies.
This chapter is divided into the following sections:
“Administration Data” on page 38
= “Logging In” on page 38
= “Changing Policies” on page 41
= “Resetting and Restarting Sun Ray Services” on page 43
= “Token Readers” on page 44
= “Managing Desktops” on page 48
= “Sun Ray Appliance Settings” on page 51
= “Managing Multihead Groups” on page 52
= “Examining Log Files” on page 55
= “Managing Smart Cards” on page 56
= “Sun Ray System Status” on page 60
= “Administering Users” on page 62
= “Controlled Access Mode” on page 71
= “Managing Sessions” on page 75

Note — This chapter describes a standalone server. Servers in failover groups are
discussed in Chapter 11.
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Administration Data

Sun Ray administration data comes from two sources: an internal database that
keeps persistent administration data and the Authentication Manager, which is
gueried as needed for dynamic data. Sun Ray administration data is kept in its own
internal database, which grants read access to all internal database clients, but only
allows changes by those internal database clients that connect as the privileged

ut admi n user. Sun Ray administration data is accessible through standard database
interfaces and applications.

Tip — To avoid operational errors, do not modify data except with the
Administration Tool.

Logging In

The Administration Tool allows you to administer Sun Ray users and appliances
from a Web browser.

v To Log Into the Administration Tool

1. Log in to your Sun Ray server’s console or any appliance attached to it.
2. Start a browser.

3. Type the following URL:

ht t p: / / hostname: 1660

Tip — If you chose a different port number when you configured the Sun Ray
supporting software, substitute that number for “1660” in the URL above.

If you get a message denying access, make sure that:

= You are running a browser on the Sun Ray server or one of its appliances.

= The browser is not using a different machine as an HTTP proxy server (to proxy
the connection to the Web server).
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«Sun. Sun Ray” Administration

Login

Please Log In:

User:

)

| B S Password:

Language: Enalish

sons copyright 19992002 Sun
irosystems, Inc. All aghes
arved.

Legal Notice

FIGURE 3-1 Login Window

. Enter the administrator user name adm n and the administration password you
specified when you configured the Sun Ray Server Software.

Note — Only admi n can be entered in the User text box.

. Click the Log In button.
The Summary Status window is displayed.
Use the navigation bar on the left to navigate through the Administration Tool.

Note — If the session is inactive for 30 minutes, you must log in again.
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@ Sun. Sun Ray” Administration

micrasystems

I Admin
P Desktops Summary Status Server: netraj135

I Multihead Group
[* Failover Group

I Log Files Desktop Summary Status User Summary Status
> Smart Cards ; ;
~Status Units Connected: 3
Users in database: 1]
summary Stafus Units Disconnected: 0 )
[ Users logged in: ]
L Token card readers: 1]
I Controlled Access Mo, Enabled cards: 0
[ Sun Ray Sessions System Infonmation Disabled cards: 0

[ Sun Ray Security
P Online Documents : ; : :
Logout - Root File System | 2026119 | 1144053 | 664066 Users logged in without
: : ; ; ; cards:

Description ékhytes Used é.ﬂvailahle Users logged in with cards: 1

[Swap Space | 3133672 . 296 | 3133376

Ny
W

Portions copyright 1999-2003 Sun
Micro systems, Inc. All rights reserved.

Legal Motice

FIGURE 3-2 Summary Status Window

v To Change the Administrator’s Password

The password allows you to use the Administration Tool to access and change Sun
Ray administration data.

1. In the navigation menu, click the arrow to the left of Admin to view the options.

2. Click the Password link.
The Change Admin Password window is displayed.

Note — In failover groups, all servers must use the same password for the admin
account.
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@ Sun. Sun Ray” Administration

micrasystems

~admin ) )
P Change Admin Password Server: netraj135
Paolicy
ResetServices
Token Readers Current password: ||
About
[* Desktops
[ Multihead Group
[* Failover Group

I Log Files Change| | Reset Fields
P Smart Cards

I Status
I Users
Frantrnllad Arcess Mn

Hew password: |}

Reenter new password: |}

FIGURE 3-3 Change Admin Password Window

. Enter your current password.
. Enter a new password.

. Re-enter the new password.

Tip — If you make a mistake, click the Reset Fields button to clear the fields and start
again.

. Click the Change button.
The new password takes effect and the internal database hierarchy is updated.

Changing Policies

Set the same policies on all the Sun Ray servers in a given failover group. If all the
servers are configured to use the same policies and a failover occurs, all policies
remain consistent.

Changing group policies affects all Sun Ray servers in the same group.
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v To Change the Policy

1. Select the arrow to the left of Admin in the navigation bar to expand the menu.

2. Click the Policy link.
The Change Policy window is displayed.

@ Sun. Sun Ray” Administration

micrasystems

Admin

Password Change Policy Server: netraj110
Policy
Reset Services
Token Readers
About To change the Local policy, select the desired settings and press Apply.
b Desktops
sEEMU,“'head Group | ard Users Non-Card Users
b Failover Group
> Log Files I Enable Mobile Sessions
> Smart Cards [ Allow Exit from Maobile Sessions
> Status Access: Access:
licers © Mone & Mone
i & Al Users & Al users
:EEControIIed AcS:ess ¢ Registered Users ¢ Registered Users
*Sun Ray Sessions | — ajioy Self Registration [~ Allow Self Registration
b Sun Ray Security I~ Self Registration Requires Solaris Authentication
I Online Documents
Logout Multihead feature enabled: ¢ Yes ¢ No

,":In Apply | Reset |

FIGURE 3-4 Change Policy Window

w

. Under Card Users, select either None, All Users, or Registered Users.

4. Under Non-Card Users, select either None, All Users, or Registered Users.

Registered users are those you have registered. Allow Self Registration enables users
to self-register when they insert their cards. All Users encompasses all types of users.

. Select Self Registration Requires Solaris Authentication, if applicable.
. To enable multihead, click the Yes radio button next to Multihead feature enabled.

. Notify users to log off to avoid losing their sessions.

o N o o,

. Restart services.

When changing the Mulihead feature, you have the option of resetting Sun Ray
services. All other changes require you to restart Sun Ray services.
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Resetting and Restarting Sun Ray
Services

v To Reset Sun Ray Services

1. From the expanded navigation menu under Admin, click the Reset Services link.
The Sun Ray Services window is displayed.

«Sun. Sun Ray™ Administration

mecrasysiems

~¥admin - )
P Sun Ray Services Server: netraj135
Palicy
ResetServices
Fress Reset to reset the Sun Ray services and preserve all sessions.
Token Readers Fress Restart to terminate all sessions and restart the Sun Ray services.
about Ifthe scope is set to Group, operations will be applied to all servers within the group.
I Desktops

I pMultihead Group
I* Failover Group

I Log Files

I Smart Cards Reset]| | [Restart

P Status
P Users

scope: ‘@ Group Local

FIGURE 3-5 Sun Ray Services Window

2. Click Reset.
Sun Ray services are reset, and the sessions are preserved.

v To Restart Sun Ray Services

e To restart Sun Ray Services, click Restart.
All sessions are immediately terminated, and Sun Ray services are restarted.

Note — In a failover group, you must initiate a group reset or restart from the
primary server in the group.
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Token Readers

You can use the Administration Tool to create token readers and locate Sun Ray
appliances designated as token readers. Sun Ray appliances configured as token
readers do not support hot desking.

Creating a Token Reader

A token reader is a Sun Ray appliance that reads a smart card and returns card’s ID.
A valid ID allows you to add a user.

v To Create a Token Reader
1. Click the arrow in front of Desktops to expand the navigation menu.
2. Click the View Current link.

«Sun. Sun Ray” Administration

micrasystems

= :
AdEmislsn ard View Current Desktops Server: netraj133
Policy
ResetServices . Deskiop ID | Server ;Location éOther Info Current User
Token Readers énunabaudsaez énetraﬂa : éMicropgmx.sunmaammamuu
. about éDBDDZDcmZ?a énetraﬂa ép_seudo.DBDDZDcfalZTa
Delsktops éDBDDZDcfefala énetraﬂa épseudo.DBDDZDcfefala
: c gDBDDZDf‘ID?DS gnetraj13 : gp_seudD.DBDDZDf“ID?DS
Eind Desktop [0800201573h3 netraj13s | ‘pseudo.080020575h

I Multihead Group
I Failover Group

FIGURE 3-6 View Current Desktops Window

3. Select the desktop of the appliance you want to use as a token reader.
The Current Properties window is displayed.
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L Sun.

micrasystems

~admin
Password
Policy
BesetSeryices
Token Readers
About
~Desktops
Miew All
Miew Current
Eind Deskiop
[ Multihead Group
[* Failover Group
> Log Files
P Smart Cards
P Status
P Users
P Controlled Access Mo
[ Sun Ray Sessions
[ Sun Ray Security
P Online Documents
Logout

[

Sun Ray" Administration

Desktops Server: netraj135

Current Properties:

Desktop 1D: 050020cf27a
Model: SunRayPz2
Firmware Revision: 2.0_11.c,REY=2002.06.14.17.37,Boot:1.3; 2000.03.21-18:07:04-PST

Multihead Group
name:

Location:

Other Info:

Token Reader: Mo
Current Status: Up

Last Status Update
at:

First Connection: Wed 07 Aug 2002 07:47:.01 PM PDT
Current User: pseudo.060020c427a

Wed 07 Aug 2002 07:47:01 PM POT

Edit Properties

FIGURE 3-7 Current Properties Window

4. Click the Edit Properties button.
The Edit Desktop Properties window is displayed.
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@ Sun. Sun Ray” Administration

micrasysiems

~aAdmin - - )
P Edit Desktop Properties Server: netraj135
Policy
BesetSeryices To edit this desktop’s properties, change any of the editable fields below and press Save
Changes.
Token Readers
About Desktop 1D: 050020cf27a
~ Desktops Model: SunRayP?z
Miew & Finmware Revision: 2.0_11.c,REV=2002.06.14.17.37,Boot:1.3; 2000.03.21-15:07:04-P5T
Miew Current Location: |}
Eind Deskiop .
I Multihead Group Other Info: |
i
b [allo:fr roun Token Reader: Wes (@ MNo
‘ Sog ; ‘::5 . Current Status: Up
mart Cards
b Status Last Status Updale 4 07 aug 2002 07:47:01 P PDT
P Users First Connection: Wed 07 Aug 2002 07:47:.01 PM PDT
P Controlled Access Mo Current User: pseudo 080020274

[ Sun Ray Sessions
[ Sun Ray Security

I Online Documents Save Changes| | Cancel| Reset Fields
Logout
—

FIGURE 3-8 Edit Desktop Properties Window

5. Next to Token Reader, select the Yes radio button.

6. Click the Save Changes button.
The appliance you have selected is now set up to read smart cards.

7. Restart Sun Ray services.
The appliance is now a token reader.

v To Locate Token Readers

e From the expanded navigation menu under Admin, click the Token Readers link.
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@ Sun. Sun Ray" Administration

micrasystiems

“Admin
Fasswaord
Folicy
Reset Services | Desktop ID | Server : Location Other Info | Current User

Token Readers : : -
| 0B0020cM2748 | netrajl 35 ;
About ; : i

[ Desktops

I Multihead Group
[* Failover Group

> Log Files

' Smart Carde

Token Readers Server: netraj135

FIGURE 3-9 Token Readers Window

v To Get Information on a Token Reader

e Click the Desktop ID link in the Token Readers window.

«Sun. Sun Ray” Administration

micrasystems

~admin
ok Desktops Server: netraj135
Policy
Reset Services Current Properties:
Token Readers
About Desktop 1D: 0G0020ci427a
I Desktops Model: SunRayPz
I Multihead Group Firmwrare Revision: 2.0_11.c,REY=2002.06.14.17.37 Boot:1.3; 2000.03.21-18:07:04-P5T
I Failover Group Multihead Group name:
I Log Files Location:
I Smart Cards Other Info:
P Status Token Reader: v
oKen Header: Yes
[[: Lle Current Status: Up
f gﬁ::ﬁ,‘,‘iﬂ;?gﬁ:s Last Status Update at: Tue 10 Sep 2002 07.25:36 P FDT
B security First Connection: Tue 10 Sep 2002 07:25:36 PM PDT
: Current User: pseudo. 08002004273
P Online Documents

Logout

Portion s copyright 1999-2002 Sun
Microsystems, Inc. All rights resen:

Leqal Notice

FIGURE 3-10 Current Properties of a Token Reader
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Managing Desktops

To List All Desktops

. In the navigation menu, click the directional arrow to the left of Desktops to view
the options.

. To view all desktops, click View All.

€ Sun. Sun Ray” Administration

I Admin
~Desktops View All Desktops Server: netraj135
Wiew Al
gleky Cu e t H H s i
i Desktop ID :Location : Other Info :
Find Deskiop : ; :
: {0003bandd3e? | :
P Multihead Group S—
I Failover Group ‘DE00Z0CMETA ¢
P Log Files ‘OB00Z0cteMa |
P Smart Cards (080020110705 |
I Status ; :
b {080020f579hS |
Users : :

P Controlled Access
[ Sun Ray Sessions

FIGURE 3-11 View All Desktops Window

To Display a Desktop’s Current Properties

Click a Desktop ID link.
The Desktops Current Properties window is displayed (see FIGURE 3-7).

To List Currently Connected Desktops

. In the navigation menu, click the directional arrow to the left of Desktops to view
the options.
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2. Click View Current.

The View Current Desktops window is displayed (see FIGURE 3-6). This window lists
the desktops that are currently connected to this Sun Ray server and communicating
with the Authentication Manager or with any other Sun Ray server in the same
failover group.

v To View the Properties of the Current User

e From either the View Current User window or the Desktops Current Properties
window, click the link for Current User.

The Properties window for the Current User is displayed (see FIGURE 3-7).

v To Search for Desktops

1. In the navigation menu, click the directional arrow to the left of Desktops to view
the options.

2. Click Find desktop.

The Find Desktop window is displayed.

@ Sun. Sun Ray” Administration

P admin

~Desktops Find Desktop Server: netraj135
Wi All
Miew Current = Search for All Desktops that Contain:
Eind Deskiop Desktop ID: | naoq and

I Multihead Group

P Failover Group Location: |} and

P Log Files

P Smart Cards Other Info: |}

P Status

P Users Search| Reset Fields

P Controlled Access
[ Sun Ray Sessions

FIGURE 3-12 Find Desktop Window

3. From the Find Desktop page, enter data into the Desktop ID, Location, and Other
Info fields.
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4, Click the Search button.

The Find Desktop window is redisplayed with all matches in the administration
database.

«Sun. Sun Ray™ Administration

mecrasysiems

P admin
¥ Desktops Find Desktop Server: netraj135
Wiew Al
Wiew Current ! : s
i Desktop ID :Location ;| Other Info :
Eind Deskiop ; ; ;
i {0B00Z0cf427a | ; :
P Multihead Group 5¢5
b Failover Group -080020cfefa
I Log Files | DBN0Z0f1 0705 |
P Smart Cards {D80020f574k3 |
P Status : :
P Users

FIGURE 3-13 Find Desktop Search Results Window

v To Edit a Single Desktop’s Properties

1. To display the Desktop Properties page for the desktop you want to edit, click the
Desktop ID.

The Desktops Current Properties window is displayed (see FIGURE 3-7).

2. Click the Edit Properties button.
The Edit Desktop Properties window is displayed (see FIGURE 3-8).

3. Change the data in the text boxes as appropriate.

4. Click the Save Changes button to save the changes to the administration database.
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Sun Ray Appliance Settings

Sun Ray Settings is an interactive GUI that allows the user to view and change the
settings for the Sun Ray appliance that the user is currently logged into.

The Sun Ray Settings GUI contacts the Session Manager to determine which
appliance is currently being used and connects to that unit to get the current values.
The GUI maintains a connection to the Session Manager so that the Session Manager
can notify the GUI if the user moves to another appliance by removing the smart
card and inserting it into another appliance.

To Change the Sun Ray Settings

. Press the hot key (by default Shift-Props).
The Sun Ray Settings window is displayed.

Audio [nput
| avmrooutPUT gy

Qutput Select:

Yolume: |
Balance: |
Mute: _| Stereo Enhance: _|
Treble: [] [ 0
Bass: [] [ 0

Copyright 1998 — 2002 Sun Microsystems, Inc. All rights reserved.

FIGURE 3-14 Settings Screen

. Use the Category pull-down menu to access Audio Output, Audio Input, Display,
and Video settings.

. To change a setting, move the appropriate scroll bar, checkbox, or pull-down
menu.
The appliance is updated immediately.

The only exception is the “Resolution/Refresh Rate” setting, which prompts the user
with confirmation dialog boxes before and after the change is made on the
appliance.
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4. Press the hot key to close the window.

Note — Only one instance per session of Sun RaySun Ray Settings runs in hot key
mode.

Managing Multihead Groups

The multihead feature allows users to control separate applications on multiple Sun
Ray screens. Only a single keyboard and pointer device, attached to the primary
appliance, are needed. The multihead feature also allows users to display and
control a single application, such as a spreadsheet, on multiple screens.

System administrators create multihead groups so that users can access them. A
multihead group, consisting of two or more appliances controlled by one keyboard
and mouse, can consist of Sun Ray 1, Sun Ray 100, Sun Ray 150, and Sun Ray 160
appliances.

For further information on multihead implementations, see Chapter 9.

v To View All Multihead Groups

1. From the navigation menu, select the arrow to the left of Multihead Group to
expand the menu.

2. Click the View All link.
The Multihead Groups window is displayed.
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@ Sun. Sun Ray" Administration

micrasyslems

[» Admin Multihead Groups

Server: sunray?

[» Desktops
= Multihead Group
Miew All

[» Failover Group

[> Log Files

[» Smart Cards

[» Status

[» Users

[> Controlled Access Mode

[> Sun Ray Sessions

[» Sun Ray Security

[> Online Documents
Logout

8

FIGURE 3-15 The Multihead Groups Window (truncated)

3. To view the properties for this group, click the Multihead Group Name link.

The Multihead Group Properties window is displayed.

@ Sun. Sun Ray" Administration

micrasystems

[» Admin Multihead Group Properties Server: sunray?
I» Desktops
= Multihead Group Current Properties:

Wiew All

[» Failover Group

I Log Files Geometry (Columns X Rows):
[> Smart Caris Primary Desktop:
b Status ' Desktop Units:
P Users

Multihead Group Hame:
Humber of Desktop Units:

ribjr

2

2x1
0800Z0d57c95

080020dE67c35
080020359

[> Controlled Access Mode
[> Sun Ray Sessions
[ Sun Rav Securitv

FIGURE 3-16 The Multihead Group Properties Window
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4. To display the Desktops Current Properties for the appliances that are part of this
group, click the Desktop Units links.

The Desktops Current Properties window for the link selected is displayed.

«Sun. Sun Ray” Administration

micrasystems

[» Admin Desktops Server: sunray?
[» Desktops
=~ Multihead Group Current Properties:

Wiew All

Desktop ID: 05002035338

[> Fallover Grou
5 Model: SunRayP1

b Log Files Finmware Revision: 2.0_19.a,REY=2002.05.07.06.04,Boot:1.2; 1999.04.11-11:13:51-FOT
[> Smart Cards Multihead Group name: rjbjr

[> Status Location:

[» Users Other Info:

[> Controlled Access Mode
Token Reader: Mo

[> Sun Ray Sessions
[» Sun Ray Security
[» Online Documents

Current Status:
Last Status Update at:
First Connection:

Up
Wed Sep 11 11:50:30 2002
kon Apr 23 03:02:05 2002

Current User: Mone

Logout

o Edit Properties
s | ~J

FIGURE 3-17 Desktops Current Properties Window

The Multihead Group name is displayed as a property of this desktop.
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Examining Log Files

Significant activity concerning files retrieved from the Sun Ray server is logged and
saved. The server stores this information in text files. TABLE 3-1 describes the log files
that are maintained.

TABLE3-1 Log Files
Log File Path Description
Messages [ var/ opt/ SUNWit / | og/ messages Lists events from the server’s

Authentication

Administration

/var/opt/ SUNWIt /1 og/ aut h_I| og

/var/ opt/ SUNWIt /| og/ admi n_| og

appliances, including details of
registering, inserting, or
removing smart cards. This file
is updated daily. Archived files
are stored on the server for one
week annotated with numeric
extensions (for example, from
nmessages. 0 to nessages. 5).

Lists events logged from the
Authentication Manager. The
aut h_| og file is updated (up to
a limit of 10) every time the
server’s authentication policy is
changed or started. The archived
authentication files are
annotated using numeric
extensions (for example, from
auth_l og. 0 to aut h_I og. 9).

Lists operations performed
during server administration.
This log is updated daily.
Archived files are stored on the
system for up to one week and
are annotated using numeric
extensions (for example, from
filename admi n_| og. O to
admi n_| og. 5).
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v To View a Log File

1. From the navigation menu, select the arrow to the left of Log Files to expand the
menu.

2. Choose the Log link you want to inspect: Messages, Auth Log, Admin Log, or
Archived Logs.

The appropriate Log File window is displayed. Use the scroll bar to access data to the
right and bottom of the window.

@ Sun. Sun Ray" Administration

micrasystiems

P Admin
I Desktops Administration Log File Server: netraj133

I Multihead Group
I* Failover Group

¥Log Files Size: 0 KB
Messages [0g Sep 5 15:30:04 netraj135 main[13167]): ID 471757 locall.info] Login : User session timed out for 129.146.58.95.
Sep 5 15:30:11 netraj135 main[13186]: ID 471757 locall.info] Login : Login attempt failed from 129.146.58.95
Auth Log Sep 5 15:30:23 netraj135 main[13189]: ID 471757 locall.info] admincgi - User logged in from 123.146.58.35.
: ; Sep 5 16:35:44 netraj135 gstatus[13367]: [ID 471757 locall.info] Login : User session timed out for 129.146.58.95.
Sep 5 16:35:51 netraj135 main[13384]: ID 471757 locall.info] admincgi : User logged in from 129.146.55.95.
Archived logs

P Smart Cards

FIGURE 3-18 Administration Log File Window

Managing Smart Cards

The information provided about smart cards is extracted from vendor-supplied
configuration files. These configuration files are located in the directory:
/etc/opt/ SUNWIt/ smart car d. Configuration files must be formatted correctly,
and file names must end with a . cf g suffix; for example, acne_card. cf g.

For certain vendors, the smart card may require additional software to enable the
Sun Ray Server Software to probe for it. If required, this optional software must be
supplied as Java classes in a Jar file. This file must end with a . j ar suffix and must
have the same pre-suffix filename as the . cf g file that contains its configuration
information.

Note — Smart Card Frameworks, which enable custom applications to be written for
smart cards, are supported in Solaris 8 Update 7 and Solaris 9 Update 1, but not in
the initial release of Solaris 9.
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v To View or List Configured Smart Cards

1. From the navigation menu, select the arrow to the left of Smart Cards to extend
the menu.
2. Click the View link.

The View Configured Smart Cards window is displayed. Smart cards are listed in
probe order, i.e., the order in which they are inspected.

«Sun. Sun Ray" Administration

mecrasysiems

P Admin View Configured Smart Cards Server: sunray3

[ Desktops

4 leltlhead e Smart Card E\Jersion Supplier

> Failover Group ; ; ; -

B8 4 Files %Schlumberqer—Pauﬂex 1.1 %Sun Microsystems, Inc,

~ Smart Cards EGEMPLUS—GPK4000—GPKSOOO 1.1 §Sun Microsystems, Inc,
Wiew ‘Bull-TE-CP8& 1.1 {5un Microsystems, Inc.
Probe Order éMondex 1.0 Sun Microsystems, Inc,
Add
Delete

P Status

P Users

FIGURE 3-19 The View Configured Smart Cards Window

From this window an administrator can see the current list of smart cards as well as
the supplier and version number for each card.

3. From the View Configured Smart Cards window, select the link for the smart card.
The main properties for the selected smart card are displayed in FIGURE 3-20.
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@ Sun. Sun Ray" Administration

micrasystems

> Admin Smart Card Properties Server: nomad-100
[» Desktops
[> Multihead Group Main Properties:
[> Failover Group Mame: Schlumberger-icroPayflex
| Model: SunRay Cards
i Description: Schiumberger MicroPayflex Smart Car
b Log Files - Description: Schiumberger MicroPayflex Smart Card
~ Smart Cards Supplier: Sun Microsystems, Inc.
Version: 1.1
Wiew Type: smartcard
Probe Crder dEPE =
Add
Delete
[» Status
P Users

FIGURE 3-20 Smart Card Properties Window

v To View The Smart Card Probe Order

e From the navigation menu under Smart Cards, click the Probe Order link.
The Smart Card Probe Order window is displayed.

Smart Card Probe Order Server: nomad-100

Schlumberger-MicroPayflex_1.1
Maondex_1.0

@ |@| [&] [

FIGURE 3-21 Smart Card Probe Order Window

Smart cards are probed in the order in which they appear in this list.
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Tip — As you add more cards, you can change the order of the cards to move those
used most often to the top of the list.

v To Change the Smart Card Probe Order

e Select a smart card and press the appropriate up and down button.

Clicking on the first and last buttons (from top to bottom) moves the selected card to
either the top or bottom of the list.

v To Add a Smart Card

1. From the expanded navigation menu under Smart Cards click the Add link.
The Add Smart Cards to Probe List window is displayed

@ Sun. Sun Ray" Administration

micrasystems

I Admin
b Desktops Add Smart Card To Probe List Server: netraj133
~Multihead Group

iew Al
I Failover Grou AVAILABLE

P _

I Log Files ActivCard-Gold_1.0 (activCardGold.ofy) £
~emart Cards Bull-TB-CP&_1.1 (BUllTE.cfy)

e CommonaccessCard_1.0 (CommonaccessCard.cig)

Schlumberger- Cryptoflex_1.2 (Cryptoflex.cfy)

Probe Order Schlumberger- Cyberflexaccess_1.0 (Cyberflexaccess.cfy)

Add GD-5MARTCAFE_1.0 (GD-SMARTCAFE.Cfy)

Delets GD-5TARCOS_1.0 (GD-STARCOS . cfg)
b Status GEMPLUS-GPEA4000-GPKEE000_1.1 (GEMPLUS-GPEA000.cfg)
b lUsars GEMPLUS-MPCOS5-3DES_1.0 (GEMPLUS-MPCO5-3DES cfg)

GEMPLUS-MPCOS_1.1 (GEMPLUS-MPCOS cfg)
b Controlled Access MO | ceyp s pcos_1.0 (GEMPLUS-PCOS.cig) 2
P Sun Ray Sessions GEMPLUS-WG10-0ld_1.0 (GEMPLUS-WG10- old.cig)
I Sun Ray Security JavaBadge_1.0 {JavaBadge.cfg)
P Online Documents Schiumberger-MicroPayflex_1.1 (MicroPayfles.cfy)
Logout Mondex_1.0 (MondexhAhd2. cf)
F‘T"‘-...
| .J ! Add

FIGURE 3-22 Add Smart Card to Probe List Window

2. Select a smart card and click the Add button.
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v To Delete a Smart Card
1. From the expanded navigation menu under Smart Cards, click the Delete link.
The Delete Smart Card From Probe List window is displayed.
2. Select a smart card.

3. Click the Delete button.

Sun Ray System Status

v To View the Sun Ray System Status

1. Click the directional arrow to the left of Status to expand the navigation menu.

2. Click the Summary Status link.
The Summary Status window is displayed.

@ Sun. Sun Ray” Administration

micrasystems

I Admin
P Desktops Summary Status Server: netraj135

I Multihead Group
[* Failover Group

I Log Files Desktop Summary Status User Summary Status
> Smart Cards ; ;
~Status Units Connected: 3
Users in database: 1]
summary Stafus Units Disconnected: 0 )
[ Users logged in: ]
L Token card readers: 1]
I Controlled Access Mo, Enabled cards: 0
[ Sun Ray Sessions System Infonmation

Dizabled cards: 1]

[ Sun Ray Security
P Online Documents ; : :
Logout | Root File System | 2028113 | 114405

Description ékhytes Used  Available Users logged in with cards: 1

484066 Users logged in without
cards:
133376

[Swap Space | 3133672 . 29

5 ‘%ﬁ?’;’t
S p i —
e Retesh|

Portions copyright 1999-2003 Sun
Micro systems, Inc. All rights reserved.

CE

FIGURE 3-23 Summary Status Window

60 Sun Ray Server Software 2.0 Administrator's Guide ¢ February 2003




TABLE 3-2

Summary Status Field Descriptions

Options

Description

Desktop Summary Status

Units Connected

Units Disconnected

Token card readers

User Summary Status
Users in database
Users logged in
Enabled cards
Disabled cards

Users logged in with cards

Users logged in without cards
System Information

Root File System

Swap Space

Number of Sun Ray appliances currently active or available
on the interconnect fabric.

Number of Sun Ray appliances no longer available.

Number of Sun Ray appliances designated as token card
readers attached to the interconnect fabric.

Number of Sun Ray users in the internal database.
Number of Sun Ray users logged in to the system.
Number of enabled smart cards.
Number of disabled smart cards.

Number of Sun Ray users logged in with smart cards or
using non-smart card mobility.

Number of Sun Ray users logged in using a pseudo token.

Total, used, and available disk space available for the Sun
Ray server.

Total, used, and available swap space available for the Sun
Ray server.
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Administering Users

You can specify the following user fields in the Sun Ray administration database:

TABLE 3-3  Key User Fields

Field Description

Token ID User’s unique token type and ID. For smart cards, this is a manufacturer
type and the card’s serial ID. For appliances, this is the type “pseudo” and
the appliance’s Ethernet address. Examples:
nondex. 9998007668077709
pseudo. 080020861234

Server Name Name of the Sun Ray server that the user is using.

Server Port Sun Ray server’s communication port. This field should generally be set to
7007.

User Name User’s name.

Other Info Any additional information you want to associate with the user (for
example, an employee or department number). This field is optional.

v To View Users by ID

e From the expanded Users navigation menu, click the View by ID link.

The View Users by ID window is displayed. The list of all the users in the
administration database is sorted by the Token ID field. If a user has multiple tokens,
they are listed separately.

microsystems

«Sun. Sun Ray™ Administration

[> Admin View Users by ID Server: sunray3
[> Desktops

b Multihead Group Token ID . Server : Port jUser Name éOther Info
[ ver Growp MicroPayflex 10005¢3365000100 {localhost | 7008 | rd25770 |

[> Log Files : : - -

> Smart Cards

[+ Statuz

FIGURE 3-24 View Users by ID Window
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v To View Users by Name

e From the expanded Users navigation menu, click the View by Name link.

The View Users by Name window is displayed, listing all the users in the
administration database sorted by the User Name field. If a user has multiple tokens,
they are grouped together with the name.

micrasystems

@ Sun. Sun Ray" Administration

[» Admin View Users by Name Server: sunray3
I» Desktops

b Multihead Group ‘User Hame | Token ID(s) | Server Other Info
[» Failover Group ; ; ;
I> Log Files

[» Smart Cards

[> Status

rd25770  iMicroPayflex.0000509365000100 |localhost {7009 |

FIGURE 3-25 View Users by Name Window

v To Delete a User

Caution — This operation deletes the user and all associated tokens.

1. From the View by Name window, click the User Name of the user you want to
delete.

The Current Properties window displays information about the user, host, token,
and allows the administrator to edit the user’s properties, delete the user, and view
the user’s session.
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micrasystems

@ Sun. Sun Ray” Administration

[» Admin rd25770 Server: sunray3
[» Desktops
[» Multihead Group Current Properties:
[» Failover Group
L M Tord2E7T0
> Log Files ser Bame:
Other Info:
[ Smart Cards er Into
b Status Server Mame: localhost
Server Port: 7009
~ Users
: i User Created: Tue Jul 16 12:22:02 2002
Wiew by D
Wiew by Mame :
Token 1D {Enabled?
Wiew Current .
& User EMlcroPayﬂex.DDDDSdSSGSDDmDD Eves
Eind User
Get Token ID Currently Logged In:

[> Controlled Access Mo

Current Desktop: 030020155263
[> Sun Ray Sessions :

. Desktop Location:
. Logged In Since: Thu Sep 05 17:12:28 2002 |

[» Sun Ray Securty

[> Online Do t
Logout
‘ Edit Properties Delete This User Wiew This User's Session
e oy

FIGURE 3-26 The Current Properties Window Shows Administrative Options for a User

2. Press the Delete This User button.
The Delete User page is displayed.

micrasystems

@ Sun. Sun Ray" Administration

[» Admin Delete User Server: sunray3
I» Desktops
[» Multihead Group Confirm Delete
[» Failover Group
I> Log Files

[ Smart Cards
[> Status

~ Users

Wiew by D

Are you sure you want to delete user rd257707 and all tokens associated with this user?

YES - Delete User Mow MO - Cancel Delete

FIGURE 3-27 Delete User Window
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3. To delete the user, press the YES — Delete User Now button.

To cancel this delete operation, press the NO — Cancel Delete button. If you press
YES, the user and all associated tokens are deleted from the administration database
and a confirmation of your delete operation is displayed. If you press NO, you are
returned to the Current Properties page.

v To View Current Users

e From the expanded navigation menu under Users, click the View Current link.

The View Current Users window is displayed, listing those registered users who are
currently logged into an appliance connected to this Sun Ray server.

mecrasysiems

«Sun. Sun Ray™ Administration

[ Admin View Current Users Server: sunray3
[> Desktops
[[: :":::::izf:p Token ID per Server Desktop ID Deskton
b Log Files éJavaeadge.4090009c2196cd131912 797 ‘sunray3 énauuznda?css 99
[> Smart Cands éMicroPaggﬂex.DDDDSfm65000100 '?'?'? ésunrayz éDBDDZD[ﬂSBae
b Status éMicroPaggﬂex.uunuaafbasunmuu 797 ‘sunray3 énunabaudszm 799
E lhors éMicroPaggﬂex.ununabaaasnumnu 797 ‘sunray3 éuaunzursna?? ’m
Yiew by D
Wiew by Name Met
Miew Current

FIGURE 3-28 View Current Users Window

v To Display a User’s Current Properties

e Click the Token ID or User Name hyperlink for the user.

The Current Properties page for the user is displayed (see FIGURE 3-26). It displays
the information about the user contained in the administration database, including
the user’s current login status.

The possible states are:

= Never Logged In
= Currently Logged In
= Logged Off
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For the last two states, the following fields are also displayed:

TABLE 3-4  Login Status Fields

Option Description

Current Desktop/Last Desktop Current/last appliance (desktop) where the user is or was logged in.
Desktop Location Location of the appliance (desktop).
Logged In Since/Logged Off At Date and time the user logged in or off the appliance (desktop).

v To Add a User

1. From the expanded menu under Users, click the Add User link.
The Add User window is displayed.

«Sun. Sun Ray” Administration

micrasystems

P admin )
b Desktops Add User Server: netraj133
~multihead Group

Miew Al To add a user, insert the user's token in the desired reader and press Get Token 1D to fill in
P Failover Group the Token ID field below. Then fill out the rest of the fields and press Add User.
I Log Files
bSmart Cards Token Reader: ' (None Available) Get Token D]
P Status
~Users :

Wiew by 1D

Yiew by Mame Token ID: |]

Server Hame: | localhost

Add User

Eind User Server Port: | 7007

CetToken D "
b Controlled Access Mo User Name: ||
I Sun Ray Se55|0.ns Other Info: |t
[ Sun Ray Security *

P Online Documents

Logout
Add User|  Reset Fields

e P
i

FIGURE 3-29 Add User Window

2. If you do not know the user’s Token ID and have configured a token reader:

a. Insert the user’s new card into the selected token reader.

66  Sun Ray Server Software 2.0 Administrator's Guide ¢ February 2003



b. Choose the selected token reader from the pull-down menu of available
readers.

c. Press the Get Token ID button.

The application queries the token reader and, if successful, redisplays the form
with the Token ID field filled out.

. Enter data in the required fields.

. Press the Add User button.
The user and associated token are created in the administration database.

To View the User’s Sessions

If the user is currently logged in, you can view the user’s session by clicking the
View This User’s Session button.

To Edit a User’s Properties

. From the user’s Current Properties page, press the Edit Properties button.
The Edit User Properties page is displayed.
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micrasystems

«Sun. Sun Ray” Administration

[> Admin Edit User Properties Server: sunray?
[> Desktops
[> Multinead Group To add a Token D to this user, select a token reader and press Get Token 1D below to fill in
;: the new token ID field. Then, make any other changes and press Save Changes.
[> Failover Group
[> Log Files
u: N :
D . . ser Hame: |[rd25770
s Other Info: |}
~ Users
; i Server Name: localhost
Miew by 1D i
= i Server Port: 7003
Yiew by Mame  User Created: Tue Jul 16 12:22:02 2002
Wiew Current
Add User : Token ID ‘Enabled? |
Find User o
et Taken ID EMlcroPayﬂex.DDDDSdSSGSDDmDD o Remove

[> Controlled Access Mo
[> Sun Ray Sessions

Add

[> Sun Ray Security

Online D ts
b Online Documen : Token Reader: | {Mone Availahle) Get Token 1D
Logout

oy
j f\} | ‘Save Changes Cancel| Reset Fields
el
NI

FIGURE 3-30 Edit User Properties Page
2. Make changes to any of the text boxes.
You can also add or remove tokens from a user at the same time.

3. When finished, press the Save Changes button.
The changes are saved to the administration database.

v To Add a Token ID to a User’s Properties

1. From the Edit User Properties page, type the new Token ID into the empty Token
ID text field.

2. If you do not know the new Token ID and have configured a token reader:
a. Insert the user’s new card into the selected token reader.

b. Choose the selected token reader from the pull-down menu of available
readers.
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c. Press the Get Token ID button.

The application queries the token reader and, if successful, redisplays the form
with the Token ID text field filled out.

. Check the Enabled checkbox next to the new Token ID.

. Check the Add checkbox next to the new Token ID.
You can also make any other edits to the user at the same time.

. Press the Save Changes button.
The changes are then added to the administration database.

To Delete a Token ID From a User’s Properties

. From the Edit User Properties page, check the Remove checkbox for any token IDs
you want to remove.

. Press the Save Changes button.
The changes are then added to the administration database.

To Enable or Disable a User’s Token

. From the Edit User Properties page, check the Enabled checkbox for any token IDs
you want to enable.

. Uncheck the Enabled checkbox for any token IDs you want to disable.

. Press the Save Changes button.
The changes are saved to the administration database.

To Find a User

. From the expanded menu under Users, click the Find link.
The Find User window is displayed.
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micrasystems

«Sun. Sun Ray” Administration

[> Admin Find User Server: sunray?
[> Desktops
[> Multihead Group = Search for All Users that Contain:
[* Failover Group Hame: || ang
[> Log Files -
b Smart Cards Token ID: |: and
b Status Other Info: |}
7 Users

Wiew by D Search| Reset Fields

Wiew by Mame

Wiew Current

FIGURE 3-31 Find User Window

2. Enter data in the required fields.

3. Press the Search button.

v To Get a Token ID From a Token Reader

1. From the expanded Users menu, click the Get Token ID link.
The Get Token ID window is displayed.

mecrasysiems

«Sun. Sun Ray™ Administration

[ Admin Get Token ID Server: sunray?
[> Desktops
[> Multihead Group To get atoken’s ID, select a reader from the pulldown list below, insert the token in that reader

i and press Get Token ID.
[> Failover Group

[> Log Files
[ Smart Cards gToken Reader:  (Mone Availahble) Get Token D
[» Status
= Users
Yiew by D
Wiew by MName

Token 1D:

FIGURE 3-32 Get Token ID Window

2. Insert the new card into the selected token reader.

3. Choose the selected token reader from the pull-down menu of available readers.
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4, Press the Get Token ID button.

The application queries the token reader and redisplays the page with the Token ID
field filled out.

Controlled Access Mode

v To Configure Controlled Access Mode

1. Select the arrow to the left of Controlled Access Mode to expand the navigation
menu.

Note — The Controlled Browser menu item is displayed only if the Controlled
Browser package is installed. See Appendix B for details.

2. Click the Settings link.
The Controlled Access Mode Configuration Window is displayed.

@ Sun. Sun Ray” Administration

micrasystems

I Admin
b Desktops Controlled Access Mode Configuration Server: netraj135
~Multihead Group

Wiew Al
b Failover Group ] .
> Log Files Card Session Action: Keep session upon removal of card
P Smart Cards # Terminate session upon removal of card
I Status ) .
Dllcors Timeout (seconds): | 12000
~Controlled Access Mo Maximum CPU Time (seconds): |[3600

Setfinds

Select Apps Maximum VM (KB): | 300000

Add/EditApps .

: Maximum File Size (512 Byte Blocks): 100000
Confirm u

[ Sun Ray Sessions

[ Sun Ray Security submitch
P Online Documents ubmi anges

Logout

FIGURE 3-33 Controlled Access Mode Configuration Window
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If the administrator selects the Terminate session upon removal of card option, the
length of session time-out, in seconds, is displayed.

. Click the Submit Changes button.

Use the link in the navigation bar to confirm before activating any changes.

To Select Additional Applications

. Select the arrow to the left of Controlled Access Mode to expand the navigation

menu.

. Click the Select Applications link.

The Select Additional Applications Window is displayed.

@ Sun. Sun Ray" Administration

micrasysiems

P admin
b Desktops Select Additional Applications Server: netraj135
~Multihead Group
Wiew All

I* Failover Group

P Log Files Available Applications
P Smart Cards Applications to Launch

P Status

P Users

~Controlled Access Mo

Setfings

Mﬁm; /Edi Add >
’7

dtzession

Confirm
[ Sun Ray Sessions << Del
[ Sun Ray Security
I Online Documents
Logout

Sy
. Ry o
=

‘ Remove From List

FIGURE 3-34 Select Additional Applications Window

From this window the administrator can configure browser behavior, home page,
and proxy to work in Controlled Access Mode.

3. Highlight the applications in the Available Applications scroll box.
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. Click the Add button.

The application moves to the Applications to Launch scroll box. To be executable, an
application must be in the Applications to Launch box.

. To delete an application, follow this process in reverse by selecting an application
in the Applications to Launch scroll box and clicking the Del button.

The application moves to the Available Applications scroll box.

. To remove an application from the list of available applications, click the Remove

From List button.

. Click the Confirm link.

To Add or Edit Applications

. Expand the Controlled Access Mode menu and click the Add/Edit Applications

link.

The Add/Edit Apps Window is displayed.

@Sun. Sun Ra

micrasystems

P Admin
> Desktops
~Multihead Group
Miew All
I* Failover Group
I* Log Files
P Smart Cards
P Status
P Users
~ Controlled Access Mo
Setfings
SelectApps
Add/EditApps
Confirm
[ Sun Ray Sessions
[ Sun Ray Security
P Online Documents
Logout
3

A

Edit»»

FIGURE 3-35 Add/Edit Apps Window

™ - - -
y Administration
AddiEdit Apps Server: netraj133
All Available
Applications
dfession Applicationng? I
Application Menu [,
Label: |+
Path of [
Application: |-

Set Attribute: | critical (automatically launch and
restart session on exit)
menu {launch from menu only)

# default {launch automatically and in
menu, but don’t restart on exit)

&dd New| | Update| Reset

Applications can be edited or added from this window.
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Note — If you are adding a new application, the Reset button clears the fields. If you
are updating an existing application, the Reset button resets the fields to the original
configuration.

2. To edit an application, highlight the application in the All Available Applications
scroll box.

3. Click the Edit button.
The information for the application is displayed in the text fields.

4. When you have edited the text fields and selected the radio button for your
preferred launch attribute, click the Update button.

5. To add an application, fill in the text fields and click the Add New button.

6. Click Confirm in the expanded navigation menu under Controlled Access Mode.

«Sun. Sun Ray™ Administration

microsystems

I Admin I )
b Desktops Confirm Configuration Changes Server: netraj135
~Multihead Group

Miew All To complete configuration changes and/or replicate
P Failover Group the data in a failover group click Confirm Configuration.
bL Fil If the server is part of a failover group, then

seliAlag a Restart of group services needs to be performed.
I Smart Cards Ctherwise, do a local Restart.
I Status
I Users
~ Controlled Access Mo confirm Confl 4

} onfirm Configuration

Setfinds

SelectApps

Add/EditApps

Confirm

FIGURE 3-36 Confirmation Window

7. Click the Confirm Configuration button.
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Managing Sessions

A Sun Ray session is created when the user logs in to a Sun Ray appliance. A Sun
Ray session has three possible states, as shown in TABLE 3-5.

TABLE 3-5 Sun Ray Session States

State Description

Connected/disconnected A session is currently displayed on an appliance.
Idling The session is waiting at the Solaris login prompt.

Running/suspended The session is running unless the startup process and its
descendents are stopped.

v To Find Sun Ray Sessions

1. From the navigation menu, click the expansion arrow for Sun Ray Sessions.

2. From the expanded navigation menu, click the Find Sun Ray Sessions link.

«Sun. Sun Ray” Administration

micrasystems

P admin
b Desktops Find Sun Ray Sessions Server: netraj135
>~ Multihead Group
Miew All = Search for &l Sun Ray Sessions that contain:
P Failover Group User Name: ||
I Log Files -
P Smart Cards Token ID: |
P Status -
I Users Unix Login Name: | roof

P Controlled Access Mo

~¥Sun Ray Sessions Search| Clear

iiew by Seryer
: :
[ Sun Ray Security

FIGURE 3-37 The Find Sun Ray Sessions Window

3. In the text fields, enter the User Name, Token ID, or Unix Login Name.
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4, Click the Search button.

If you enter data in error, press the Clear button to clear entered data. The Sun Ray

Sessions window is displayed with the Sun Ray search results.

«Sun. Sun Ray™ Administration

mecrasysiems

P Admin
I Desktops Sun Ray Sessions

Server: netraj135

I Multihead Group
I* Failover Group

Current time:  Mon 26 Aug 2002 05:43:50 PM PDT

I* Log Files
b Smart Cards Running Sessions:
I Status
P Users { User Unix | Dis
jon | Display i
b Controlled Access Ma 3un Ray Token ID Name | ID Server Connection . Ho Action
¥8un Ray Sessions MicroPayflex 50014 38f00130100 i 777 root  inetraj135 | Connect/ldle (4
Wiew by Sepvar MNone
e
i seudo.050020cf27a Y root  inetraj13s  Connect/ldle (6
P Sun Ray Security P ! Mane
I Online Documents
Logout pseudo.080020cfefda 777 root  inetraj135 | Connect/ldle |5
r"--.. MNone
. o] - :
Q o pseudo.0§0020M1 0705 root  inetraj135  Connect/ldle ;3
J MNone
pseudo.0§0020f579h9 Y root  inetraj13s  Connect/ldle (2
Portions copyright 19992002 Sun Mane
Microsystems, Inc. All right s rezerved.

Legal Motice

Apply|  Reset]

FIGURE 3-38 Sun Ray Sessions Window Showing Search Results
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v To View Sun Ray Sessions

1. From the navigation menu, click the expansion arrow for Sun Ray Sessions.

2. From the expanded navigation menu, click the View by Server link.
Running sessions on the current server are displayed.

«Sun. Sun Ray™ Administration

mecrasysiems

P Admin
b Desktops Sessions on Sun Ray Server: netraj135 Server: netraj135
~ Multihead Group
Wiew Al Man 26 Aug 2002 05:25:25 PM POT
P Failover Group i i
b Log Files Running Sessions:
> Smart Cards T Dispiay
I Status Token 1D EName ) EConnectmn " Ho Action
P Users ; ; ; ;
b controlled Access Mo MicroPayflex.500143500130100 {997 root {Connect/ldle (4
MNone
¥Sun Ray Sessions
Miew by Server pseudo.0§0020cf427a Y root {Connect/ldle (6
i g R g ; MNone
D -2 T T OSSOSO OSSOSO SSSSSSSOSS SUSSSSSSSSSSSSSSSSOOSS SSSSSSSOSSOOOOY
g ity paeudo 08002 00fet A 797 oot ConnectAdie 5
[ Online Documents Mane
Logout
r"--.. pseudo.0§0020M1 0705 Y root : Connect/ldle {3
» MNone
L S o
Q P IR | he————————————————————
J pseudo.0§0020f579h9 Y root {Connect/ldle {2
MNone

Portions copyright 1999-2002 Sun
Microsystems, Inc. All rights reserved.

R apply| Reset

FIGURE 3-39 Sessions on Current Sun Ray Server Window

3. To change the state of any of the displayed sessions, use the Action pull-down
menu button to display your choices.

There are three possible actions: None, Terminate, and Suspend.

4. To apply your changes, click the Apply button.
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CHAPTER 4

Peripherals for Sun Ray Appliances

This chapter contains information about selected USB, parallel, and serial devices
and printing from Sun Ray appliances.
= “Device Nodes and USB Peripherals” on page 79
= “Attached Printers” on page 82
“PDA Synchronization” on page 84
“Adapters” on page 86

There are two kinds of peripherals: serial and parallel. Serial peripherals enable
RS-232-style serial connections to the Sun Ray appliance. Parallel peripherals enable
printing and come in two types: adapters and direct USB-connected printers.

Third-party adapters are useful for supporting legacy serial and parallel devices.

Sun Ray Server Software 2.0 recognizes a parallel printer with an adapter as a USB
printer.

Note — The printer naming conventions in Sun Ray Server Software differ from
those in a Solaris operating environment.

Device Nodes and USB Peripherals

Sun Ray Server Software creates a device directory called | EEE802. MACID in the
/tmp/ SUNWIt / uni t s directory. This directory contains the MAC address for each
appliance on the interconnect. The | EEE802. MACID directory for each appliance
contains dev and devi ces directories, analogous to the / dev and / devi ces
directories in the Solaris operating environment. The Sun Ray dev directory contains
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a representation of the logical topology of the devi ces connected to the appliance.
The Sun Ray devi ces directory contains a representation of the physical topology
of some of the devices connected to the appliance.

Note — Sun Ray Server Software does not create device nodes for every USB device.
Some USB device drivers export their device interfaces through other mechanisms
than a traditional UNIX device node.

Directories correspond to buses and hubs, and files correspond to ports. Hub
directories are named according to the port on the upstream hub into which they are
attached.

Device Nodes

In Sun Ray devi ces, device nodes are created for each serial or printer port on an
attached USB device. The device nodes are created in the hub directory
corresponding to the hub to which they are attached. They are named:

manufacturer_name, model_name@upstream_hub_port

If the USB device has multiple identical ports (for example, two serial ports), the
name is followed by :n where n is a numerical index, starting at 1.

The following is a typical device node path:

[t mp/ SUNWAt / uni t s/ | EEE802. MACID/ devi ces/ usb@/ hub@/ \
manufacturer_name, model_name@3: 1

TABLE 4-1  Definitions of Naming Conventions

Term Definition

physical topology The physical topology is hub@port/hub@port and so on. The port
refers to the port on the parent hub into which the device or
child hub is plugged.

printer name 1, terminal name 1 The printer and terminal name in the Sun Ray devi ces
directory is manufacturer, model@port with a colon separating the
numerical index when the string just described is not unique in
the directory.

printer name 2, terminal name 2 The printer and terminal name in the Sun Ray dev directory is
the manufacturer and serial number concatenated with an
alphabetic index when the serial number is not unique.
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Device Links

Device links are created under the dev directory. A link to each serial node is created
in dev/term and a link to each parallel node is created in dev/ pri nt ers.

Typical device links are:

/t mp/ SUNWIt / uni t s/ | EEE802. 080020cf 428a/ dev/ t er ml manufacturer_name- 67a
/t mp/ SUNWIt / uni t s/ | EEE802. 080020cf 428a/ dev/ pri nters/ 1608b- 64

manufacturer_name-serial_numberindex

where index is an increasing alphabetical character, starting at a.

If the manufacturer name is not available, the USB vendor and product ID numbers
are used for the name of the device link.

Device Node Ownership

Some device nodes are owned by the user whose session is active on the appliance,
while others may be owned by root or by other users that may have had previously
active sessions on the appliance. Device permissions, access controls and ownership
rules are determined by the class of device. For serial and parallel devices, only the
user whose session is active on the appliance or the superuser have permission to
use the attached device. If there is no user with an active session, superuser owns
the serial and parallel device nodes. This rule may not hold for other classes of USB
devices connected to the appliance.

Hot Desking and Device Node Ownership

Note — The following description of the behavior of USB devices when sessions are
connected and disconnected from an appliance applies only to USB serial and USB
parallel devices. Other device classes may have different semantics regarding
ownership and device lease times.

Changing the active session on an appliance changes the ownership of the device
nodes to the user associated with the new session. A session change occurs
whenever a user:

= Inserts or removes a smart card from an appliance
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= Logs into a session
= Detaches from a session using non-smart card mobility

In a failover environment, you can use the ut sel ect or ut swi t ch command to
change a session. A session change causes all devices currently open by a non-root
user to be closed after 15 seconds. Any input or output to or from any affected
device results in an error. Devices currently opened by the superuser, including
normal Solaris printing, remain unaffected by the session change.

Note — When a session is changed, any input or output in progress on a device node
opened by a non-root user is cancelled after 15 seconds. If the original session is
restored within 15 seconds, the ownership is not relinquished, and input and output
continue uninterrupted.

Attached Printers

Sun Ray Server Software 2.0 supports PostScript™ printers connected directly to a
USB port on the Sun Ray appliance or connected through a USB-to-parallel port
adapter. For non-PostScript™ printer support, refer to “Printers Other Than
PostScript Printers” on page 84.

Note — The | p subsystem opens the device node as superuser for each print request,
so print jobs are not affected by hot desking.

For more information on Solaris Ready™ printers, go to:
http://ww. sun. coni sol ari sready/

Printer Setup
Starting a print queue on a printer attached to a Sun Ray appliance, either directly or

through an adapter, is identical to starting a print queue in the Solaris operating
environment.

v To Set Up a Printer

1. Log in as superuser on a Sun Ray appliance.
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2. To determine the MAC address of the appliance, press the three audio option keys
to the left of the power key in the upper right corner of the keyboard.

The alphanumeric string displayed above the connection icon is the MAC address.

3. To locate the Sun Ray appliance, type:

# cd /tnp/ SUNWIt / uni t s/ *MAC_address
# pwd
[t mp/ SUNWIt / uni t s/ | EEEB02. MACID/

The path to the extended MAC address for your particular Sun Ray appliance is
displayed.

4. Locate the port for the printer by typing:

# cd dev/printers

# pwd

[t mp/ SUNWIt / uni t s/ | EEEB02. MACID/ dev/ printers
#l's

printer-node-name

5. In the directory, locate the printer node.

6. Start the Administration Tool by typing:

# adm ntool &

7. Go to Browse -> Printers -> Edit -> Add -> LocalPrinter.
8. Type in:

a. Printer name: printername

b. Description (optional)

¢. Printer Port

Choose Other to enter the printer port path name, using the resulting directory
from Step 4.

[t mp/ SUNWIt / uni t s/ | EEEB02. MACID/ dev/ pri nt er s/ printer-node-name

Note — Do not use the port name under the devi ces directory.
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d. Click OK.

e. If you are using a PostScript printer, under Printer Type choose PostScript
unless your printer is listed.

Select the printer type according to your printer model. If no option matches,
select other; then type your printer type or unknown.

f. If you are using a PostScript printer, under File Contents choose PostScript and
ASCII.

g. Options: Default Printer (optional)
h. Click OK.

Note — Do not click OK more than once. If you do, a failure message is displayed.

9. To verify that the printer has been set up correctly, type:

# | pstat -d printername

Printers Other Than PostScript Printers

PostScript™ printers are the native Solaris operating environment printing solution.
Printers that do not use PostScript, such as engineering plotters, are best supported
by third-party software. Low-cost inkjet printers require third-party software such
as:

= Easy Software’s ESP PrintPro, available from htt p: / / www. easysw. com
= Ghostscript, available from htt p: / / ww. ghost scri pt. com
= Vividata PShop, available from htt p: // www. vi vi dat a. com

Check with the vendors for pricing and the precise printer models supported.

PDA Synchronization

To synchronize PDAs that use the Palm OS to a Sun Ray appliance, use a USB-to-
serial adapter.
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PDASync for Solaris Application on Sun Ray
Appliances

PDASync for Solaris™ requires Java Communications API 2.0.2 or a later version to
run on the Sun Ray appliance.

Certain components of the Java Communications API package must be installed in
specific directories for PDASync for Solaris to run.

To Set Up the PDASync Application on a Sun Ray
Appliance

. Log in as superuser.

. Get the latest Java Communications API (j avax. comm api version 2.0.2 and
above) from

http://java. sun. coni product s/ j avacommi

. Uncompress the downl oadcd file.

# unconpress javax_comm2_0_2-solsparc.tar.Z
# tar -xvf javax_comm 2_0_2-sol sparc.tar

. To change directories to the conmapi directory, type:

# cd commuapi

. Copy the comm.jar file by typing:

# cp commjar /usr/dt/appconfig/sdtpdasync/cl asses

. Copy the l i bSol ari sSeri al Paral | el . so file by typing:

# cp libSolarisSerial Parallel.so /usr/dt/appconfig/sdtpdasync/lib

. Run the PDASync application by typing:

# [usr/dt/bin/sdt pdasync

or select Application Manager -> Desktop_Apps->PDASync.
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Adapters

For a list of verified serial and parallel adapters, see:
http://ww. sun. conli o_t echnol ogi es/ sunray/ usbh/ sunray-usb. ht n
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CHAPTER 5

Mobile Sessions (Hot Desking)

The Sun Ray system was designed, in part, to enable hot desking with Smart Cards,
and every Sun Ray appliance is equipped with a Smart Card reader. Sun Ray Server
Software 2.0 also includes Smart Card frameworks for developers who wish to
encode custom applications or other information in their users’ Smart Cards. This
enhancement requires no additional administration. For further information on
Smart Card Frameworks, see the latest version of the Solaris Smart Card
Administration Guide.

Configuring Sun Ray Server Software 2.0 with non-smart card mobile (NSCM)
sessions provides the benefits of Hot Desking without the use of smart cards. This
chapter explains NSCM sessions and how to configure them.

This chapter contains the following sections:
“NSCM Session” on page 87
= “NSCM and Failover Groups” on page 92
= “Configuring the Authentication Manager for NSCM Sessions” on page 93

NSCM Session

In an NSCM session, the user types a user name and password instead of inserting a
smart card. The user types the ut det ach command instead of removing the smart
card.

Tip — If you don’t want to use the NSCM session, insert a smart card. The NSCM
session is disconnected and replaced by a smart card session.
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Sun Ray Mobile Session Login Dialog Box

When Sun Ray Server Software 2.0 is configured for NSCM sessions, the Sun Ray
Mobile Session Login dialog box is displayed on the Sun Ray appliance.

FIGURE 5-1 Sun Ray Mobile Session Login Dialog Box

A right click on the Options button opens a panel where the user can select:

= QuickLogin—To a new session only. Selecting Off enables the user to login with
the same options available through dt | ogi n. Selecting On enables the user to
bypass the option selection phase. QuickLogin is on by default.

= Exit—Selecting Exit temporarily disables the NSCM session. An escape token
session is started, and the dialog box is replaced by the dt | ogi n screen. Users
without a valid username for this server group can exit so as to make a remote
login to a server where their user name is valid.

v To Log In to an NSCM Session

1. Type a user name and then a password into the user entry field.

Shivu

FIGURE 5-2 User Name Entry
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If an NSCM session for this user does not exist, the Authentication Manager creates
an NSCM session token for the user. The token has the format: nobi | e. username,
where username is the user’s identification.

If the Sun Ray server is part of a failover group, the load-balancing algorithm may
redirect the user to another Sun Ray server, where the user types a username and
password again before an NSCM session is created.

If an NSCM session exists on a different Sun Ray server in a failover group, the user is
redirected to the server where the most current NSCM session is located.

FIGURE 5-3 User Password Entry

The Sun Ray Mobile Session Login dialog box is redisplayed with the host name of
the new Sun Ray server, and the user must retype the user name and password.

Note — The user may be redirected either for server load balancing or because there
is a disconnected session on another server. For added security, each redirection
requires re-authentication, so the user must re-enter a user name and password.

Tip — The Sun Ray administrator can prevent this re-authentication behavior by
setting the accept Redi r ect Token property in the

/et c/opt/ SUNWIt / aut h. pr ops file to t r ue. After restarting Sun Ray services,
users do not need to re-authenticate when redirected.

If an NSCM session exists on the current Sun Ray server, the session is displayed to
the user. If a user wants to move to another location, there are two methods of
disconnecting an NSCM session:

2. Type the ut det ach command in a shell window:

% / opt / SUNWIt / bi n/ ut det ach
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3. Press the Shift and Pause keys simultaneously.

The Sun Ray Mobile Session Login dialog box is redisplayed, and the user moves to
another Sun Ray appliance.

4. Repeat Step 1 at the second Sun Ray appliance.
The session becomes active.

The user can terminate the session by clicking the Exit button in the CDE panel or by
pressing the key combination Ctrl+Alt+Bksp, Bksp.

Note — The user may decide not to disconnect the session before moving to another
Sun Ray appliance. Upon repeating Step 1, the user’s session is disconnected from
the previous appliance and connected to the current appliance.

Disconnecting an Active NSCM Session

There are two ways to disconnect an NSCM session:
= Hot Key combination
= utdetach

Hot Key

To disconnect a NSCM session, the user presses the key combination Shift-Pause.

v To Disconnect the Current Session

e Press the key combination Shift-Pause.
or

e Type:

% / opt / SUNWit / bi n/ ut det ach

v To Terminate the Current Session

e Click the Exit button on the CDE panel.
or

e Press the Ctrl+Alt+Bksp+Bksp key combination.
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v To Reconfigure the Disconnect Hot Key Combination

You can change the disconnect key combination (hot key) in the

[ etc/ opt/ SUNWIt / ut sl aunch_def aul ts. properti es file, where the site-wide
default configuration of the hotkey key combination is specified. Individual users
can override the default key combination by configuring the

~/ . ut sl aunch. properti es file located in their home directory.

o Edit the respective file and find the line with the ut det ach. hot key property.

Change the string after the equals sign to the keystrokes desired. For example, to
configure the key combination of Alt + Esc, type:

% ut det ach. hot key=Al't Escape

v To Create a ut det ach Alias

You can create an alias for the ut det ach command, such as pause, to make the
command easier to use.

e As super user, type the following command line to create an alias for all users:

#/usr/bin/In -s [opt/SUNWIt/ bi n/utdetach /usr/bin/alias

v To Customize the Short Cut for Disconnecting an NSCM
Session

You can disconnect the current session using the key combination (hot key) in the
ut sl aunch. properti es files.

1. To reconfigure the hot key combination, edit the file and find the line with the
ut det ach. hot key property.
2. Change the string after the equals sign to the keystrokes desired.
For example:
ut det ach. hot key=Al't Escape
configures the key combination of Alt+Esc.
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NSCM and Failover Groups

The user login experience for NSCM sessions may be different than expected when
systems are configured as part of a failover group.

The Sun Ray Authentication Manager uses a properties file,

[ et c/ opt/ SUNWIt / aut h. pr ops. When the system is first configured, the

accept Redi rect Token property in this file is set to f al se to support a model of
high security by default. Because the property is set to f al se, the following
situations may produce unfamiliar behavior:

Load Balancing Between Servers

If server A is heavily loaded when a user logs into it with the NSCM GUI, it
redirects the user to server B, which requires another login with the NSCM GUI. If
server B is running an earlier Solaris version than Server A, the user must log in a
third time. Thus, the user gets a session, but only after three logins. Users
accustomed to smart card ease of use might find this repetitious behavior confusing
or annoying.

Connecting to Existing Sessions

If a user with an existing session on server B logs in to server A, the user is
redirected and must log in a second time using the NSCM GUI. Instead of simply
inserting a smart card, the user must log in twice to use NSCM sessions.

Switching Between Servers

A user with a session on server A who wants to switch to a session on server B
invokes the ut sel ect GUI to access the other session. In doing so, the user is
required to log in with the NSCM GUI. Users familiar with the ease of the ut sel ect
GUI might be discouraged that another log in is necessary.

92  Sun Ray Server Software 2.0 Administrator's Guide ¢ February 2003



Escape Token Sessions

The user bypasses the NSCM GUI by clicking the Exit button and logs into server A
using dt | ogi n. The user now has a standard escape token session and invokes the
ut sel ect GUI to switch to server B and, in doing so, is presented with the NSCM
GUI. The user must click Exit again to get to the escape token session on server B.

Users accustomed to a quick switch might be annoyed that they must interact with
the NSCM GUI a second time.

Considerations

You, as the system administrator, must consider the options and consequences of
increased security versus ease of use. If you wish to maintain a highly secure and
regulated environment, set the accept Redi r ect Token to f al se. If you want a
more open and user friendly network, set the property to t r ue.

Configuring the Authentication
Manager for NSCM Sessions

The Sun Ray administrator can enable the NSCM session features with:
= Sun Ray Administration Tool
= Command-line interface

Note — If the IP addresses and DHCP configuration data are not set up properly at
the time that the interfaces are configured, the failover feature will not work
properly. In particular, configuring the Sun Ray server’s interconnect IP address as a
duplicate of any other server’s interconnect IP address may cause the Sun Ray
Authentication Manager to throw “ Out of Memory” errors.
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v To Enable NSCM Sessions From the
Administration Tool

1. Before changing the Authentication Manager policy, inform your users that all
active and detached sessions will be lost.

You can use the ut wal I command to send the notice of policy change. For example:

# [opt/ SUNWIt/ sbin/utwall -d -t 'Systempolicy will change in 10
m nutes.\nAll active and detached sessions will be |ost.\nPl ease
save all data and termi nate your session now ' ALL

The following message is seen by all users in a pop-up window:

System policy will change in 10 m nutes.
Al active and detached sessions will be |ost.
Pl ease save all data and term nate your session now.

2. Log in to the Administration Tool.

3. From the task list, select Admin and click the Policy link.
The Change Policy window is displayed.

4. In the Non-Card Users column, check the Enable Mobile Sessions box.
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@ Sun. Sun Ray" Administration

micrasystems

I Admin B H
b Desktops Change Policy Server: netraj135

I Multihead Group
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=
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5N ‘ apply| Reset

FIGURE 5-4 Change Policy Window

5. Click the Apply button.

When the policy change is complete, you are shown a confirmation window.

@8un. Sun Ray” Administration

micrasyslems

~admin .
Password Server: netrajl135

Policy

Reset Services Confirmation

Token Readers

About Policy change was successful, In order for policy changes to take effect,
b Desktops services must be reset or restarted,

I Multihead Group

FIGURE 5-5 Change Policy Confirmation Window

6. From the task list, select Admin and click the Reset Services link.
The Sun Ray Services panel is displayed.

7. Select Group if this is a failover group or Local if there is a single Sun Ray server.

8. Click Restart to restart Sun Ray services and terminate all users’ sessions.
The NSCM sessions are enabled in a moment.
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v To Enable NSCM Sessions From a Command
Line

The Sun Ray administrator can toggle the NSCM session capability by including or
excluding the - Margument in the ut pol i cy command. For more information, see
the ut pol i cy man page.

1. Before changing the Authentication Manager policy, inform your users that all
active and detached sessions will be lost.

You can use the ut wal I command to provide them the notice of policy change. For
example:

# [opt/ SUNWIt/ sbin/utwall -d -t 'Systempolicy will change in 10
m nutes.\nAll active and detached sessions will be |ost.\nPl ease
save all data and termi nate your session now ' ALL

The following message is seen by all users in a pop-up window:

System policy will change in 10 m nutes.
Al active and detached sessions will be |ost.
Pl ease save all data and term nate your session now.

2. As superuser, type the ut pol i cy command for your authentication policy with
the addition of the - Margument. For example:

#/opt/ SUNWIt/ sbin/utpolicy -a -M-s both -r both

This example configures the Authentication Manager to allow self-registration of
users both with or without smart cards, and NSCM sessions are enabled.

3. Initialize Sun Ray services.

a. Type this command to restart the Authentication Manager.

# /opt/ SUNWIt / sbin/utrestart -c

This command clears all active and detached sessions

b. Repeat Step a on each secondary Sun Ray server if in a failover group.
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CHAPTER 6

Encryption and Authentication

The SunRay Server Software 2.0 release provides interconnect security. Two main
aspects of this feature are:

= Traffic encryption between the SunRay client and server
= SunRay server-to-client authentication

Introduction

In earlier versions of Sun Ray Server Software, data packets on the SunRay
interconnect were sent in the clear. This made it easy to “snoop” the traffic and
recover vital and private user information, which malicious users might misuse. To
avoid this type of attack, SunRay 2.0 allows administrators to enable traffic
encryption. This feature is optional; the system or network administrator can
configure it based on site requirements.

The ARCFOUR encryption algorithm, selected for its speed and relatively low CPU
overhead, supports a higher level of security between Sun Ray services and SunRay
desktop units. In the 2.0 release, only the X server traffic is encrypted.

Encryption alone does not provide complete security. It is still possible, if not
necessarily easy, to spoof a SunRay server or a SunRay client and pose as either. This
leads to the man-in-the- middle attack, in which an impostor claims to be the
SunRay server for the clients and pretends to be client for the server. It then goes
about intercepting all messages and having access to all secure data.

Client and server authentication can resolve this type of attack. This release offers
server-side authentication only, through the pre-configured public-private key pairs
in Sun Ray Server Software and firmware. The Digital Signature Algorithm (DSA) is
used to verify that clients are communicating with a valid Sun Ray server. This
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authentication scheme is not completely foolproof, but it mitigates trivial man-in-
the-middle attacks and makes it harder for attackers to spoof Sun Ray Server
Software.

Security Configuration

When configuring the security for a Sun Ray system, you should evaluate the
security requirements. You may choose:

= to enable encryption for upstream traffic only

= to enable encryption for downstream traffic only

= to enable bidirectional encryption

= to enable server authentication (client authentication is not currently available)

Additionally, you must decide whether to enable hard security mode. To configure
your site, you can use the ut cr ypt o command or the Sun Ray Admin GUI.

Security Mode

Hard security mode ensures that every session is secure. If security requirements
cannot be met, the session is refused. Soft security mode ensures that every client
that requests a session gets one; if security requirements cannot be met, the session is
granted but not secure.

For example, in hard security mode, if any SunRay appliance that does not support
security features (for instance, because of old firmware) connects to a Sun Ray 2.0
server, the server denies the session.

In soft security mode, given the above situation, the SunRay server grants the
appliance a non-secure session. It is now up to the user to decide whether to
continue using a non-secure session.

For more information, please see the man page for ut cr ypt o or “Administration
Tool” on page 37.
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FIGURE 6-1 Sun Ray Security Configuration Window

Session Security

Use the ut sessi on command to display session status. Its output has been
modified to included security status for a session. The State column in ut sessi on
- p output now displays the encrypted/authenticated state of the session by using E
for encrypted and A for authenticated session types. This information is not
displayed for any session in the disconnected state.

In a multihead environment, there may be a case where the primary and the
secondary servers have different firmware. For instance, if the secondary has version
1.3 or earlier firmware, it cannot support any of the security features. In this case, the
lowest security setting is displayed. In other words, if the secondary server is
configured with 1.3 firmware and the primary server with 2.0 firmware, and
encryption and authentication are configured, neither an E or an A is displayed.

# utsession -p
Token | D Regi stered NaneUnix |DDisp State
Payf | ex. 0000074500000202 ??? ??? 2| EA
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Security Status

Once a connection has been successfully established between a client and a server,
the user can determine whether the connection is secure at any time by pressing the
three volume keys together (currently used to determine MAC address of the
terminal).

One of the following icons is also displayed when a Sun Ray appliance connects to a
session. Each icon displays information about connection security status.

There are several variations on the security icon:

Locked Authenticated

The server is authenticated to the client and the data link
E is encrypted.

Locked Not Authenticated

The server is not authenticated to the client and the data
link is encrypted.

Unlocked Not Authenticated

The server is not authenticated to the client and the data
link is not encrypted.
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Unlocked Authenticated

n The server is authenticated to the client but the data link

E is not encrypted.

Session Connection Failures

The following icons are displayed when there might be a security breach.
Session Refused

Definition: The client is refusing to connect to a server
because it is unable to verify the validity of the Sun Ray
server.

This error can occur only if an unknown Sun Ray server
intercepts the messages and tries to emulate a valid Sun
Ray server. This is a session security breach.

Session Refused

Definition: The server is refusing to grant a session to the
client because the client is unable to fulfill the server’s
security requirements.

Actions to take:

«Check the client’s firmware version. This error may occur

with firmware versions earlier than 2.0 if the server is
configured for hard security mode.

« Upgrade the firmware to version 2.0 or later. As an alternative, confirm
whether your site requires hard security mode. If not, the session can be
enabled with soft security mode.

Chapter 6  Encryption and Authentication 101



102  Sun Ray Server Software 2.0 Administrator’s Guide * February 2003



CHAPTER 7

Network Configuration

This chapter describes the network infrastructure required to deliver Sun Ray
services to the Sun Ray clients.

Topics include:

“Introduction” on page 103
= “Network Infrastructure Requirements” on page 104
= “Network Topology” on page 105

Introduction

The Sun Ray system employs a highly network-dependent computing model in
which all actual computing is performed at a server, and display data, as well as
mouse, keyboard and other device traffic, are sent over the network.

A well-designed network between server and appliances is essential for providing
high quality of service to users; poor network design can make the Sun Ray
unusable.

Sun Ray Server Software 2.0 enables shared as well as dedicated network support.
The network segment between Sun Ray server and the Sun Ray clients may be any
kind of network as long as it meets the Sun Ray network infrastructure
requirements.
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Network Infrastructure Requirements

This section describes the minimal network infrastructure needed to support a Sun
Ray implementation.

Packet Loss

Packet loss between any Sun Ray client and its server must not exceed 0.1% for any
extended period of time, such as a minute or more.

The ut capt ur e utility reports the packet loss statistics for each of the Sun Ray
clients connected.

Latency

Latency between any Sun Ray client and its server must not exceed 25ms for any
extended period of time, such as a minute or more. The ut capt ur e utility reports
round-trip latency statistics for each connected Sun Ray client.

Out-of-Order Packets

Sun Ray clients can handle occasional out-of-order packets, but if the network
segment generates a large number of out-of-order packets, the quality of service
delivered to the Sun Ray client suffers. Out-of-order packets are counted as dropped
packets and are reported to ut capt ur e.

DHCP Services

Sun Ray desktop appliances are stateless, and they rely entirely on network services.

When a Sun Ray DTU is powered on and plugged into a network, it sends a
Dynamic Host Configuration Protocol (DHCP) request for a network address. At the
most basic level of operation, on a dedicated network, the Sun Ray server responds
with an IP address and some additional tags, or vendor options. If the server has a
later version than the one installed on the DTU, the Sun Ray DTU can use this
information to upgrade its firmware. It then either reconnects to an existing session
or starts a new session on a Sun Ray server.
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On a shared network, the Sun Ray DTU may receive only a network address in
response to its DHCP request. It then sends a second DHCP request for network
parameters. If the DTU resides on a different subnet than the Sun Ray server, then it
needs the help of boot p forwarding to reach the Sun Ray server; the Sun Ray server
can then reply with the information the DTU needs in order to start a session.

All Sun Ray appliances must have access to at least one DHCP service for network
parameters and should also have access to Sun Ray parameters. Depending on your
physical network topology, you may need to configure a boot p forwarding agent
for each subnetwork to which Sun Ray clients are connected. If it receives no
parameters, then the DTU broadcasts a server location request.

Network Topology

Beginning with the 2.0 release, Sun Ray servers and appliances can be deployed in
shared as well as dedicated networks. The following table lists the various
configuration options based on the ease of set-up and quality of service that can be
expected. (The easiest option is listed first.)

TABLE 7-1  Most Desirable Network Topologies

Rank Order  Private/Public Dedicated/Shared  Configuration
IP Addresses
1 either dedicated interconnect
2 either dedicated VLAN interconnect
3 either dedicated routed interconnect
4 either shared interconnect with or without VLAN
5 either shared routed interconnect with or without VLAN

Generally speaking, less complexity provides more reliability; however, with careful
planning, it is possible to gain the advantages of increased functionality and still
maintain a high degree of reliability.
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DHCP Configuration

In shared deployments, a DHCP server may be available on the network. With Sun
Ray Server Software 2.0, you need not disturb the existing DHCP infrastructure. The
following table shows the four possible options, in order of increasing complexity.

TABLE7-2 DHCP Configuration Options

Routed? (Y/N) Existing DHCP Server? (Y/N) Figure #

N Figure 7-1 on page 106
Y N Figure 7-2 on page 107
N Y Figure 7-3 on page 108
Y Y Figure 7-4 on page 109

No DHCP Service on the Network

If there is no existing DHCP server on your network, configure the Sun Ray server to
deliver both network and Sun Ray parameters. A non-routed solution that uses the
Sun Ray server for DHCP service is depicted in FIGURE 7-1.

Sun Ray Server #1

Sun Ray Servers deliver IP
address, network parameters,
and Sun Ray parameters
through network

Sun Ray Server #2

PC

Laptop

Sun Ray Appliances

FIGURE 7-1 Non-routed Configuration with No Separate DHCP Server
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Note — If you choose not to use a Sun Ray server for DHCP services, you must
provide Sun Ray parameters through a separate DHCP server. Since all the tools
provided as part of Sun Ray Server Software are written to work only with Sun Ray
servers, making this choice means you must configure and maintain the DHCP
server manually. See Appendix C for further details.

FIGURE 7-2 shows a routed configuration with no separate DHCP server:

Sun Ray Server #1 Sun Ray Server #2

PC

subnet #1

Sun Ray Servers
bootp forwarder running Router gg{'\,\cg;k%;‘;ﬁ;ﬁg;g,
and Sun Ray
parameters through
router

subnet #2

PC Laptop

Sun Ray Appliances

FIGURE 7-2 Routed Configuration with No Separate DHCP Server
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Existing DHCP Service for Network Parameters

To use an existing DHCP server on your network, use the ut admcommand to:

= Configure the Sun Ray server to deliver Sun Ray parameters only
= Run a boot p proxy for each of the subnets where Sun Ray clients are located.

The forwarder points to one of the Sun Ray servers. For better fault tolerance, you
may run multiple forwarders.

FIGURE 7-3 shows a non-routed configuration with a separate DHCP server:

Sun Ray Server #1 Sun Ray Server #2

il
M

Sun Ray Servers deliver
Sun Ray parameters

DHCP Server to Sun Ray appliances

DHCP server can

be configured to

deliver IP addresses
and network parameters
to Sun Ray DTUs PC Laptop

Sun Ray Appliances

FIGURE 7-3 Non-routed Configuration with Separate DHCP Server

Using Separate DHCP Servers

If you choose to use a separate DHCP server, it must deliver both network
parameters and Sun Ray parameters.

If you want to use separate DHCP servers to supply network parameters only, and
Sun Ray servers to supply Sun Ray parameters, then the Sun Ray servers must run
Sun Ray Server Software 2.0, and the Sun Ray clients must run at least version 2.0
firmware.

Sun Ray clients running firmware versions lower than 2.0 in this configuration
cannot locate a Sun Ray server. Thus, they cannot:

= Obtain the required Sun Ray parameters
= Download firmware updates on their own
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FIGURE 7-4 illustrates a routed configuration with an existing DHCP server:

Sun Ray Server #1 Sun Ray Server #2
PC
subnet #1
Sun Ray servers
deliver Sun Ray
bootp forwarder running Router parameters through
router to Sun Ray
DTUs
subnet #2

DHCP Server
PC Laptop

Sun Ray Appliances

DHCP server delivers
IP addresses and
network parameters

FIGURE 7-4 Routed Configuration with Separate DHCP Server

Consequently, to correct this situation—to upgrade older clients to 2.0 firmware, or
to restore 2.0 firmware to clients that have been downgraded—establish a filling
station, where clients can retrieve the latest firmware. For this purpose, you can use:
= Any private network configured for Sun Ray services

= Any shared network in which the Sun Ray DHCP server is the only DHCP server

Note — Make sure that each Sun Ray client deployed in this configuration runs the
2.0 or later version of the firmware before you install it on the shared network.

Firmware Barrier

The firmware barrier is a new feature in Sun Ray Server Software 2.0 that helps
administrators maintain extra control over Sun Ray appliance firmware versions.

Client firmware is now associated with a barrier level. When a client tries to
download firmware, the barrier levels of the current firmware and the firmware to
be downloaded are compared.
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If the firmware to be downloaded has a lower barrier level than the current
firmware, the client is prevented from downloading the older firmware. Thus, the
default barrier level prevents units upgraded to 2.0 firmware from reverting to a
lower, less capable version, and the administrator seldom has to send clients to a
filling station.

The barrier level symbol Bar ri er Level is defined by default in the DHCP table of
Sun Ray servers running version 2.0 or later. If the Barri er Level parameter is
present in the DHCP response, it is used for the comparison. If the Barri er Level
symbol is not present, however, the client uses its internal value for the comparison.
The administrator can specify the firmware barrier level by assigning a value to
BarrierLevel .

The barrier level for firmware shipped with Sun Ray Server Software 2.0 is set to a
value of 200. Firmware shipped with previous versions of Sun Ray Server Software
had no Barrier Level, which equates to a BarrierLevel of 0. Therefore, clients running
2.0 firmware do not download firmware versions shipped with previous releases of
Sun Ray Server Software unless the DHCP BarrierLevel is set to 0.

v To Override the Firmware Barrier Level

If you are running 1.3 or earlier versions of Sun Ray Server Software:

1. Inspect the DHCP table to see whether the barrier mechanism is defined.

# dhtadm - P

The - P option displays the symbols and macros defined in the DHCP table (see
Appendix C). If the Barri er Level symbol is not defined, go to step 2.

2. Add the definition of the BarrierLevel symbol to the DHCP table.

# dhtadm-A -s BarrierlLevel -d Vendor =SUNW NewT. SUNW 36, NUMBER, 4, 1

3. To force the Sun Ray clients in your network to downgrade from 2.0 firmware, set
the Barri er Level value in the DHCP table for the network to 0.

# dht adm - M - m <network macro> -e BarrierLevel =0

As an alternative, you can simply remove the Barri er Level symbol from the
network macro.

# dht adm - M - m <network macro> -e BarrierLevel =
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Other Configuration Issues

To get the best speed and mode, connect Sun Ray clients to switches that are
capable of auto-negotiation.

Servers in a failover group need to be able to locate one another. If they are on the
same subnet in at least one of their interfaces, they can use subnet broadcast to
discover each other; otherwise, they can use IP multicast.

Every server in a Sun Ray failover group should be reachable from the Sun Ray
clients.

Enabling the Spanning Tree protocol in the switches causes the Sun Ray client to
take more time to connect to the server when power cycled. To avoid this
problem, disable the Spanning Tree protocol in the switches for ports that are
connected directly to Sun Ray DTUs or Sun Ray servers.

To reduce performance hits caused by various network issues in VLAN
implementations, assign the Sun Ray segment a higher priority.

IP addresses sometimes get marked as unusable during system boot if they are
perceived to be in use. If this occurs, use the dhcpngr tool to diagnose the
problem, and release the IP addresses back into the pool.
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CHAPTER 8

Monitoring the Sun Ray System

This chapter describes how to use the Sun Management Center software to monitor
the Sun Ray System.

Topics include:
“Sun Management Center (SunMC) Software Features” on page 113
= “SunMC Software Requirements” on page 115
= “Installing the SunMC Software” on page 116
= “Setting Up the Monitoring Environment” on page 119
= “Setting Monitoring Guidelines” on page 126
= “Using Other Monitoring Programs” on page 132
= “Removing the Sun Ray Module from SunMC” on page 134

Sun Management Center (SunMC)
Software Features

The Sun™ Management Center software monitors managed objects in the Sun Ray
system. A managed object is any object that can be monitored. Sun Ray nodes contain
many managed objects. The Create Topology Object dialog box enables you to create
a Sun Ray node. If the Sun Ray packages are installed when you create a Sun Ray
node, the following managed objects are created by default:

= Sun Ray system

= Sun Ray services

= Failover group

= Interconnect

= Desktops

Each managed object is monitored separately and has independent alarm settings.
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For example, in a failover configuration, the entire group as well as any part of the
group can be monitored—each server and its load, each interconnect, and each
appliance. Sun Management Center software also monitors Sun Ray Server Software
daemons that:

= Authenticate users

= Start sessions

= Manage peripheral devices
= Handle DHCP services

After you set an alarm, the Sun Management Center software notifies you when
your specified parameter value has been reached. For example, you might want to
track the number of appliances on a server so that you can monitor possible
overload scenarios. Other alarms can be set to notify you when a server,
interconnect, or appliance goes down or when a daemon is not running.

The three Sun Management Center components (TABLE 8-1) can be installed on three
separate machines.

TABLE8-1  Three Components of Sun Management Center Software

Component Function

Console Enables you to set and view alarms and to request system information.
Requests can be automated or on demand.

Server Processes requests and passes them on to the appropriate agent. The
agent returns the requested information to the server, which then
forwards it to the console.

Agents Monitor the system. Agents return the requested information to the
server. These agents, based on SNMP (Simple Network Management
Protocol), monitor the status of the managed object (server, interface, or
appliance).

Sun Ray system monitoring consists of ten packages, which are installed as part of
Sun Ray Server Software 2.0. If you run the Sun Management Center on a non-Sun
Ray server, you must add some packages that contain localized messages and icons
to the Sun Management Center monitoring server.

This feature interfaces with the Sun Management Center software using SNMP. For
information on additional monitoring programs that interact with Sun Management
Center software, see “Using Other Monitoring Programs” on page 132.
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SunMC Software Requirements

The Sun Ray system monitoring feature has the following software requirements:
= Sun Management Center 2.1.1 or 3.0 software
= Sun Ray Server Software 2.0

The Sun Ray module adds the following requirements when added to either the Sun
Management Center server or agent component:

TABLE 8-2  Additional Requirements for the Server

Component Size
RAM 8 KB

[ opt / SUNWit 153 KB
/ opt / SUN\Wsymon 12 KB

TABLE 8-3  Additional Requirements for the Agent

Component Size
RAM 1 MB
Swap 1 MB

/ opt / SUNWit 602 KB
/ opt / SUN\Wsy DN 12 KB
/var/ opt/ SUNVsynmon 0.5 KB

The Sun Ray module adds the following requirements to the Sun Management
Center server and agent components:

TABLE 8-4  Additional Requirements to the Server and Agent Components

Component Size
RAM 1008 KB
Swap 1 MB

/ opt / SUNWIt 602 KB
/ opt / SUN\Wsynmon 12 KB
/var/ opt/ SUNMéynon .5 KB
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Caution — The Sun Management Center server component has very high resource
requirements. Do not install the complete Sun Management Center software on a
Sun Ray server, especially if the Sun Ray server is configured for failover.

Installing the SuUnMC Software

Sun Ray Server Software includes a module for interfacing with Sun Management
Center software. If Sun Ray Server Software and Sun Management Center software
are to run on the same server, different procedures are used, depending on the order
in which the software is installed. If Sun Ray Server Software and Sun Management
Center server component are configured on separate servers, then the module must
be installed on both servers.

If you are doing a clean installation of Sun Management Center software and Sun
Ray Server Software on the same server, it is easier to install Sun Management
Center software first.

When you install Sun Management Center software, you are given the option of
installing any of the three components on the selected server. If you want to add
only the agent to a Sun Ray server, just choose to add the agent component.

After the appropriate hardware configuration product is installed on the server, you
can choose to run the setup now or later. When you run the setup, you are prompted
for a host name of Sun Management Center server, a seed to generate security keys,
a base URL for the console, and if there is a conflict, a different port for the agent.

Tip — To monitor all the servers in a failover group, make sure every server runs Sun
Ray Server Software 1.3 or 2.0. In addition, all servers must run the Sun
Management Center agent component.

v To Install Sun Ray Server Software After Installing the Sun
Management Center Software

1. Start the Sun Management Center software:

# [ opt/ SUN\Msynon/ sbin/es-start -c &
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Check to see if the Sun Management Center works. If not, reinstall the Sun
Management Center software. Use the Sun Management Center 3.0 Software
Installation Guide and the Sun Management Center 3.0 Software User’s Guide to install
the Sun Management Center software.

. Use the standard Sun Ray installation script to add the Sun Ray module:

# utinstall

If the Sun Management Center agent software is running, the standard Sun Ray
install script automatically stops it, adds the Sun Ray module, and restarts the Sun
Management Center agent software.

If the Sun Management Center agent software is not running, the Sun Ray install
script adds the Sun Ray module but does not start the Sun Management Center
agent software.

To Install Sun Management Center Software After Installing
Sun Ray Server Software

. Use the standard Sun Ray installation script:

# utinstall

The Sun Ray module for SunMC is installed automatically on the server when
utinstall installs Sun Ray Server Software.

. Follow the installation instructions found in the Sun Management Center 3.0
Software Installation Guide to install the Sun Management Center software.

. Type the following to enable Sun Ray monitoring:

# [ opt/ SUNWIt / sbi n/ ut sunnt

. Start the Sun Management Center software:

# [ opt/ SU\Msynmon/ sbin/es-start -c &

Check to see if Sun Management Center works. If not, reinstall the Sun Management
Center software.
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v To Install the SunMC Agent on Separate Servers

1. Verify that the Sun Management Center agent, SUNWesagt , is installed on the Sun
Ray server:

# pkginfo -1 SUNWesagt

2. Perform a standard installation of Sun Ray Server Software:

# utinstall

If the Sun Management Center agent is running, the installation process stops and
restarts the SunMC software.

Note — You can install Sun Management Center agents after Sun Ray Server
Software installation; however, you must then enable the Sun Ray module by typing
/ opt / SUNWt / sbi n/ ut sunnt to register the Sun Ray module with the SunMC.

3. Install the Sun Ray interface package on the Sun Management Center server:

If you have already mounted the Sun Ray Server Software 2.0 CD-ROM on the
SunMC server or from a remote server, or if you have extracted the ESD files to an
image directory, begin at Step c.

a. As superuser, open a shell window on the SunMC server.

b. Insert the Sun Ray Server Software 2.0 CD-ROM

If a File Manager window opens, close it. The File Manger CD-ROM window is
not necessary for installation.

¢. Change to the image directory. For example:

# cd /cdroni cdronD

d. Install the Sun Ray module:

# ./utsunntinstall

The installation process begins. The ut sunnti nstal | script:

« Verifies that the SunMC software is installed.
« Verifies that Sun Ray Server Software is not installed.
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« Installs the parts of the Sun Ray module needed on the SunMC server.

Additional Sun Management Center
Modules

There are other useful Sun Management Center modules available to monitor
processes and help tune your Sun Ray system. For example, the Health Monitor
module monitors resources on the Sun Ray server so you know when to add
memory, swap space, or additional CPUs. The Sun Management Center Process
Monitoring module helps identify runaway processes and limit multimedia
applications.

Setting Up the Monitoring Environment

After installing the Sun Management Center software, you need to set up your
monitoring environment. A default administrative domain is automatically created
for you based on the Sun Management Center server component. You need to set a
home administrative domain. This domain is displayed whenever the console is
started. Next, create the hierarchy of the system you want to monitor. This can be
done manually by adding nodes to the administrative domain or by using the
Discovery Manager.

To Set Up the Monitoring Environment

. After installing the Sun Management Center software, start the console on the
server that has the console component installed:

# [ opt/ SUN\Wsynon/ shin/es-start -c &

The login screen is displayed.

. Enter your user name and password.
Specify the Sun Management Center server.

. Click Login.

The Sun Management Center window is displayed. If this is your first time using the
SunMC console, the Set Home Domain window is also displayed.
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4. In the Set Home Domain window, highlight the appropriate domain and click Go
To.

The panels in the Sun Management Center window are populated.

5. Click Close to dismiss the Set Home Domain window.

v To Create an Object
1. Expand the Sun Management Center Domains list.

2. Select the domain you plan to add an object to.
The selected domain is displayed.

3. Select Edit -> Create an Object.
The Create Topology Object pop-up window is displayed.

4. On the Node page, enter a Node Label and Description. Then enter the Hostname
(server name), IP Address, and Port for the Sun Ray server.

The port entered here must be the same port you configured (entered) during the
installation of the Sun Management Center.

Setting Alarms

Alarms are used to notify you when errors occur or your performance needs to be
tuned. Alarms are triggered (tripped) if:

= A server goes down.
= An interconnect is no longer working.
= An appliance is down.

These alarms are set by default, but you can change them. Base a tuning alarm on
the number of active sessions on each server in a failover group to determine if one
of the servers is overloaded. You set the thresholds that trigger this type of alarm.

v To Set an Alarm

1. After creating an object, bring up the Details window of the object.
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FIGURE 8-1 Sun Management Center Details Window

2. Double-click, for example, Failover Group in the left panel.

3. Right-click the value portion (Status) of the table row.

Location: Cperating System/Sun Ray/Fail Over Group

Faif Over Group Table E‘ ? CT) ?

Host Hame ~ Host Type Status
ray—-108 1
o omy=177 2
ray - 183 1

FIGURE 8-2 Example Using the Failover Group Panel

A pop-up menu is displayed.
4. Select Attribute Editor.
The Attribute Editor window for that table entry is displayed.

5. Select the Alarms tab (See FIGURE 8-3.)
The possible alarm values are:
= Critical Threshold (>)
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10.

11.

= Alert Threshold (>)
= Caution Threshold (>)
= Critical Threshold (<)
= Alert Threshold (<)
= Caution Threshold (<)

Supply an appropriate number for the type of alarm that you choose to monitor.
In this example, the Alert Threshold alarm is set at greater than 1 to notify you when
that server in the failover group is down.

Click the Apply button to save the value of the alarm and continue setting other
values in the Attribute Editor

. Click the OK button, which saves the value of the alarm and closes the window.

As soon as you set an alarm it takes effect.

Select the Actions tab and enter an action to perform.

Here you can also specify an action such as sending email or running a script for
each alarm.

Select the Refresh tab to set the number of seconds between pollings.

The default value is 300 seconds (5 minutes).

Select the History tab to view information about the log file that records
monitored values.
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Attribute Editor

Object Label: Active Users
Object Location: Qperating System/Sun Ray/Sun Ray System

Critical Threshold (») ’:
Alert Threshold (») ’:
caution Threshold (») ’:
Critical Threshold (<) ’:
Alert Threshold (<) ’:
caution Threshold (<) ’:

€03 Alarm Window: |

|| Advanced...

Parameter Description: | get the thresholds ta the values you want to alamm an, -~

= check alarms when the value exceeds the entered limit
< check alarms when the value is less than the entered
lirnit 2

OK Apply Reset Cancel Help
|| || ] |

FIGURE 8-3 Alarm Window

If an alarm is tripped, a critical alarm displays as red, an alert alarm displays as
yellow, and a caution displays as blue (see FIGURE 8-4).

To Start Monitoring

. Start the Sun Management Center software:

# [ opt/ SUN\Wsynon/ shin/es-start -c &

A window for the Default domain is displayed.
. Log in to the Sun management Center server.

. Double-click the server in either panel.
The server Details window is displayed.

. Expand the hierarchy in the left or right panel until it displays the level you want.
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FIGURE 8-4 Details Window With Alarms

This console Details window shows the hierarchical details of your system. You can
immediately see if any alarms have been tripped. An alarm’s area and type appear
in the left panel as a colored circle with a bar. The Alert alarm also shows up on the
title bar by the server node name and at the Operating System, Sun Ray, and
Failover Group levels. Double-clicking the area where an alarm icon is present
updates the right panel with the detailed information. If you position the mouse
pointer over one of the colored circles in either panel, a pop-up window is displayed
detailing the alarm information.

If you click the Alarms tab in the Details window, a window is displayed that lists a
summary of all the current alarms. When you stop the Sun Ray services (daemons),
the alarms display as shown in FIGURE 8-5.
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Last Refresh: Apr 05 15:56:01

Total Alarms for Object: 12

Severity | Start time - | State | Action | Message
(- Aprod4 140527 | O g Sun Ray utsessiond Instances < 2
(- Apr 04 140527 i g sun Ray utdevmgrd Instances < 2
(-} Aprod4 140527 | [ g Sun Ray utseriald Instances < 2
O Apr 04 140527 i g sun Ray Up Tirme (1/100ths sec) Session Manager down
(-] Apr 04 14:05:27 i b Sun Ray utparalleld Instances < 2
)] Apr 04 1405:26 i b Sun Ray utauthd Status > 1
)] Apr 04 1405:26 i b Sun Ray utsessiond Status > 1
) Apr 04 14:05:26 i b Sun Ray utdevmard Status > 1
Q)] Apr 04 1405:26 i b Sun Ray utseriald Status > 1
Q)] Apr 04 14:05:26 i b sun Ray utparalleld Status > 1
Q)] Apr 04 14:05:26 i b sun Ray inf2edhcpd Status = 1
2] Apr 04 14:05:26 3 b Sun Ray rpcPZebootparamd Status > 1

FIGURE 8-5 Alarm Summary Window

The total number of alarms set for the current server object is displayed at the top of
the alarm summary window. Critical alarms (red), alert alarms (yellow), and caution
alarms (blue) that are tripped are listed below. Details and comments are displayed

in the Message column.

Some cells in the table respond to a mouse-over event by displaying a pop-up
window called a Tool Tip window. This window shows the current status and when it
last changed, plus the type of alarm, its value, and when it occurred or when the last
alarm was cleared. The Tool Tip time can also be the last time the agent was
restarted. For example, on the Sun Ray System panel, a Tool Tip for Up Time

(1/100ths sec.) would be:
Cl ear.

Up Time (1/100th sec.) XK

St at us changed Mar.

6, 15:23:55.

indicating that the server was restarted and the alarm cleared on March 6 at 15:23:55.

Similar information is provided for Active Sessions, Desktops, Users, and Total

Sessions.
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Setting Monitoring Guidelines

There are five managed objects that you can monitor:

Sun Ray System—Describes the Sun Ray server and load information
Sun Ray Services—Describes the Sun Ray daemons on a Sun Ray server
Failover Group—Lists all the servers in the group

Interconnect—L.ists all the interfaces on a Sun Ray server

Desktops—Lists all monitored appliances (desktops) and appliances that have
exceptions that are connected to a Sun Ray server

Sun Ray System Panel

The Sun Ray System panel displays an overview of your Sun Ray system. From this
window you can set specific alarms to monitor the server and its load.

v To Display the Sun Ray System Panel

e Double-click the Sun Ray System icon in the left panel.

The Operating System/Sun Ray/Sun Ray System panel is populated.

& i Hardware

9 -‘:-"@ Operating System Sun Ray System F‘?" ? C? ?

EI@ ray—108 Location: Operating System/Sun Ray/Sun Ray System

& & MIB-II System (Simple)

. Property Walle
o & Kemel Reader (Simple)
f Host Mame ray—-108
? % Sun Ray Contact Name System Admin
m)Sun Ray System : Up Time (1/100ths sec.) 59098800
B3 Sun Ray Services YWersion 1.3_01.5,REY=2001.02.08.17.35
% Fail Over Group Install Date Feb 16 2001 1537

B3 Interconnect Patch [nformation

B9 Desktaps Active Sessions 0
Total Sessions o]

o @&l Local Applications -
- Active Deskiops a
2% Remote Systems e USes o
Palicy —a -g —Z both

FIGURE 8-6 Sun Ray System Panel
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To Refresh the Sun Ray System Panel

Click the refresh button (circular arrow in the upper right corner).
The entire system panel is refreshed.

The Up Time, session, appliance (desktop), and user information is refreshed
periodically based on the number of seconds you set in the Attribute Editor.
However, the console is updated only every five minutes unless an alarm occurs.
The number of seconds set in the Attribute Editor only changes how soon an alarm
is triggered.

Tip — Do not set the seconds to less than 60. The load interferes with the Sun Ray
server performance.

In this panel, you set alarms to monitor the status of the server; how many sessions,
users, or appliances are active; and how many total sessions exist.

To Set Alarms

Click the Value cell of the Property you want to set an alarm for with the right
mouse button.

Select Attribute Editor.
Click the Alarms tab.
Enter a value for each threshold you want to monitor.

Click OK.

TABLE 8-5 Properties on the Sun Ray System Panel

Property Value

Host Name Name of server that was queried. This information is obtained when
Sun Ray System is selected or on manual refresh.

Contact Name This information is obtained when Sun Ray System is selected or on
manual refresh.

Up Time (1/100ths sec.) Number of 1/100th seconds since the last of all the daemons critical
to the Sun Ray server was started. A value of 0 means the server is
down and an alarm is tripped. The default refresh rate is 300
seconds.

\ersion List of version, build, and date of build of Sun Ray Server Software.
This information is obtained when Sun Ray System is selected or on
manual refresh.
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TABLE 8-5 Properties on the Sun Ray System Panel (Continued)

Property

Value

Install Date

Patch Information

Active Sessions

Total Sessions

Active Desktops

Active Users

Policy

Date Sun Ray Server Software was installed. This information is
obtained when Sun Ray System is selected or on manual refresh.

List of Sun-Ray-specific patches. This information is obtained when
Sun Ray System is selected or on manual refresh.

Number of sessions based on logged-in sessions with a smart card
plugged in, plus sessions for appliances logged in without smart
cards. Set an alarm here to watch for overloading of this server. The
default refresh rate is 300 seconds.

Number of active and suspended sessions. The default refresh rate is
300 seconds.

Number of connected appliances. The default refresh rate is 300
seconds.

Number of currently active users. When pseudo tokens are allowed
(this is a policy setting), this number includes appliances at the login
prompt. The default refresh rate is 300 seconds.

The policy that has been set. This information is obtained when Sun
Ray System is selected or on manual refresh.

Sun Ray Services Panel

The Sun Ray Services panel displays the status of the Sun Ray daemons. If, for
example, ut aut hd is not running, all user sessions are disconnected.

On the Sun Ray Services panel, default alarm values are set for the status of each
daemon and the number of instances. You can reset them if you want to.
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Location: Cperating System/Sun Ray/Sun Ray Services

Befee
10 L] L] L]
Daemon ~ Status Started Time Last Changed Instances Description
in.dhocpd 1 1030644821 1030644821 1 DHCP daeman
mac. bootparmmd 1 1030480872 1030480872 1| Met boot parmmeter daemon
utauthd 1 1030481109 1030481109 1 Auth Manager
utdeymor 1 1030481108 1030481108 2 Device Manager
utsd 1 1030480934 1030480934 1 Datastore daemon
utparalleld 1 1030481108 1030481108 2 Parallel Device daemaon
utscreventd 2 o] o] o] Smartcam Manager
utseriald 1 1030481109 1030481109 2 Serial Device daeman
utsessiond 1 1030481108 1030481108 2 Session Manager
utwst 1 1030480942 1030480942 1 Wvieh Admin daemon

FIGURE 8-7 Sun Ray Services (daemons) Panel

The Status values are:

1. The daemon is running;

2. The daemon is down.

Some of the daemons have two instances, corresponding to their two functions: one

to listen and one to interact.

Note — The ut scr event d daemon does not run unless third-party Smart Card
software is installed, so no alarm is triggered when the ut scr event d status is 2.

Failover Group Panel

The Failover Group panel displays the topography of your failover group. The panel
lists the primary and secondary servers and their status.
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Location: Operating System{Sun Ray/Fail Over Group

Faif Over Group Table

®»(02@

3

o 1 o

Host Hame ~

[Host Tyvpe

Status

ray— 108

secondary

G oray=177

secondary

ray— 183

primary

FIGURE 8-8 Failover Group Panel

Interconnect Panel

If the Status is 1, the server is running. If the Status is 2, the server is down and there
is one Alert (yellow) alarm.

The Interconnect panel lists all the network interfaces usable by the Sun Ray server.

Location: Operating System/Sun Ray/Interconnect

DHCP Table E‘* ? C? ?

Network Name =

Available Addresses

SunRay—hmel

73

interface Table

Sun Ray Server Software 2.0 Administrator’s Guide * February 2003

The DHCP Table lists the interfaces that are used for the Sun Ray interconnect.
Available Addresses lists the number of addresses available for new end users. The
alarms that are set here let the system administrator know when the Sun Ray server
is running out of addresses to give to users.

If the Status is 1, the interface is up. If the Status is 2, the interface is down.

Entry Name = |Status Address Metmask Last Packet Seen (1/100ths sec)|lan Type
hmed 1 192.9.116.108 255,255.255.0 1700 LAN
hme1 1 192.168.1281 255,255.255.0 1700
FIGURE 8-9 Interconnect Panel

The Interface Table lists all the interfaces on the Sun Ray server. The Address is the
IP address for the interface. You entered this address as the Net Mask when you first
configured your system.




v To Set an Alarm for Running Out of Addresses

1. Click the Available Addresses cell in the DHCP Table using the right mouse
button.

2. Select Attribute Editor.
Click the Alarms tab.

Enter the number of addresses left when an alarm should be tripped.

a > w

Click OK.

Desktops Panel

The Desktops panel is where you can select individual appliances to monitor. The
possible values for the status of the appliances are: 1, running; 2, down; and 3,
displaying the green hourglass cursor. The default polling time is 300 seconds (5
minutes).

Appliances can be added and deleted from the Monitored Desktops list.

In a failover group, you can monitor any desktop from any server.

v To Add an Appliance to Be Monitored

1. Click Name using the right mouse button.
A pop-up menu is displayed.

2. Click Add Row.
A pop-up window is displayed.

3. In the Add Row window, enter the MAC address of the appliance you want to
monitor in the Name field.

4. Click OK.

v To Delete an Appliance to Exclude Monitoring

1. Using the right mouse button, click the cell containing the MAC address.
A pop-up menu is displayed.

2. Click Delete Row.
A pop-up window is displayed.

Chapter 8  Monitoring the Sun Ray System 131



3. Confirm the deletion by clicking Yes on the pop-up window.

Sample results of polling the Desktops are provided below.

Name = 1P Address Status Packets Lost Packats Lost Percent rmen | e O |.-._. ||-\.---- [
& 0B0020bS5.| 19216812817 E 0 o 2.0 | ] ]| ¥ 1] 13 TR A
080020cfe..| 192.168.128.16 1 0 [ 0.0 | | T [T R
[Desktap Exceptions @E@H
2o
[Name = [iF Address [status [Fackets [Lost Packets__ [Lost Percant__ Jlewtion rteetfmn |l |y Faiior
['& omooz0bs..| 192.168.128.17| 3] of o] 0.0[| | ot i | e RiF 1] 13_H &M

FIGURE 8-10 Desktops Panel

TABLE 8-6 describes the information in each column:

TABLE8-6  Desktop Information

Property Value

Name Ethernet or MAC address of the appliance

IP Address Assigned DHCP address of the appliance

Status 1 running, 2 down, and 3 displaying the green hourglass cursor
Packets Number of packets received by the appliance

Lost Packets
Lost Percent
Location
Optional Data
Server

Model

Firmware Revision

Number of packets the appliance reported lost

Percentage of packets lost

Optional field; information supplied by system administrator
Optional field; information supplied by system administrator
Server that owns the appliance

The type of appliance: SunrayP1 (Sun Ray 1), SunrayP2 (Sun Ray 100),
or SunrayP3 (Sun Ray 150)

List of version, build, and build date

Using Other Monitoring Programs

System administrators using HP OpenView™VPO, Tivoli TMS, or CA Unicenter can
also monitor Sun Ray servers. An interoperability interface exists between each of
these packages and the Sun Management Center software. These interfaces translate
Sun Management Center alarms appropriately so that you are notified when
problems arise. These interfaces also enable you to view the server status. Hewlett-
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Packard provides the interface needed between HP OpenView™VPO and Sun
Management Center. Sun provides the interface needed between Sun Management

Center and Tivoli TMS or CA Unicenter.

SYSTEM A

SYSTEM D

O =Component

Legend

j =System

SYSTEM B

SYSTEM E

SYSTEM C

Sun Ray Server

Sun Ray
Module

FIGURE 8-11 Example of Interoperability (System B, System C, and System E must be
SPARC Solaris systems)
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Removing the Sun Ray Module from
SunMC

The Sun Ray module is uninstalled automatically when the uti nstal | script
uninstalls Sun Ray Server Software. If you are uninstalling the Sun management
Center software manually, please remove the Sun Ray module first.

v To Remove the Sun Ray module

e To unregister the module on the Sun Ray server, type:

# [opt/ SUNWIt / sbi n/ ut sunnc -u

If the SunMC agent is running, ut sunnt stops and restarts the Sun Management
Center agent software.

e To remove the Sun Ray module on the SunMC server, type:

# [opt/SUNWIt/|i b/ utsunntinstall -u
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CHAPTER 9

Multihead Administration

The multihead feature on Sun Ray™ appliances enables users to control separate
applications on multiple screens, or heads, using a single keyboard and pointer
device attached to the primary appliance. Users can also display and control a single
application, such as a spreadsheet, on multiple screens. System administrators create
multihead groups that may be accessed by users. A multihead group, consisting of
between two and 16 appliances controlled by one keyboard and mouse, may be
composed of Sun Ray 1, Sun Ray 100, and Sun Ray 150 appliances. Each appliance
presents an X screen of the multihead X display.

Note — For the multihead feature to function properly:

1. You must be in administered mode; therefore, you must run ut conf i g before you
run ut mhconfi g and ut mhadm

2. You must enable the multihead policy using either ut pol i cy or the Admin GUI.
3. Always run ut mhconfi g from a Sun Ray appliance desktop.

By default, when the user logs into a multihead group, the user gets a multihead
session using the number of screens available in that group. The resolution for the
group is automatically set to the largest supported resolution of the primary
appliance, which is the appliance that controls the other appliances in the group and
to which all peripherals are attached. Auto-size can be turned off and the Xserver
size can be changed using the ut xconf i g command. Because auto-size affects X
display dimensions as well as the initial multihead session group geometry, the user
might experience panning or black-band effects.

The user can explicitly choose not to use multiple screens for a session by executing
the ut xconfi g - m of f command. The user can also choose a particular number of
screens in a particular geometry by executing (in the following order):

= theutxconfig -s off command to disable autosize
= the ut xconfi g - Rgeometry command to have it take effect
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When the user moves the mouse pointer past the edge between two screens, it
moves from one screen to the next. The geometry of the multihead group determines
which screen is displayed.

Multihead Groups

A multihead group is comprised of a set of associated Sun Ray appliances controlled
by a primary appliance to which a keyboard and pointer device, such as a mouse,
are connected. This group, which can contain a maximum of 16 appliances, is
connected to a single session.

Unless XINERAMA is enabled (see “XINERAMA” on page 141 for more details),
sessions will have a separate CDE toolbar (with separate workspaces) per screen. A
window cannot be moved between screens.

The primary appliance hosts the input devices, such as a keyboard and a pointer
device, and the USB devices associated with the session. The remaining appliances,
called the secondaries, provide the additional displays. All peripherals are attached
to the primary appliance, and the group is controlled from the primary appliance.

Multihead groups can be created easily by using a smart card to identify the
terminals with the ut mhconfi g GUI utility.

Tip — For best results, run ut mhconfi g only from a client desktop.

However, if you disconnect the secondary appliances without deleting the
multihead group to which they belong, the screens are not displayed on the single
primary appliance. The primary appliance is still part of the multihead group, and
the mouse seems to get lost when it goes to the disconnected secondary appliance.
To recover from this situation, you can either reconnect the missing appliance or
delete the multihead group using the ut mhconfi g or ut mhadmcommand, or you
can delete the multihead group, replace the missing appliance, and create a new
multihead group that incorporates the replacement appliance.

Multihead Screen Display

When the multihead feature is used, a small window indicating the current session
on each screen is displayed with the current screen highlighted for easy
identification. This window is automatically displayed for users during session
creation. For example, the display in “XINERAMA” on page 141 indicates that the
user is on the second screen of a three-screen display.
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FIGURE 9-1 The Multihead Screen Display

Display Resolution

To avoid panning, all the monitors in a workgroup must support the same
resolution.

The auto-size feature sets the user’s X server display dimensions automatically to
match the preferred resolution supported by the primary appliance when the session
is created. This resolution will be the optimum resolution for the multihead group.
This feature can be turned off and on using the ut xconf i g command. The default
geometry, which is the number of rows and columns in the multihead group, and
the screen order are also automatically set when a session is created. This feature can
be turned off and on using the ut xconf i g command.

If auto-size is on when you create a session on a 2x1 multihead group, the result is a
2x1 session. If auto-size is turned off, the size of the session is whatever you
designate. For instance, if auto-size is off and the geometry is set to 3x1, then even if
you log in to a 2x1 multihead group (or even a non-multihead, 1x1 terminal), you
will get a 3x1 session with screen flipping. This might be useful if you know you are
going to Hot Desk to a 3x1 multihead group in the future and want to take full
advantage of it when you get there.

Note — If the resolutions of the monitors differ, you may have problems with
unwanted on-screen movement called panning, or large black bands around the visible
screen area.

Multihead Administration Tool

The administration tool for the multihead feature displays the current multihead
groups and enables you to create new groups.
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v To Turn On Multihead Policy From the Command Line

e On the command-line interface, type:

# [ opt/ SUNWIt / sbin/utpolicy -a -m-g your_policy_flags
# [ opt/ SUNWIt/ shin/utrestart

This enables the multihead policy for the failover group and restarts Sun Ray Server
Software with the new policy on the local server without disrupting existing
sessions.

Tip — Issue the ut rest art command on every server in the failover group.

v To Turn On Multihead Policy Using the Administration
Tool

1. Bring up the Administration Tool by typing the following URL into your
browser’s location field:

htt p:// hostname: 1660

Select Admin from the navigation menu on the left side of the tool.
Select Policy.
Next to Multihead feature enabled, click the Yes radio button.

Click the Apply button.

© g k~ w DN

Under Admin in the lefthand menu, select Reset Services.

7. Click the Restart button.

This sets the multihead policy for all servers and restarts Sun Ray Server Software
on all servers.

v To Create a New Multihead Group

1. On the command-line interface, type:

# [ opt/ SUNWIt / sbi n/ ut mhconfig

2. On the initial screen, click Create New Group.

138  Sun Ray Server Software 2.0 Administrator’s Guide * February 2003



utmheconfig
€ Sun Sun Ray"“1 Multi-head Administration

enterprise appliance
Group Detail
Group Name: rad
Geometry: 3x1
Multihead Group List Member Terminals
rad |IEEES802.080020d 15ae0
brads |EEE 802. 08002 0b0555:
|IEEES802. 080020056239

Create New Gmupl Delete Group | Exit

FIGURE 9-2 Multihead Group List With Group Detail

The Create New Multiheaded Group pop-up dialog box is displayed. The number of
rows and the number of columns you enter are displayed as the group geometry
when the group has been created.

utmhecontiag

Create New Multiheaded Group

Enter the name you would like to
identify this group, the number of
rowes and columns for your group,
and then click on the Mext button. Group Name: [BRC

Mumber of columns:

Number of rews: [1

Cancell Nexl"

FIGURE 9-3 Create New Multiheaded Group Pop-up Dialog Box

. Enter the information for the group.
Enter a name for the group and the number of rows and columns.

. Click the Next button.
A third screen is displayed.
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li utmhconfig

Create New Multiheaded Group

Highlight the comect monitor
position for the current display by
clicking with the mouse. Then
remove the smart camd and insert

it in another terminal in the
terminal group.  Continue until all -

terminals are identified. 1T
necessary, retum the smart card
toa previous terminal to use the | IEEE802.080020b0555¢| IEEEB02.080020h56239
mouse. Hint: If you start with

the upper-left monitor and

Progress in row-major omer you

will never have to corect the |IEEE802.080020b56239 |--
position with the mouse.

Cancel'Finish'

FIGURE 9-4 Setup Display for the New Multihead Group

5. Select the appliances within the multihead group and insert a smart card in each
Sun Ray appliance in turn to establish the order of the group.

The Finish button, which was previously grayed out, is now active.

Ai utmheconfig [E |J|
Create New Multiheaded Group

IEEE802.080020d15ae0{ IEEEB02.080020cf427a | IEEE802.080020cf4279

Press Finish to create this group

IEEE802.080020cf4279 |--

Cancel'Finish'

FIGURE 9-5 Completed Multihead Group List With Active Finish Button

6. Click the Finish button.

7. Exit the session or disconnect by removing your card.
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XINERAMA

The XINERAMA extension to X1lcreates one single large screen displayed across
several monitors. With XINERAMA only one toolbar is displayed, and a window
can be moved smoothly from one part of the screen to the next. XINERAMA is
supported in both the Solaris 8 and Solaris 9 operating environments.

A single CDE toolbar (and set of workspaces) manages the configured monitors. A
window can span monitors, since they are still within the same screen. This includes
the CDE toolbar itself.

Tip — Because XINERAMA consumes a lot of CPU, memory and network
bandwidth, please set the shnsys: shm nf o_shnmmax parameter in the

/ et c/ syst emfile to at least LARGEST_NUMBER_OF_HEADS * width * height * 4 for
reasonable performance.

Users enable or disable XINERAMA as part of their X preferences. The ut xconfi g
command handles this on an individual token basis. The user must log off for this to
take effect.

The XINERAMA feature is enabled using the following command:

% / opt / SUNWIt / bi n/ ut xconfig -x on

The XINERAMA feature is disabled using the following command:

% / opt / SUNWit / bi n/ ut xconfig -x off

To enable as default for a single system or failover group, as superuser, type the
following command:

% ut xconfig -a -x on
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Session Groups

If you Hot Desk from a multihead group to an appliance that is not part of a
multihead group—that is, an appliance with a single head—all the screens created in
the original multihead group can be viewed on the single screen or head by panning
to each screen in turn. This is called screen flipping.
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Authentication Manager

The TerminalGroup policy module extends the Authentication Manager to support
multihead groups. When an appliance connects to the Authentication Manager or a
new smart card is inserted, the TerminalGroup module queries its database to
determine whether the appliance is part of a multihead group and, if so, whether the
appliance is a primary or secondary appliance of that group. If it is not identified as
part of a multihead group, the appliance is treated normally.

Does the primary Creates a new
session exist? session
_>

YES *

Does the rs]ession NO Redlirects the h
exist on the appliance to the
current server? [P appropriate

server
YES +

Connect to the
existing session

NO

This flow chart asks the following gquestions:

FIGURE 9-6 Authentication Manager Flowchart for the Primary Appliance
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If the appliance is determined to be part of a multihead group and it is the
multihead group’s primary appliance, a normal session placement occurs. If a
session does not exist on the current server, but there is a preexisting session for the
appliance or smart card on another server in the failover group, the primary
appliance will be redirected to that server. If there is no session on any server, the
request for a session is directed to the least-loaded server and a session is created
there.

If an appliance is determined to be part of a multihead group and it is a multihead
group secondary appliance, the TerminalGroup module determines if the multihead-
group primary appliance is locally attached to a session. If it is, it tells the Session
Manager to allow the secondary appliance to also attach to that session. If the
primary appliance is not attached locally, the TerminalGroup module determines if
the primary appliance is attached to another server in the failover group (if any),
and if it is, it redirects the secondary appliance to that server.

Is the primary NO Starts up a new “waitingi("_
appliance session and keeps checking to
currently ~@§—P»| see whether the primary
connecfed to a connects
session?

YES +
Does the session NO Redirect the

exist on the local appliance to the
server? —> appropriate

server
YES +

Connect to the
existing session

FIGURE 9-7 Authentication Manager Flowchart for the Secondary Appliance

If the primary appliance is determined to not be attached to any server in the
failover group at that moment, a “waiting for primary” icon is displayed on the
appliance, and further activity is blocked on that appliance until the primary is
discovered. The secondary appliance is redirected to the server to which the primary
is attached.
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CHAPTER 10

Controlled Access Mode

This chapter describes Controlled Access Mode (CAM) as well as how to deploy,
install, and configure your system to allow controlled, simplified access to
anonymous users without compromising the Sun Ray server’s security.

Topics include:

= “Controlled Access Mode Functionality” on page 145

= “Advanced Application Setup” on page 153

= “Security and the Controlled Access Mode Environment” on page 154

Controlled Access Mode Functionality

The Sun Ray system is well-suited to host a CAM application, such as public
terminals in an airport. In CAM, a user accesses only specified applications. The user
does not need to pass security to log in or to use a smart card.

Enabling Controlled Access Mode

The CAM feature is administered through the Sun Ray Administration Tool or
through the Command-line Interface (CLI).

CAM is a policy decision that affects system-level operations. Turn controlled access
mode on and off in the Change Policy section of the Admin function of the
Administration Tool. You can enable the CAM Policy option for smart card users,
non-smart card users, or both.
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When controlled access mode is turned on, ki osk. st art uses scripts to choose
temporary users and home directories, then uses the ki osk. conf file to configure
and populate the user’s environment and to launch enabled applications. When a
session terminates, ki osk. st art cleans up all the files and entries related to the
session, then recreates the environment for a new user.

Tip — To enable CAM, use ut confi g.

v To Enable Controlled Access Mode with the Admin GUI
1. Start the Administration Tool.
2. Select the arrow to the left of Admin to expand the navigation menu.

3. Click the Policy link.

€ Sun. Sun Ray" Administration

micrasyslems

~admin

Password Change Policy Server: netraj136

Policy
Reset Services

Token Readers To change the Local policy, select the desired settings and press Apply.

About
I Desktops Card Users Mon-Card Users
I Multihead Group
I Failover Group Controlled Access Maode Controlled Access Mode
b Log Files Enable Mohile Sessions
b Smart Cards Access: Access:
P Status

MNone MNone
P Users
b Controlled Access ;@ AllUsers B Al users
I Sun Ray Sessions Registered Users Registered Users
b Sun Ray Security Allow Self Registration Allow Self Registration
> Online Documents
Logout Self Registration Requires Solaris Authentication

;"‘."-\-...__
[ | i . (@
. | -\.j J Multihead feature enabled: Yes Ma

Apply| Reset

Portions copyright 1999-2002 Sun

Microsystems, Inc. All nghts resen

Leqgal Notice
FIGURE 10-1 Change Policy Window

4. For smart card users, select the Controlled Access Mode check box in the Card
Users column.

All smart card users get a Controlled Access Mode session.
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5. For non-smart card users, select the Controlled Access Mode check box in the
Non-Card Users column.

6. Click the Apply button.
7. Select the Reset Services menu.

8. Under Scope, click the Local or Group radio button, depending on the failover
scenario.

9. Click the Reset or Restart button.

v To Configure CAM Settings

1. Click the arrow to the left of Controlled Access Mode in the navigation menu.

2. Click the Settings link.
This panel is where the action parameters are set for the Controlled Access Mode.
The values define how a session is managed.

3. Click the Submit Changes button to store the action parameters in the
[ var/ opt/ SUNWIt / ki osk/ ki osk. conf file, which is the controlled access mode
configuration file.

The Controlled Access Mode Configuration panel is displayed.

@ Sun. Sun Ray" Administration

micrasystems

P admin
b Desktops Controlled Access Mode
P Multihead Group Configuration

I* Failover Group

I* Log Files

P Smart Cards
P Status Card Session Action:

Server: netraj135

Keep session upon removal of card

P Users . .
® Terminate session upon removal of
~ Controlled Access card

Settings Timeout (seconds):
Select Apps 12000
Add/Edit Apps

Confirm Maximum CPU Time {seconds): 13600
[ Sun Ray Sessions

[ Sun Ray Security Maximum VM (KB): 300000

b :
R cuments Maximum File Size (512 Byte 100000
Ll Blocks):

%‘& J Submit Changes
QFU

FIGURE 10-2 Controlled Access Mode Configuration Panel

Chapter 10  Controlled Access Mode 147



The default settings for each controlled access mode session can be edited from this
panel. The Card Session Action option determines if card sessions remain resident
after a card is removed. If you choose the option to kill the session (the default), the
Time-out text box value determines how long to wait before killing the session.

The default values in the maximum CPU, VM, and File Size text boxes are set with
the ul i m t command. These limits contain the CAM user processes.

. Click the Confirm link in the navigation menu to save the changes.

. Click the Confirm Configuration button.

[©2 TR & 2 BN °N

. Click the arrow to the left of Admin to expand the navigation menu.
7. Click the Reset Services link.

8. Select the Local or Group radio button, depending on the failover scenario.

v To Configure CAM Using the CLI

e As superuser, type the ut pol i cy command for your authentication policy with
the addition of the - k argument. For example:

# [ opt/ SUNWIt / sbin/utpolicy -a -M-s both -r both -k both

Building the Controlled Access Mode
Environment

When CAM is enabled, dt sessi on is launched by default to provide basic
Controlled Access Mode functionality. Additional applications need to be added to
the user’s session to extend this basic functionality. Possible applications include:

= Browser (You can use the demonstration version of the Controlled Browser on the
Sun Ray 2.0 CD-ROM. See Appendix B.)

= Clock
= Calculator
= Custom application

Tip — Complete your additions and edits in the Add/Edit Apps section and your
selections in the Select Applications section before clicking the Confirm link.

148  Sun Ray Server Software 2.0 Administrator’'s Guide * February 2003



@ Sun. Sun Ray" Administration

micrasystems

P Admin " -
b Desktops Add/Edit Apps Server: netraj135

I Multihead Group
I* Failover Group

[ flles All Available
[ Smart Cards Applications
P I
b g s application|-
Users Profile Name: |+
~Controlled Access - Application[;
Settings dtsession Menu Label: |
Select Apps Path off
Add/Edit Apps application: |~
Confirm .
[ Sun Ray Sessions Edit »» Set Attribute: critical fautomatically
P Sun Ray Security launch and restart session on
P Online Documents exit)
Logout menu Claunch from menu
— anly)
= w@@;\] / ® default (launch
L f e automatically and in menu,
g ‘ but don’t restart on exit)

‘Q{:;h

- Q_' Add Mew| | Update| Reset
Portions copyright 1999-2002 Sun

Microsystems, Inc. All rights rezer

FIGURE 10-3 Add/Edit Apps Panel

To Add a New Application

. Click the Add/Edit Applications link from the Controlled Access Mode menu.

The Add/Edit Apps window is displayed.

. Enter a profile name, a menu label, and a path to the application.
In the Path of Application text field:

= List the full path with command-line options or

= Point to a script that you want to run at session start up (see “Advanced
Application Setup” on page 153)

. Set the application behavior by clicking one of the radio buttons.

. Click the Add New button.
The new application is added to the Available Applications list.

. Click the Confirm link.
The confirm panel is displayed.

. Click the Confirm Configuration button.
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The Confirm link sends ki osk. conf information to the internal Sun Ray database
which is then replicated to the failover group. After defining a user’s session by
writing the ki osk. conf file, failover services must be restarted to propagate the
configuration to all the servers in a failover group.

. To enable the newly added application, go to the Select Applications panel and

add the application to the Applications to Launch list.

All applications must be accessible to all servers in the failover group. Add new
applications to all servers in a failover group.

To Edit an Available Application

. Click the Add/Edit Applications link from the Controlled Access Mode menu.

The Add/Edit Apps window is displayed.

. Highlight the application in the All Available Applications list that you want to

change and click the Edit button.

The fields on the right are populated. If, for example, you want to change a default
application to be a critical application, you must edit the application and change the
attribute to critical.

. Make the changes and click the Update button.

The application information is updated.

Note — You cannot change the Application Profile Name.

. Click the Confirm link.

The confirm panel is displayed.

. Click the Confirm Configuration button.

Note — You cannot edit dt sessi on.

. If the application is enabled, click the Reset Services link in the Admin menu.

. Click the Restart button.
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@ Sun. Sun Ray" Administration

micrasyslems

P admin

b Desktops Select Additional Applications Server: netraj135

[ Multihead Group

I* Failover Group

P Log Files

P Smart Cards Available applications

I Status Applications to Launch

P Users

¥ Controlled Access dtsession
Settings
Select Apps

Add/Edit Apps add =

Confirm
[ Sun Ray Sessions
> Sun Ray Security << Del
P Online Documents
Logout

:;:{Jh Remove From List

Portion copyright 19992002 Sun

FIGURE 10-4 Additional Applications Configuration Panel

To Make an Application Available to Users

. Choose Select Applications from the Controlled Access Mode menu.

This panel lists the other applications that are available for the user’s sessions. In
FIGURE 10-4, there are default applications and two possible additional applications
you can make available to the user.

. In the Available Applications column, highlight the application that you plan to
add.

. Click the Add button to add it to the Applications to Launch column.

. Click the Confirm link.
The confirm panel is displayed.

. Click the Confirm Configuration button.
. Under the Admin menu, click the Reset Services link.

. Click the Restart button.

Chapter 10  Controlled Access Mode 151



152

v

1.
2.

To Make an Application Not Available to Users
From the Controlled Access Mode menu, click the Select Applications link.

In the Applications to Launch list, highlight the application that you want to
make unavailable.

Click the Del button.
This moves the application back to the Available Applications list.

. Click the Confirm link.

The confirm panel is displayed.
Click the Confirm Configuration button.
Under the Admin menu, click the Reset Services link.

Click the Restart button.

To Remove an Application
From the Controlled Access Mode menu, click the Select Applications link.

In the Available Applications list, highlight the application that you want to
remove.

Click the Remove From List button.
This completely removes the application.

. Click the Confirm link.

The confirm panel is displayed.

Click the Confirm Configuration button.
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Advanced Application Setup

To customize the CAM user’s environment further, you can use prototypes or
wrapper scripts to enhance application behavior. Prototypes enhance application
behavior by providing files in the user’s home directory specific to that application.

Note — Prototypes must be duplicated on each server in a failover group.

Enabling Prototypes

Note — When you add new applications, the name of the prototype directory must
match the name in the Application Profile Name field of the Administration Tool.

To Enable Prototypes

. Create a directory with the same name as the application profile name provided in
the Add/Edit Applications section of the Administration Tool:

[ var/ opt / SUNWit / ki osk/ pr ot ot ypes/ application_profile_name

. Populate the new prototype directory with files specific to that application:

files/directories to be copied into the user’s home directory

If the application is enabled, everything below the prototype directory is copied
recursively to each user’s home directory at runtime by the Controlled Access Mode
startup scripts. For example, at runtime, there is a dt sessi on prototype directory
that matches the application profile name, dt sessi on.

= The application name is dt sessi on.

= The prototype directory is
/ var/ opt/ SUNWit / ki osk/ pr ot ot ypes/ dt sessi on.

= The prototype directories and files are
/var/ opt/ SUNWIt / ki osk/ pr ot ot ypes/ dt sessi on/ . dt

= The files and directories at the . dt level are copied to the user’s home directory
(/ HOVE/ user 1/ . dt) at runtime.
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Using Wrapper Scripts to Customize Controlled
Access Mode Applications

If an application requires specific environment variables to be set or if you need to
launch the application instead of simply providing the path to the application with
options, you can use a wrapper script.

v To Launch an Application Using a Wrapper Script

e When you add the application using the Administration Tool, provide the path to
the wrapper script instead of a path to the executable:

/ opt / SUNWIt / ki osk/ bi n/ dt sessi on

This example wrapper script customizes the right-click menu button to reflect
application labels for menu or default-attributed applications. The script then
launches dt sessi on.

e Alternatively, put the wrapper script in the directory where the Controlled Access
Mode program checks for wrapper scripts:

/ opt/ SUNWIt / ki osk/ wr apper s

In this case, the wrapper scripts must have the same name as the path of the
application entered in the Add/Edit Applications tab. For an example of a wrapper
script, refer to Cont r ol | edBr owser, which is installed when cbi nstal | is
executed. The chi nst al | script is found in the Supplemental directory on the CD-
ROM, in the / opt / SUNWut / ki osk/ wr apper s directory.

Security and the Controlled Access
Mode Environment

Since Controlled Access Mode bypasses a login mechanism, you must consider the
security of the applications added to the user environment. Many custom
applications provide built-in security while other applications do not and, therefore,
are not suitable for Controlled Access Mode.
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For example, adding an application, such as xt er m provides users with access to a
command-line interface from a Controlled Access Mode session. This would not be
desirable in a public environment and is not advised. However, using a custom
application for a call center would be an ideal situation. See Appendix A for an
example of an application modified for Controlled Access Mode.

Failover

In a failover environment, the administrative settings in the ki osk. conf file are
copied to the failover servers. Be sure that all application paths added to the
Controlled Access Mode sessions are copied across the servers in the failover group.
For example, if the Netscape application is added to the sessions with the executable
path, /usr/ | ocal / exel/ net scape, make sure that the path to the binary is
available to all servers in the failover group.

Note — Applications must be installed in the same location and set up the same way
on each server in the failover group. Prototypes and wrapper scripts must also exist
on each server in the failover group.

Localization

Controlled Access Mode sessions use their server’s default locale.

To Change the Locale for Controlled Access Mode Sessions
Without Changing the System Locale

Add the following line to the end of the /et ¢/ defaul t/init file:

LANG=new-locale

The new locale is used by the Controlled Access Mode sessions.

Note — Adding this line changes the locale for all users on this server.
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CHAPTER 11

Failover Groups

Sun Ray servers configured in a failover group provide users with a high level of
availability when one of those servers becomes unavailable because of a network or
system failure. This chapter describes how to configure a failover group.
This chapter covers these topics:
“Failover Group Overview” on page 158
= “Setting Up IP Addressing” on page 160
= “Group Manager” on page 166
= “Load Balancing” on page 168
= “Setting Up a Failover Group” on page 169
= “Viewing the Administration Status” on page 171
= “Viewing Failover Group Status” on page 171
= “Recovery Issues and Procedures” on page 173
= “Setting Up a Group Signature” on page 176
= “Taking Servers Offline” on page 177
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Failover Group Overview

A failover group consists of two or more Sun Ray servers grouped together to
provide highly-available and scalable Sun Ray service for a population of Sun Ray
appliances. Releases earlier than 2.0 supported appliances available to the servers
only on a common, dedicated interconnect. Beginning with the 2.0 release, this
capability has been expanded to allow access across the LAN to either local or
remote Sun Ray devices. However, there is still a requirement for the servers in a
failover group to be able to reach one another, using multicast or broadcast, over at
least one shared subnet. Servers in a group authenticate (or “trust”) one another
using a common group signature. The group signature is a key used to sign
messages sent between servers in the group; it must be configured to be identical on
each server.

Failover groups that use more than one version of Sun Ray Server Software will be
unable to use all the features provided in the 2.0 release. On the other hand, the
failover group can be a heterogeneous group of Sun servers (for example, a mixture
of E250s and E450s) running various releases of the Solaris operating environment,
such as Solaris 8 and Solaris 9.

When a dedicated interconnect is used, all servers in the failover group should have
access to, and be accessible by, all the Sun Ray appliances on a given sub-net. The
failover environment supports the same interconnect topologies that are supported
by a single-server Sun Ray environment. However, switches should be multicast-
enabled.

FIGURE 11-1 illustrates a typical Sun Ray failover group. For an example of a
redundant failover group, see FIGURE 11-2.
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FIGURE 11-1 Simple Failover Group

When a server in a failover group fails for any reason, each Sun Ray appliance
connected to that server reconnects to another server in the same failover group. The
failover occurs at the user authentication level; the appliance connects to a
previously existing session for the user’s token. If there is no existing session, the
appliance connects to a server selected by the load-balancing algorithm. This server
then presents a login screen to the user and the user must relogin to create a new
session. The state of the session on the failed server is lost.

The principal components needed to implement failover are:

= Group Manager—A module that monitors the availability (liveness) of the Sun
Ray servers and facilitates redirection when needed.

= Multiple, coexisting Dynamic Host Configuration Protocol (DHCP) servers—All
DHCP servers configured to assign IP addresses to Sun Ray appliances have a
non-overlapping subset of the available address pool.

Note — The failover feature cannot work properly if the IP addresses and DHCP
configuration data are not set up properly when the interfaces are configured. In
particular, if the Sun Ray server’s interconnect IP address is a duplicate of any other
server’s interconnect IP address, the Sun Ray Authentication Manager throws “Out
of Memory” errors.

The redundant failover group illustrated in FIGURE 11-2 can provide maximum
resources to a few Sun Ray appliances. The server sr 47 is the primary Sun Ray
server and sr 48 is the secondary Sun Ray server; other secondary servers (sr 49,
sr50. .. are not shown.
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FIGURE 11-2 Redundant Failover Group

Setting Up IP Addressing

The ut adm command assists you in setting up a DHCP server. The default DHCP

setup configures each interface for 225 hosts and uses private network addresses for
the Sun Ray interconnect. For more information on using the ut admcommand, see
the man page for ut adm

Before setting up IP addressing, you must decide upon an addressing scheme. The
following examples discuss setting up class C and class B addresses.

Setting Up Server and Client Addresses

The loss of a server usually implies the loss of its DHCP service and its allocation of
IP addresses. Therefore, more DHCP addresses must be available from the address
pool than there are Sun Ray appliances. Consider the situation of 5 servers and 100
appliances. If one of the servers fails, the remaining DHCP servers must have
enough available addresses so that all “orphaned” appliances get a new working
address.

TABLE 11-1 describes how to configure five servers for 100 appliances,
accommodating the failure of two servers (class C) or four servers (class B).
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TABLE 11-1  Configuring Five Servers for 100 Appliances

Class C (2 Servers Fail) Class B (4 Servers Fail)
Interface Appliance Address Interface Appliance Address
Servers Address Range Address Range
serverA 192.168.128.1 192.168.128.16 to 192.168.128.1 192.168.128.16 to
192.168.128.49 192.168.128.116
serverB 192.168.128.2 192.168.128.50 to 192.168.129.1 192.168.129.16 to
192.168.128.83 192.168.129.116
serverC 192.168.128.3 192.168.128.84 to 192.168.130.1 192.168.130.16 to
192.168.128.117 192.168.130.116
serverD 192.168.128.4 192.168.128.118 to 192.168.131.1 192.168.131.16 to
192.168.128.151 192.168.131.116
serverE 192.168.128.5 192.168.128.152 to 192.168.132.1 192.168.132.16 to
192.168.128.185 192.168.132.116

The formula for address allocation is: address range (AR) = number of
appliances/(total servers - failed servers). For example, in the case of the loss of two
servers, each DHCP server must be given a range of 100/(5-2) = 34 addresses.

Ideally, each server would have an address for each appliance. This would require a
class B network. Consider these conditions:

= If AR multiplied by the total number of servers is less than or equal to 225,
configure for a class C network

= If AR multiplied by the total number of servers is greater than 225, configure for a
class B network

Tip — If all available DHCP addresses are allocated, it is possible for a Sun Ray
appliance to request an address yet not find one available, perhaps because another
unit has been allocated IP addresses by multiple servers. To prevent this condition,
give each DHCP server enough addresses to serve the all the appliances in a failover
group.

Server Addresses

Server IP addresses assigned for the Sun Ray interconnect should all be unique. Use
the ut admtool to assign them.
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When the Sun Ray appliance boots, it sends a DHCP broadcast request to all
possible servers on the network interface. One (or more) server responds with an IP
address allocated from its range of addresses. The appliance accepts the first IP
address that it receives and configures itself to send and receive at that address.

The accepted DHCP response also contains information about the IP address and
port numbers of the Authentication Managers on the server that sent the response.

The appliance then attempts to establish a TCP connection to an Authentication
Manager on that server. If it is unable to connect, it uses a protocol similar to DHCP
in which it uses a broadcast message to ask the Authentication Managers to identify
themselves. The appliance then attempts to connect to the Authentication Managers
that responded in the order in which the responses were received.

Note — For the broadcast feature enabled, the broadcast address (255.255.255.255)
must be the last one in the list. Any addresses after the broadcast address are
ignored. If the local server is not in the list, Sun Ray appliances cannot attempt to
contact it.

Once a TCP connection to an Authentication Manager has been established, the
appliance presents its token. The token is either a pseudo-token representing the
individual appliance (its unique Ethernet address) or a smart card. The Session
Manager then starts an X window/X server session and binds the token to that
session.

The Authentication Manager then sends a query to all of the other Authentication
Managers on the same subnet and asks for information about existing sessions for
the token. The other Authentication Managers respond, indicating whether there is a
session for the token and the last time the token was connected to the session.

The requesting Authentication Manager selects the server with the latest connection
time and redirects the appliance to that server. If no session is found for the token,

the requesting Authentication Manager selects the server with the lightest load and
redirects the token to that server. A new session is created for the token.

The Authentication Manager enables both implicit (smart card) and explicit
switching. For explicit switching, see “Group Manager” on page 166.

Configuring DHCP

In a large IP network, a DHCP server distributes the IP addresses and other
configuration information for interfaces on that network.
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Coexistence of the Sun Ray Server With Other DHCP Servers

The Sun Ray interconnect is not intended to be shared with any other network
traffic.

The Sun Ray DHCP server can coexist with DHCP servers on other subnets,
provided you isolate the Sun Ray DHCP server from other DHCP traffic. Verify that
all routers on the network are configured not to relay DHCP requests. This is the
default behavior for most routers.

Caution — If the IP addresses and DHCP configuration data are not set up correctly
when the interfaces are configured, the failover feature cannot work properly. In
particular, configuring the Sun Ray server’s interconnect IP address as a duplicate of
any other server’s interconnect IP address may cause the Sun Ray Authentication
Manager to throw “Out of Memory” errors.

Administering Other Clients

The Sun Ray interconnect is intended to be private. No devices other than switches
and Sun Ray appliances should reside on the interconnect. If the Sun Ray server has
multiple interfaces (one of which is the Sun Ray interconnect), the Sun Ray DHCP
server should be able to manage both the Sun Ray interconnect and the other
interfaces without cross-interference.

To Set Up IP Addressing on Multiple Servers Each With
One Sun Ray Interface

. Log in to the Sun Ray server as superuser and, open a shell window. Type:

# [ opt/ SUNWIt / sbi n/ ut adm - a <interface_name>

where <interface_name> is the name of the Sun Ray network interface to be
configured; for example, hne[ 0- 9], gf e[ 0- 9], or ge[ 0- 9] . You must be logged on
as superuser to run this command. The ut admscript configures the interface (for
example, hnel) at the subnet (in this example, 128).
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The script displays default values, such as the following:

Sel ected val ues for interface "hnel"

host address: 192.168.128. 1
net nask: 255. 255.255. 0
net address: 192.168.128.0
host nane: server B- hnrel
net nane: SunRay- hrel

first unit address: 192.168.128.16
last unit address: 192.168.128.240
firmvare server: 192.168.128.1
router: 192.168.128.1
alternate servers:

The default values are the same for each server in a failover group. Certain values
must be changed to be unique to each server.

2. When you are asked to accept the default values, type n:

Accept as is? ([Y]/N): n

3. Change the second server’s IP address to a unique value, in this case 192.168.128.2:

new host address: [192.168.128.1] 192.168.128.2

4. Accept the default values for netmask, host name, and net name:

new net mask: [255.255. 255. 0]
new host name: [serverB-hnel]

5. Change the appliance address ranges for the interconnect to unique values. For
example:

Do you want to offer I P addresses for this interface? [Y/ N :
new first Sun Ray address: [192.168.128.16] 192.168.128.50
nunber of Sun Ray addresses to allocate: [205] 34
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6. Accept the default firmware server and router values:

new firmvare server: [192.168.128. 2]
new router: [192.168.128. 2]

The ut admscript asks if you want to specify an alternate server list:

Specify alternate server list? (Y/[N): n

These servers are specified by a file containing a space-delimited list of server IP
addresses or by manually entering the server IP addresses.

Note — Under most conditions, an alternate server list is not required.

The newly selected values for interface hmel are displayed:

Sel ected values for interface "hnmel"

host address: 192.168.128.2
net mask: 255, 255. 255.0
net address: 192.168.128.0
host nane: server B- hnel
net nane: SunRay- hrrel

first unit address: 192.168.128.50
| ast unit address: 192.168.128.83
firmvare server: 192.168.128.2
router: 192.168.128. 2
alternate servers:

7. If these are correct, accept the new values:

Accept as is? ([Y]/N): y

8. Stop and restart the server and power cycle the appliances to download the
firmware.
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TABLE 11-2 lists the options available for the ut admcommand. For additional
information, see the ut admman page.

TABLE 11-2 Available Options

Option Definition
-C Create a framework for the Sun Ray interconnect
-r Remove all Sun Ray interconnects

-a <interface_name> Add <interface_name> as Sun Ray interconnect

-d <interface_name> Delete <interface_name> as Sun Ray interconnect

-p Print current configuration
-f Take a server offline
-n Bring a server online

Group Manager

Every server has a group manager module that monitors availability and facilitates
redirection. It is coupled with the Authentication Manager.

In setting policies, the Authentication Manager uses the selected authentication
modules and decides what tokens are valid and which users have access.

Warning — The same policy must exist on every server in the failover group or
undesirable results might occur.

Each Group Manager creates maps of the failover group topology by exchanging
keepal i ve messages among themselves. These keepal i ve messages are sent to a
well-known UDP port (typically 7009) to all of the configured network interfaces.
The keepal i ve message contains enough information for each Sun Ray server to
construct a list of servers and the common subnets that each server can access. In
addition, the group manager remembers the last time that a keepal i ve message
was received from each server on each interface.

The keepal i ve message contains the following information about the server:
= Server’s host name

= Server’s primary IP address

= Elapsed time since it was booted
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= |IP information for every interface it can be reach
= Machine information (number and speed of CPUs, configured RAM, and so on)
= Load information (CPU and memory utilization, number of sessions, and so on)

Note — The last two items are used to facilitate load distribution. See “Load
Balancing” on page 168.

The information maintained by the Group Manager is used primarily for server
selection when a token is presented. The server and subnet information is used to
determine the servers to which a given appliance can connect. These servers are
gueried about sessions belonging to the token. Servers whose last keepal i ve
message is older than the timeout are deleted from the list, since either the network
connection or the server is probably down.

Redirection

In addition to automatic redirection at authentication, you can use the ut sel ect
graphical user interface (GUI) or ut swi t ch command for manual redirection.

Note — The ut sel ect GUI is the preferred method to use for server selection. For
more information, see the ut sel ect man page.

Group Manager Configuration

The Authentication Manager configuration file, / et ¢/ opt / SUNWit / aut h. pr ops,
contains properties used by the Group Manager at runtime. The properties are:

u ngport
= gnKeepAl i vel nterval

= enabl eG oupManager
= enabl eLoadBal anci ng
= enabl eMil ti cast

= multicastTTL

=« gnSignatureFile

= gnDebug
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These properties have default values that are rarely changed. Only very
knowledgeable Sun support personnel should direct customers to change these
values to help tune or debug their systems. If any properties are changed, they must
be changed for all servers in the failover group, since the aut h. pr ops file must be
the same on all servers in a failover group.

v To Restart the Authentication Manager

Property changes do not take effect until the Authentication Manager is restarted.

e As superuser, open a shell window and type:

# [ opt/ SUNWIt/ shin/utrestart

The Authentication Manager is restarted.

Load Balancing

At the time of a server failure, the Group Manager on each remaining server
attempts to distribute the failed server’s sessions evenly among the remaining
servers. The load balancing algorithm takes into account each server’s capacity
(number and speed of its CPUs) and load so that larger or less heavily loaded
servers host more sessions.

When the Group Manager receives a token from a Sun Ray appliance and finds that
no server owns an existing session for that token, it redirects the Sun Ray appliance
to the server in the group with the lightest load. It is possible that a Sun Ray
appliance appears to connect twice; once on the server that answered its DHCP
request and a second time on a server that was less loaded than the first.

v To Turn Off the Load Balancing Feature

e In the aut h. pr ops file set:

enabl eLoadBal anci ng = fal se
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Setting Up a Failover Group

A failover group is one in which two or more Sun Ray servers use a common policy
and share services. It is composed of a primary server and one or more secondary
servers. For such a group, you must configure Sun Ray Data Store to enable
replication of the Sun Ray administration data across the group.

The ut conf i g command sets up the internal database for a single system initially,
and enables the Sun Ray servers for failover. The ut r epl i ca command then
configures the Sun Ray servers as a failover group.

If the Sun Ray server is currently monitored by Sun Management Center,

ut repl i ca restarts the agent automatically. Log files for Sun Ray servers contain
time-stamped error messages which are difficult to interpret if the time is out of
sync. To make troubleshooting easier, all secondary servers should periodically
synchronize with their primary server.

Tip — Use rdat e <primary-host>, preferably with cr ont ab, to synchronize
secondary servers with their primary server.

Primary Server

Layered administration of the group takes place on the primary server. The

ut repl i ca command designates a primary server, advises the server of its
Administration Primary status, and tells it the host names of all the secondary
servers.

Tip — Configure the primary server before you configure the secondary servers.

To Specify a Primary Server

As a superuser, open a shell window on the primary server and type:

# [ opt/ SUNWIt/ shin/utreplica -p secondary-serverl [secondary-server2 ...]

where secondary_serverl [secondary_server2...] is a space-separated list of unique host
names of the secondary servers.
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Secondary Server

The secondary servers in the group store a replicated version of the primary server’s
administration data. Use the ut r epl i ca command to advise each secondary server
of its secondary status and also the host name of the primary server for the group.

To Specify Each Secondary Server

As superuser, open a shell window on the secondary server and type:

# [ opt/ SUNWIt / sbin/utreplica -s primary-server

where primary-server is the hostname of the primary server.

To Add Additional Secondary Servers

To include an additional secondary server in an already configured failover group:

. On the primary server, rerun utreplica -p -a with alist of secondary servers.

# [opt/ SUNWIt/ sbin/utreplica -p -a secondary-serverl, secondary-server2,...

. Runutreplica -s primary-server on the new secondary server.

# [ opt/ SUNWIt / sbin/utreplica -s primary-server

Removing Replication Configuration

v To Remove the Replication Configuration

e As superuser, open a shell window and type:

# [opt/ SUNWIt/ sbin/utreplica -u

This removes the replication configuration.
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Viewing the Administration Status

v To Show Current Administration Configuration

e As superuser, open a shell window and type:

# [opt/ SUNWIt/ sbin/utreplica -I

The result indicates whether the server is standalone, primary (with the secondary
host names), or secondary (with the Primary host name).

Viewing Failover Group Status

A failover group is a set of Sun Ray servers all running the same release of Sun Ray
Server Software and all having access to all the Sun Ray appliances on the
interconnect.

v To View Failover Group Status

1. From the navigation menu in the Admin GUI, select the arrow to the left of
Failover Group to expand the menu.

2. Click the Status link.
The Failover Group Status window is displayed.
The Failover Group Status window describes the health and current state of multiple

Sun Ray servers within your failover group. This window also describes the health
of any Sun Ray servers that have responded to a Sun Ray broadcast.

The Failover Group Status window provides information on group membership and
network connectivity. The servers are listed by name in the first column. Failover
Group Status only displays public networks and Sun Ray interconnect fabrics.

In FIGURE 11-3 the information provided is from the point of view of the server in the
upper left hand of the table. In this example the server is nomad-100.
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Failover Group Status Server:-nomad-100
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- 172.16.126.100 | 192.168.128.2

FIGURE 11-3 Failover Group Status Table

Note — Sun Ray server broadcasts do not traverse over routers or servers other than
Sun Ray servers.

Sun Ray Failover Group Status Icons

These icons depict current failover group status:

TABLE 11-3 Failover Group Status Icons

Icons

Description

Information is displayed from the perspective of the system performing the failover
status.

A failover group is established and functioning properly. The trusted hosts are members
of this failover group because they share the same group signature.

A Sun Ray interconnect fabric is established and functioning properly.

172 Sun Ray Server Software 2.0 Administrator’s Guide * February 2003



TABLE 11-3 Failover Group Status Icons (Continued)

Icons Description

This Sun Ray interconnect fabric is unreachable from the server performing the failover
group status. This may indicate a failure in the interconnect fabric between Sun Ray
servers if they are supposed to be on the same interconnect. In the past, this host was
reachable but is no longer from the point of view of the system performing failover
status.

The servers are unreachable. This network is unreachable from the server performing
the Failover Group Status. This could be an alert situation. Over a public network the
conditions could be normal, except for the Sun Ray broadcast information, which cannot
traverse over routers.

Servers that appear in the same group use this icon. The signature files,
/ et c/ opt/ SUNWit / gnSi gnat ur e, on those two machines are identical. This icon
' identifies systems as trusted hosts. Failover occurs for any Sun Ray appliances
— connected between these systems. The ut gr oupsi g utility is used to set the
gnBi gnat ur e file.

Recovery Issues and Procedures

If one of the servers of a failover group fails, the remaining group members operate
from the administration data that existed prior to the failure.

The recovery procedure depends on the severity of the failure and whether a
primary or secondary server has failed.

Note — When the primary server fails, you cannot make administrative changes to
the system. For replication to work, all changes must be successful on the primary
server.

Primary Server Recovery

There are several strategies for recovering the primary server. The following
procedure is performed on the same server which was the primary after making it
fully operational.
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v To Rebuild the Primary Server Administration Data Store

1. On one of the secondary servers, capture the current data store to a file called
/tnp/ store:

# [opt/SUNWIt/srds/lib/utl dbntat \
/var/opt/ SUNWIt/srds/dbm ut/id2entry.dbb > /tnp/store

This provides an LDIF format file of the current database.
2. FTP this file to the / t np directory on the primary server.

3. Follow the directions in the Sun Ray Server Software 2.0 Installation and
Configuration Guide to install Sun Ray Server Software.

4. After running uti nstal |, type the following:

# [opt/SUNWIt/srds/lib/utldif2ldbom-c -n 2 -j 10 -i /tnp/store

This populates the primary server and synchronizes its data with the secondary
server.

5. Follow the configuration procedures in the Sun Ray Server Software 2.0
Installation and Configuration Guide.

6. Reboot the Sun Ray server:

# sync;sync;init 6

7. Confirm that the data store is repopulated:

# [ opt/ SUNWIt / sbi n/ utuser -1

8. Perform any additional configuration procedures.
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1.

To Replace the Primary Server with a Secondary Server

On one of the secondary servers, capture the current data store to a file called
/tnp/ store:

# [opt/ SUNWIt/srds/lib/utl dbntat \
/var/opt/ SUNWIt/srds/dbm ut/id2entry.dbb > /tnp/store

This provides an LDIF format file of the current database.

FTP this file to the / t mp directory on the secondary server.

Type:

# [opt/SUNWIt/srds/lib/utldif2ldom-¢c -n 2 -j 10 -i /tnp/store

On all servers, type unconfigure replication:

# [opt/ SUNWIt/ sbin/utreplica -u

Configure the primary and secondary servers.

Refer to “To Configure the Sun Ray Server Hierarchy” on page 45 of the Sun Ray

Server Software 2.0 Installation and Configuration Guide or the ut r epl i ca man page

for further information.

To Replace a Primary Server

On one of the secondary servers, capture the current data store to a file called
/tnp/ store:

# [opt/ SUNWIt/ srds/1ib/utldbntat \
[var/opt/ SUNWIt/ srds/dbm ut/id2entry.dbb > /tnp/store

This provides an LDIF format file of the current database.

Install and configure a Sun Ray server according to the procedures in the Sun Ray

Server Software 2.0 Installation and Configuration Guide.

Reboot the Sun Ray server:

# sync;sync;init 6
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4. FTP the / t np/ st or e file to the new Sun Ray server.

5. Type:

# [opt/SUNWIt/srds/lib/utldif2ldom-¢c -n 2 -j 10 -i /tnp/store

6. On the secondary servers, unconfigure replication:

# utreplica -u

7. Configure the primary and secondary servers.

Refer to “To Configure the Sun Ray Server Hierarchy” on page 45 of the Sun Ray
Server Software 2.0 Installation and Configuration Guide or the ut r epl i ca man page
for further information.

Secondary Server Recovery

Where a secondary server has failed, administration of the group can continue. A log
of updates is maintained and applied automatically to the secondary server when it
has recovered. If the secondary server needs to be reinstalled, repeat the steps
described in the Sun Ray Server Software 2.0 Installation and Configuration Guide.

Setting Up a Group Signhature

The ut confi g command asks for a group signature if you chose to configure for
failover. The signature, which is stored in the / et ¢/ opt / SUNWit / gnSi gnat ur e
file, must be the same on all servers in the group.

The location can be changed in the gnfi gnat ur eFi | e property of the
aut h. pr ops file.

To form a fully functional failover group, the signature file must:

= be owned by root with only root permissions

= contain at least eight characters, in which at least two are letters and at least one
is not

Tip — For slightly better security, use long passwords.
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v To Change the Group Manager Signature File

1. As superuser of the Sun Ray server, open a shell window and type:

# [ opt/ SUNWIt / sbi n/ ut groupsi g

You are prompted for the signature.
2. Enter it twice identically for acceptance.

3. For each Sun Ray server in the group, repeat the steps, starting at step 1.

Note — It is important to use the ut gr oupsi g command, rather than any other
method, to enter the signature. ut gr oupsi g also ensures that internal database
replication occurs properly.

Taking Servers Offline

Being able to take servers offline makes maintenance easier. In an offline state, no
new sessions are created. However, old sessions continue to exist and can be
reactivated unless Sun Ray Server Software is affected.

v To Take a Server Offline

e At the command-line interface, type:

# [ opt/ SUNWIt / sbi n/ ut adm - f

v To Bring a Server Online

e At the command-line interface, type:

# [ opt/ SUNWIt / sbi n/utadm -n

Chapter 11  Failover Groups 177



178  Sun Ray Server Software 2.0 Administrator’s Guide * February 2003



APPENDIX A

Troubleshooting

This appendix contains the following sections:

“Understanding OSD” on page 179

“Authentication Manager Errors” on page 191

“Audio” on page 194

“Performance Tuning” on page 196

“Troubleshooting the Sun Management Center” on page 199

Understanding OSD

Sun Ray Server Software 2.0 uses a different, larger set of on-screen displays (OSD)
than earlier releases, to help administrators and others identify problems visually.
The most important information about the Sun Ray appliance and its current state is
displayed on the screen.

OSD Icon Topography

The OSD icons display:

=Ethernet address

= Currently assigned IP address of the appliance

sLink status of the currently connected Sun Ray server
= Authentication Server IP address

=lcon code and DHCP state
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To help you locate problems, the OSD icons display a numeric icon code followed by
an alphabetic DHCP state code. You can look up the meaning of the numeric OSD
message codes in TABLE A-1 and the alphabetic DHCP state codes in TABLE A-2.
Encryption and authentication information is also displayed when appropriate.

Note — Sun Ray appliances can function in a private interconnect or in a simple

LAN environment with only an IP address, but additional basic parameters and Sun
Ray-specific vendor options are needed for more complex LAN operations, such as
when an appliance is located several hops away from the Sun Ray Server’s subnet.

OSD icon messages and codes are summarized in the following tables:

TABLEA-1  Icon Messages

Icon Code Meaning

1 Sun Ray unit is starting up and is waiting for ethernet link

2 Sun Ray unit is downloading new firmware

3 Sun Ray unit is storing new firmware in its flash memory

4 Either the download or storage of new firmware has failed

5 There is no session to connect with the Sun Ray

6 The server is denying access to the Sun Ray

7 Local pin entry to the smart card has failed

8 In local smartcard pin entry mode

9 There is an over current condition on the USB bus, i.e., the total number of devices draws too much
current. Consider using a powered hub.

11 Server is authenticated by the Sun Ray and the graphic/keyboard network connection is encrypted

12 The Sun Ray cannot authenticate the server but the graphic/keyboard network connection is still
being encrypted

13 Server authenticated to the Sun Ray; network connection between Sun Ray and server not encrypted

14 Server not authenticated to the Sun Ray; graphic/keyboard network connection is not encrypted

15 The Sun Ray is refusing to talk to the server due to the server’s refusal or inability to authenticate or
encrypt the network connection

16 The Sun Ray USB bus is temporarily busy servicing a high-speed device, and the keyboard or mouse
may not be responsive to user input.

21 The Sun Ray unit is booting up and is waiting on DHCP IP address and parameter assignment.

22 The Sun Ray unit is booting up and is now waiting for the initial connection to a Sun Ray server.

23 The connection between the Sun Ray and the network is down. Check the network drop cable and (if

the network drop cable is okay) the network switch.
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TABLE A-1  Icon Messages

Icon Code Meaning
24 The Sun Ray has disconnected from the previous server.
25 The Sun Ray is being redirected to a new server.
26 The Sun Ray has connected to the server and is waiting for graphics traffic (this is the GNC state).
27 The Sun Ray is broadcasting to locate a Sun Ray server since either it was not provided with Sun Ray
specific DHCP parameters or all of the specified servers are not responding.
Icon numbers 31 through 34 are the network status display brought up by the user pressing all three audio keys.
31 The network link is up and not encrypted.
32 The network link is up and graphics/keyboard are encrypted.
33 The network link is up, the server is authenticated and graphics/keyboard are encrypted.
34 The network link is up, the server is not authenticated and graphics/keyboard are not encrypted.
50 The server is refusing to talk to the Sun Ray due to the Sun Ray’s refusal or inability to authenticate
or encrypt the network connection
TABLEA-2 DCHP State Codes
DCHP State Code State Meaning
A DCHP only provided IP address with no additional parameters
B DCHP provided IP address, subnet mask, and router, but Sun Ray vendor-specific
parameters are missing.
C DHCP provided IP address and Sun Ray vendor-specific parameters, but subnet mask and
router are missing.
D DHCP provided all expected parameters.
TABLEA-3 Power LED
DTU Hardware State Action to Take
Off Check to see if the appliance is plugged in. Replace the appliance.
Amber Hardware fault. Replace the appliance.
Blinking PROM is corrupted. Check that firmware downloads are properly

configured and enabled. Then power cycle the appliance.

Card reader LED remains on even Card reader hardware problem. Replace the appliance.
when smart card is removed
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Sun Ray Desktop Unit Startup

The first display a user should see is OSD 1: Waiting for the Interconnect.

Definition: The appliance has passed the power-on self

' test but has not detected an Ethernet signal yet. This
icon is displayed as part of the normal startup phase
A and is usually displayed for only a few seconds.

x

v Actions to take if this icon stays on for more than 10
seconds:

1. Check that the Ethernet cable is correctly plugged in to the back of the appliance
and the other end is plugged in to the correct hub, switch, or network outlet.

A link light on the switch or hub indicates that the connection is alive.

2. If the appliance is connected through a hub or a switch, make sure that the hub or
switch is powered on and configured correctly.

After the Sun Ray desktop unit has verified its network connection, the user should
see the DHCP Pending display.

Definition: The appliance has detected the Ethernet
' carrier but has not yet received its initial parameters or
IP address from DHCP. This icon is displayed as part of
the normal startup phase and is usually displayed for
only a few seconds.

=]
=]

v Actions to take if this icon stays on for more than 10
seconds:

1. Make sure that the DHCP server is configured correctly, is up and running, and
has not run out of IP addresses to assign to clients.

2. Verify that your DHCP server is configured properly for network parameters.

At this point, depending on whether you have configured your Sun Ray servers to
run on a LAN or a dedicated interconnect, one of the following icons may display:
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Startup Wait for DHCP Information

After the DHCP server has allocated an IP address, the
icon is updated with the unit’s IP address; if the response
is inadequate, the Sun Ray issues a DHCP i nf or mrequest
to attempt to obtain the Sun Ray vendor-specific
parameters. The Sun Ray continues all the way through
booting with just a DHCP supplied IP address but usually
functions better with some additional parameters.

Code 21 A indicates that the appliance got an IP address
and is waiting for a DHCP i nf or mresponse to other
parameters.

Code 21 B indicates that the appliance got an IP address
and IP router and is waiting for Sun Ray vendor-specific
options from DHCP i nform

Note — If you see a 21 A or 21 B with a DTU IP address in a LAN deployment, the
Sun Ray appliance is trying to use DHCP_I NFORMto get Sun Ray-specific parameters.

Actions to take:

. For LAN configurations with other (non-Sun Ray) DHCP services but no boot p
proxy agent, verify the DHCP server and the Sun Ray vendor tags.

. For routed configurations, verify that the boot p proxy agent is configured
correctly in the Sun Ray appliance’s subnet and that it points to one of the Sun
Ray servers in the failover group.

. For non-routed private interconnect configurations, the Sun Ray server also
performs the functions of a DHCP server. Verify that it is configured properly for
DHCP services.

When DHCP has finished, the Sun Ray appliance tries to connect to a Sun Ray server
and the authentication manager that is running on that server.
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Waiting to Connect to Authentication Manager

' Definition: The appliance has received its initial
parameters from DHCP but has not yet connected to the
Sun Ray Authentication Manager. This icon is displayed
as part of the normal startup phase and is usually

[==] displayed for only a few seconds.

=

v Actions to take if the icon displays for more than a few
seconds or if the appliance continues to reset after the icon
is displayed:

1. Make sure that the Sun Ray services, including the Authentication Manager, are
up and running on the Sun Ray server.

In a LAN configuration or other routed environment:

2. Make sure that the authentication manager can be reached from the IP address
assigned to the appliance.

3. Verify that the routing information the appliance receives is correct.
4. Run ut query for the appliance’s IP address.

The ut query command displays the parameters a Sun Ray appliance has received.
If ut query fails to display an AuthSrvr parameter, the DHCP server for Sun Ray
parameters may not be reachable or may not be configured properly. Confirm that
the DHCPServer and INFORMServer values are appropriate. If not, look at your
boot p relay configurations and DHCP server configurations for network and Sun
Ray parameters. For details of these parameters, see the ut query man page.

Note — To Restart DHCP on a Solaris server, type the following as superuser:
# letc/init.d/ dhcp stop
# /etc/init.d/ dhcp start

v To ldentify a Hung Session

e AS superuser, type:

# /opt/ SUNWIt / sbi n/ utdesktop -1 -w
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v To Kill a Hung Session

e As superuser, type:

# /opt/ SUNWIt / sbi n/utsession -k -t token

Firmware Download

Downloading PROM Software

Definition: The appliance is currently downloading new
flash PROM software from the Sun Ray server.

v Actions to take:

1. Wait until the download is complete.

Downloading and saving the new PROM software usually takes less than a minute.
If you interrupt the download, the appliance has to download new PROM software
the next time it reboots.

If the firmware download fails, the following syslog message indicates that the
barrier level has been set to prevent Sun Ray appliances with 2.0 firmware from
automatically downloading an earlier version of the firmware:

Fi r nwar e upgr ade/ downgrade not al | oned! Barrier is 200 Firnnare | evel is 0

2. Check / var/ opt/ SUNWit / | og/ messages to confirm that your configuration is
set up properly.

Note — For LAN configurations, the minimum barrier level is 200. For more
information on barrier levels, see “Firmware Barrier” on page 1009.
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Saving PROM Software

Definition: The appliance has just downloaded new
PROM software from the Sun Ray server and is saving it
to the appliance’s PROM.

v Actions to take:

e Wait until the download is done.

Downloading and saving the new PROM software usually takes less than a minute.
If you interrupt the download, the appliance has to download new PROM software

the next time it reboots.
Firmware Download Failed

Definition: The appliance has failed to download new
firmware.

ISHSNSNSSI,

v Actions to take:

1. Check the messages file / var / opt / SUNWit / | og to verify the version number.

2. Correct, if necessary, with utadm -1 .

Bus Busy

Sun Ray USB Bus Busy

{ 4

Definition: The Sun Ray USB bus is temporarily busy
servicing a high-speed device, and the keyboard or mouse
may not be responsive to user input.

This icon typically appears only during an unusually long
print job and disappears when the job is done. This is an
informational OSD; there is no particular action to take
unless it is necessary to kill the print job.
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No Ethernet

No Ethernet Connection

' Definition: The appliance has an Ethernet address and an
A IP address but has lost the Ethernet signal. This icon is
displayed only after the appliance successfully boots and

x . . .
receives an IP address, but then loses its Ethernet signal.

v Actions to take:

1. Check that the Ethernet cable is correctly plugged in to the back of the appliance
and the other end is plugged into the correct switch or network outlet.

2. If the appliance is connected through a hub or switch, make sure that the hub or
switch is on and configured correctly.

Ethernet Address
Definition: This OSD, shows the Ethernet address, the
' currently assigned IP address, the currently connected

server, the encryption status, and the DHCP state. To
display it, press the three audio volume keys

EF' simultaneously.
=

Tip — To get the same effect on non-Sun keyboard, disconnect and reconnect the
Ethernet wire.

Link speed is also indicated (for example, 10F, 10H,100F, 100H). F stands for full
duplex, and H stands for half duplex. 10 stands for 10 Mbps, and 100 for 100 Mbps.

{ 4

FIGURE A-1 Ethernet Address OSD with Different Encryption and Authentication States
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Session Connection Failures

The following icons are displayed when there might be a security breach.
Session Refused

Definition: The client is refusing to connect to a server
because it is unable to verify the validity of the Sun Ray
server.

This error can occur only if an unknown Sun Ray server
intercepts the messages and tries to emulate a valid Sun
Ray server. This is a session security breach.

Session Refused

Definition: The server is refusing to grant a session to the
client because the client is unable to fulfill the server’s
security requirements.

v Actions to take:

1. Check the client’s firmware version.
This error may occur with firmware versions earlier than 2.0 if the server is
configured for hard security mode.

2. Upgrade the firmware to version 2.0 or later.

As an alternative, confirm whether your site requires hard security mode. If not, the
session can be enabled with soft security mode.

Card Read Error OSD

Card Read Error

Definition: The Card Read Error OSD icon appears whenever the
firmware is unable to read the card due to one of the following
causes:

= The appliance is running old firmware.

= The card contacts are dirty, the contacts on the card reader are dirty, or the card is
not properly inserted.
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= The card is malfunctioning.
= The card is of a type that the firmware is not configured to read.
= There is an error in the configuration for reading this type of card.
v Actions to take:
1. Upgrade the firmware.

2. Replace the card.

Prompt for Card Insertion OSD

Prompt for Card Insertion

Definition: If the current authentication policy allows access only by
card, this OSD icon appears and prompts the user to insert a card.

Access Denied OSD

Access Denied

Definition: The Access Denied OSD icon appears when the current
authentication policy denies access to the presented token.
Specifically, this icon is displayed if a disabled card has been
inserted into an appliance.

The Sun Ray administration model has seven user session types:

= Default—Normal user login

= Register—User self-registration

=  Kiosk—Anonymous user operation

Insert card—User smart card required

Card error—Unrecognized user smart card type
No entry—User’s smart card token is blocked

Session Refused—The server refuses to grant a session to a client that does not
meet the server’s security requirements

The first three session types have normal login processes. When there is a problem,
the administrator should examine:

= Sun Ray Server configuration files
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Caution — Sun Ray Server Software modifies certain system configuration files. In
most cases, these changes are identified with SRSS-specific comments. Please do not
change these modifications.

= Any locally modified X server startup files
= dt login status

Although the last four session types display icons on the Sun Ray appliance, they do
not have login processes at all. The icons indicate that the user must take steps
before a successful login is possible. If the user immediately removes and reinserts
the smart card, the icon disappears, but the Wait for Session OSD remains.

These last four session types and their OSDs should not cause alarm. The user can:

= Insert a recognized smart card in the correct orientation
= Ask the Sun Ray administrator to grant access
= Ask the Sun Ray administrator to download the correct firmware

Wait for Session OSD

Wait for Session

{ 4

This OSD represents the transition state for the Sun Ray
appliance. If it is displayed for an extended period, there
is probably no X Window server running.

=]
=]

Note — The current wait icon is a white “X” cursor. In earlier releases, the wait icon
was displayed as a green newt cursor.

Tip — If you suspect that the configuration files have been corrupted, please see “To
Determine the Integrity of the Configuration Files” on page 49 in the Sun Ray Server
Software 2.0 Installation and Configuration Guide.

Wait Icon Cursor for Default Session Type

This section applies to a normal dt | ogi n session.
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The Xsun server is indirectly started by the dt | ogi n daemon. In the process of
starting the Xsun server, the dt | ogi n daemon reads two configuration files:

=« /etc/dt/configl/ Xservers
= /etc/dt/config/ Xconfig

If, after several retries, the Xsun process does not start, the dt | ogi n daemon just
gives up. The problem can usually be traced back to an older version of the
dt I ogi n daemon or the configuration files for the dt | ogi n daemon.

The dt | ogi n daemon has been part of the Solaris operating environment since long
before Sun Ray Server Software existed. The Sun Ray administration model uses the
dt | ogi n daemon in new ways, and certain bugs in the dt | ogi n daemon have
become apparent. Patches to fix these bugs in the dt | ogi n daemon are available.

Patches
For the latest information regarding Sun Ray Server Software patches, check:
htt p: // ww. sun. cont pr oduct s/ sunr ay/ pat ches. ht m

Solaris operating environment patches and other software patches are available at:
http://accessl. sun.com

Authentication Manager Errors

Authentication Manager errors can be found in the following error logs:
= Installation logs:

« /var/adnil og
« /var/opt/SUNWIt /I og
= General log files:
« /var/opt/SUNWIt/srds/ | og
« /var/opt/SUNWIt/ srds. repl og

The general format of the log messages is:

ti mestanp t hr ead_nane nmessage_cl ass nmessage

For example:

May 7 15:01:57 e47c utauthd: [ID 293833 user.info] Wrker3
NOTI CE:  SESSI ON_CK pseudo. 080020f 8a5ee
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Message components are defined as follows:
=« timestanp format:

year.month.day hours:minutes:seconds
=« thread _nane

There are several different types of threads. The most common thread handles
appliance authentication, access control, and session monitoring. These threads
are named “worker” plus number. The Worker# thread names are reused when a
connection terminates. Other threads are:

» SessionManager#—Communicate with ut sessi ond on behalf of a Worker#
thread.

« AdminJobQ—Used in the implementation to wrap a library that would not
otherwise be thread-safe.

« CallBack#—Communicate with applications such as ut | oad.
« WatchID—Used to poll data/terminals from connections

« Terminator—Cleans up terminal sessions

« Group Manager—Main group manager thread

= nessage_cl ass

Messages with the same thread name are related. The exception occurs when a
Worker# thread disconnects an appliance and then purges the connection
information from memory. After a Worker# DESTROY message, the next use of
that Worker# thread name has no relation to previous uses of the thread name (in
other words, the thread names are reused).

« CLI ENT_ERROR—INndicates unexpected behavior from an appliance. These
messages can be generated during normal operation if an appliance is
rebooted.

« CONFI G_ERROR—Indicates a system configuration error. The Authentication
Manager generally exits after one of these errors is detected.

« NOTI CE—Logs normal events.

« UNEXPECTED—Logs events or conditions that were not anticipated for normal
operation but are generally not fatal. Some of these errors should be brought to
the attention of the Sun Ray product development team.

« DEBUG—Only occurs if explicitly enabled. Beneficial to developers. Debug
messages can reveal session IDs, which must be kept secret to ensure proper
security.
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TABLE A-4  Error Message Examples
Error class Message Description
CLI ENT_ERROR ... Exception cannot send Error encountered while attempting to
keepAl i vel nf send a keep-alive message to an
appliance.

...keepAlive timeout An appliance has failed to respond
within the allotted time. The session is
being disconnected.

duplicate key: Appliance does not properly implement
the authentication protocol.

invalid key: Appliance does not properly implement
the authentication protocol.

CONFI G ERROR attenpt to instantiate CallBack 2nd Program error.

time.

Aut hMobdul e. | oad Problem encountered while loading
configuration module.

Cannot find nodul e Program or installation error.

NOTI CE “di scardi ng response: “ + param No controlling application is present to
receive appliance response.

"NOT_CLAI MED PARAMETERS: “ + param A token was not claimed by any
authentication module.

...authentication nodul e(s) | oaded. Notification that authentication modules
have loaded.

... DI SCONNECT ... Normal notification of disconnection.

UNEXPECTED “Cal | Back: mal formed conmand” Bad syntax from a user application such

A o... read/0:” + ie
... read/1: Excepti on
./... protocol Error:

asutloadorutidle.
Possible program error.

Error encountered while reading
messages from the appliance.

Various protocol violations are reported
with this message. This is also a way for
ut aut hd to force the appliance to reset.
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Audio

Each time a user logs in to a Sun Ray appliance, a script automatically assigns the
$AUDI ODEV environment variable to that session. One ut audi o( 1) real-time process
is assigned to each session. Refer to the audi o( 7i ) man page for more information.

Audio Device Emulation

The emulated audio device follows the user session during Hot Desking. The device
name appears in the $AUDI ODEV environment variable but is transparently
interpreted by audio programs for Sun systems. Device nodes are created in the

/ t mp/ SUNWAIt / dev/ ut audi o directory. The directory tree is completely recreated at

boot time.
Caution — Do not remove the / t np/ SUNWit / dev/ ut audi o directory. Deleting this
directory prevents existing users with ut audi o sessions from using their audio

pseudo device nodes.

If your application uses / dev/ audi o, the Sun Ray server software reroutes the
audio signal appropriately.

Audio Malfunction

If audio features are malfunctioning:

1. To confirm whether audio is working, run the following command on the
appliance:

% cat /usr/denp/ SOUND sounds/ whi st e. au >/ $AUDI ODEV

2. Bring up ut setti ngs:

% ut settings

3. Verify that audio output is selected properly, e.g., for headphones or speakers.

4. Check the volume level.
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5. Verify that Mute is not selected.

Some applications are hard-coded to use / dev/ audi o for output. Sun Ray System
Software provides a redirection library that you can use to correct this behavior.

v To Activate the Redirection Library

1. Set the environment variable LD_PRELQCADto | i bc_ut . so in the shell or wrapper
from which you started the audio player:

# setenv LD PRELOAD |ibc_ut.so

2. Restart the application.

PDA Synchronization Issues

If your users have problems running PDASync on a Sun Ray, use the following
procedure:

1. Get the latest Java Communications API (j avax. conm api version 2.0.2 and
above) from

http://java. sun. conf product s/ javaconm

2. Make sure that you are using a supported USB-serial adapter.
A list of supported USB devices is available at:
http://ww. sun. com i o_t echnol ogi es/ sunray/ ush/

3. Click the change Synchronization Settings icon.
Select the port to which the Palm cradle is connected.

4. Click OK.

Tip — If the ports are not shown correctly in the Serial Port drop-down menu, close
the application and hot plug the device, then start the application again.
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Performance Tuning

Some applications, such as intensive 3-D visual simulations, may run very slowly on
Sun Ray. Other applications, such as pseudo-stereo viewers using double-buffering,
or high-frequency dynamic color table flips on 8-bit visuals, do not produce the
expected visual result.

General Configuration

You can usually improve performance by configuring / et ¢/ syst emshared memory
segment parameters. The exact settings depend on application demands and the
number of Sun Ray users, but a convenient starting point is:

set shnsys: shm nfo_shmax = 0x2000000
set shnsys: shnmi nfo_shmmi = 0x1000
set shnsys: shm nfo_shnseg = 0x100

Due to the nature of the Xinerama (single virtual X display) mode of multihead, the
system shared memory requirements may be even higher. To get reasonable
performance, the shnsys: shmi nf o_shmrax parameter must be at least:

LARGEST NUMBER OF HEADS * width * height * 4

Applications

Placing the user’s interactive applications, such as Netscape or StarOffice, or PC
interoperability tools, such as Citrix or Tarantella, on the Sun Ray server usually
helps performance by reducing network load. The applications benefit from faster
transport of commands to the Sun Ray’s X server.

Applications that can be configured to use shared memory instead of DGA or
openGL usually perform better on Sun Ray when they used shared memory.
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Sluggish Performance

Sluggish Sun Ray server performance or excessive disk swapping is an indication
that the Sun Ray server is under-provisioned. Under these circumstances, there is
not enough virtual memory available to start an X Window server instance for a
user’s session.

The solution in this situation is to add more memory or increase the size of the swap
partition. In other situations, network load or packet loss may be too high. In very
rare cases, hetwork cables or switch equipment may be defective.

To determine whether there is excessive swapping, use vinst at 5.

# vnstat 5

If there is excessive swapping, the system may be undersized or overutilized.
Verify that network connections are 100F.

Use utcapture to assess network latency and packet loss.
As latency and packet loss increase, performance suffers.

Monitor Display Resolution Defaults to 640 x 480

First, eliminate the most obvious possible causes:

= An older monitor
= A bad cable
= Monitor was off when the Sun Ray appliance was started

If the Sun Ray appliance is unable to read DDC data from the monitor, then it
defaults to 640 x 480 pixels.

To correct this condition:
. Replace the cable
. Restart the Sun Ray appliance after powering the monitor on
. Replace the monitor

. Use the ut r esadmto set persistent display setting to override the default.
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Old Icons (Hourglass with Dashes Underneath)
Appear on Display

If the old, pre-2.0 icons appear on the display, either the DTU’s firmware has not
been upgraded or it is failing.

. Upgrade the firmware from 1.x to 2.0 or higher.

. Follow the procedure to upgrade the firmware. See the Sun Ray Software 2.0

Installation and Configuration Guide.

You may need to use a dedicated private network.

Port Currently Owned by Another Application

If this message displays, use the following procedure to correct it:

. Download the latest Java Communications API (javax.comm API version 2.0.2 and

above)

. Make sure that the supported USB-Serial Adapter is used.

The supported USB devices list is available at

http://ww. sun. com i o_t echnol ogi es/ sunray/ ush/

. Click the Change Synchronization Settings icon and select the appropriate port (to

which the Palm cradle should be connected), then click OK.

. If the ports are not correctly shown in the Serial Port drop down menu, close the

application and hot plug the device.

. Start the application again.

Design Tips

= Avoid drawing into off-screen memory and then copying large areas to the screen.
This technique produces slow Sun Ray performance.

= GXcopy mode is usually the fastest drawing mode.

= To display large images, use shared memory pixmaps, if possible.

= Opaque stipple patterns are faster than transparent stipples.

= Opaque (image) text is faster then other text.
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Troubleshooting the Sun Management
Center

Usually, if all the software is installed, the agent for Sun Ray monitoring starts
automatically.

No Sun Ray Obiject

If the Sun Ray server has the Sun Management Center agent component installed,

but the Detail window shows no Sun Ray object for the Sun Ray server node, load
the Sun Ray module:

To Load the Sun Ray Module

. Click the Modules tab.

Note where the Sun Ray module is listed (if it is not listed, see “No Sun Ray
Module” on page 200). For the module to be loaded, it should be listed in Modules
with Load Status. In addition, it should be loaded and enabled.

(Info [Browser [Alarms Modules [View Log [Applications [Hardware |
Modules with Load Status:
Module Name ~ | Loaded [ Scheduiea [ Enanied
Agent Statistics Yes = Mo Yes
Config Reader (Ultra YWaork... |Yes = Mo Yes
Kemel Reader (Simple) Yes = Mo Yes
MIE=II System (Simple) Yes = Mo Yes
Sun Ray Yes = Mo Yes

ilable Modules:

Module Name ~ [ mMulti-instance
Data Logging Registry B no
MIB-II Proxy Monitoring &y ves

FIGURE A-2 Module Panel

Appendix 199




200

. If the Sun Ray module is listed, highlight it and then click the Load button.

This loads the module and moves it to the Modules with Load Status list.

. If the Sun Ray module is disabled, highlight it and then click the Enable button.

This enables the module.

. Return to the Detail window.

The Detail window shows a Sun Ray object for the Sun Ray server node.

No Sun Ray Module

If, after clicking the Modules tab on the Details window of the Sun Ray server node,
the Sun Ray module is not listed, activate the Sun Ray module:

To Activate the Sun Ray Module

. Register the module by typing:

# [ opt/ SUNWIt / sbi n/ ut sunnc

This command adds the module to the Sun Management Center and restarts the
agent if it is active.

. If you receive the following message, perform steps 3 and 4.

Starting the SunMC agent. ..
NOTI CE: SunMC agent failed to start.
To start it manually run the command

. Check to see if the agent is running:

# ps -ef | grep agent

If the Sun Management Center agent is running, wait then rcheck the Detail window.

. If the agent is not running, type the following to start it:

# [ opt/ SUNWsynon/ shin/es-start -a
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APPENDIX B

Controlled Browser

The Controlled Browser is an unsupported product. For your convenience, we have
provided a sample implementation of the Netscape Navigator 4.76 browser. This
browser is provided in English only and has not been localized.

The objective of this implementation is to provide a browser environment for a
publicly accessed Sun Ray appliance with minimal risk of server security
compromise. The browser is specially set up to provide for a more controlled and
secure browser environment. Netscape Navigator functions normally with the
exception of disabled downloads and a new GUI print interface to the command-line
print interface.

This appendix contains the following sections:

= “Controlled Browser Installation” on page 201

= “Controlled Browser Functionality” on page 203

= “Browser Printing” on page 206

= “Adding Plug-ins to the Controlled Browser” on page 208

Controlled Browser Installation

Note — Do not install a controlled browser until your system is configured with
Controlled Access Mode. Please run the ut confi g script or refer to “Controlled
Access Mode” on page 71.

201



v To Install the Controlled Browser

1. If you have already mounted the Sun Ray Server Software 2.0 CD-ROM locally or
from a remote server or if you extracted the ESD files to an image directory, begin
at Step 4.

2. As superuser, open a shell window on the Sun Ray server.

3. Insert the Sun Ray Server Software 2.0 CD-ROM.

If a file manager window opens, close it. The file manager CD-ROM window is not
necessary for this procedure.

4. Change to the image directory by typing:

# cd /cdronf cdronD

5. Change to the controlled browser directory by typing:

# cd Suppl enental / Control | ed_Browser/ Sol ari s_8+/ Packages

6. Install the browser by typing:

# ./cbinstall

The controlled browser is installed and set as a critical application for CAM sessions.

To further configure the browser, refer to the Controlled Browser Functionality in
this section.

v To Remove the Controlled Browser

The cbi nstal | script also removes the controlled browser.

Note — When you remove Sun Ray Server Software, you must first remove the
controlled browser if it has been installed.

1. If you have already mounted the Sun Ray Server Software 2.0 CD-ROM locally or
from a remote server or if you extracted the ESD files to an image directory, begin
at Step 4.

2. As superuser, open a shell window on the Sun Ray server.
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. Insert the Sun Ray Server Software 2.0 CD-ROM.

If a file manager window opens, close it. The file manager CD-ROM window is not
necessary for this procedure.

. Change to the image directory by typing:

# cd /cdronf cdronD

. Change to the controlled browser directory by typing:

# cd Suppl enental / Control | ed_Browser/ Sol ari s_8+/ Packages

. Remove the browser by typing:

# ./cbinstall -u

The controlled browser is removed.

Controlled Browser Functionality

The browser environment is controlled by taking advantage of the Solaris chr oot
command. This command allows for the execution of the browser to run relative to
an alternative root directory. Sun Ray users run the browser within the confined
environment setup in / var / opt / SUNWbb/ r oot , thus avoiding potential access to
damaging commands and system files.

To maintain security, since these users are not authenticated, they have access only
to specified applications confined to the directory tree below the chr oot directory.
The chr oot environment is analogous to a Web server’s document root in that users
of the environment are confined to the directory tree below the chr oot directory.
The chr oot environment creates a subdirectory that appears as the r oot directory
for a given process or set of processes. The browser and all subprocesses that it may
spawn are run in this restricted environment.

Note — This controlled browser does not address general network security, Java
applet security, or plug-in security.
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v To Setup the Controlled Browser in Control

Access Mode Administration

1. Start the Administration Tool.

2. Click the arrow to the left of Controlled Access Mode to expand the navigation

menu.

3. Click the Controlled Browser link.

The Controlled Browser Configuration window is displayed.

4Sun. Sun Ray” Administration

micrazystems

I Admin Controlled Browser Configuration Server: nomad-100
I Desktops

I Multihead Group

I Failover Group Set Behavior:

critical fautomatically launch and restart session on exit)

I Log Files
D e art Cards menu (launch from menu only)
b Status default (launch automatically and in menu, but don't restart
Dllcrs on exitl
¥ Controlled Access Home Page:|[
Settings Browser Window Location (pixels 5540
Controlled Brows ind ze ¢ _x’l"l): .
N Browser Window Size (pixels[;
Select Applicatic width,height): 400x1024
Add/Edit Applica
Confirm will retain d:;;m‘; 3:}&:;9": Manual Proxy Configuration (® Direct Connection
P Sun Ray Sessions "Direct Connection” is selected
> Online Document: HTTP cache: } port: |}
Logout
SSL cache: | port: |
FTP cache: | port: |
WAIS cache: |} port: |

Gopher cache: | port: |

Y Submit Changss

All rights rescrved.

FIGURE B-1 Controlled Browser Configuration Window

Note — This menu selection appears only after a Controlled Browser is installed.

4. Set the browser behavior by clicking one of the radio buttons.

= If you select critical, the session starts with this application. If the session dies, the
whole session is regenerated automatically.

= If you select menu, this application is only presented on the menu, which is
accessed when the user clicks the right mouse button.
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10.

11.

= If you select default, the session starts with this application but does not restart if

it dies. This application is also available on the menu. A user can restart the

application by using the menu.

In the Home Page text box, type the URL to be accessed when the browser first

starts.

In the Browser Window Location text field, displays the screen location in pixels.

The Browser Window Size text field displays the size in pixels.

If a proxy server is being used, click the Manual Proxy Configuration button and

set the proxy values for the controlled browser by typing the values in the text

boxes.

Proxy Setting:

if Cannection
"Direct Connection” is
selected

HTTP cache: |}
SSL cache: |
FTP cache: |

WAIS cache: |}

Gopher cache: |}

Bubmit Changes

Will retain default values © Manual Proxy Configuration

port: |}
port: |}
port: |}
port: |}

port: |}

Direct

FIGURE B-2 Controlled Browser Configuration—-Proxy Setting Section

Click the Submit Changes button to save your selections in the ki osk. conf file.

Click the Confirm link in Controlled Access Mode menu.

The confirm panel is displayed.

Click the Confirm Configuration button.

The ki osk. conf file is updated. If the internal Sun Ray database is up, the

configuration file is imported to it.
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Browser Printing

This browser implementation has replaced the command-line print interface with a
graphical interface.

v To Print from the Browser

1. Select the Print icon on the Netscape menu bar or select File->Print from the pull-
down menu.

The Netscape: Print dialog box is displayed.

~| Netscape: Print

Print. (@ First Page First ) Last Page First
Orienfation:  (® Portrait ) Landscape
Print: ) Greyscale (@ Colar

PaperSize: (@ Letier (81/2x11in) _legal (8 1/2x 14 in)
_JExecutive (7 1/2x10in) A4 (210 297 mm)

FIGURE B-3 Netscape Print Dialog Box

2. Press the Print button.

A new Print dialog box is displayed.
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— Print =1

Printer: daisy Select...

Location:

Copies: il

Banner Title: I
) Print| Cancel| Statu5| ?"§§3§§}|

FIGURE B-4 Graphical Printing Interface

. If there is no printer name in the Printer text box or if you wish to send your print
job to a printer other than the one listed in the Printer text box, press the Select
button.

The Select Printer dialog box, which contains a list of configured printers for your
server, is displayed.

~| Select Printer

Select Printer From
xtrad9c A
morris
elaine
daisy4
=
cigar

muz?2

xtra7_dup

1 OK Cancel

FIGURE B-5 Select Printer Dialog Box

. Highlight the desired printer and press the OK button.

. Once a printer has been selected, press the Status button on the Print dialog box
to view the status of the printer.

The Printer Status dialog shows the printer name, the number of jobs queued for this
printer, and details of each of the print jobs including print job number, size of file to
print, and date stamp for this job. This information helps the user determine if
whether to print to a different printer in cases where print queues are too long or
individual print jobs on the print queue are too big.

Appendix 207



6. Enter the number of print copies required in the Copies text box.

7. If the printer selected is configured to print banners before each print job, enter a
banner name in the Banner Title text box.

The Location field cannot be edited and may contain information regarding the
location of the selected printer.

8. To print the page, press the Print button or the Cancel button to cancel print
operations

v To Configure the Printer Location

# I padmin -p printerNane -D " Location description”

Adding Plug-ins to the Controlled
Browser

Plug-ins can be added to the Controlled Browser. Since the browser is executed
through the chr oot restricted runtime environment and Controlled Access Mode,
extra steps need to be taken to make sure that the plug-ins work properly.

Some plug-ins, such as Macromedia Flash Player plug-in, need only to be installed
into the browser’s plug-in directory. Others require more work to install files into the
Control Access Mode user’s home directory, add lines to the browser’s mimetype
file, and setup environment variables needed before the browser is executed.

Some scripts installed for plug-ins may try to use Solaris commands under such
directories as /usr/ bi n and/ bi n. In chr oot , however, these directories are not
available. To solve this problem, copy the needed commands to the

/ var/ opt/ SUNVbb/ r oot / bi n directory.

chr oot also has an automated setup mechanism to support the creation of dynamic
user environments. A UNIX user ID is selected dynamically for every new CAM
session. The home directory is created and populated with a configured set of files at
the start of the session and destroyed upon reset or exit of a session or critical
application. The sections below discuss to set the files up to populate the home
directory with respect to plug-ins and their associated helper applications.
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Set Up Considerations

For plug-ins and helper applications to work properly, the following might be set
up:

1. Mime types
2. Environment variables

3. Per user configuration (for example, $SHOVE/ . xyz files)

Mime Types

The restricted runtime environment provides an interface to register mime types
with the restricted browser. A plug-in usually registers its mime type through the
plug-in API, but helper applications use the . m et ype and . i | cap files.

To register its mime types, a helper application installs a file helper. mi nedef into the
/ opt / SUNWbb/ m mre. d/ directory.

The file syntax is:

helper;flags;extentsions;mime-type;description

Note — A line may take the form of the line above, or be either empty or a comment,
in which case it begins with #. Each mime type definition must be contained in a
single line. A mime type definition cannot contain a new line.

TABLEB-1  Mime Type Definition Syntax

Variable Definition

helper bbhel per helperpath args exts

helperpath helper app to execute for this mime type

args usually %s or %u

exts Space-separated list of extensions to match on the URL. If no match,

then the first extension is concatenated to the file name. This allows
the helper application to guess what content type it deals with. This
is because the browser does not provide any hint to the helper on
the mime type being handled.

flags Browser-specific flags such as:
x-nmozi |l | a-fl ags=pl ugi n;
Usually empty field for helper applications
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TABLEB-1 Mime Type Definition Syntax (Continued)

Variable Definition

extensions exts="ext0 extl" list of possible extensions for files of this mime type
mime-type type=mimetype/subtype

description desc="....... "

Environment Variables

To provide environment variables to helper applications or plug-ins, the restricted
runtime environment uses files located in/ opt / SUN\Wbb/ appschr. d/ .

These files define variables exported by the controlled browser. A line in these files
can either be empty, a comment (start with #), or can have exactly one assignment of
the following form:

VARI ABLE=value

The assignments should be valid bourne shell assignments.

Per User Configuration

Some helper applications need per user configuration data. To allow helper
applications to set up a user’s home directory, the restricted runtime environment
uses files located in / opt / SUNWbb/ apps. d/ .

These files can be bourne or korn shell scripts that are sourced and run with the
permissions of the selected user. The following environment variables are available:

TABLEB-2 Environment Variables

Variable Definition
BBUSER The user for whom the set up is done.
BBHOME The user’s home directory.

General Requirements and Other Considerations

For a plug-in or helper application to run in the restricted runtime environment, it
must install into a selectable directory location.The recommended location is:

[ var/ opt/ SUNVbb/ r oot / bb/ apps/ helper-plugin-dir

This is the path seen when the browser executes the helper application or plug-in.
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Sometimes the install procedure puts the install path into the installed helper
application or plug-in configuration files or scripts. Then, at run-time, it tries to find
components in / var/ opt / SUNWbb/ r oot / bb/ apps/ helper-plugin-dir, which does not
exist in the restricted runtime environment.

To solve this problem, create the following symbolic link:

# cd /var/ opt/ SUN\Wbb/ r oot/ var/ opt / SUNVbb/ r oot
# 1n -s /bb bb

Tip — For setup and testing purposes, it might be a good idea to temporarily
configure xt er mas an application on the CAM desktop. This aids in the testing and
configuration of the plug-ins and their helper applications, many of which use the
home directory for configuration files and directories. To avoid potential security
problems, remove xt er mfrom the CAM desktop before the Sun Ray appliances are
ready for use.

Sample Plug-In Setup

Below are steps for setting up some of the more popular browser plug-ins and
helper applications for the Solaris operating environment.

Note — The download file names, version numbers, and installation conventions of
the plug-ins referenced may change over time.

To Add Macromedia Flash Player Plug-in

. Create the directory for the plug-in download by typing:

# nkdir /var/opt/ SUNWbb/ r oot/ bb/ apps/ Fl ash

. Download the Macromedia Flash Player plug-in for the Solaris operating
environment from the Macromedia Web site and save it in the following directory:

/var/ opt/ SUN\Wbb/ r oot / bb/ apps/ Fl ash
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3. Change directory, uncompress the file, and untar the file by typing:

# cd /var/ opt/ SUNWbb/ r oot / bb/ apps/ Fl ash
# /usr/bin/gunzip flash_solaris.tar.gz
# tar xvf flash_solaris.tar

4. Copy the resulting files into the Netscape plug-ins directory by typing:

# cp |ibflashpl ayer.so /var/opt/ SUN\Wb/ r oot / bb/ apps/ net scape/ pl ugi ns
# cp ShockwaveFl ash. cl ass /var/ opt/ SUN\b/ r oot / bb/ apps/ net scape/ pl ugi ns

v To Add Adobe Acrobat Reader Plug-in and Application

1. Create a temporary directory for the plug-in download by typing:

# nkdir /var/opt/ SUN\Wbb/ root/ bb/ apps/tenp

2. Download the Adobe Acrobat Reader for Solaris from the Adobe Web site and
save in the following directory:

[ var/ opt/ SUNVbb/ r oot / bb/ apps/ t enp

3. Change directory, uncompress the file, untar the file, and install by typing:

# cd /var/ opt/ SUNWbb/ r oot/ bb/ apps/t enp
# [usr/bin/gunzip sunsparc-rs-405.tar.gz
# tar xvf sunsparc-rs-405.tar

# cd SSOLRS.install

# . /1 NSTALL

4. Follow the installation instructions. When prompted for the installation directory,
enter:

/var/ opt/ SUNWbb/ r oot / bb/ apps/ Acr obat 4

Note — After installation is complete, you can delete the t enp directory.
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5. Copy the Acrobat Reader plug-in library into the Netscape plug-in directory by
typing:

# cd /var/opt/ SUN\VWbb/ r oot / bb/ apps/ Acr obat 4/ Br owser s/ sparcsol ari s
# cp nppdf.so /var/opt/ SUNWb/ r oot/ bb/ apps/ net scape/ pl ugi ns

6. Create the file / opt / SUN\Vbb/ i me. d/ acr obat . mi medef containing the
following lines:

/ bb/ apps/ Acr obat 4/ bi n/ acroread 9%; ; ext s="pdf";t ype=appl i cati on/ pdf ; desc="Port abl e Docurent Fornmat"
/ bb/ apps/ Acr obat 4/ bi n/ acroread -iconic 9%;;exts="fdf";type=application/vnd. fdf; desc="appl i cation/vnd. fdf"

7. Execute the following script to update the browser’s mime information:

# [ opt/ SUNWbDb/ i nit. d/ bbnsinit

8. Copy the following executable commands into the / bi n directory of the chr oot
directory by typing:

cp -p /usr/bin/basename /var/opt/ SUNWbb/ root/ bin
cp -p /usr/bin/cat /var/opt/SUNWDb/root/bin

cp -p /usr/bin/dirnane /var/opt/ SUN\Wbb/root/bin
cp -p /usr/bin/expr /var/opt/SUNWbb/root/bin

cp -p /usr/bin/uname /var/opt/SUNWDb/ root/bin
cp -p /usr/bin/ksh /var/opt/SUNWDb/root/bin

HOH H HHH

The executable for the helper application acr or ead is a script. In the script,
executable commands are used to launch the application. Since this script is
launched from the browser running under the chr oot environment, these
executable commands have to be explicitly copied into the / bi n directory of the
chr oot directory

9. Determine what default files need to be copied into the CAM user’s home
directory by running the browser and plug-in once to see what files are copied
into the users directory.

In the case of Acrobat Reader, the files . acrorc and . acr osrch are created. The
default files can be created by having the CAM user access a PDF file through the
Controlled Browser. Once the Acrobat Reader brings up the PDF file, exit Acrobat
Reader. This writes out the . acr or ¢ and . acr osr ch file into the home directory of
the CAM user (/ var/ opt / SUNWbb/ r oot / horme/ CAM user _nane).
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10.

11.

12.

Copy the resulting files into a permanent directory by typing:

# cp .acrorc /opt/SUNWbb/ confi g/ acrobat 4. acrorc
# cp .acrosrch /opt/SUNWbb/ confi g/ acrobat 4. acr osrch
# chnod 644 /opt/ SUNWbb/ confi g/ acr obat 4. *

Create the file / opt / SUN\Vbb/ app. d/ acr obat . r ¢ containing the following lines:

cp /opt/ SUNWbb/ confi g/ acr obat 4. acrorc $BBHOVE/ . acrorc
chrmod 644 $BBHOVE/ . acrorc

cp /opt/ SUNWbb/ confi g/ acr obat 4. acr osr ch $BBHOVE/ . acr osr ch
chnmod 644 $BBHOVE/ . acrosrch

Make / opt / SUN\Wbb/ app. d/ acr obat . r c executable:

# chnod 755 / opt/ SUNWbb/ app. d/ acrobat.rc

To Add RealPlayer Plug-in and Application

To create a temporary directory for the plug-in download, type:

# nkdir /var/ opt/ SUNWbb/ root/ bb/ apps/tenp

Download the RealPlayer for the Solaris operating environment from the Real
Web site and save it in the following directory:

/ var/ opt/ SUNWbb/ r oot / bb/ apps/ t enmp

Change directory, make the binary file executable, and execute by typing:

# cd /var/ opt/ SUNWbb/ r oot/ bb/ apps/tenp
# chnod 755 rp8_sol ari s27_sparc_cs2. bin
# ./rp8_sol aris27_sparc_cs2. bin

. Follow the installation instructions. When you are prompted for the installation
directory, enter:

# [var/ opt/ SUNVbb/ r oot/ bb/ apps/ Real Pl ayer

Sun Ray Server Software 2.0 Administrator’s Guide * February 2003




Tip — After installation is complete, you can delete the t enp directory.

5. Copy the RealPlayer plug-in libraries into the Netscape plug-in directory by
typing:

# cd /var/ opt/ SUNWbb/ r oot/ bb/ apps/ Real Pl ayer
# cp racl ass. zip /var/opt/ SUNWb/ r oot / bb/ apps/ net scape/ pl ugi ns
# cp rpnp.so /var/opt/ SUNWDb/ r oot/ bb/ apps/ net scape/ pl ugi ns

6. Create the file / opt / SUNVbb/ mi nre. d/ r eal pl ayer . mi nedef containing the
following lines:

/ bb/ apps/ Real Pl ayer/real pl ay %;;exts="ra,rmrant;type=audi o/ x- pn-real audi o; desc="Real audi 0"
/ bb/ apps/ Real Pl ayer/real pl ay %; ; exts="ra,rmranl;type=audi o/ vnd. rn-real audi o; desc="Real audi 0"
/ bb/ apps/ Real Pl ayer/real pl ay %i; ; exts="sm ";type=application/sml;desc="Real audi 0"

bbhel per /bb/ apps/ Real Pl ayer/real play % nBu;;exts="nBu";type=audi o/ x- npegur| ; desc="streanm ng Meg audi o"
bbhel per /bb/ apps/ Real Pl ayer/real play % nBu;;exts="nBu";type=audi o/ npegur| ; desc="strean ng Myeg audi o'

7. To execute the following script to update the browser’s mime information, type:

# [ opt/ SUNWbDb/ i nit. d/ bbnsinit

8. Create the following file / opt / SUNWbb/ appschr . d/ r eal pl ayerenv.rc
containing the following lines:

REALPLAYER_HOMVE=/ bb/ apps/ Real Pl ayer

9. Determine what default files need to be copied into the CAM user’s home
directory by running the browser and plug-in once to see what files are copied
into the user’s directory.

In the case of RealPlayer, the files . Real Net wor ks_Real Medi aSDK_60,
. Real Net wor ks_Real Pl ayer _60, and . Real Net wor ks_Real Shared_00 are
created.

The ideal user session should be set up at this point. Default settings, such as
transport protocol used, proxy settings, and so on, should be set.
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10. Copy the resulting files to a permanent directory by typing:

# cp . Real Networ ks_Real Medi aSDK_60

[ opt/ SUNWbb/ confi g/ real pl ayer. Real Net wor ks_Real Medi aSDK_60
# cp . Real Networ ks_Real Pl ayer _60

[ opt / SUNVbb/ confi g/ real pl ayer. Real Net wor ks_Real Pl ayer _60

# cp . Real Net wor ks_Real Shared_00

/ opt / SUNWbb/ confi g/ real pl ayer. Real Net wor ks_Real Shar ed_00

# chnod 644 real pl ayer. *

11. Create the file / opt / SUNWbb/ app. d/ r eal pl ayer. r ¢ containing the following
lines:

cp /opt/ SUNVWbb/ confi g/ real pl ayer. Real Net wor ks_Real Medi aSDK_60 $BBHOVE/ . Real Net wor ks_Real Medi aSDK_60
chmod 644 $BBHOVE/ . Real Net wor ks_Real Medi aSDK_60

cp /opt/ SUNWBb/ confi g/ real pl ayer. Real Net wor ks_Real Pl ayer _60 $BBHOVE/ . Real Net wor ks_Real Pl ayer _60
chnod 644 $BBHOVE/ . Real Net wor ks_Real Pl ayer _60

cp /opt/ SUNVbb/ confi g/ real pl ayer. Real Net wor ks_Real Shar ed_00 $BBHOVE/ . Real Net wor ks_Real Shar ed_00
chmod 644 $BBHOVE/ . Real Net wor ks_Real Shar ed_00

12. Make / opt / SUN\Vbb/ app. d/ r eal pl ayer. r c executable by typing:

# chnod 755 /opt/ SUNWbb/ app. d/ real pl ayer.rc

216  Sun Ray Server Software 2.0 Administrator’s Guide * February 2003



APPENDIX C

Sun Ray and Network Parameter
Delivery (DHCP)

Sun Ray relies on DHCP to obtain network parameters and Sun Ray parameters.
Network parameters include IP address, subnet mask, and router.

Sun Ray parameters enable Sun Ray devices to function normally in a Sun Ray
environment.For Sun Ray appliances to be able to discover the Sun Ray server on the
network, they need to have at least the Aut hSrvr parameter delivered through
DHCP.

For a more comprehensive treatment of DHCP, see the Dynamic Host Configuration
Protocol RFC at htt p: //www. i etf.org/rfc/rfc2131. t xt ?nunber =2131.

For details on DHCP Options and BOOTP Vendor Extensions, see
http://ww ietf.org/rfc/rfc2132.txt?nunmber=2132

TABLE C-1 lists the Sun Ray parameter symbol values defined in the DHCP table. The
remainder of this appendix describes the encapsulated options.
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TABLE C-1  Sun Ray Parameter Symbol Values (as defined in the DHCP table)
Mandatory/

Parameter Name Vendor ID Code Type Optional Comments

NewTFl ags Vendor =SUNW NewT. SUNW 34, NUMBER, 4,1 Optional

Intf Vendor =SUNW NewT. SUNW 33, ASCII, 1,0 Optional Interface used for Sun
Ray service

NewTDi spl ndx Vendor =SUNW NewT. SUNW 32, NUMBER, 4,1 Optional

FW&r vr Vendor =SUNW NewT. SUNW 31, |P, 1,1 Optional Firmware server IP
address (needed for
firmware upgrade)

LogAppl Vendor =SUNW NewT. SUNW 29, NUMBER, 1,1 Optional Log level for application

LogVi d Vendor =SUNW NewT. SUNW 28, NUMBER, 1,1 Optional Log level for video

LogUSB Vendor =SUNW NewT. SUNW 27, NUMBER, 1,1 Optional Log level for USB

LogNet Vendor =SUNW NewT. SUNW 26, NUMBER, 1,1 Optional Log level for network

LogKer n Vendor =SUNW NewT. SUNW 25, NUMBER, 1,1 Optional Log level for kernel

LogHost Vendor =SUNW NewT. SUNW 24, | P, 1,1 Optional Log level for host

NewTBW Vendor =SUNW NewT. SUNW 30, NUMBER, 4,1 Optional Limits bandwidth
available for the Sun Ray

NewTVer Vendor =SUNW NewT. SUNW 23, ASCII, 1,0 Optional Specifies which firmware
version to upgrade to.

Aut hPor t Vendor =SUNW NewT. SUNW 22, NUMBER, 2,1 Optional Sun Ray server port to
connect to

Al t Aut h Vendor =SUNW NewT. SUNW 35, 1P, 1,0 Optional Alternate set of Sun Ray
server IP addresses

Aut hSrvr Vendor =SUNW NewT. SUNW 21, |P, 1,1 Mandatory Sun Ray server IP
address to connect to

BarrierlLevel Vendor=SUNW NewT. SUNW 36, NUMBER, 4,1 Optional Barrier level for

firmware download
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Sun Ray parameters are encapsulated vendor-specific options; that is, the value for
the standard DHCP vendor-specific information is an encapsulated set of options
that only the vendor equipment—the Sun Ray server, in this case—knows how to

interpret.
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Encapsulated Options

For each parameter name, there is a vendor ID, an option code, an option type, and
an indication as to whether the parameter is mandatory.

Encapsulated options are somewhat more complicated, as illustrated in the
following DHCPINFORM response, or DHCPACK, which shows the taxonomy of
the bytes in the vendor-specific information portion.

0140
0150
0160
0170
0180

5f 31
39 2e
1f 04
01 06
88 16

2b 4a 17 1d 32 2e 30 ceee.. o+302.0
39 2e 63 2c 52 45 56 3d 32 30 30 32 2e 30 _19.c, RE V=2002.0
30 36 2e 31 35 2e 35 34 21 04 68 6d 65 30 9. 06. 15. 54!. hnme0
81 92 3a 88 15 04 81 92 3a 88 1d 01 06 1c el
1b 01 06 1a 01 06 19 01 06 18 04 81 92 3a e e
02 1b 61

Note — In this description, hexadecimal values are preceded by 0x and followed by
their decimal value, after an = sign, as in 0x2b=43.

= The first byte is the option code.

= The next byte represents the encapsulated option length, that is, the number of
bytes that make up the option value.

= The next one or more bytes make up the multi-byte option value.
The option value is followed by another encapsulated option code, and so on.

The example begins with 0x2b=43, the DHCP option for vendor-specific
information. It has a length of 0x4a=74 bytes, which is the total number of bytes
that follow. These bytes contain the encapsulated vendor options.

The remainder of the example represents the value of the vendor-specific
information options. The first byte contains the first encapsulated option, whose
value is 0x17=23, and the NewTVer option, whose value type is ASCI | . The next
byte is 0x1d=29, which is the length of the NewTVer string. These options are
followed by 29 bytes that represent the string itself.

The ASCII interpretation at the right of the DHCPACK, is

2.0_19. ¢, REV=2002. 09. 06. 15. 54. This is the end of the first encapsulated
option. The next byte is the beginning of the next option, | nt f, represented by
0x21=33. The next byte, the length, is 0x04=4, and the next four bytes are the ASCII
value hne0. That’s the end of the second encapsulated option.
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The next byte is Ox1f =31, which represents the FW5r vr parameter, whose function
is to indicate the IP address of the firmware TFTP server. The next byte is the length,
4, which is always be true for an IP address. The hexadecimal value is

0x81 0x92 0x3a 0x88, which corresponds to the IP address 129. 146. 58. 136.
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Glossary

B

backplane bandwidth

barrier mechanism

bpp

C

CAM

category 5
client-server

cut-through switches

Sometimes also referred to as switch fabric. A switch’s backplane is the pipe
through which data flows from an input port to an output port. Backplane
bandwidth usually refers to the aggregate bandwidth available amongst all
ports within a switch.

To prevent clients from downloading firmware that is older than the firmware
they already have, the administrator can set a barrier mechanism. The barrier
mechanism symbol Bar ri er Level is defined by default in the DHCP table of
Sun Ray servers running version 2.0 or later of Sun Ray Server Software.

Bits per pixel.

Controlled access mode, also known as kiosk mode.

The most common type of wiring used in LANSs. It is approved for both voice
and data (at up to 100Mhz). Also called cat 5.

A common way to describe network services and the user processes
(programs) of those services.

The switch begins forwarding the incoming frame onto the outbound port as
soon as it reads the MAC address, while it continues receiving the remainder
of the frame.
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D

DHCP

domain

E

Ethernet
Ethernet address

Ethernet switch

F

failover

filling station

firmware barrier

FTP

Dynamic Host Configuration Protocol, which is a means of distributing IP
addresses and initial parameters to the appliances.

A set of one or more system boards that acts as a separate system capable of
booting the OS and running independently of any other board.

Physical and link-level communications mechanism defined by the IEEE 802.3
family of standards.

The unique hardware address assigned to a computer system or interface
board when it is manufactured. See MAC address.

A unit that redirects packets from input ports to output ports. It can be a
component of the Sun Ray interconnect fabric.

The process of transferring processes from a failed server to a functional server.

When a client’s firmware is downgraded to an earlier version because it
connects to a server running the earlier version, it needs to be connected to a
filling station so that it can download newer firmware. For this purpose, a
filling station can be any private network configured for Sun Ray services or
any shared network in which the Sun Ray DHCP server is the only DHCP
server.

See barrier mechanism.

File Transfer Protocol. The name of the Internet protocol and the program used
to transfer files between hosts.
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GEM

head

hot desking

hot key

hot-pluggable

interconnect fabric

internet

Internet

Gigabit Ethernet.

Colloquial term for a screen, or display, or monitor, especially in a context
where more than one is used in conjunction with the same keyboard and
mouse, as in “multihead” feature.

The ability for a user to remove a smart card, insert it into any other appliance
within a server group, and have the user’s session “follow” the user, thus
allowing the user to have instantaneous access to the user’s windowing
environment and current applications from multiple appliances.

A pre-defined key that causes something to appear on your screen. A hot key
is used to bring up the Settings screen on the Sun Ray appliance.

A property of a hardware component that can be inserted into or removed
from a system that is powered on. USB devices connected to Sun Ray
appliances are hot-pluggable.

All the cabling and switches that connect a Sun Ray server’s network interface
cards to the Sun Ray appliances.

A collection of networks interconnected by a set of routers that enable them to
function as a single, large virtual network.

The largest internet in the world consisting of large national backbone nets
(such as MILNET, NSFNET, and CREN) and a myriad of regional and local
campus networks all over the world. It is a global collection of networks
connecting a wide range of computers using a common protocol to
communicate and share services.
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intranet

IP address

IP address lease

K

kiosk mode

LAN

layer 2

local host
local server
login

login name

Glossary-224

Any network that provides similar services within an organization to those
provided by the Internet but which is not necessarily connected to the Internet.

A unique number that identifies each host or other hardware system on a
network. An IP address is composed of four integers separated by periods.
Each decimal integer must be in the range 0-255 (for example, 129.144.0.0).

The assignment of an IP address to a computer system for a specified length of
time, rather than permanently. IP address leasing is managed by the Dynamic

Host Configuration Protocol (DHCP). Sun Ray appliance IP addresses are
leased.

Same as CAM.

Local area network. A group of computer systems in close proximity that can
communicate with one another through some connecting hardware and
software.

The data link layer. In the OSI (Open Standards Interconnection) model, there
are a total of seven layers. Layer 2 is concerned with procedures and protocols
for operating the communication lines between networks as well as clients and
servers. Layer 2 also has the ability to detect and correct message errors.

The CPU or computer on which a software application is running.

From the client’s perspective, the most immediate server in the LAN.

The process of gaining access to a computer system.

The name by which the computer system knows the user.
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M

MAC address

managed object

mobility

modules
multicasting

multihead

multiplexing

N

namespace

network
network address

network interface

network interface
card

Media Access Control. A MAC address is a 48-bit number programmed into
each local area network interface card (NIC) at the time of manufacture. LAN
packets contain destination and source MAC names and can be used by
bridges to filter, process, and forward packets. 8: 0: 20: 9e: 51: cf isan
example of a MAC address. See also Ethernet address.

An object monitored by the Sun Management Center software.

For the purposes of the Sun Ray Server Software, the property of a session that
allows it to follow a user from one appliance to another within a server group.
On the Sun Ray system, mobility requires the use of a smart card or other
identifying mechanism.

Authentication modules are used to implement various site-selectable
authentication policies.

The process of enabling communication between Sun Ray servers over their
Sun Ray network interfaces in a failover environment.

See head.

The process of transmitting multiple channels across one communications
circuit.

A set of names in which a specified ID must be unique.

Technically, the hardware connecting various computer systems enabling them
to communicate. Informally, the systems so connected.

The IP address used to specify a network.
An access point to a computer system on a network. Each interface is

associated with a physical device. However, a physical device can have
multiple network interfaces.

NIC. The hardware that links a workstation or server to a network device.
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network latency

network mask

network protocol
stack

NIC

non-smart card
mobility

O

OSD

patch

policies

port

power cycling

Glossary-226

The time delay associated with moving information through a network.
Interactive applications such as voice, video displays and multimedia
applications are sensitive to these delays.

A number used by software to separate the local subnet address from the rest
of a given Internet protocol address. An example of a network mask for a class
C network is 255.255.255.0.

A network suite of protocols, organized in a hierarchy of layers called a stack.
TCP/IP is an example of a Sun Ray protocol stack.

Network interface card.

A mobile session on a Sun Ray appliance that does not rely on a smart card.

On-screen display. The Sun Ray appliance uses small OSD icons to alert the
user of potential start-up problems.

A collection of files and directories that replace or update existing files and
directories that prevent proper execution of the software on a computer
system. The patch software is derived from a specified package format and can
only be installed if the package it fixes is already present.

Authentication Manager, using the selected authentication modules, decides
what tokens are valid and which users have access.

(1) A location for passing data in and out of a computer system. (2) The
abstraction used by Internet transport protocols to distinguish among multiple
simultaneous connections to a single destination host.

Using the power cord to restart an appliance.
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S

screen flipping

server
service

session

session mobility
smart card

spanning tree

store-and-forward
switches

subnet

T

TCP/IP

thin client

The ability to pan to individual screens on an appliance with a single head that
were originally created by a multihead group.

A computer system that supplies computing services or resources to one or
more clients.

For the purposes of the Sun Ray Server Software, any application that can
directly connect to the Sun Ray appliance. It can include audio, video, X
servers, access to other machines, and device control of the appliance.

A group of services associated with a single user.

The ability for a session to “follow” a user’s login ID or a token embedded on
a smart card.

A plastic card containing a microprocessor capable of making calculations.

The spanning tree protocol is an intelligent algorithm that allows bridges to
map a redundant topology and eliminates packet looping in Local Area
Networks (LAN).

The switch reads and stores the entire incoming frame in a buffer, checks it for
errors, reads and looks up the MAC addresses, and then forwards the complete
good frame out onto the outbound port.

A working scheme that divides a single logical network into smaller physical
networks to simplify routing.

Transmission Control Protocol/Internet Protocol (TCP/IP) is a networking
protocol that provides communication across interconnected networks,
between computers with diverse hardware architectures and operating
systems.

Thin clients remotely access some resources of a computer server, such as

compute power and large memory capacity. The Sun Ray appliances rely on
the server for all computing power and storage.
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time-out value

token

URL

usSB

user name

V

virtual frame buffer

VLAN

The maximum allowed time interval between communications from an
appliance to the Authentication Manager.

In the Sun Ray system, a token must be presented by the user. It is required by
the Authentication Manager to consider allowing a user to access the system. It
consists of a type and an ID. If the user inserted a smart card, the smart card’s
type and ID are used as the token. If the user is not using a smart card, the
appliance’s built-in type (pseudo) and ID (the unit’s Ethernet address) are
supplied as the token.

Uniform Resource Locator. A standard for writing a textual reference to an
arbitrary piece of data in the World Wide Web (WWW). The syntax of a URL is
protocol ://host/ 1 ocalinfo where protocol specifies a protocol to use
to fetch the object (like HTTP or FTP), host specifies the Internet name of the
host on which to find it, and | ocal i nf o is a string (often a file name) passed
to the protocol handler on the remote host.

Universal serial bus.

The name a computer system uses to identify a particular user. Under UNIX
this is a text string of up to eight characters composed of letters (a-z and A-Z),
digits (0-9), hyphens (-), and underscores (_) (for example, jpmorgan). The first
character must be a letter.

A region of memory on the Sun Ray server that contains the current state of a
user’s display.

Virtual local area network.
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W

work group A collection of associated users who exist in near proximity to one another. A
set of Sun Ray appliances that are connected to a Sun Ray server provides
computing services to a work group.

X

X server A process which controls a bitmap display device in an X window system. It
performs operations on request from client applications.
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Index

NUMERICS
100BASE-T, 12

A

acceptRedirectToken, 89, 92
Acrobat, 213
acrorc, 213
acrosrch, 213
adapters, 86
Adding
script, 149
Adding applications
calendar, 151
clock, 151
other, 151
admin password, 17, 40
Administration Group
viewing failover group status, 171
Administration Tool, 38, 94
changing the admin password, 40
controlled access mode, 71
adding or editing applications, 73
selecting additional applications, 72
desktops
displaying current properties, 48
editing a single desktop’s properties, 50
searching for, 49
viewing, 48
viewing properties of current user, 49
examining log files, 55
finding Sun Ray sessions, 75

locating token readers, 44
log files

viewing messages logs, 56
logging in, 38
managing Sun Ray sessions, 75
resetting Sun Ray Services, 43
restarting Sun Ray Services, 43
smart card

adding, 59

changing the probe order, 59

deleting, 60

viewing or listing configured, 57

viewing the probe order, 58
users
adding a token ID, 68

adding a user with token ID, 66

deleting, 63
deleting a token ID, 69

displaying current properties, 65

editing properties, 67

enabling or disablng a token ID, 69

finding a user, 69

getting a token ID from token reader, 70

viewing by ID, 62
viewing by name, 63
viewing current, 65

viewing all multihead groups, 52

viewing Sun Ray sessions, 77

agent, 114, 115, 116
additional requirements with Sun Ray

module, 115

alarms, 114

Details window, 124
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monitoring, 123
setting, 120
Tool Tip window, 125
values, 121
AltAuth, 218
Applet
security, 203
appliance, 34
adding to be monitored, 131
deleting to be excluded, 131
Hot Desking to a multihead group, 142
multihead feature, 135
multihead group, 136
Application
adding, 149
critical, 204
default, 204
menu, 204
ARCFOUR, 97
attacks
man-in-the-middle, 98
Attribute Editor, 127
AUDIODEYV environment variable, 194
authentication, 97
server, 98
Authentication Manager, 4, 34, 38, 142, 162, 166
configuration file, 167
flowchart for primary appliance, 142, 143
interacting with Session Manager, 5
restarting, 168
AuthPort, 218
AuthSrvr, 184,217, 218
Automatic restart, 204
auto-size feature, 137

B

bandwidth

limited backplane, 10
barrier

firmware, 109, 185
BarrierLevel, 218
bidirectional encryption, 98
bootp, 105, 108

Browser
proxy settings, 205

C

C, 23
Cabling
fiber-optic, 12
CAM, 22,148
CDE
locking the screen, 27
CDE toolbar, 136, 141
central registration, 5
chroot, 208
Citrix, 196
client
authentication, 97
code
DHCP option, 219
command
utadm, 160, 166
utcapture
data elements, 34
utconfig, 135, 169, 176
utmhconfig, 136
utreplica, 169
utswitch, 21
utxconfig, 135
commands
utadm, 22
utadm -r, 24
utaudio, 194
utdetach, 89, 91
utfwadm, 25
utpolicy, 96
utpolicy -i clear, 22
utrestart -c, 22
utwall, 94, 96
configuration
security, 98, 99
configuration data
DHCP, 22,93, 159, 163
console, 114
controlled access mode

adding or editing applications, 73

configuring, 71

selecting additional applications, 72

Critical application, 204
crontab, 169
cursor
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green newt, 190
X, 190

D

daemons
Sun Ray Service panel, 129

Data Store, 169

DCHP
state codes, 181

Default application, 205
departments, 13
desktoplD, 35

desktops
displaying current properties, 48
editing a single desktop’s properties, 50
searching for, 49
viewing, 48
viewing properties of current user, 49
Desktops panel, 131
device
directory, 79
links, 81
node ownership, 81
nodes, 80
USB, 80

DHCP, 160, 184
configuring for failover, 162
parameters, 217

DHCP configuration data, 22, 93, 159, 163
DHCP server, 163

DHCP servers, 159

DHCPACK, 219

dhcpmgr, 111

DHCPServer, 184

dhtadm, 110

dhtadm -R, 23

display resolution
auto-size feature, 137
on workgroup monitors, 137

DSA, 97

dtlogin, 191

dtlogin screen, 4, 88

dtprofile file, 27

duplicate IP addresses, 22,93, 159, 163

Dynamic Host Configuration Protocol (DHCP), 3

E

encapsulated options, 219
encryption
algorithm, 97
bidirectional, 98
downstream only, 98
upstream only, 98
errors
out of memory, 22,93, 159, 163
escape tokens, 93
Ethernet switch, 11

F

Failover
controlled access mode, 155
failover
address allocation formula, 160
configuring DHCP, 162
group, 113, 157
primary server, 169

removing replication configuration, 170

secondary server, 170
Group Manager module, 159
principle components needed, 159
server IP addresses, 161
setting up group, 169
taking servers offline, 177

failover group, 13, 111
administration status, 171
monitoring servers, 116
recovery procedures, 173
viewing status, 171

failover groups, 159

filling station, 109

firmware barrier, 109

firmware module, 3
PROM version management, 25

FWSrvr, 218, 220

G

gmsSignature, 173, 176
green newt cursor, 190
green newt icon, 190

Group Manager
keepalive message, 166
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load balancing, 2, 168
redirection, 19, 167

using Authentication Manager properties, 167

Group manager, 166
group manager
keepalive message, 166
group manager module, 166
group signature, 17,172
setting up, 176
GXcopy, 198

H

hacking
man-in-the-middle attacks, 98

hard security mode, 98

Hot Desk, 137, 142

Hot Desking, 81, 87,194

hot key, 28
changing setting, 31
changing setting site-wide, 30
detaching a mobile session, 90
entry, 29
values, 29

hotkey key combination, 91

icon messages
OSsD, 180
IEEE802.MACID directory, 79
INFORMServer, 184
Interconnect, 11
interconnect, 11, 163
boost power of, 11
implementing a Sun Ray, 10
interconnect fabric, 9
adding an interface, 23
deleting an interface, 23
departments, 13
failover group, 13
managing, 22
printing configuration, 24
removing an interface, 25
workgroups, 12

interconnect IP address, 22, 93, 159, 163

Interconnect panel, 130

Internal database, 169
Intf, 218
IP address
duplicate, 22, 93, 159, 163

K

keepalive message, 166
key combination, 91
kiosk.conf, 146, 147, 155
kiosk.start, 146

L

layer 2 switch, 11
LDIF, 174,175
load balancing, 2, 168
turning off, 168
log files
examining, 55
viewing messages logs, 56
LogAppl, 218
LogHost, 218
LogKern, 218
LogNet, 218
LogUSB, 218
LogVid, 218

M

managed object, 113
desktops, 131
Interconnect panel, 130
monitoring, 126
Sun Ray system, 126

man-in-the-middle attack, 98

Menu application, 204

message_class, 192

modules, 4
Registered, 5
StartSession, 5

monitoring programs
CA Unicenter, 132
HP OpenView VPO, 132
Tivoli TMS, 132

monitors
display resolution, 137
multicast
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IP, 111 P
multihead, 196

L . packet loss
adml_nlstratlon tool, 137 utcapture, 34
creating a new group, 138
group, 136, 143 packets
Hot Desking to an appliance, 142 pa:;t-of-order, 104

screen display, 136, 137
auto-size feature, 137
turning on policy from command line, 138
turning on policy with administration tool, 138 )
multihead feature, 135 panning, 137
multihead groups parallel peripherals, 79

Desktops, 131
Interconnect, 130
Sun Ray System, 127

viewing all, 52 PDA synchronization, 84
PDASync, 195

N peripherals
Netscape, 196 parallel, 79
network serial, 79

adding an interface, 23 persistent settings (monitor), 18

deleting an interface, 23 policies, 4

removing an interface, 25 removing old, 22
Network security, 203 power cycle, 3
NewTBW, 218 power—on self test (POST)
NewTDisplndx, 218 firmware module, 3
NewTFlags, 218 Primary server, 169
NewTVer, 218 printer

printing to attached, 82
printers

non-PostScript, 84

setting up, 82

non-secure session, 98

NSC mobile session, 87, 96
NSC mobile session login, 88
NSCM session, 88

! . printing, 82

disconnecting, 90 PROM. 25

enabling from Administration Tool, 94 '

enabling from command line, 96 protocol .

logging in to, 89 Spanning Tree, 111

ps, 7

O pseudo-token, 93
openGL, 196 Q
option code, 219 ) )
options QuickLogin, 88

encapsulated, 219

vendor-specific, 218 R
osD rdate, 169

icon messages, 180 redirection

understanding, 179 Group Manager, 19, 167
out of memory error, 22, 93, 159, 163 redundant failover group, 160
out-of-order packets, 104 Registered module, 5
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Remove replication, 170 changing the probe order, 59

restart, 138 deleting, 60
restricted runtime environment viewing or listing configured, 57
chroot, 208 viewing the probe order, 58
runtime environment Smart Card Frameworks, 56
chroot, 208 SNMP, 114
soft security mode, 98
S Spanning Tree protocol, 111
screen flipping, 142 spoofing, 98
Secondary server, 169 StarOffice, 196
secure session, 98 StartSession module, 5
security state codes
configuration, 98, 99 DHCP, 181
interconnect, 97 status
session, 99 security, 100
security mode subnet broadcast, 111
hard, 98 Sun Directory Services (SunDS) daemon, 26
soft, 98 Sun Management Center (Sun MC), 113
security status, 100 Sun MC
selectAtLogin, 20 additional modules, 119
self-registration, 5, 96 additional requirements with Sun Ray
serial peripherals, 79 module, 115

components, 114

creating an object, 120

installing, 116

notifying when parameter reached, 114
setting up monitoring environment, 119

server
authentication, 97, 98

Server addresses, 161

Server-to-switch bandwidth, 12

serv_ice, 5 Sun Ray
session, 5 Data Store, 169
changes_, ! . Sun Ray administration data, 38
cpnqectlon failures, 101 changing, 40
finding, 75 . .
managing, 75 Sunlseag administration database

secure vs non-secure, 98 adding a token 1D, 68

v_|eW|ng, K adding a user with token ID, 66
session change, 82 deleting, 63
Sess_ion Manager, 1,5 deleting a token 1D, 69
settlngs_ displaying current properties, 65

monltor editing properties, 67

persistent, 18 enabling or disabling a token ID, 69

shared memory, 196 finding, 69
Short Cut, 91 getting a token ID from a token reader, 70
simple failover group, 159 viewing by ID, 62

viewing by name, 63
viewing current, 65
Sun Ray appliance, 1, 2, 34

Simple Network Management Protocol, 114
smart card, 26
adding, 59
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finding sessions, 75
firmware module, 3
locking the screen, 26
managing sessions, 75
multihead feature, 135
multihead group, 136
shield users, 11
starting a print queue, 82
updating and upgrading, 25
viewing sessions, 77
Sun Ray daemons, 128
Sun Ray interconnect, 163
server IP addresses, 161
Sun Ray module
activating for troubleshooting, 200
loading, 199
requirements, 115
troubleshooting, 199
Sun Ray node
creating, 113
Sun Ray server, 1, 34
device directory, 79
installing software, 116
installing the software, 116
monitoring with CA Unicenter, 132
monitoring with HP OpenView VPO, 132
monitoring with Tivoli TMS, 132
network interfaces, 12
performing standard software installation, 118
software, 3
software daemons, 114
viewing all multihead groups, 52
Sun Ray Services
resetting, 43
restarting, 43
Sun Ray services, 113
Sun Ray Services panel
daemons, 129
Sun Ray Settings
changing, 51
Sun Ray system, 113
computing model, 1
monitoring feature, 114
security, 14
software requirements, 115
Sun Ray System panel
displaying, 126

refreshing, 127
setting alarms, 127

SunMC, 113
Health Monitor module, 119
Process Monitoring, 119
SUNWesagt package
to verify installation on Sun Ray, 118
SUNWSsynom, 119
SUNWoutesa package
removing, 134
Switch
high-capacity, 11
low-capacity, 11
switch
basic types of 100 Mbps, 11
layer 2, 11
syslog, 185

T

Tarantella, 196
TCP, 162
TerminalGroup policy, 142
TFTP, 220
thread_name, 192
token reader
creating, 44
getting a token ID from, 70
locating, 44

troubleshooting
activating the Sun Ray module, 200
loading the Sun Ray module, 199

U

ulimit, 148
Uplink ports, 12
utaction, 16
utadm, 16, 23, 108

utadm command, 22, 160
available options, 166

utadm -r command, 24
utaudio command, 194
utauthd, 193
utcapture, 16, 104

utcapture command
data elements, 34
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utcard, 16, 32 utslaunch.properties files, 91

utconfig, 16 utsunmec, 18, 134

utconfig command, 135, 169, 176 install, 117

utcrypto, 16,98 utsunmcinstall, 18, 134
utdesktop, 16 utsvc, 18

utdetach, 16, 29 utswitch, 18, 19, 82
utdetach command, 89, 91 utswitch command, 21
utdsd daemon, 26 utuser, 18

utdssync, 16 utwall, 18

utfwadm, 16 utwall command, 94, 96
utfwadm command, 25 utxconfig, 18, 137

utfwsync, 16 utxconfig command, 135
utglpolicy, 21 utxset, 18

utglpolicy (decremented in 2.0), 17

utgroupsig, 17, 177 v

utgstatus, 17 vendor-specific options, 218
utidle, 193 virtual frame buffer, 2
utinstall, 17 VLAN, 12

utkiosk, 17 implementing a Sun Ray interconnect, 10
utload. 193 multiple configuration, 10
utmhadm, 17,135 W

utmhconfig, 17, 135
utmhconfig command, 136
utmhscreen, 17

workgroups, 12

utpolicy, 17, 21, 22, 148 X

utpolicy command, 96 X cursor, 190
utpolicy -i clear command, 22 Xconfig, 191
utpreserve, 17 XINERAMA, 136, 141
utpw, 17 Xinerama, 196
utquery, 17,184 xinitrc file, 27
utrcmd, 17 Xservers, 191
utreader, 17, 21 Xsun, 191

utreplica, 17, 169 xterm, 211

utreplica command, 169
utresadm, 18, 28
utresdef, 18

utrestart, 18, 21, 138
utrestart -c, 22

utselect, 18, 19, 82, 167
utsession, 18
utsessiond, 7, 192

utset, 18

utsettings, 18, 28, 29, 31
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