=—310,®

Analyze the Future

www.idc.com

le)
—
(=]
<
{e)
(52
o
[ee]
(=]
0
x
©
w
.

« Framingham, MA 01701 USA - Phone 508.872.8200

5 Speen Street

An Evaluation
of Sun Cluster 3.0
and SunPlex

A Foundation for Mission-Critical
Applications

An IDC White Paper
Sponsored by Sun Microsystems

Analysts: Dan Kusnetzky and Jean S. Bozman

EXECUTIVE SUMMARY

Sophisticated enterprises today have multiple servers within one or
more datacenters, which once acted as islands of information on
their own but are now "virtually" connected through the use of clus-
tered computing software into what appears to end users to be a sin-
gle computing resource that is accessible across the network.

Service level management — the capacity to manage multiple appli-
cations across multiple tiers within a datacenter — is about trying to
achieve higher service levels at lower costs. It is also concerned with
reducing the risk of operation by easing the manageability of IT sys-
tems. This, in turn, increases the reliability and robustness of the
total solution and addresses the customer's needs for highly avail-
able data and applications.

Clustering and high-availability software allows the data and applica-
tions that reside on these separate servers to be accessed by all
end users on all of the servers within the cluster. This software also
allows applications to be hosted across multiple tiers of systems
within an organization's datacenter, providing high levels of robust-
ness, availability, and manageability. More important, workloads can
move from one server to another, if needed, because of resource
pooling, the use of globally shared data files, and the use of storage
resources provided by the virtual processing software and the under-
lying hardware platforms.

IDC believes that this kind of capability will become even more
important in the emerging world of distributed computing and Web
services. End-to-end delivery of data services — including applica-
tion services that, in reality, reside on geographically dispersed
servers or on multiple, physically separate servers within a corporate
network — will depend upon the kind of virtualization of resources
that is afforded by advanced clustering software.



In This White Paper

This white paper defines the IDC model of virtualization, clustering,
and availability as a framework for understanding clustering function-
ality that is delivered by many vendors within the computer industry.
It is organized into four major sections: IDC's view of virtual process-
ing and clustering technology; a review of the Sun Cluster 3.0 prod-
uct offerings; an IDC evaluation section, comparing Sun's clustering
software to the IDC model; and a discussion of the market chal-
lenges and opportunities for Sun's clustering software.

In a fifth section, this white paper recommends that Sun's Cluster 3.0
software product and the SunPlex architectural solutions — based
on Sun servers running the Solaris Operating Environment — be
considered as part of an organization's IT evaluations as it builds out
computing infrastructure with clustered and highly available sys-
tems. IDC concludes that Sun is a strong contender within the mar-
ket space for clustered servers that deliver advanced functionality
with respect to clustering technology and high-availability features.

IDC'S VIEW OF VIRTUAL PROCESSING,
CLUSTERING, AND AVAILABILITY

IDC believes that clustering and virtualization are becoming increas-
ingly important in multitier computing infrastructures, as shown in
Figure 1. This is because each tier may contain multiple servers that

Figure 1: N-Tier Platform for Distributed Computing
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can be clustered together as a virtual computing resource supporting
many end users or a high volume of data requests. Alternatively, they
can be clustered together to provide highly available applications and
data to end users.

In the process of doing demand-side research (i.e., research about IT
consumers), IDC has uncovered customer requirements for clustering
and availability software and for clustering hardware. IDC has synthe-
sized these requirements into models of virtual processing, clustering,
and availability software and hardware. IDC believes that these mod-
els can serve as valuable tools for evaluating virtual processing solu-
tions and for explaining that clustering is a combination of clustering
software, server hardware, interconnects, and storage systems.

Each of the components of IDC's model of virtual processing — from
software, to hardware, to interconnects, to storage — can be seen as
complementary, rather than competitive, in the creation of the total
clustering solution. It is clear that performance, scalability, reliability,
and availability — along with the creation of a unified management
domain — are the goal of organizations that are using advanced
clustering and high-availability software.

Organizations are looking for these configurations to provide a reli-
able pool of resources from which they can draw without having to
concern themselves too much with which individual server system is
actually doing the work. Furthermore, these organizations want their
server configurations to manage themselves by dealing automatically
with day-to-day operational issues and to "heal" themselves by con-
tinuing operations, even when a failure of any individual hardware or
software component occurs.

IDC's virtual processing model segments virtual processing into five
system software functions providing levels of performance, scalabili-
ty, reliability, availability, and manageability that exceed what is pos-
sible within a single server system alone.

These five types of system software functions include the following:

» Performance. Parallel processing software allows a single appli-
cation to be decomposed into components or into multiple
instances of an application to be run in parallel on different com-
puters. This approach is ideal for high performance in simulation,
modeling, and other applications that process large amounts of
data with few interdependencies.

« Scalability. Load balancing software stands between the people
who are using these applications and the applications them-
selves and distributes the workload among the systems running
these applications, using either a simple round-robin approach to
distribute the workload, a request/supply model in which systems
notify the load-balancing software that processing capacity is
available, or, in more sophisticated software, agents to sense
which systems have spare processing capacity.

* Reliability and Availability (two categories, as shown in the
IDC Model [see Table 2 in the Appendix]). Two different types of
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DEFINITIONS

Here are some brief descriptions of
the key features of Sun Cluster 3.0
software, the foundation of the SunPlex
environment:

Global File Service. Abstracts the data
location from the services being supplied
by the cluster, delivering continuous avail-
ability of core data services, simplifying
system administration, and lowering the
cost of cluster deployment

Global Networking. Enables IP service to
reside anywhere within a cluster environ-
ment so that service recovery is seamless
to the application, which results in
improved availability of network services

Global Devices. Automatically detects all
storage devices upon system boot, improv-
ing ease of use, providing seamless stor-
age scalability, and enhancing availability,
regardless of the physical server node to
which these devices are attached

Automated application service
management. Provides virtually contin-
uous service levels to end users

Scalable Services. Allows multiple
instances of the application to run within
the cluster; within scalable services, only
service-level recovery is required for data
processing to maintain consistent service
levels

An Evaluation of Sun Cluster 3.0 and SunPlex: —4 —

distributed application architectures are used to ensure high
availability. Storage replication software is used for data avail-
ability and application availability software, which is usually built
on top of a data availability solution. Application availability soft-
ware can actually restart applications. If the application has
been written to use the cluster application programming inter-
face (API), it is possible to prevent the loss of an in-process
application; otherwise, it is assumed that the database will back
out incomplete transactions.

+ Manageability. Single-System Image Clustering software cre-
ates a complete virtual environment in which users see the sys-
tem as a very large, very reliable, single computing resource,
even though that unified virtual resource is actually constructed
from a number of separate computing elements which may or
may not reside in a single datacenter. A unified domain has a
number of benefits: it lowers costs of administration, lowers
development costs, and provides a pool of resources.

IDC's model of these five system software functions is described in
detail in the Appendix.

REVIEW OF SUN'S OFFERINGS

Sun SunPlex Clustered-Server Configurations

SunPlex systems are clusters of servers that are designed to man-
age application services for tightly coupled computing environments.
They are built around Sun Cluster 3.0 software, the Solaris Operat-
ing Environment, and Sun server, storage, and network connectivity
products and services. A more in-depth definition of this configura-
tion can be found in the section Cluster Framework Integration with
the Solaris Operating Environment (see page 12).

Sun Cluster 3.0 software allows up to eight Solaris servers to be har-
nessed together to create what appears to the end user to be a sin-
gle system that includes up to 848 processors, if eight Sun Fire 15K
servers (each up to 106 processors) are used. Alternatively, cus-
tomers can cluster a wide range of Sun servers — including entry
servers (which, by IDC definition, are those servers priced up to
$100,000), such as the Netra T1, the Sun Fire V480, or the Sun Fire
V880; midrange servers (defined by IDC as those priced $100,000
to $1 million), such as the Sun Fire 4800 or 6800; and high-end
servers (defined by IDC as those priced at $1 million or more), such
as the Sun Ultra Enterprise 10000 or the Sun Fire 15K. Sun's classi-
fication of these three types of servers is volume servers, midrange
servers, and datacenter servers (see sidebar Hardware Platforms
Supported on page 5 for more examples of the Sun servers that can
be included in clustered configurations).

Sun Cluster 3.0 Software

With Sun Cluster 3.0 software, application services can be categorized
in one of two ways: either as a scalable service or as a failover service.
The most basic difference between the two modes of operation,

IDC
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HARDWARE PLATFORMS
SUPPORTED

Sun servers supported with Sun Cluster
3.0:

Entry Servers (Sun's volume servers
category)

+  Netra™T1 200

*  Netra 112x

*  Netra 140x

*  Netra 20 (Netra T4)

+  Sun Enterprise™ 220R
*  Sun Enterprise 250

*  Sun Enterprise 420R
*  Sun Enterprise 450

+  Sun Fire™280R

+  Sun Fire V480

= Sun Fire V830

Midrange Servers (Sun's midrange
servers category)

¢+ Sun Enterprise 3x00
*  Sun Enterprise 4x00
¢+ Sun Enterprise 5x00
¢+ Sun Enterprise 6x00
+  Sun Fire 3800
+  Sun Fire 4800/4810
+  Sun Fire 6800
+  Sun Fire 12K

High-End Servers (Sun's datacenter
servers category)

+  Sun Ultra Enterprise 1000
+  Sun Fire 15K

Source: Sun, July 2002
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according to Sun, is the number of application instances that are exe-
cuting simultaneously within the SunPlex system and also the nature of
the application in the system (i.e., whether the application is "stateful"
versus "stateless"). IDC notes that scalable services and failover servic-
es may both be present within the same SunPlex system.

A scalable service consists of multiple instances of the same applica-
tion running simultaneously within the cluster, which provides
extremely high levels of availability for a given application service. A
failover service consists of only one "stateful" application instance
running at any given time. If that given application goes offline for
any reason, its "state" must be recovered on another Solaris domain
by means of Sun Cluster's failover software capabilities. The failover
process recovers the state of that application — before it went offline
— and reestablishes the links between the application and the data-
base to which the application's transactions were posted.

The Scalable Services Scenario

Sun uses the term "scalable services" to describe the support of mul-
tiple instances of a data service or application service on multiple
servers — or within a single, scalable server. The workload can then
be shared by a number of processing resources. This means that a
larger workload can be supported by the SunPlex clustered configura-
tion than would be possible within any single server system. This
complies quite well with the scalability portion of the IDC model of vir-
tual processing (see Table 2 in the Appendix). Readers should refer to
the Evaluation section of this white paper for further analysis of the
functionality of Sun Cluster's capabilities with regard to scalability.

Configuring a service as a scalable service has several benefits,
such as increasing the overall scalability and availability of given
applications and reducing user wait times associated with traditional
clustering techniques. Since multiple instances of the application are
running simultaneously, the data service does not need to be
restarted if one of the instances fails.

If a failure causes one of the data services, such as an application
service, to become unavailable and that data service or application
service is still available somewhere else in the clustered configura-
tion, the Global Networking capabilities of Sun Cluster 3.0 allow
incoming end-user requests to be transparently rerouted to other sur-
viving instances so that the user session is not lost. This means little
or no perceived downtime. Furthermore, this process is typically
faster than the traditional failover/restart approach to move data serv-
ices from one server to another.

Moreover, Sun Cluster 3.0 software can be used for data-processing
scalability across the multiple Solaris domains of a single, partitioned
Sun server. It also can be used to link Solaris domains that are run-
ning on multiple, physically separate servers in which multiple
instances of Solaris, each running within a domain, are clustered
together using Sun Cluster 3.0 software and the optional Sun
Management Center (Sun MC) cluster-management software.

An Evaluation of Sun Cluster 3.0 and SunPlex:
A Foundation for Mission-Critical Applications
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SUN SYSTEMS-LEVEL
SOFTWARE

Sun Cluster 3.0 fits into a broader world
of Sun system-level software. It inte-
grates with each of the following Sun
software products:

An Evaluation of Sun Cluster 3.0 and SunPlex:

Solaris Operating Environment
(either Solaris 8 or Solaris 9, the lat-
est releases of the Solaris operating
system, a variant of System V
Release 4 [SVR4] Unix)

Sun StorEdge Instant Image (l1),
storage-management software that
provides data mirroring on Sun's
StorEdge storage systems

Sun StorEdge Network Data Repli-
cator (SNDR), a data-mirroring
capability that allows IT sites to
ensure that mission-critical data is
archived in an offsite data store,
over a wide area network link, for
purposes of business continuance
and disaster recovery

Sun Management Center (Sun
MC), software provides customers
with a control point and a unified
console view of their clustered serv-
er systems; it allows system admin-
istrators to issue a command once
and to have it applied to all of the
servers within a single clustered
configuration of multiple, individual
server nodes

Solaris Resource Manager (SRM
1.2), a software module that moni-
tors the usage level of computing
resources; works with Solaris' Auto-
matic Dynamic Reconfiguration
(ADR), which resizes partitions with-
in a single server to complete the
total solution by reassigning tasks to
specific sets of available computing
resources (CPU, memory, and I/O)

The High-Availability Failover Services Scenario

High-availability failover capabilities, which are shown in the IDC
model (see Table 2 in the Appendix), restart applications or databases
on alternative servers within a cluster, in the event that the server on
which they are running goes offline or fails. Typically, restarts related
to failover in clustered systems range from a minimum of 30 sec-
onds (in the case of a server that already has the application
installed) to a maximum of many minutes (in the case of a database
restart). Both the failed server and the alternative server can access
shared storage, which allows restart of the data service on the alter-
native server. In any case, the failover process itself typically entails
some level of delay or interruption before end users regain access to
the data service that failed.

Sun Cluster 3.0 software relies on its close integration with the
Solaris Operating Environment to rapidly detect failure and to make
the resultant failover sequence more reliable than might be possible
through the use of layered clustering software running on top of
other operating systems. The Evaluation section of this white paper
provides further analysis of the functionality of Sun Cluster 3.0 with
respect to failover functionality (see page 13).

Sun Cluster 3.0's failover services consist of only one instance of an
application running anywhere within the SunPlex system at any
given time. The failover service is most commonly used for applica-
tions in which the replication of state information is required in order
for data processing to continue. When a failure of hardware or soft-
ware causes the application to go offline, the application must be
restarted at a new location. An end user accessing that application
may experience a slight delay during the restart process. The appli-
cation may be restarted elsewhere within the SunPlex clustered con-
figuration: either in a separate partition within a scalable server or in
another Sun server that is part of the SunPlex cluster.

Support for Clusterwide Resource Management

Sun Cluster 3.0-based clustered configurations offer end users a
number of clusterwide resources and can be seen by system admin-
istrators from a single administrative view. Clusterwide services
include Global Devices, Global File Service, and Global Network
Services (which supports global IP), which are always available to
the services that depend on them, even in case of failures. These
services are virtualized across the SunPlex clustered-server configu-
ration itself, and they all allow end users to access applications and
data that are running on alternative compute resources within the
complex in the event that any single computing resource goes offline.

In many cases, hardware or software failures are completely trans-
parent to the applications. This is ensured by the design of
Sun Cluster 3.0 software to provide direct interprocess communica-
tions (IPC) between up to eight instances of the Solaris Operating
Environment, including both Solaris 8 and Solaris 9 — the new
releases of the Solaris operating system, which are shipping now.

IDC
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SUN CLUSTER 3.0 — APLATFORM
FOR SERVICE LEVEL
MANAGEMENT

Sun Cluster 3.0 software and the Sun-
Plex environment include the following
key features:

+ Global File Service that can be
accessed equally by all attached
servers

+ Global IP services allowing network-
focused applications to continue to
function as long as network connec-
tivity exists within a cluster, even
when the communications subsystem
of the application's host machine fails

+ Systemwide service level management
for system administrators to set up
clusters that support quick switchover
between multiple application services
and data services running across the
cluster; this switchover capability sup-
ports faster recovery from hardware or
software faults (in any single server)
than traditional failover recovery in
high-availability clusters

+ SunPlex Manager tool along with inte-
gration with Sun Management Center
(Sun MC) for improved ease of instal-
lation, monitoring, and management
of data services

+ Automation of script-writing proce-
dures for cluster enablement using
the SunPlex Agent Builder tool

i
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Flexibility of operations is supported by high-availability failover from
one server to another within a cluster, by provision of alternative data
services running on alternative servers, and by the notion of "scala-
ble services" with respect to data services that are running in multiple
Solaris domains throughout the cluster. Thus, clustering technology
will be a key enabler of near-continuous data availability in the
emerging world of Web services and provisioning of data services
onto multiple computing resources. Sun Cluster 3.0 software, due to
its tight integration with Solaris, appears to be able to better address
this need for fast, reliable failover than might be possible with a lay-
ered software approach.

Service Level Management

Service level management is a key design point for Sun Cluster 3.0
software. Sun plans to leverage this capability in its support for virtu-
alized computing capabilities throughout a computer network. Sun
has already described its vision for the next generation of network
computing, putting a new twist on the Sun motto "the network is the
computer" to "the network will become the computer." The next gen-
eration of Sun systems software, including Sun Cluster software, will
be designed to provide this level of computing virtualization.

Over the next several years, system administrators will start to man-
age virtual resources much as they currently manage today's physi-
cal computing resources. Sun's virtualization software, found in its
clustering software and its storage-management software, already
supports logical management of data across a single cluster. This
single system provides a highly available, highly scalable platform
for applications.

Sun Cluster 3.0 software leverages the capabilities that Sun has built
into its midrange "midframe" servers, such as the Sun Fire 6800,
which supports up to four partitions; the Sun Fire 12K, a midrange
server priced from $500,000, which supports up to nine partitions;
and the Ultra Enterprise 10K and Sun Fire 15K high-end servers, in
which up to 18 partitions (or domains) can be created, each running
a separate instance of Solaris. When multiple Solaris instances are
running on a single machine, it is possible to use Sun Cluster 3.0
technology to move applications from one domain to another. Using
Solaris' built-in Automatic Dynamic Reconfiguration (ADR) capability,
it is also possible to dynamically resize the domains within a Sun
cluster, as needed, according to the compute requirements of the
application workloads that are running.

Sun server customers can now set up multiple domains on single
servers, or they can set up those domains across multiple servers.

Some IT managers find it advantageous to set up these domains for
purposes of server consolidation and high availability of mission-
critical data. When that is done, Sun Cluster 3.0 and its Sun Manage-
ment Center (Sun MC) management capabilities can push workloads
to the appropriate compute resources within a single Sun server.

-7- An Evaluation of Sun Cluster 3.0 and SunPlex:
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Alternatively, multiple Solaris domains can be set up across multiple,
physically separate servers within a cluster. This approach reduces
the impact of any one server going offline because alternative
Solaris domains running on other servers are immediately available
for switchover within the cluster.

IDC believes that access to all attached server nodes within a Sun
Cluster 3.0 configuration can be compared to the type of software
virtualization that was previously seen in traditional, high-end, host
computer systems, which provide the highest levels of reliability and
data availability. For example, IBM-compatible mainframes running
in an IBM SysPlex made up of many servers, each of them running
an IBM operating system (including the IBM z/OS, the OS/390 oper-
ating system, the IBM VM/XA operating system and its follow-on
z/VM virtualization technology, or the IBM TPF operating system)
could provide similar levels of uptime to that provided by Sun's solu-
tion. Alternatively, similar configurations could be formed through the
use of multiple Compaq Himalaya high-end server systems, which
could achieve large single system images by clustering many indi-
vidual server nodes together (see Table 1 in the Appendix). Sun is
bringing this kind of datacenter host functionality to the world of dis-
tributed Unix servers that are rapidly taking on many of the mission-
critical workloads once reserved for mainframes.

In the future, however, computing resources will be managed at an
even higher level of abstraction than is possible today — involving
multiple clusters and geographically distributed servers. Thus, Sun
Cluster 3.0 was built as part of a technology road map for wider vir-
tualization that will play out over the next five years, IDC believes. In
that respect, Sun Cluster 3.0 can be seen as one of the building
blocks of a wider Sun technology foundation for the next wave of
distributed computing, which aims to deploy data services across a
wide array of networked servers and to manage these data services
at a high level of abstraction — rather than to manage them on a
server-by-server basis, as is the practice in today's datacenters.

Data Availability

Upon system boot, Sun Cluster 3.0 detects all storage devices —
other than its direct-attached storage — through its Global Devices
feature. All of these storage devices are available to any application
on any system in the cluster. This allows cluster storage to appear to
be a single resource even though the storage devices may be physi-
cally attached to one of the cluster nodes, attached to a storage
server and being accessed via a storage area network, or network
attached storage being accessed by one member of the cluster.

Global Devices make storage easier to use, simplify cluster adminis-
tration, and make it possible for system configurations to include
redundant storage hardware. This approach means that failures of
storage volumes, storage adapters, or storage cables can be hidden
from applications. If a device fails or becomes inaccessible for some
reason, the application can continue processing using a replica of
that volume.

An Evaluation of Sun Cluster 3.0 and SunPlex: - 8-
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Global file service virtualizes storage so that data no longer needs to
be physically attached to the server that is hosting the application or
database.

Global network service virtualizes access to network interfaces. This
means that a network application service can actually be hosted any-
where within the cluster. Multiple IP addresses can be used for a single
service, or a single IP address can be used to access multiple servic-
es. Sun's Global Network Services creates a many-to-many relation-
ship between network addresses and network application services.

This also means that applications can continue to run even though
individual network interfaces have been stopped or restarted. Net-
work application services can be stopped and restarted on another
system, without making that service unavailable, through the use of
Sun Cluster 3.0's built-in workload balancing capability.

So, the failure of a network adapter or network application service no
longer has to mean that users will experience an interruption. Fur-
thermore, the built-in, load-balancing mechanisms would also tend to
better utilize overall cluster resources.

Application Availability

Applications or application components can be hosted by several sys-
tems within a cluster. This capability can be used in several ways: reli-
ability, manageability, performance, and scalability. Multiple instances
of a given application can be run simultaneously and each instance fed
different portions of a single data set to provide higher levels of per-
formance. Another use of this capability is extending system scalability
to allow more user workloads or larger data sets to be processed.

Sun Cluster 3.0's failover services allow multiple mission-critical or
business-critical applications and services to share the same clus-
tered hardware configuration. This failover capability in and of itself is
comparable to that of other Unix systems vendors.

In addition, Sun provides the scalable services function, which lever-
ages workload-balancing software to direct the incoming end-user
requests to other instances of those applications or network applica-
tion services that are running elsewhere on the cluster. For example,
this capability is already supported for SAP applications running on
multiple Solaris instances within a SunPlex system. By building up
these capabilities, Sun is taking strides in its progression toward
building a "services-driven network" in which "data services" are pro-
vided via provisioning of those data services onto several servers
within a given corporate network, intranet, or extranet.

To enable these scalable services, Sun has provided Sun Cluster 3.0
with the capability to quickly detect an error and to invoke the
workload-balancing software to move end-user requests to the alterna-
tive data service. In that scenario, users would see only a short pause
or interruption in service when such a failure occurs. This improves
upon the situation in many clustered server configurations throughout
the industry, in which failover times for specific applications or data-
bases may take several minutes to be reestablished on other servers

-9- An Evaluation of Sun Cluster 3.0 and SunPlex:
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SUPPORT FOR VIRTUALIZATION
OF THE SERVER RESOURCES

The Sun Cluster 3.0 software, combined
with Sun's SPARC/Solaris server sys-
tems, storage devices, and systems man-
agement software, offers organizations an
application service level management
platform that delivers overall levels of per-
formance, scalability, application availabil-
ity, and data availability — as well as the
ability to create a unified management
and computing domains from a number of
physically separate systems. Sun Cluster
3.0 is the key element of Sun's SunPlex
computing environment, which includes
the hardware, software, and storage com-
ponents of the overall solution.

The Sun Cluster 3.0 capabilities allow IT
organizations to consider their clustered
Sun systems to be a unified pool of virtu-
al resources that allows them to establish
a foundation for managing the delivery of
mission-critical and business-critical data
services — all of which are key require-
ments for the next wave of enterprise
computing. IDC believes that these capa-
bilities will take on even more importance
as the next generation of Web services
starts to be delivered over the next two to
three years.

An Evaluation of Sun Cluster 3.0 and SunPlex:

within the cluster. More important, if a failure occurs somewhere within
the cluster, applications or network application services running on
other cluster nodes continue to run. Users of those applications or
services would be unaware of a failure.

This is comparable to the situation in which multiple applications are
running on a series of servers in a "server farm" in a multitier or
n-tier environment (refer back to Figure 1). In that case, alternate
data services are available as soon as the end user can connect to a
new session with the alternate application server. In the case of
databases, the situation is a bit different, in IDC's view, because
more than one database instance would have to be synchronized
with a mirror copy of that database in order to retain comparable
data access in case one of the two databases went offline.

However, IDC notes that Sun Cluster 3.0's load-balancing facilities
allow a large workload to be shared among several Sun systems,
improving overall scalability and performance.

Application Management

Sun Cluster 3.0's Resource Group Manager (RGM) takes the con-
cept of service level management one level higher by allowing
groups of applications, application components, and system services
to be seen as a single resource. Applications and application com-
ponents can be registered with the RGM component of the cluster
framework, allowing administrators to group functions together. This
allows the framework to respond intelligently to failures. The cluster
can reconfigure itself to keep registered applications running without
affecting applications or system services that do not rely on the
failed functions. The entire group of applications can be quickly
rehosted in the case of a failure, without requiring operator interven-
tion. This type of rapid deployment capability helps to ensure near-
continuous availability of mission-critical applications and data.

Virtualization Offered by Sun Cluster 3.0 Software

The virtualization provided by the combination of Sun's Global
Devices, Global File Service, Global Networking, and Scalable Ser-
vices features provides a quick restart capability in the event that the
system initiates the failover of a single application, since the file sys-
tem and the cluster-attached storage devices would not have to be
restarted. This dramatically reduces the service-interruption time for
end users.

Thus, mission-critical and business-critical applications will remain
available to end users on a continuous or near-continuous basis,
depending on whether a failure occurs in any given server. IDC
notes that the more domains that have been set up within a Sun
cluster (either with multiple servers or within a single, scalable
server's domains), the less the likelihood that end users would expe-
rience appreciable disruption to data access.

The Sun Cluster 3.0 framework presents administrators with a uni-
fied management domain. This means that all of the cluster
resources can be managed and administered as if they were on a

—10- IDC
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SOFTWARE AGENTS

List of agents supported on
Sun Cluster 3.0:

+ Apache Proxy Server

+ Apache WebServer
(scalable and HA)

+ DB2

+ iPlanetTM Web Server
(scalable and HA)

* iPlanet Messaging Server
+ iPlanet Directory Server

+ iPlanet Calendar Server

+ Oracle Enterprise Server
+ Oracle Parallel Server (OPS)
+ Oracle 9 RAC

¢ Informix

+  SAP (Scalable)

« SBU

+ Sybase

* Netbackup

+ Broadvision

+ SunDNS

+ SunNFS

Source: Sun, July 2002
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single system. These resources can be viewed through the Sun
Management Center 3 console and via browser-based Web connec-
tions, from remote sites such as a system administrator's home. This
capability allows a single system administrator to become much more
effective and productive, as any action or command needs to be exe-
cuted only once to be applied throughout the cluster. Clustering soft-
ware packages in the industry that do not yet support a global file
service (along with smooth interprocess communications between
operating systems across the cluster) require that system administra-
tors apply each clusterwide command repeatedly to each server with-
in a given cluster. This is a time-intensive approach that reduces
system administrator productivity, compared with deploying com-
mands simultaneously throughout the cluster.

Application Building with Sun Software Tools

The Sun Cluster 3.0 API enables off-the-shelf applications to be inte-
grated into the cluster framework. This broadens the reach of Sun
Cluster use to a wide variety of packaged applications and packaged
databases. Furthermore, a software development kit (SDK) and
agent-builder wizard tools provided in Sun's SunPlex Agent Builder
toolkit are available to speed the development effort required to cre-
ate cluster-aware applications. It also allows an agent or cluster to
become application-aware. Thus, Sun says that application services
are enabled by the combination of the application itself and the Sun
Cluster agent. This is particularly useful for custom applications writ-
ten for a specific industry or enterprise, since it allows those applica-
tions to be made cluster-aware more quickly and efficiently than if IT
staff programmers had to develop one-off clustering scripts for each
custom application.

Since its introduction in December 2000, the Sun Cluster Agent
Builder tool has allowed customers to create both failover and scala-
ble agents rapidly. This fast-scripting capability complements the pro-
vision of predefined cluster-aware software agents that are provided
by Sun and its independent software vendor (ISV) partners. Among
these predefined agents are those for the Oracle, Informix, and IBM
database products, along with those for SAP, Sybase, Oracle 9i
RAC, and the open source-based Apache Web Server.

SunPlex Agent Builder works by generating "agent" code in the Korn
Shell's ksh or C languages, with automation of the scripting process
that is triggered by means of a graphical user interface (GUI)-based
start command. In December 2001, Sun enhanced its SunPlex Agent
Builder so that it now supports the Generic Agent functionality that
generates a precompiled agent binary without any further program-
ming or modification to existing code.

To ensure high levels of security, programmers can use the Solaris
Security Toolkit, which is also known as the JumpStart Architecture
and Security Scripts (JASS) toolkit. JASS provides a flexible and
extensible mechanism to minimize, harden, and secure systems that
are based on the Solaris Operating Environment system. The pri-
mary goal behind the development of this toolkit is to simplify and
automate the process of securing Solaris systems.
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PRECONFIGURED CLUSTERS

Sun markets several preconfigured clus-
ters as a way to reduce the time for
deployment, setup, and installation.

The Sun hardware, Sun system software,
and Sun clustering software are prein-
stalled and preassembled into an inte-
grated "cluster in a rack" in the Sun
factory.

At the same time, the use of preconfig-
ured clusters reduces the need to have IT
staffers with advanced HA skills at each
deployment site, thus lowering the IT
skills requirement for customer sites that
wish to deploy a Sun clustered-server
configuration. All preinstalled software is
tested and certified by Sun Engineering.

Cluster Platforms from the SunTone™
Platform product portfolio are integrated
stacks of Sun hardware and software
designed to provide a robust, high-
availability framework with failover protec-
tion and built-in workload-balancing
capabilities.

Here is a brief list of the predefined clus-
ters, which will be extended in the future
to include other sets of servers and stor-
age systems:

. Cluster Platform 220/1000, which
includes two Enterprise 220
servers, both attached to shared
disks within one or more Sun 1000
storage systems

*  Cluster Platform 4500/3, which
includes two Enterprise 4500
servers, both attached to one or
more T3 storage systems

. Cluster Platform 280/3, which
includes two Sun Fire 280R
servers, attached to one or more T3
storage systems

¢+ Cluster Platform 15K/9960, which
includes two Sun Fire 15K servers,
attached to one or more StorEdge
9960 storage systems

An Evaluation of Sun Cluster 3.0 and SunPlex:

Cluster Framework Integration with the Solaris Operating
Environment

Sun Cluster 3.0 technology is integrated into the Solaris Operating
Environment. It virtualizes the Solaris Operating Environment, allow-
ing applications be both highly available and highly scalable by
allowing multiple application "instances" to run across the Sun clus-
tered-servers configuration. To achieve this, Sun leveraged five
years of research and development work that resulted in the ability
of Sun Cluster 3.0 to optimize interprocess communication (IPC)
between multiple instances of the Solaris operating environment.
This work, done as part of Sun's "Full Moon" development project in
Sun Labs, resulted in differentiated Sun technology that confers high
levels of virtualization for servers that are participating in a Sun
Cluster 3.0-clustered configuration.

The Sun Cluster 3.0 framework enables resources, such as devices,
file systems, and networks, to be shared in the cluster. It provides a
single, integrated hardware and software platform for applications
that share the available cluster resources. More resources can be
added to the platform by adding more resources to the cluster, either
in the form of additional cluster nodes or by adding resources to
existing nodes.

Sun SunPlex Clustered-Server Configurations

SunPlex systems are clusters of servers that are designed to man-
age application services for tightly coupled computing environments.
They include the following hardware and software components:

e Sun Cluster 3.0 software

«  Two or more instances of the Solaris 8 or Solaris 9 server oper-
ating systems

*  Sun Cluster 3.0 supports the whole range of the Sun server line,
starting from the one-way Netra T1 to the 106-way Sun Fire
15K. In addition, Sun Cluster configurations can include the
Enterprise 250, 450, 220R, and 420R entry servers and the Sun
Enterprise 3000, 3500, 4500, 6000, and 6500 midrange servers
as long as these UltraSPARC ll-based servers run Solaris 8 or
Solaris 9. All of the Sun Fire servers, which are based on Ultra-
SPARC Il microprocessors and the Solaris 8 or Solaris 9 operat-
ing systems, can also be deployed as server nodes for SunPlex
configurations. These include Sun's "Mid-Frame" Sun Fire 3800,
4800, and 6800 servers, the Sun Fire 12K high-end midrange
server, and the Sun Fire 15K high-end server.

+ Packaged software modules for applications run in a high-
availability mode across the clustered servers. Alternatively, cus-
tomers can use Sun scripting toolkits to create their own cluster-
aware applications for the SunPlex system. The Sun scripting
toolkits are designed to reduce overall development time
through automation of the coding process. The Sun Cluster API
and the SunPlex Agent Builder (see the section on page 11) pro-
vide options to facilitate packaged software's ability to make full
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use of the clustered configuration. The use of the APl confers
cluster-awareness on any packaged or custom application. The
Agent Builder speeds the development of code through automa-
tion of the coding process itself.

+  Sun StorEdge storage arrays, or third-party storage devices pro-
vided by other vendors, include the Sun T3 storage device, the
StorEdge D1000, StorEdge 3900, StorEdge 6900, and StorEdge
9900 storage systems. In addition, third-party storage devices,
including those from EMC Corp., are also supported.

* Hardware interconnects between all of the clustered servers and
the network connectivity (locally, in a campus, or via a wide area
network) create the clustered-server configuration. Typical inter-
connects include Fast Ethernet (100Mbps Ethernet), Gigabit Eth-
ernet (GbE), and SCI over the Remote Shared Memory (RSM).
Sun also provides a Campus Clustering solution that connects
clustered servers via a long-distance, wide area network (WAN)
connection. Additionally, Sun sells the Sun StorEdge Network
Data Replicator (SNDR), a mirroring facility that supports business
continuance and disaster-recovery planning by enabling mirroring
via geographic clusters, in which the clustered servers are con-
nected via a WAN link. It also sells Sun StorEdge 9900 TrueCopy
Software with its StorEdge 9900 high-end storage systems.

The design point for the SunPlex systems, whether preconfigured by
Sun at the factory or configured and installed at a customer site, is to
create a single, virtual computing resource that improves the reliabili-
ty, scalability, and manageability of the core system and ease of use
for end customers.

Deployment of SunPlex clustered-server configurations is intended
to reduce the customer's total cost of ownership (TCO) over time,
even as it provides such near-term benefits as high availability for
mission-critical and business-critical applications, support for server
consolidation, reduced management requirements for system admin-
istrators, and reduced system downtime for end users.

The provision of preconfigured configurations reduces setup and
installation time and allows customers to adopt optimized configura-
tions rather than spends time developing custom scripts and requir-
ing system administrators to spend time learning how to install
specific combinations of servers and storage systems. IDC research
has shown that many customers delay installation of enterprise clus-
tered systems because of concerns about having sufficient in-house IT
experience to deploy such clusters and about spending time develop-
ing scripts to make custom and package applications "cluster-aware."

EVALUATION: HOW DOES SUN'S CLUSTERING
SOLUTION COMPARE TO IDC'S MODEL?

As Table 1 shows, the Sun SunPlex Cluster 3 solution clearly fits into
the clustering software segment of IDC's model of clustering and avail-
ability software. It goes beyond that segment in several ways by provid-
ing higher levels of virtualization, allowing the configuration to be seen
as a large pool of resources rather than a number of individual systems.

-13- An Evaluation of Sun Cluster 3.0 and SunPlex:
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Table 1: Evaluation of Sun Cluster 3.0

Feature/Function Sun Cluster 3.0

Data availability The virtualization provided by the combination of Sun's Global Devices and Global File Service
means that the failure of any single component of the storage subsystem would not cause data
to become unavailable. Users would experience little or no service interruption time.

Application availability The virtualization provided by the combination of Global File Service and Scalable Services
means that applications will appear not to fail. Sun Cluster 3.0's Resource Group Manager
takes this to the next level of virtualization by acknowledging that applications often consist of
many components and system services that may be hosted on different systems within the
cluster (see sidebar Software Agents on page 11 for supported applications).

Parallel performance  Sun's scalability services mean that organizations can run multiple instances of applications or
application components. The result would be higher levels of performance than those possible
with a single system. Sun Cluster 3.0's SDK and Agent Builder tool allow applications to be
built to enhance parallel performance.

Scalability Organizations can support more users or larger databases by running multiple instances of
applications or application components. The result would be higher levels of scalability than
possible with a single system.

Unified domain Sun Cluster 3.0 presents a single system image to everyone, reducing the perceived
complexity of the environment and the related costs due to complexity. Sun Cluster 3.0 takes
the next step by presenting an environment in which multicomponent applications can be seen
as, managed as, and restarted as a single application. Sun's Global File Service and Global
Networking Services are key features creating a unified domain.

Source: IDC, 2002

The addition of Sun's SunPlex (a clustered configuration of Sun
servers — which can include high-end servers, midrange servers, or
entry-server systems), Sun's storage software, and hardware allows
Sun to fulfill all of the requirements of all of the different types of
clustering and availability architectures.

Addressing the Scalability and Availability of Data Services

IDC notes that Sun Cluster 3.0's scalable services are useful for
increasing both overall system scalability and the availability of busi-
ness-critical and mission-critical applications. Operation in the scala-
bility mode does not meet the IDC model's requirements for a
failover clustering solution that supports the failover of "stateful"
applications. This is because any transactions not updated before a
stateful application goes offline would have to be recovered from a
system log and then resubmitted to an alternate data service for
completion. However, in the event that stateless applications
(e.g., support of static Web sites, firewalls, and security/authentica-
tion software) were referred to an alternative Solaris domain for pro-
cessing, then the scalability services would meet the criteria of
providing very high levels of availability for those data services —
and for the end users accessing those data services.

An Evaluation of Sun Cluster 3.0 and SunPlex: - 14 —
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With regard to Sun Cluster 3.0's failover services, these meet the cri-
teria for failover high-availability clustering for stateful applications,
according to the IDC model. IDC believes that Sun Cluster 3.0 pro-
vides advanced functionality that competes strongly with other failover
clustering technologies in the marketplace. Sun Cluster 3.0's Global
File Service, with its support for clusterwide virtualization, is in the top
tier of high-availability failover software packages shipping in the mar-
ket today (see Table 1). IDC believes that when both the failover serv-
ices and scalability services are used, Sun Cluster 3.0 provides a very
comprehensive approach to clustering and high availability in both the

scalability and failover dimensions.

CHALLENGES AND OPPORTUNITIES

Challenges for Sun IT infrastructure within many organizations often
consists of applications, application services, and network services
that run on a variety of servers made by different vendors. IDC
research has shown that most large organizations have deployed
multiple types of servers, running multiple types of operating sys-
tems, to run multiple workloads in heterogeneous, mixed-vendor
computing environments. Furthermore, large corporate networks
have multiple domains — and each of these domains supports col-
lections of computing workloads. Sun must find a way to confer the
benefits of its Sun Cluster 3.0 technology on this mixed-vendor,
heterogeneous world of computing, whether as a foundation for data-
center hosting, as an anchor for corporate data networks, or as a
data-management hub within a diverse array of heterogeneous sys-
tems running on top of cross-platform Java/XML middleware.

Sun has a vision for building an enterprise management framework,
called N1, which will manage application services that cross multiple
computing domains. Sun's clustering software should fit within this
N1 framework, both as the virtualization engine for clustered-server
configurations and as a means to link multiple partitions within a sin-
gle, scalable Sun Fire 15K server. However, IDC believes that it will
likely take several years for Sun to fully productize its N1 vision with
multiple virtualization engines that link resources running on different
types of servers (including both Sun servers and nonSun servers).

In the competitive landscape for Sun's clustering and virtualization
software, each of the major systems vendors — IBM, HP, and Sun —
has identified the opportunity of helping IT to manage workloads and
application services across heterogeneous, mixed-vendor networks.
All three have clustering and virtualization software to bring to bear
on this new set of computing challenges. All have embarked on this
journey to cross-platform management of computing "fabrics" — and
large corporations will likely install software products from more than
one of these vendors in some or all of their major sites. Thus, Sun
and its competitors will need to support interoperability and open net-
working standards to acknowledge that multiple solutions will likely
coexist in these next-generation computing "fabrics."

—-15- An Evaluation of Sun Cluster 3.0 and SunPlex:
A Foundation for Mission-Critical Applications



CONCLUSIONS

Sun Cluster 3.0 is a highly functional clustering software product, as
can be seen in this white paper. Customers should compare its func-
tionality with that of the wide spectrum of clustering products on the
market today. Sun has worked hard to advance the state of the art
for clustering technology, especially in the area of providing high lev-
els of application availability and data availability for mission-critical
line-of-business (LOB) operations. The ability to manage the appli-
cation services that are running across the cluster in a virtualized
environment should go a long way toward moving computing infra-
structures, including Sun systems, toward a new era in which appli-
cation services are provided and managed across a network of
interconnected servers and storage systems.

It is clear that Sun's clustered-server architecture can fulfill the
requirements of an organization's needs for virtual processing.
Access to all attached server nodes within a Sun Cluster 3.0 config-
uration can be compared to the type of software virtualization that
was previously seen only in traditional high-end host computer sys-
tems, which, IDC believes, provide the very highest levels of reliabili-
ty and data availability.

CONSIDERATION FOR IT EVALUATION OF
SUN CLUSTER 3.0

As can be seen in this paper, the Sun Cluster 3.0 software and the
clustered-server configurations that can be created with it satisfy the
key hardware and software requirements for clustering and high-
availability technology. Applications can be decomposed to run in
parallel to provide enhanced performance. Multiple instances of a
single application can be run to provide enhanced scalability and/or
enhanced reliability. A benefit to Sun's approach is that applications
need not be rearchitected or rewritten.

On this basis, IDC believes that Sun's cluster-related products should
be considered by organizations having the following requirements:

* The need for a single application to execute faster than is possi-
ble with the fastest available single system

* The need to support more users than is possible with any cur-
rently available single system

» The need for applications and data to offer higher levels of avail-
ability and reliability than can be accomplished using a single
system

* The need to provide a unified management domain for multiple
workloads that are running in multiple partitions — either within
a single server or in multiple servers within a cluster

As we have seen in this white paper, Sun Cluster 3.0 is solidly in
the top tier of clustering-software products in the marketplace. Its
support for advanced functionality, its ability to share files across
the cluster, and its support for operational flexibility via the scalable
services feature will both support customers' efforts to improve their
TCO and make their daily computing operations more efficient.

IDC
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APPENDIX A

Virtual Processing Model

IDC's model of virtual processing segments virtual processing into
five system software functions — providing performance, scalabili-
ty, reliability, and availability beyond that possible by using a single
system while still presenting a unified management domain.
These five system-software functions are described in Table 2.

Enhanced Performance

Parallel processing software allows a single application to be
decomposed into components or into multiple instances of an
application to be run in parallel on different computers. The paral-
lel processing software feeds data to these application compo-
nents or applications, then gathers up the results and consolidates
the results into a single data set. The net result is that data is
processed faster than would be possible using a single machine.

Raw performance, not application availability, is the goal of this
distributed processing approach. No attempt is made to ensure
that applications never fail. If an application component or applica-
tion instance fails for any reason, the segment of the input data
set, which was being processed, is simply sent to another
instance of the application component or application.

This approach is often used for simulation, modeling, or process-
ing large amounts of data having few interdependencies. Many
commercial applications process data having many interdepen-
dencies. This means that this approach to distributed processing
is not applicable.

Enhanced Scalability

This distributed processing architecture deploys multiple instances
of applications so that they can be processed on multiple servers.
Load-balancing software stands between the people who are
using these applications and the applications themselves. This
software is sometimes referred to as load balancing, quality of
service (QoS) software, or several other vendor-specific names.

Regardless of the name used to describe the function, as requests
come in, the workload is distributed among the systems running
these applications. Some load-balancing software products use a
simple round-robin approach to distributing the workload. Others use
a request/supply model in which systems notify the load-
balancing software that processing capacity is available. More sophis-
ticated products use agents to sense which systems have spare pro-
cessing capacity, and the workload is sent to these systems.

An Evaluation of Sun Cluster 3.0 and SunPlex: -18 —
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Model of Clustering and Availability Software

Feature/Function

Parallel Processing Software

Load-Balancing Software

Availability Software

Clustering Software

Philosophy or concept

Data availability

Application availability

Parallel performance

Scalability

Management

Example products

Raw performance

Not a primary design goal. Data
remains available through over-
provisioning. Multiple copies of
data are maintained on separate
systems.

Not a primary design goal.
Applications remain available
through over-provisioning.
Messages are passed to
surviving applications or
application components.

Single-application performance
improvements created by
decomposing the application into
components and running the
components separately on
different machines. Data sharing
between components is difficult
to impossible.

Not a primary design goal.
Application scalability is through
over-provisioning. Data sharing
is difficult to impossible.

Not a primary design goal.
Systems appear to be separate,
distinct management and
development domains.
Configuration appears to be only
a single resource to the end
user.

Sun Gridware, TurboLinux
EnFuzion, Platform Computing
LSF

Source: IDC, 2002

Raw scalability

Not a primary design goal. Data
remains available through over-
provisioning. Multiple copies of
data are maintained on separate
systems.

Not a primary design goal.
Applications remain available
through over-provisioning.
Messages are passed to
surviving applications or
application components.

Not a primary design goal.
Single-application performance
improvements created by
decomposing the application into
components and running the
components separately on
different machines. Data sharing
between components is difficult
to impossible.

Application scalability is through
over-provisioning. Data sharing
is difficult to impossible.

Not a primary design goal.
Systems appear to be separate,
distinct management and
development domains.
Configuration appears to be only
a single resource to the end
user.

Microsoft Application Center
2000, Red Hat High Availability
Server, TurboLinux Cluster
Server

Increased availability of
applications and/or data

Data remains available through
over-provisioning. Multiple
copies of data are maintained on
separate systems.

Applications are rewritten to use
cluster APIs provided by the
high-availability (HA) manager.
The HA manager can then track
the progress of the application
and restart it on another cluster
node if necessary. Non-cluster-
aware applications can be
restarted using cluster scripts.
Not a primary design goal.
Single-application performance
improvements are created by
decomposing the application into
components and running the
components separately on
different machines. Data sharing
is possible by rewriting the
application to use special HA
manager APls.

Not a primary design goal.
Application scalability is through
over-provisioning. Data sharing
is possible by rewriting the
application to use special HA
manager APls.

Not a primary design goal.
Systems appear to be separate,
distinct management and
development domains. The
configuration appears to be a
single resource to the end user,
but tools exist to allow all
systems to be managed
together.

Legato Cluster Server, HP
MC/ServiceGuard, IBM HACMP,
Microsoft MCSC, Mission Critical
Linux Convolo, Veritas Cluster
Server

Single system image

Data remains available through
clusterwide file system, which
provides mirroring or replication
capabilities.

Applications can be restarted
using scripts. Only applications
requiring access to special
cluster features must be
rewritten to use the cluster APIs
provided by the cluster manager.

Single-application performance
improvements are created by
decomposing the application into
components and running the
components separately on
different machines. Data sharing
is possible using a clusterwide
file system without requiring that
the application be rewritten.

Application scalability is through
over-provisioning. Data sharing
is possible using clusterwide file
systems without requiring that
the application be rewritten.

Systems appear to be a single
computing resource.
Administrators, developers, and
users can see the configuration
as a single machine. Users can
submit batch jobs and not know
where they run. Users can
submit print jobs and not know
which system owns the printer.
Developers write applications the
same way as if they were going
to run on a single system. Users
have no idea which system is
supporting their workload.

Sun Cluster 3.0, Compagq
TruCluster, Caldera Non-stop
Clusters for OpenUnix, IBM
Sysplex for zZZOS

i

IDC

—19—

An Evaluation of Sun Cluster 3.0 and SunPlex:
A Foundation for Mission-Critical Applications




As with parallel processing software, application availability is a
side effect rather than the primary goal. The primary goal of this
software is scalability. The assumption is that the database will
back out intermediate results. The users are expected to re-enter
any data that was not retained following a server outage. More
sophisticated applications store the data users have entered as
cookies on the client system or in temporary files on the server.
This data is retrieved when the user restarts the transaction.

If an application environment has failed, the next application
request is simply routed to another instance of the application.

Enhanced Reliability and Availability of Applications

Application and data availability software is often selected when
the workload requires that only the data and application files be
virtualized. The goal is making both the data and the applications
highly available and reliable.

Data Availability Software

Two different types of distributed application architectures are
used to create a highly available environment. Data availability is
provided by storage replication software. This software maintains
one or more replicas or mirrors of files, directories, file systems, or
complete volumes. If a storage adapter, cable, storage volume, or
some other component of a storage system fails, this data avail-
ability software simply sends the request to another replica.

Highly available data, not applications, is the goal of this type of soft-
ware. Unless applications have been specially written to use cluster
APIs, they will be unaware of the failure and unable to respond to it
— making it possible for a transaction to be lost. It is assumed that
the database or application software is maintaining the state of the
application and will back out incomplete transactions.

Application Availability Software

This software is usually built on top of a data availability solution
and actually restarts applications. If the application has been writ-
ten to use the cluster API, it is possible to prevent the loss of an
in-process application. Otherwise, it is assumed that the database
will back out incomplete transactions.When the application restarts,
the user will be asked to start over again.

Single-System Image Clustering Software

Clustering software, unlike all of the distributed processing soft-
ware described earlier, creates a complete virtual environment.
Nearly everyone — users, developers, and administrators —
believes that they are working with a large, reliable, single com-
puting resource, even though that unified virtual resource is really
constructed from a number of separate computing elements which
may or may not reside in a single datacenter.
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Applications can receive some benefit from this environment
(automatic restart) without being rewritten to use cluster APIs. To
receive full benefit of the environment, such as being informed
when something fails so that specific actions can be taken to facili-
tate restart without data loss, however, still requires that applica-
tions be written to use cluster APIs to obtain cluster state
information. Right now, only four different software products have
the ability to create a single system image.

Unified Domain Lowers Cost of Administration

By offering a unified environment, clustering software can signifi-
cantly lower an organization's cost of administration (system, net-
work, and application). One or a small number of administrators
can monitor the virtual system and move applications or applica-
tion components around as necessary to maximize performance.
This approach can also lower an indirect cost: the cost of lost pro-
ductivity when an application, application component, or network
service becomes unavailable.

Unified Domain Lowers Cost of Development

Clustering software offers all of the functions offered by parallel
processing software, load-balancing software, data availability
software, and application availability software, and it also creates
a single system view. Administrators need know only one cluster
management framework. Developers see a single development
environment. Piecemeal solutions constructed organically (grow-
ing outward from a core of one-off components) tend to be more
expensive when compared with a carefully architected solution.

Unified Domain Provides Pool of Resources

Some clustering software goes beyond a single system image by
creating a higher level of virtualization — sometimes referred to as
QoS, service level management, or even class scheduling. Rather
than simply pulling tasks off of a queue using a simple priority-
based scheme, added intelligence allows the system resources to
be allocated by a number of factors, including the following:

+ Date and time. Resource-intensive functions can be held in
the queue until "after hours" and then requeued for later pro-
cessing when normal business hours arrive. Some tasks could
be held for week-end or month-end processing, and so on.

» Task importance. Tasks deemed to be important could be
done first rather than simply waiting their turn. This function
allows organizations to provide response time guarantees in
response to a service level agreement.

* Requestor. Tasks from specific departments or individuals are
executed first.

Although some operating systems provide this type of virtualiza-
tion on a single system, providing this virtualization within a clus-
tered environment is a critical component if the cluster is to be
seen as a pool of managed resources.
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