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Declaration of Conformity

EMC
Compliance Model Number: =~ DEIMOS
Product Family Name: Sun Crypto Accelerator 1000 (X6762A)

European Union
This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

EN55022:1998 /CISPR22:1997 Class A
EN55024:1998 Required Limits (as applicable):
EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines
2 kV AC Line-Gnd, 0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + Al, A2, Al4 Pass
EN61000-3-3:1995 Pass
Safety

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:1999, 3rd Edition

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/ /8/

Dennis P. Symanski DATE Peter Arkless DATE
Manager, Compliance Engineering Quality Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited

901 San Antonio Road, MPK15-102 Springfield, Linlithgow

Palo Alto, CA 94303-4900 U.S.A. West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: 0506-670000  Fax: 0506-760011
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Regulatory Compliance Statements

Your Sun product is marked to indicate its compliance class:

e Federal Communications Commission (FCC) — USA

¢ Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
* Voluntary Control Council for Interference (VCCI) — Japan

® Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the
product.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

¢ Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

¢ Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.



ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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YA E FEHAA

v St=9o] A
1. $HFAZ A28 ) AFD 2 Al w2l AFE & FE53lx A4
AY 2=E B3 A5H SAE 87
2. AH4-312] 922 PCI €5 (WA 648 E, 66MHz &%) A3 o).
3. AR A& £E W E &E P XD F5 29 £ #F3{U.
4. Phillips 3l = YAHEE| A E A}431o] PCI &3 DA YAE A AU
A 5ol A B Zl & AR e S YALE 2o E FUTh

5. Sun Crypto Accelerator 1000 B. = 2| 7}z & 32 St 2¥ Bx| A AW o5,
PCI €5 A3t 4 Befzle yAE 23 AH Y.

6. AFH SNE Y& tds AW ZL=E oA A2t Al2% AL9& U
7. ok ZFZE show-devs BH & §H3to] RETL Az A3 = g2 A

mlo

2o,

ok show-devs

/pci@lf,2000/pcil08e,5455@1
/pci@lf,4000/pcil08e,5455@5

/pci@lf,2000/pcilo8e,5455en F-S HETF A X H ol A 2Eo] A 0145 QS-S
FAGUT 2F e Al 2'lo 9l REo] b2 gy

8 Sun Crypto Accelerator 1000 2= ™ 1.1 A x| & AL2X AHAM « 200214 62



Sun Crypto Accelerator 1000 432 E ]| o]
A A

Sun Crypto Accelerator 1000 423~ E 9] 9] += Sun Crypto Accelerator 1000 CD?]|

E359] 9tk SunSolve § At oA 32§ the = E a0k & A9 AUt

AHAIGE W82 53 o] A o] "F 8 3k HA"F LA L.

AL ESo} A

. WA 1.1& A X]3}7] el Sun Crypto Accelerator 1000 A 1.0 25 A A},

oS WS Agste] WA 1.0 972 S 25 A AT}

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr
SUNWdcamn SUNWcrypm

2. Al2"e] 4235 CD-ROM E2}°] Hel] Sun Crypto Accelerator 1000 CDE 2 %4t}

m A 2"l Sun Enterprise Volume Manager™7} A8 &< 7-9-, CD-ROM©]
/cdrom/cdromo Tl E g0 % o 7 A X}
m A| 2"l Sun Enterprise Volume Manager”’} 2 8 % o] o}'d %9, CD-ROM+

&3 ol A5,

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom

2% Sun Crypto Accelerator 1000 2= A X|
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/cdrom/cdrom0 H#EZ o th5 v R O A =7 ZAH U

E 241 /cdrom/cdromo Y HEDZ S v

uY = ClYED] ue
Copyright vls A2 sk
FR_Copyright sk~ A2 g
Docs Sun Crypto Accelerator 1000 2= W7 1.1 A %] B AL-§-2} A A]
Packages t}& Sun Crypto Accelerator 1000 22 ZE §j|of 3| 7] %] 7} E = o]
AEy.
SUNWcrypr Cryptography Kernel Components
(F=3k AL 74 84)
SUNWcrypu Cryptographic Administration Utility and Libraries
(=3} e freelE 3 glejnee])
SUNWcrysu SSL Support for Apache( ©}3Fx] & SSL A 91 )( ;547)
SUNWcrypm Cryptographic Administration Manual Pages
(=3} e vard wo)A )
SUNWdcar DCA Crypto Accelerator( +E )
SUNWdcamn DCA Crypto Accelerator Manual Page
(DCA Crypto Accelerator "4 #|°]A] )
SUNWdcav SunVTS Test of DCA Crypto Accelerator
(DCA Crypto Accelerator 9] SunVTS HI2=E )( 547)
SUNWcrysl SSL Development Tools and Libraries

(SSL /Mt = | gho] 2] )( 547)

) A R o} 5k X & A5t el W suNwerysu T 7] A T A XS4 Al <.
22X 95 A @) obubx] §1 Au] v Ao thA] AA s suNwerysl 97) A v

A A A L.

SunVTS™ H| ~EE 433} H suNwdcav 3 7] A Wk A ] 514 A] 8. SUNWdcav
A7) A& AR5 H SunVTS 4.4, 4.5, 4.6 TE= 5.00] A x| H o] glojoF g}

3. B2 g Y 3Ele &z eSO E A3

# cd /cdrom/cdrom0/Packages
# pkgadd -4 .

10  Sun Crypto Accelerator 1000 2= t{X 1.1 x| Y ALSA MY » 20024 68



4. 2=z g7 A2 A2 93] FAsE W pkginfo ¥ AP}

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn

SUNWdcav

system
system
system
system
system
system
system
system

SUNWcrypr
SUNWcrypu
SUNWcrysl
SUNWcrysu
SUNWcrypm
SUNWdcar

SUNWdcamn
SUNWdcav

Cryptography Kernel Components

Cryptographic Administration Utility and Libraries
SSL Development Tools and Libraries

SSL Support for Apache

Cryptographic Administration Manual Pages

DCA Crypto Accelerator (Root)

DCA Crypto Accelerator Manual Page

SunVTS Test of DCA Crypto Accelerator

5. (FA) 335 =lol & FalslEd pricont BEH & AP}, o2 7129 Sun
Crypto Accelerator 1000 X =5 2§k 749l = th & oAl o} tFo] of 2] 7] €] o]
FEAEH YT

# prtconf
pcil08e, 5455, instance #0
pcil08e, 5455, instance #1

6. (¥4) modinfo & A3Psle] 23 5L Hy

2 A 2 Sun Crypto Accelerator 1000 2. =5 A}-§-3}¢]
kel eryptioZ} ZES A AU HEA] 5 5 3

a3t AL £ Y YA
#1]

# modinfo | grep Crypto
130 1033e946 6dfo0
131 1030240c 2d93
132 10313acs8 131e
135 103178be 8684

79 1 cryptio (Cryptographic IOCTL v1.58)

- 1 kcl (Cryptographic Library v1.64)

- 1 kcpi (Crypto Provider Interface v1.27)
82 1 dca (PCI Crypto Accelerator v1.156)

2% Sun Crypto Accelerator 1000 2 = A %]
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12

=) 2l jl ol
e 2 ol
i 229 Sun Crypto Accelerator 1000 2232 E ¢]o] o] 7] A 2] A] 244 ¥ =

e Eel7} st gl N

Z 22 Sun Crypto Accelerator 1000 t] 2 E &

CIYEZ|

=
0o

/etc/opt/SUNWeconn/crypto/realms

of

olo
oo 12

9 AREA o] E
/opt/SUNWconn/crypto/bin g A g

/opt/SUNWconn/crypto/lib

oo
ofo

L2 eholr e

/opt/SUNWconn/crypto/sbin

o,

Moz s Aa 5

2 21 o= yEED B gd o] AT F27F vk slE U
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/etc /opt
/opt
/SUNWconn
/SUNWconn
/crypto /crypto
/rialms
¢s st 7]

/Fin /inﬁlude /lﬁb /mlan /sFin /ﬁSl
R Bl x] o & 2= el ! g2 A&l 539 o)y} x
Aame | MR ] [ernee | e kg | S

a2l 211 Sun Crypto Accelerator 10000 g/ E 2] 2 14

YA ()
AT E o] Al A
AAS AP AZEY O E A A Aol RFEA] A H S AbA| s oF FTh
65510141 o] g Al e AR L Bl e WA arowl e
Ak A= gy @A AFE T 99 AAE 7 iy G g
B2 A A AN 2 e AN E FRoF T FE dath

Z=2| — Sun Crypto Accelerator 1000 2~ E g|o] & A 7 35}7] el Sun Crypto
Accelerator 1000 E.E AF8-S 93] &4 83t 9 AW E 2 5F v A gs)of 3T},
A kA o, g ) ARl e 75 o] As A FE U

— =y

2% Sun Crypto Accelerator 1000 2= M x| 13



14

AZE S o} Al A

354 2 pkgrm BB S AHgste] A5 £z E ] 7|z 7k A A}

o - A 9714 WAl ofele] EAE EA YR A Aok F T 12 A 54
o, F& A7t WS AY wEo] mud A% ol 9g 5 gt

P7IA & 5 AR Ag-ols vhs o s A

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr
SUNWdcamn SUNWcrypm

&1 - Sun Crypto Accelerator 1000 2. = A4S 9]3] SunVTS H| 2~ E(SUNWdcav) S
AR st AY A A %, SunVTS7F o] m] A8 Q1 5ol = Al =¥l& A G A ko] AFS-
e HEEE dulolEdfof & 5= sy th AAIg W82 SunVTS A8 A=
xS A L.
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iPlanet ¥ A ¥ ol t3l H = A&

o] ol A= iPlanet §] A1 ¥ & Sun Crypto Accelerator 1000 K= A}-& #Hof off 3
AUt o] A2 ths AR A H ] sy

m 157 o] A ¢] "t

m 163o] %] 2] " g Bl A"

m 187 0] A 9] "iPlanet §§ A1¥ ] 25 7fa"

A

iPlanet ¢} 1B (iWS)& A5 3k
#3190 7} ghzol ok Aol vheh gl of @
A G E BEE e B3 R L.

.

15
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£ 31 iPlanet ¥ Ao T3 45

ots 9 oY

iws &2 AH iPlanet &2 AW E A ZFsh= W) 2284t o] ¢35+ iPlanetS
A= T dEE YL

A A EYARE Het R X das A i G5t BE Azt dadyn

tlo] g Hjo] 2~ °] ¢¥5 + iPlanet "ﬂﬂ #e AHE B3 EH2E dolg o]~
A3 o %L‘j%qdr TS JASAHE UH &5l 25 8 7‘40}"’
AX S A= agr}.

Al 2=l A =} secadm IS FoAre 2] 4=8 A] D Q 3}, FE(EE Solaris
3 2E9 UID7} 081 718 AA)E A8 UNIX & 2~E FE Pt

user@realm-name et REdA A8 g 79 Sun Crypto Accelerator 1000 25 A] Ze]l
a3t} secadmS A& G Holl dial AFEAF 2HA A
st U 3 A5 & user@realm-name 23} 50 Qs
Az Ao gashu)

iPlanet Y AW &0 2 HEF 283 = olog WA Jd& HA 3} Hjj %] 3| oF
Ut 28 A A @2 A g0l = sty o] 99 E AV S AE A of o
g Aol thsk AA T &L HE AS FFZIHA L.

| ¢} Zo] Sun Crypto Accelerator 1000 =

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

2. secadm §2 g AA) A3},

$ secadm

Sun Crypto Accelerator 1000 2= M 1.1 M x| & ALSXF AP A « 20024 62



3. secadm 2 E]|E A4t A oS WY

secadm> create realms=realm-name
System Administrator Login Required
Login: root

Password:

Realm realm-name created successfully.

4. 499 "}%7‘}3‘ wj) 2] g o}
o] A}-g2} o] & Sun Crypto Accelerator 10009] = Q1 o A qF & %] 9] om
9 AW L2 ~E AAE A4S UNIX A4 ol B3 598 28 gl vh
s = ek A ?ﬂoﬂ A AE T 495 AAS e A 2E AR
2l oF ).
AFEAE 2] Aol AFEALE A S S WA A e oF Fth

secadm> set realm=realm-name
secadm{realm-name}> su

System Administrator Login Required
Login: root

Password:

secadm{rooterealm-name} #

5. 99 AgA7t sty e @ A, AH8-A) o] F2 nobody® AHS3SlY] £F FY S
AR & 4 AFUTh AAE UL 559 0% &) "& & SUd"E ’3’7‘5}’1‘!/‘]2

secadm{rooterealm-name}# create user=nobody
Initial password:

Confirm password:

User nobody created successfully.

P AT A ZE] = S s o AV 4 E AFESoF UL e
user@realm-name Q3 Y Tt

Fo| - Al e AEi e slojalor Utk 95T glow Fle] AT
Q. ojH Y ehe s AAE  fuy T

6. secadme F53t}.

secadm{rooterealm-name}# exit

3% iPlanet & Mol CHStEE ALE 17
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iPlanet ¥ A ¥ <] 25 7 &

iPlanet 9] AW & ZF3slE W oS 7 oA Ayl A5 hH s oF ).
1. iPlanet ¢ A8 A %]
EY2E fglo]gd o] 2 24

AFA 23

A=A A

SN

iPlanet ¥ AW 4

2|
I
S

rE

=4 A E S sk Gtk 2l 3 ehom Ao

w4y
i} |
¥ ox
X0,
oy
°
Sl

m iPlanet §] A1 4.1& AHE8hE ol 43S Fxe A L.
m iPlanet §] A H 6.05 AH&38h= 410l = 58S sk Al L.
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iPlanet ¥ A v 4.1 A X 9 -4

o] %o A= iPlanet § A 4.1& AX|}aL 740 k= Wi ol sl Ay
o4& thg Az Ao Az

m 199 0] %] 9] "iPlanet ¥ A]H 4.1 A X]"

m 26¥ 0] %] 9] "iPlanet ¥ A ¥® 4.1 7-A"

iPlanet %] A1 4.1 A ]

Aabs WE A AR Aok Fuith iPlanet 9 AW AHgo] Bk A S &

iPlanet 1 AW AW A& F23}4 AL

v iPlanet ¥ AW 4.1 2 W

1. iPlanet P AW 4.1 2= E Yo & tJLz =3t}
H A AZEg o] ths URLY 54t
http://www.iplanet.com

2. 9 AW E A3
A3 o] shite] Oiﬂxﬂoﬂ g3k Aol 9] AW o2 A TAS % 9l
o] AW o] 71 & A4 FE o] 52 tha ¥ &5 YT /usr/netscape/server4
iPlanet ¢ A M7} X & 5t 71 A2 E
/‘F‘lﬂ‘%ﬂr T2 S0l ) AW E A eteH A3 SIAE 7] 53] FAHAL

KX
T

3-8tk o] Aol 718 A=)

19



a. yesE g 3te] glojalx 26 Fo3

b. A2} hostname.domain< B3t}

c. iWS 2] AW 43 & 5 493

d. ZE=e7}l 429 [Return(EFo77)1E FEUdh.

EUXE fo]Hu|o] 2~ 24 WY
. B AW E AR

iPlanet ¥ A¥ 4.1& A3l M Q4 © 2 startconsoleS A3 sF= Al
o ‘:'”j S AESH Al L

# /usr/netscape/server4/https-admserv/start
iPlanet-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

Aol AZAsH7] 93 URLe] 9o & Al 3-g Yt
. B AE 942 S €839 iPlanet TE] AW E A2

http://hostname.domain : admin_port

Babs Bk wel AolA HEe iws ) A AL olE 2 B E

BT - A A7) A SR ol AEAL ID Ei= iWS B Au] AL§)
5 E

LA QzB el B Y £ 2E Ho|Euo) 28 FHA 3o,
Q1281 20 A Wekg MG T 5 gL Th o] Aol 7t 4 A
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6. 1%

LE
N
m
nj
o
i)
=)
°
[»
il
il
Y
_0|L
rr

&2 - o) A vl ssLe A st A 4ol=
Ak vy AFAIEE 82 iPlanet "4‘3“1% e Al L.

a. &) AW el A [Servers(AH)] H& F
b. A¥ & A3 o} [Manage(@e])] ©55

L
c. #eo)z] 2] At Fel 2l = [Security(3 )] <& F 23 [Create Database
(o] e o] 2 2A)] E]El A= 3.

d. 5 712) i3} AR 5 AW B 2E HlolEulo] 2)E 31K el T [OK
(&)1 FEuIv.

87f o] =xt2 | dEE A 7—%‘45} iPlanet Y AWE R RER A9
B o]l 4T E AHE ] W st B ]X—IWL‘% =3
. O 23 Y EE 4233514 Sun Crypto Accelerator 1000 =& A8}

# /opt/SUNWconn/crypto/bin/sslconfig

l>

L mlmﬂ

1 A A E A8 AS AAgY . o] & A8 iPlanet §) A
1‘ﬂ o] ™ g Sun Crypto Accelerator 1000 ¢33} K5 o] A z] =}
’d 745 o] E&}FAL Sun Crypto Accelerator 1000 2. =& /‘]—%% -

N
2
n

= v (m

‘“E{o_,

2 [yt o

o [ rlr

%
.
313 3le] SSLE A4 iPlanet Y AW & FA S t}L [Enter]E F54Y .

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

4% iPlanet Bl M 41 Mx 2 M 21




7. 9 AW FE A e A2E 9483 o} [Enter]E FEY}

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4

8. A& AYstEl ™ vE Q1Y 52 [Enter] S FEU T

This script will update your iPlanet Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/server4d/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/server4 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. 0& UG st FEFUT.

v A QISA 2 8

1 o 99 Qeate] Fe) AW E oA A,

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

2. AH JIFAE 2R3 slo]x] AT R4 Q)= [Security(R¢H] H& FFY )
[Create Trust Database(E & 2~ E do]E{ ] o] 2= 2}A)] o] A FH YT}
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3. 9% =¥ ¢ A [Request a Certificate(U 54 £34)] F3E AH3H}.

= Netscape: wWeb Server, Enterprise Edition ==
File Edit Wiew Co Communicator Help

o= W a & 2 W =1 o i

B Back Farward Reload Home Search Netscape Print Security Stop

j $” Bookmarks &  GoTo: 7

iPlanet
Web Server 4.1 ~  Server Manager

 Programs TN scouity s ntent Mqmt ./ Web Publishing

Create Datahase
,7% veot a Ceorlifioate Request a Server Cerlificate

Ll Lariiiset (@ nrew certificate
Change Password .. Certificate renewal

m You can also see a list of available certificate antioyities.

I
I
Migrate Certificate

%]

Submit to Certificate Authority via:

(@ cA Email Address: ‘I

_ CAURL :|:

Select the module to use with this cerlificate.

Cryptographic Module: nobody @engineering —

Key Fair File Password: |f

i Before requesting a certificate, you should read the overview of the certificate process, and then go through the detailed steps
‘on creating a correct distingnished name which you should enter helow. You will also generate the proper anthorization letter
that you will use to ohtain your certificate from a certification anthority.

Requestor name: ‘

Telephone number: |:

Common name:

Email address:

@ [ | =

G e 2

4. B ARE AL AF5A 23S AT

a A AZAE AE T,
POR ST AF /T EE 5 1wl AFH 23S H3 Bl 5 AS A,
CA URL 9218 Hegheh. 1817 22 790 [CA Email Address(CA H7}

EE vl 2F 9L af FES 2ha gl Yt avkE d9E AE A
13 Y T} Sun Crypto Accelerator 1000< AH&-3Fe] W BFEA] user@realm-name
F2 el RaEs Adgsor Fyt

c. [Key Pair File Password(7] % 3} ¢3)] 3} A=}l A 71 & 278
user@realm-name?] Y3 E PFHIJJ}.

4ZH iPlanet & Mt 41 x| & 74 23



d. o H=o AT ARE Y3

» Requestor Name( & 2} o] F): &3 #po] A4 B

» Telephone Number( 3} M 5): @ F=}o] A=t F
Common Name(3 & ©]&F): " AF Hepg-A o g4 §] Aol E =<l
hostname.domain

Organization(&:%r 7]13): QIS4 o TAE &% 7] ¢k

Organizational Unit(&25F 7|3 ©9]): (F4) AS5A ol EA1E &5 713 &9 3t
Locality(A"8): (54) Al&d A5 Aol ZAIE EA, o, w7F 59 HKH
State(F°): (wA) T o1& (B & °15)

»
5. 1% 7| F-& o] &3l AFAE AT
m AFAE CAURLY RUYEE Hes)
AEH Y
)E A

m [CA Email Address(CA AA} - F24)& A H
ASA 85 FAFSHA 15 71l A3yt

rE;

ASA 873 °] CAURLY A-5o 2

s et o S Wl = ke

6. AF A7 2= svish 3 PR BAF T

L B4
AFAE AFA 29I then Qo grE §402 AU,

v AH ISA A U
1. slo]z] Y4Z ¢ 9) & [Install Certificate(13A A 3))] 2 E A4}

AT 7139 5208 B AF5A7F 55 iPlanet 1 Aol JA5AE A X3 of

.
2. [Security(2.%H] ¥-& A3}
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3. 9% =7 ¢l A [Install Certificate( 54 23])] I E B3]}

, ,
= Netscape: Web Server, Enterprise Edition |-
File Edit Wiew Go Communicator Help

<+ o a3 £ S S | =+ & |

B Eack Forward Reload Home Search MNetscape Print Security Stop
] w#” Bookmarks £  GoTo: /|

Web Server a1 integrate I~ Server Manager

/ Preferences | Programs | i atus  / Styles / Content Mumt Web Publishins

Create Database
Recuest a Certificate

<]

Install a Server Certificate

Install Certificate
Certificate For:
Manace Certificates - . Server Cerlificale Chain

.. Trusted Certificate Authority (CA)

Micrate Certificate

Select the module to use with this certificate.

Cryptographic Module: nohody @engineering —

Key Pair File Password: |

Enter Certificate Hame OHLY if certificate is not for "This Server’.

Certificate Name: |

(® Message is in this file:

.. Message text (with headers):

Bl

1% d oz @2

4. FAE AT AFAE AU

o

o FMor FUL olF
Aoz Ay v §] M7t ALESh= ol F &
ESSIgnhe )
5. [Message text(with headers)(W] A 2] B~ E (3lt] £§)]1E 4
FAR AFAE B YU

6. sllo]z] stel] 9= [OK(E)] FFE FFYTh

n AF O Sl A
n U453 BE: A3 user@realm-name ©] S-S A 8T
m 7] A A s ol dol FA W 1S A3 user@realm-name?] U5 =
A=y
B ASA o] E: It oz
A]
ol
ol

>

rx
i)
e
£
dlo
L
e
=

4% iPlanet & Mt 41 x| & 74 25



7. A% 71F o2 RE HAT AFAE [Message(H A R])] Aol 2 Y5
A1Z Aol tig Y7 7 HR7F sAE Y

8. 2ul=A Y= Q=3 &3 of-& [Add Server Certificate(A ¥ Q1F A 37})]
943 F5U
st ol AW E A Al ZFetetE WAIA 7 BAE U 9 A Q2’71 k] 5
’E}Eﬁ‘ﬁp—‘ji o] AR = & w2 1] grol = HY ) 3k ¢ A ¥l SSL& AF8-3l#H
A AWM E FA 8= ]"]ZV} AU, 1 AW E FAEE O AakE
AL

iPlanet ¥ A1 4.1 +A

A A8 AR A7 AR kel o SSLell vl 4] A E s ok

v iPlanet ¥ A9 4.1 7+ = ‘?3

1. 712 2] soj AN A stz = A AW A2 2E AT o [Manage(@2))]1E
Ty

2. Jﬂ"lzl A<k [Preferences(5-5 A K)] o] Ad=]o] 9lx] 93L& Aol = Y&
Y

3. #o]z] 21Z ]| 9)+ [Encryption On/Off(¢ 3 AA/ENA)] F2E A}

4. 43318 [On(2A)]e 2 AA Y
3} AL [Port(EE)] D=2 7|2 SSL £ E M5 9l 430 2 ddo|Edfof gt}
oo A4S TEWMSE WAFYh

5. [OK(#e)] #3538 ¥ 5T}

6. [Save(*]17H] FF& =7 WA AFE A&
B A 7E Bt REo M Ay E == A E A5
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7.

10.

11.

12.

e & 2behel
/usr/netscape/server4/https-hostname/config/magnus.conf 3L &

AAR3YH

CERTDefaultNickname user@realm-name:Server-Cert

hostname 91 =]l 1} 48] 2] o] Fo] F 1t}

712H o2, gA 2 E oA 40| FA S Q1T A = Server-Cert Z ©]F 9]
28Utk 9154 9 o] o] 4E 4%, server-CertZ M},

T EE = A E A9 oS slo]x] 9] 2 EF A BAE Y 3= [Apply(H£)]
4FE F5U

el AW E Sal B4 Abgro] A&yt

[Load Configuration Files(#4 34 2=)] &3 & = magnus.conf 3] 3
W7 A H833d.

AW 7L AZL el A [Apply Changes(H 7 AFa; 4§ © 2
stete B Fol FAHYLh o] A2 AV & 24T 4 ¢ler, WA
b EA7F A 4 AFYT o] HAE v 7 7HR

m [Load Configuration Files(74 7 25)]& t4l F54th
n ] A E AR A2 ok [Apply Changes(H 7 AF3) A&
] Ay s o]z o] A s o] 2] AZFel Q)= [On/Off(AA/ENA)] B2 E A3
AW e gt3 & ¥ o [OKED)] 458 FHUh

st o]/de] 4o & 98 3kAl Yt} [Module Internal(E5 WH-)] & X E oA

A AW EY2E folguo] 2o tig s AHFH

[Module user@realm-name] & Eo| A secadmS AF83+ realm-namedl A users
e o AR deE JdE I

o} ) Alo] E oA A =& SSL 2HE P AW E g,

https: //hostname.domain:server_port/

74 server_porti= 443 1 T}
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iPlanet & A1 6.0 A x| 2 -4

o] %2 iPlanet %] ¥ 6.0-& Sun Crypto Accelerator 1000 H.= AF-&
AUt o] 32 og A2 S5 JdFYT

m 299 0] %] 9] "iPlanet ¥ A B 6.0 A X]"

m 369 9] % 9] "iPlanet ¥ A ¥ 6.0 74"

o

iPlanet ¥ A1 H 6.0 A %

Ak BrEAl AR s of Ut iPlanet §1 AW ARg-oll i3 AAI 3 U] 8-
iPlanet §] A8 A5 T x4 A L.

v iPlanet ¥ A8 6.0 A X H¥H

1. iPlanet 9 AW 6.0 2ZE o] & T2 =3t}
P 4 2= Es) o e URLA Q1454
http://www.iplanet.com

2. 9] AW E A3y

A e] shpel o)Al B glolmE @ AME s FAT 5 Yk
of AWl V)E A} AR o] FL o}

o
=1 A=) =l
iPlanet §§ A7} A X == &2t 7] A 25 3 &3¢t o] AW A= 7|2 =7}
Ag T the A0 9 AulE AR A AN E )5 T .

3. &X =2 a9-& APy

29



4. A2 23YEANA =F=E SHIUG.
e mEEE ol 9ot ey ERE 188 F ALY
a. yesE 43l go]Ax 279 F3.
b. A4 hostname.domain< ¥ g}
c. iWS 2] A¥] 45 E 5 493
d. ZF=E7} Y29 [Return(E°H7H7D1E +5Y T

v EY2E folgH|o] A A W
1. %) AME A=

iPlanet 9] AW & A1 2}5lE W setup £ S & startconsoles AP st= 4l
& WEE AL AN

# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

Aulel f A7) 913 URLY] SH o2 AlFg Ut
2. 9 B AE A3 2S935 iPlanet ¥ AW E A Z3H ),

http: //hostname.domain : admin_port

setupS A= Bk Fe ol A AT WS whe] Au] ALgA ol F W S

ol e &k},

- 8 A7) A E ALET Aol e AFEAFID = iWS e A H AREA)
o] 5O = adming YHIIHAIL

ol el mo] ~8 24

E
ol M Hebs AREE = F U o] Aol 2 ) A
3.
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il
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rr

&2 - o) A vl ssLe A st A 4ol=
Ak vy AFAIEE 82 iPlanet "4‘3“1% e Al L.

a. &) AW el A [Servers(AH)] H& F
b. A¥ & A3 o} [Manage(@e])] ©55

L
c. #eo)z] 2] At Fel 2l = [Security(3 )] <& F 23 [Create Database
(o] e o] 2 2A)] E]El A= 3.

d. 5 712) i3} AR 5 AW B 2E HlolEulo] 2)E 31K el T [OK
(&)1 FEuIv.

87f o] =xt2 | dEE A 7—%‘45} iPlanet Y AWE R RER A9
B o]l 4T E AHE ] W st B ]X—IWL‘% =3
. O 23 Y EE 4233514 Sun Crypto Accelerator 1000 =& A8}

# /opt/SUNWconn/crypto/bin/sslconfig

l>

AHENA P AHE Adeaed Z& AA G o] & A5 iPlanet § A4
o}y}x] < /\1 ol gk Sun Crypto Accelerator 1000 ¢+ <3} X5 ] A 7<] Huth
E7} -_;’-/H 94 S o] E3}FAL Sun Crypto Accelerator 1000 =5 *]’%f‘é

R
o e
i o

%0

El>
o M
o

1S 43 35}le] SSLE A4 iPlanet Y AW & FA % t}S [Enter]E F54 .

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

5% iPlanet & Mt 6.0 %] & 774 31
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7. 9 AW FE A e A2E 9483 o} [Enter]E FEY}

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

8. A& AYstEl ™ vE Q1Y 52 [Enter] S FEU T

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. 0& UG st FEFUT.

v A QISA 2 8

1 B W9e st B2l AW E B AR,

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

2. AH JIFAE 2R3 slo]x] AT R4 Q)= [Security(R¢H] H& FFY )
[Create Trust Database(E & 2~ E do]E{ ] o] 2= 2}A)] o] A FH YT}
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3. 9% =& YA [Request a Certificate( 54 £3)] 42 E A9}

~i MNetscape: web Server, Enterprise Edition | 0 iJ
File Edit Wiew GCo Communicator Help
- w a & a Gl = & @
: Back Forward  Reload Home Search Metscape Print  Security Stop
j w§” Bookmarks & CoTo:f 7l
'&‘:’;Eém"s‘“ I~ Server Manager
{Preterences. TR flogs. fionitor ual Server Class |/ Java | Leqacy Serviets |/ Searth
[
Fiequest a Certificate
Request a Server Certificate
[ New certificate.
. Certificate reneswal.
You can also see a list of available certificate authorities.
Certificate
Submit to Certificate Authority via:
age CALICKL'S [ CA Email Address: ‘I
Select the module to use with this certificate.
cryptographic Module: nobody @ engineering ~
Key Pair File Password: ‘
Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also
ranarata tha nennar antharization latar that wvon will nea ta nhbain vone
= | s B oo @ 2]
) = = = 2] © 3
4. GF ARE AL AF5A 23S AAFI
= = S
a. Al AFAE A3 .
[} = = = = = O 2= [e) [e)
Hoz 7ksd 1S 71 B 55 7l )5 S A3 v s A,
= 5 e} o) :
CA URL HAE A8t} 18X &8 7 -9l &= [CA Email Address(CA 7 2}

= h
P EESER L LA

e S A 1 FAE A9y

E0hE vlare] ZF 92 A & 2L syt avke 9o s AE A
13 T} Sun Crypto Accelerator 1000 AH8-3Fe ™ BF=A] user@realm-name
F2 o] BEs dEs)or gt

[Key Pair File Password(7] % 3} ¢3)] th3} A=A}l A 71 & 273
user@realm-name2] 3 E Y53},
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d. o H=o AT ARE Y3

» Requestor Name( & 2} o] F): &3 #po] A4 B

» Telephone Number( 3} M 5): @ F=}o] A=t F
Common Name(3 & ©]&F): " AF Hepg-A o g4 §] Aol E =<l
hostname.domain

Organization(&:%r 7]13): QIS4 o TAE &% 7] ¢k

Organizational Unit(&25F 7|3 ©9]): (F4) AS5A ol EA1E &5 713 &9 3t
Locality(A"8): (54) Al&d A5 Aol ZAIE EA, o, w7F 59 HKH
State(F°): (wA) T o1& (B & °15)

»
5. 1% 7| F-& o] &3l AFAE AT
m AFAE CAURLY RUYEE Hes)
AEH Y
)E A

m [CA Email Address(CA AA} - F24)& A H
ASA 85 FAFSHA 15 71l A3yt

rE;

ASA 873 °] CAURLY A-5o 2

s et o S Wl = ke

6. AF A7 2= svish 3 PR BAF T

L B4
AFAE AFA 29I then Qo grE §402 AU,

v AH ISA A U
1. slo]z] Y4Z ¢ 9) & [Install Certificate(13A A 3))] 2 E A4}

AT 7139 5208 B AF5A7F 55 iPlanet 1 Aol JA5AE A X3 of

.
2. [Security(2.%H] ¥-& A3}
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3. 9% =7 ¢l A [Install Certificate( 54 23])] I E B3]}

= Netscape: web Server, Enterprise Edition ==

File Edit Wiew Go Communicator Help

o . 3 4 = o &+ & E
Back Forward Reload Home Search Metscape Print  Security Stop

ﬂ‘t' Bookmarks & CoToi} /

I~ Server Manager

Security ‘.\"'-Lns ‘.\"'-Mnnitor ual Server Class Legacy Serviets I‘-"‘

=

Create Database

Recuest a Certificate Install a Server Certificate

Install Certificate

Certificate For:

Chirie Password (® This Server

Manage Certificates _. Server Certificate Chain

.. Trusted Certificate Authority {CA)
Figoiuest VeriSign
[=
Select the module 1o use with this certificate.
Install WeriSicy
[= e

to hic Module: nobody @engineering i

n
Manane CRLICKLS
Migrate Certificate

Key Pair File Password: ‘

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

. Message text (with headers):

i [ | ja a2

4. ¥ & ZA st AFAE APl
n AF O Sl A
n o3t BE: AAS user@realm-name

Aegh

%
n 7] A T I3 o) do FAFH IS AR5 user@realm-name?]

l-Oli

=
=

1 g

s QA 0lF: QMO FHOR FULL OB AYSES A 43, SSL
A0z AT 1 9 A7k ALgeHE o] B WA se] Q15415 7]
o] 2~ g o}

5. [Message text(with headers) (M| A x] B~ E (3|t] £3))]1E AT o} o)A
FAR AFAE B YU

6. sllo]z] stel] 9= [OK(E)] FFE FFYTh
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=
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-
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iPlanet ¥ A1 6.0 A

£ [Message(W| A1 A])] &AL £ @5}

2 opA) ARtk WA A E AR U 9 A A sE )
B o] WA A= 2 w2 ghobi: Hu Tk EE ) Aulo] SSLE A
Aatehe A7 BT 9 ANE T Te A%

i

9 =A] #4138 t}S [Add Server Certificate(A ¥ AFA F7h]

9 A 2 A8 QAL A SaEglow ssLol Uld 3 e E A s e,

v iPlanet ¥ A1H¥ 6.0 74 H
1. sjo]x] & F-£2| [Preferences(5-5 A X)] §& FFU.
2. 9 = el 2)+ [Edit Listen Sockets(54

i e 7]
el T2 A A" e A" 2E A dY] 2E d @y

a. o Z=& AT

n Port(ZE):SSL 25 Y AW E AT xERZ AAF i

» Security(H.Qh): [On(A )] o= A4 oh
b. [OK&E )] D55 &8 i3 AgS F 83

o] A [Edit Listen Sockets(5=4] t17] 271 HK)] o] A 9] Bt A&

(&) ¥ 27 EAE YU
3. [Attributes(£4)] ¥ 2 E F5Y

4. user@realm-name Y35 Q3] A| 2B A yser@realm-name®l] o)

kla<anic X
5. 4] el A [SSL settings(SSL 2 A)1& A3}

[Cipher Default settings($t & 7]+%k A4 4)], [SSL2] %=+ [SSL3/TLS]&
AU 71 23E A8 s 7] Aol BAIEA FFUC thE 2719

Abgete = dag e Ay
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6. :

10.

11.

12.

Server-Cert(thE 7 $-ol = A3 o] ) t}-&-¢l UL+ user@realm-name®l

gk ASAE A3
2 4 3 yser@realm-name©] A3k 79t [Certificate Name($1 5 4] o] )] =

vhebgh e,
AZAE A5 net YL BF FAB oW [OKE)] H5F FFUTh

= ek =A2 ) 9l [Apply(d$)] 428 54 AW Azets] Aol 87
F& 2 &3

. [Load Configuration Files(#4 ¥4 2x)] 43 & ¥ W73 A& AL

9 M QARAE AR 5 9 Hol A% thal Solght,

A 7F AR el ol A [Apply Changes(™73 A& 4] &

dEstets B ol TAIE YL o] L A7E 24T 5 glo,
A&t d TAZF A = A5

o] A& v 7 7HA e ® A% o 5

m [Load Conﬁguratlon Files(74 3d 25)]2 Al 54

n ] A E WA AlZHeE oF5 [Apply Changes(¥H73 ’\}SL A8 @FE ey
st Azt A 239 ¢33 E dYst AW E A FsY .

Sl o] Ak9] OLi‘:é A=A F Yt} [Module Internal(E5 WH)] L& X EA]
A EY2E dloE o] 2o Uig A E JH I

[Module user@realm-name] LFZE | A secadme> AH-&34 realm-nameN A userE
s o AAT 43 E dEHE

& 9] Ao E A A 2L SSL 2Hs P AW E el

https: //hostname.domain:server_port/

7] 8- server_port'= 443} Y T}
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obst ) 41 A7) 25

2.

o] Zol| A= o}ux] §1 A ¥ & Sun Crypto Accelerator 1000 2= 2H5 1 o o 3]
Ay}, o] A& ths A2 FAE ] A5t

m 397 0] 7] 9] "o}shx] I Al ZpE"

m 427 o] R 2] "olZ=A] BA"

ohobA) 9 AW 2

o}5h3) 41 A8 1.3.125 Solaris 8 7/01 &4 8747 971 AlFH ). ok 3 4w
1320 Solaris 9 £ 843} G171 AFHLLE, 0188 opst] g ) 54
D) 2o ol gk AARI T obhAl 9 AW AFEl olek Al S U8 oksi A 1)

Al B A S Fak A L.

obshx] 9 AE AE

. htepd 74 2 A4}

Solaris A]2~&lo| A httpd.conf-example H} UL U4 0 & /etc/apache 4%
erell Qlryth o] B & AEB o0& ALt U3 W 07 BAME 4= gl

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

ServerName< http.conf 3¥2] AH o]F o7 it}

39



3. sslconfig®& A2t}

# /opt/SUNWconn/crypto/bin/sslconfig

4. 25 AY3}e] SSL& AH8-F ot3tA] §) ¥ E 743

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 2

5. obshA] whol )7k EAlstE Tl H el & A BT

Solaris A]~8lo] A AHkA © 2 /usr/apache’} AF-& YT}

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

6. o}5}x] 9] FA 51 93 & AFFU)
Solaris A| = Hlo| A AukA © 2 /ete/apache’} AF&EH YT}

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache
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10.

11.

. Al=" el RSA 7] %<& A4

A FEH AT A4S, el FR o] E5e] sslcontigd AHEdtel 718
A4 g e,

Do you wish to create a new RSA keypair and certificate request?
[Y/N] :

LI1E AR YRR E

[NoJell S &3+ 7 $-of| &= 425 0] %] &
FHUoh
S gl A2 AP Y

A A o AU T

A
ol =7} EA A &

Where would you like the keys stored? [/etc/apache/keys]:
/etc/apache/keys

REETELE ENEOWEL SEY

o o Follt= 7] e, AFA &% W, Lel 3 o] ol AFA HAH Az FHHE
g " At 27

Please choose a base name for the key and request file:

7]1] A o]+= 5128 E | A 2,0488] E Afe] 2 A3 o).

3o 4 A S8 TR g L0240 E JEY SRS T
AT 1S G 5 ATk

ME

TR RS

yul

What size would you like the RSA key to be [1024]? 1024
Generating RSA private key, 1024 bit long modulus
.......... ++t+++

...... ++++++

e is 65537 (0x10001)

PEM 3| 2= &7-& A4 I

o B 7] 84 REFUT FEHAW 10T 5 Qi A2 BTE Aol
T GHEE 90w sl AA2F F Ak

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

6% ofutx| & M 2E M
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1o
o

D

=,

T
4w

o &

o 12
L
2 Sl
o

A 2}= Sun Crypto Accelerator 1000 H. =9} 317 o}11%] ] M & 2535}

o
;;5‘_} o1Z ] A MW o] tha) A w E T},

[e)
AR 7 & A4l AFA 28 AAF.

4

of AAxstHE WA G5 daloF Fuvh 1 ok, ot B=o A FEE
ERase:

Country Name(=7}): 7 7119 &A= o] F0 X1 ISO =7} ZE(o]: v = <]
uS)olH, 154 TA1E B+ J=

State or Province Name(5=/% ©]&): (¥4) A3 /% o] H(EE"."E 43

t}2 [Return(E°}717))] S F78)
Locality(X%): (F4) Al &€ 45 A5

(¢} R84
Organization Name(&:4r 7] #): Q154

Y
re
-

Organizational Unit Name(4:% 7]
w9l Bk

SSL Server Name(SSL A1 H] o] &): WE2}¢] B el9-A o] g 5= § Alo]E =r|Ql
Email Address(H A} $-31 F4): 8 A2] AghA 1
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e

o] 4 Aol ek dAd Y

Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ‘.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []:Fictional Company, Inc.
Organizational Unit Name (eg, section) []:Online Sales Division
SSL Server Name (eg, www.company.com) []:www.fictional-company.com
Email Address []:admin@fictional-company.com

2. /etc/apache/httpd.conf 34 & x| F ¢ v} £33}
7] 2 A5A el dist A x7F A FH YT} B3 Sun Crypto Accelerator 1000
AT EYo]e} A ALE35}7] 93 Jete/apache/httpd.conf T o] =4 HH o

ek #de] A =] A5y

The keyfile is stored in /etc/apache/keys/base_name-key.pem.
The certificate request is in /etc/apache/keys/base_name-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections. One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl module /usr/apache/libexec/mod_ssl.so.version-number
In the AddModule section, add the following:

AddModule mod_ssl.c

it
kl
I
%
ol
-4
oX,
=
=
rob
ol
ok
ok
3
Ry,
ey
foi
N
B
>
iy
i
)
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3. VirtualHostE& AR x| & =& A3 9, sSLEngine, SSLCertificateFile
9 sslcertificateKeyFile X]A]¢]7} sSLPassPhraseDialog %] A]¢] vl =2 £ 4|

91+ httpd.conf Qe 9]}

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default :443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base_name-cert .pem
SSLCertificateKeyFile /etc/apache/keys/base_name-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server. Please refer

to your Apache documentation.

<Press ENTER to continue>

) 73931 01 4 9] "olskA 9 A 2FE el A o) Aol ols] ek
B A%, el 7] 2.2 24 Wl U@ 7k gus woA Fyvh,

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with iPlanet and Apache keys" from the
sslconfig main menu.

4. sslconfige] &8 o0& Adsle F53).
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~

etc/apache/keys/base_name-certreq.pem(base_name- A 9(393) o] 2] 2] "o}
(o]

3] 4 AW g el A AR )l A sle et 4 I5A 23S B4 o 3§
ZAF 7|Hez AFFY)

1 Z A7} ZHA 5 Q1 F A 5tY /etc/apache/keys/base_name-cert . peme
S A AFAE AT F e £ 50U

- okl A A E A2 .
o}u}x] wloly g 9] A& /usr/apache/binl Z 7} &Yt} vloly g ¢ E 7}
ARy A= Lule gu e gy

# /usr/apache/bin/apachectl start

. TEZE7L e PEM S~ EF8 433
. Th ) Aol E oA A 2& SSL AF ) AW E A

https://server_name:server_port/

712 server_port 4434 Y T}.

6 otutx| & My 2EZ 45
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et 5l ZA s A

o] %ol A= Sun Crypto Accelerator 1000 22 E 9o o] gt ek gl ~E 3 74
aldel dis Ayt o] A2 v A= 4ol sy

m 477 0] %] 9] "SunVTS ek A& E go]

m 513 0] %] 9] "Sun Crypto Accelerator 1000 A 3 2"

SunVTS A& A3 E ¢ o]

Sun Crypto Accelerator 1000 CD®l| 5% suNwdcav I 7] A £} &7 Al & 5] =
SunVTS EH| 2= E dcatest = Solaris Supplement CDl| 55 ¥ SUNWvts % SUNWvtsx
3} 7] %] &} A AlF = = ;A SunVTS HAE HAEE 9 /\}%Z}
AE | o] 2=} A 215314 Sun Crypto Accelerator 1000 H.=of o g+ X &
Az e

o] et PlAEES Ay T wE Y= H“:”Oﬂ st 2] 22 SunVTS A H A&

?LZ S Al L. o] -4 = Al 2=8l el Solaris& A *]3}7] 913l Solaris Supplement CD®ll
Xﬂ TE = Solarls on Sun Hardware AnswerBookol| 4] A}-&3 4= 9154t}

o

&3 - SunVTS+= Solaris Supplement CDoll A SunVTS 3 7] A & A4 %] gk 7 5-of| vk

A],jl?:ﬂ- 2= o] /\1,]1;}
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1.

dcatest A3} HH

45944 2 SunVTSE A2t}

# /opt/SUNWvts/bin/sunvts

SunVTS Al &tell th &k 2}A| 8k X 2 SunVTS User’s Guid
T}S-& CDE AH&7} o1 8] 5] 6] 2~ Ab2516] SunVTSS A

=

o
JN il

[SunVTS Diagnostic(SunVTS Z1H)] 7] el A4 [System Map(X =% })1<
[Logical(=2] &) R=2 AA 3}

BE ALE AR 7] HE el H REE AHEEE 5 BB

Y.

mZi IJ?.*.'
R e

2] 4
3

_ﬁ
il |
s

A S dAst] ZE HAEE vRA 3.

Cryptography(“ii})—J AE A3 oS Cryptography(%‘ii})ﬂ

EY23% 49314 Cryptography($£3}) 159 RE HA2EE AL

dcatest °]F°] XA = %] & Cryptography(¥33}) ZFNA AaTS

3 A 3 o}

m dcatest”’} AIE H§-

m dcatest”7} EAIH A &
system(A] 2~ 51 7 A)[S Al 5}

48§ AAE SunVTS AW A E #2414 8. 1 40] R T deatest7}

A EH A 62 AL

dcatest® 2B X F 3UE FEGF ¢ 2 2 EZ D5

Parameter(H] 2~ E w7l ¥ $)] 4 A Yt

dcatesto] W B FH = o] FHL 499 0] %] 9] "deatestol] W3 HAE i/ HS 3
Arell A o] Gy

,%74] 62 2 o] T3 Al L.

-, [Commands(™8 )] &5 Th2 ¥l A [Reprobe
Al=E"S A /\} 0}04 dcatestE ZF oA A 2

=
Q. d

fu

T2 BoJA [Test

25 A9l Ui [Within Instance(R1 28 2 W A)] =5t E5 <4 [Apply
A5 =8 AH3 deatest?] d2H2E HASAY =& [Across All Instances
R12" 2 AA)] =F5 L 55 A [Apply(H$)1E Adste] A3

B E dcatest? 20 2E WP
# Zo] AA = 3L [Sun Diagnostic(Sun I HH)] 718 o2 Folgh}

48  Sun Crypto Accelerator 1000 2= ™ 1.1 x| Y ALS A AHA « 20024 68




10.

11.

dcatest®] 2B~ F 3UE FE P
Execution Options(H| ~E A3} F4)]& A3}
=

[Test Execution Options(El ~E A& 54)]& Z A8t thE W =2, [Options
FAD] =502 71 E 7 E T2 2 [Test Executlons(EﬂZ:E P ME 2 =
AFH o] FHE BE HAE S T R4 <l SunVTS AEE Y YT
A A -2 SunVTS AEA B FEEAA Q.

25 A93sty Ui [Apply(H4)1E =32 #4 #& A A3 [Sun Diagnostic
(Sun A1) 7| Fo 2 Fopzht.

[Start(A| 2D & =3 A9 H2eE AP},
[Stop(FAD]& £33 R E H2EE Fx3Ud.

dcatestol] W3t HAE vj/jHF A

% 7-19] dcatest 319 H|Z~Eo o3 A o] yef &5}

E 71 dcatest 39 HXAE

HAE 0|8 oy

3DES [3DES Bulk Encryption(3DES th-&% ¢5)]S
Bl AE T

RSA [RSA Public and Private Keys(RSA &8 % 721 71)]&
Bl 2~ E gt}

DSA [DSA Signature Verification(DSA A9 ¢15)]<
HEgyn

RNG Ao =4 Y-S H=EF T

dcatest W& &

CDE %t7 o] o} W& oA dcatestE AP E Aest 49 ZE 47}
W FAG ol 2w o of g

32| E B = oA deatest 4 ZE /opt/SUNWvts/bin/ YU T} 640 E =0 A
dcatest 4 2+ /opt/SUNWvts/bin/sparcvy/ Yt

BE SunVTS X5 342 deatesto] ek H & 3] Qe o] 2o A x| AF Yt}
HAEY 4L -0 o542 X 4ggy



B8l o] Aol sl A= SunVTS Test Reference Manual(SunVTS H == E
H A e x84 A 2. decatest”} [Functional Mode(7]5 E’_E)]
olm 2 g7} EgE ofof Fur). WA AL A 5he T -u¥, VERBOSE
=23 ]o]—Eﬂtﬂ Ve 461—61—1/]1:]_. -r]-/] EHJ/]‘EO“ J_ﬁul—% 6]_%3 _Q‘}\‘i 6]_%0

o

2> [ by HN

i) kk

WO T deatestE T & oA YU T
}H H2EZ Fad g,

S8 TRy

dlo dlo

o
3:
rlﬂ oﬁL
lH
2

# /opt/SUNWvts/bin/dcatest -f -o dev=dcal,tl=3DES+RSA+DSA+RNG

£ SunVTS ¢ Z e} 2 FE] 64H E R E A decatestE &3 oA Yyt
WA 538 deca2ol A RCAZ H|A2ET YT}

# /opt/SUNWvts/bin/sparcv9/dcatest -f -o dev=dca2,tl=RSA

g ol A deatestE AT W) S-S ey, w720 et = AT
HAe] 7] sl gy

£ 72 dcatest HH3 &

=X =

02

dev=dcan dcad =& dca2 -
A eA g2 Bg-oll= 7 2B S E deaoo] AAFHUT
t1=testlist 2 sg sl 519 gAE 2SS
(el 2) #AR FEFEYT AYEH = §43 549 H2=E7} 3DES,
RSA, DSA % RNGO| = &, t1=3DES+RSA+DSA+RNGE ¢ &3}
Sh9l Hl~E7F BF AgfYLh B BE HAEE A=
tl=allS Y H3l= FUh 319 B ~ES XA 8] ¥
7|2 o 2 a110] A A Y.
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Sun Crypto Accelerator 1000 <= A| 3l 4

Sun Crypto Accelerator 1000 & 2] 7} A| =&l o] Y& & o 2l=%] &<lst ¥ OpenBoot
PROM(OBP) X & X Eo| A show-devsES Y 3le] A 555G A .
%F2] H-59] Sun Crypto Accelerator 1000 H.=of ¥HHAH o} of #| &} AL )&
FxafoF gt

o
ol
finad
>,
to

ok show-devs

/pci@lf, 0/pci@l/pcilO8e, 5455@2

9] dl Aol A pciioge, 5455+ Sun Crypto Accelerator 1000 K=ol gt Fx] 25
Ak o] HEdE Felel7t lom R OBP % IS AHEE &+ gleyth
Sun Crypto Accelerator 1000 E =0l &= B = A o] Foj %= 53} 219 -S LER
FEAZTY 718 ZA717F 50 A EFUH G353t 2q] o] R dAw
FAE L A=A E A5 kstat(IM) B S A&t FA AHES

FABH AL

# kstat -m dca -i 0 -n dca0

module: dca instance: 0

name: dca0 class: misc
3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngshalbytes 16328
rngshaljobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482




kstat X+ 453} 8% H+= "49"°] Sun Crypto Accelerator 1000 .= =
AEH AL A=A o -5 YEb Ut AIZE 7 dhol] whet "2hQlt gho] ek, B =7} Sun
Crypto Accelerator 1000 2. =0 d&H 453} 2] 24 & 7H&3shstal ole
AdUeh 433t 24 8o HER ASHA &2 45, § A 4 54
TR MBS s A L.

kstat(IM)7} Whgheb= 71 d /=t A4 g2 4 skA] np Al Q. o]
Zefoln] ol ol B= A& =9k Fut ] ef A A o] 52 Akel uhet

LiRcR A=

&3 — nostats £4S /kernel/drv/dca.conf F Ao A A H EA S
Mkl TAISHA] kAl Ul o] £ EYY 2418 WA EkE o AFSE
9]z}

=] .
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S

iPlanet ¢ A ¥ = Sun Crypto
Accelerator 1000 X.= 2]

+ iPlanet §§ Al = #& 3 49 Sun Crypto Accelerator 1000 .= 9]
b7l gk 7H s Ale

A 2 gl

iPlanet ¥ A #¥ 9} 72 PKCS#11 1 E]#| o] 2~ & &3} Sun Crypto Accelerator 1000
B ol FAlehs &8 TR et o # AR ARE A sl oF du

Sun Crypto Accelerator 1000°] HE ~E & ALE-8t= AF&AE o stE 98 Lo
7] 845 AU 7 ARe A= ‘“/H:J 715 &% 7 AFHT AR A= 7L7]
nE=3 :rL/H < 2957 _,4 3 tho] 715 A8k A (e "production” 7] #
"development" 7|(AH-&2}+e] Z}7] thE A 7]3’35% ‘?foé St=5)), AL 7H *é(HA)
TE& &olstA st7] Hal e 718 282 3 = JFUG AR e
"AF-g2F A" o] 2k 8-¢] = Sun Crypto Accelerator 1000 AF-8-AH& 2] w] sl Uyt
UNIX A2} Al & «]U] sh#] ¥ F Y Tth UNIX AF8-AF ©] &7 Sun Crypto
Accelerator 1000 /‘}9‘Z} o]2o] nAH o7 AT WP EHX = LEU T
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FeAVEA 9 7] R40) =04 BUL oW Fh T AL ] AR AT
P 5 IE 5HS ATTL A0z A F ey 2 o]
a9 o] & FE FAGIY Y9 &S 5oz B F dFUY

AREA Q] AR A= T AFEAE 7 Tl g H o] gAY o & 9], nobody
gt= & AFEALE 71X webserverghis ©d JHo] A YT o] H gk Ao
AF&2} nobody+= @Y 4 Yol A A 7] AN~ AESZS &AF38Ma §AE F
AsY T

ALEAHE 7] 9 AE REEEE FFY9S UE 3;1)\‘4‘:} T g9 o s

o] Fojx B} E443 A% AFYTH(el: finance, legal % engineering).

7 G2 Afe olF TS A AU ol & 59, finance(w8) 9 9 9] AFE&AFI
webserv®} engineering(3 &) 4 99| A2}l webserve Z2H7] THE AFE-A}
ALY

¢l secadm< Sun Crypto Accelerator 1000 < & 2} AF-&-2HE ] 3h= d]

=i
o[:é_ﬂj
hin H—I
S

Ao, A2 2 iPlanet ¥ AW

iPlanet ¥ A1¥ 7} Sun Crypto Accelerator 1000 =7} #2]3t+= 715 323 4 ¢,
"EE o] E"S AFEE] S 77 R AZ E Y o] dolEH o] AT} o} Fl=¢jof o
o3& #el g & vERE YT

Sun Crypto Accelerator 1000 H.= = AR P ARG D G o] FE "e" 7|5}
Agste] EE o]F& AP dubAl A Oﬂ/ﬂ nobodyﬁ]rt e AFE-ALok
k) webserverﬂ—‘_ ‘Er%_] Oioﬂol XV‘*E] &Yt iPlanet 9 A ¥ 7} webserver
4 o] AFEAFSI nobody7} frek 71E Fx3st7] 9l *}Q‘O}L ET YolES

nobodyewebserver$ 4 t}. /\}Q-X} nobody?] 43 (secadmO ® ALEALE 24 e

o AgE)E Q5 &4 A, Q15 A A Al Ei= iPlanet W A ¥ Al 2HS 913 Q15 A
AHEH U

al X 3i]-©
EZ Y Ex9d
iPlanet §} AH = EZ(EXolHikE §)S 3l 7] Qe A =gyt E5
792 Sun Crypto Accelerator 1000 #2] A7} 54 EE& A¥ A o= 3 3§

=2 Ages 71y

&% Fdo] EAEHA &S 4 o+ Sun Crypto Accelerator 1000 42 E g]o} 7}
iPlanet ¢ A Bl 7] EZ A EE Al gyt o] 4o B2
nobody@realm-name®| 2= o] F 02 2} o oo A|-FE Lt}
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o A

engineering, finance, legal® ©]Fo|Z A 7¢] o H o] HFY T the B0
iPlanet ¢ A ® ol #5511}

m nobody@engineering

m nobodye@finance

m nobody@legal

47 o8& B ALgSte] W A8} nobody’t 2 G el EA ok Fich.

22 ylo]

S5 3

P HAG FAGEE £F o] AT &% FAL 7 PR sh o e
£3 0|58 Y39 Bt . iPlanet §1 AH = o] Felo] thelE =yl
AFFU 2% el Agahs e thed geUth g

=

SHOME/ . SUNWconn_crypto_slots g

o] 42L& iPlanet 9 A9 o AHEAZ e 3 UNIX A7) &
teEg e 9lofof gt & tl¥E 7} ¢l UNIX AHE-AF = iPlanet §1 AW 7}
AeE = Aol o] WS AT+ flnth

2. /etc/opt/SUNWconn/crypto/slots 3
/etc/opt/SUNWconn/crypto/slots 31U Z2H gd 2
.SUNWconn_crypto_slots F¥o] AL&4} & tyaEg o EA5HH] & 7459

ArgEU T
e &% 9 gl ha oA

webserv@engineering
webservefinance

A7) g o] EA6IA RS AE 54T o)A "ERE W LSFE gl AWy 72
[e)

>

EZ ool thgk AA & A B = iPlanet §] AW ol ¥ E 37 FarstA Al Q.
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secadm A&

secadm Z =132 Sun Crypto Accelerator 1000 2. =of & 8 1H #| o] ~&
A& dY T

secadm ZZ 1| HA AAxsFHH G AR ol thF oA ¢t o] Sun Crypto
Accelerator 1000 =7 tHET & Y5

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

secadm ¥ TE& ThE 7} 24,
secadm [-h]

secadm [-y] [-£ filename]

secadm [-y] [-r realm-name] [-u username | -s admin-name] command
g & o] /opt/SUNWconn/crypto/bin/ HH E g ¢ At}

¥ A-12 secadm =79 gk FHE BAFEY

A1 secadm 34

]

=M oj|

-h secadm o] 3 W&o =TS AL FHEFYTE

- £ filename filename N A 3pi} o] o] WEH o] & ¢l TR

-r realm-name gd HE R quk AFREHYTH -r A4S secadm ©| realm-name
3 % S5 AA G

Ay &3
o ]"1 Agd HEgol s Aste
D:]

2 WY mEol AU AHSHUT s $8 secadne]
admin-names 2191 o] F o 2 AFE3}9] gystem
Administrator® 218 E= AA|FY T} admin-name-S UID 0
(0 k) UNIX AH&-A(ell: root)od oF @ th. A& W o} 7} A e = 7]
Aol g}

-s admin-name

Fﬂ

-u username gd Hy Reoqdut AEFH YT -u 342 secadm®| username
o= il?lo}‘:i AAFUTE A3H HEoj7F Ay 7] Ao
2adg Y

% Adutx o7 BolS B TEITEES FASE WHo BF "yes" =
st =S ZA A4y
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;d—E

=
secadme ThE A 714 REoA A E 4 95U th o] = HEH o7} secadm
of MEx & W wal dEUth Al 714 s wd ¥y Be a9 re Y

Bty mequth 2t Revh AR o gEst ga g

el gy me

S We WEo A AgAbE BH Y 29127} BE A5 H secadmo] 2
We e AQAUT. o E 5ol e HHe FAGE RE 9o g A6 A 8AE
Wel 4 TEED HEyU

$ secadm show realm

HS AFE5}9] system Administrator® Z1913F U} engineering

e
3 ﬂ]oﬂjﬂ webserv AF&AE A gk o}

_18:10

$ secadm -r engineering -s root create user=webserv
Password:

Initial password:

Confirm password:

User webserv created successfully.

Initial password 4 confirm password: LFXE&E A2 A H A&}
dsE HQ= = “]"1] Password: T H X EE System Administrator 43 &
Re Fu

T gH REY RE FYo] 5 Y 2EROoR oFdUh o] & EF UNIX
10 A S ARESo] thAl B S g o

g 2=

g REo A ARR A= secadmo] st o] e HH S ol RdSs AAFUH
AL 7t ok spke] e 0.2 FAH ASCI TE ] 2 Eofo} dhn. 7}
IAHNE= "#" A= *]XL%qD} e me FAo] AAHW secadm HF 54
o] HEYHY JAFE FAFYLE T3 dAl= deluser.scrol I+ HHE
A e g 144 o suaad

S secadm -f deluser.scr -y
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I 3 & A fep(l)oF AR
Aol 25 ATFYL. -y A2 sk L=l = A ds A fsdh

als

secadm= W&o &

secadm ZE 1]+ Sun Crypto Accelerator 1000 K. = ¢} tff }5f+= ©] AF-&-aljofF &
Ha Aoj7f o] AFYTE HH o = wojo] A e X (71E 7HeA §lol

e A5)E AHEete] dEF U show Al shE AR&she] e 5= qlo,
loWt 483t 9o & login & logoutd] BF P = § glem =z on|7}
B35 gt
e A wol g ALgake] el g ek Ay
secadm{root@engineering}# show user
User Status
webserv enabled
alice enabled
bob enabled

secadm{root@engineering}# lo
Ambiguous command: lo

secadm= AFE3H QA=

APEA A F 715 FE o8] HYolE system Administrator = AMEALR
ASHES 87Uk System Administrator /174> Sun Crypto Accelerator
1000°] @9 23, Ab&AF AR A4, AREAF Al ¢ 2 ‘éﬁr 2 H|EA st e g
AR A o] AbAlof F2 s2g FAst S T of FUTh AFE AR A 9
A5 s HAAY T AFEATE 278 7] AAE UdDetr] AE) W=
YT % A29] = System Administrator ¥ AFEA}7} ARES S Q=

o] A5 o] gLt
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A2 Y gEo] EH

Yo oIs oISM BER QISE AIEAL

create user=username oly o o System Administrator
create realm=realm-name ¢ ol o System Administrator
delete user=username ol 2 d System Administrator
delete realm=realm-name o ol System Administrator
disable user=username oly o o System Administrator
enable user=username ol o d System Administrator
exit o}l % oll % n=

Login o oh e A8

logout SREY SREY mE

passwd d d A8}

set realm=realm-name ol & ol o 25

show class oty o oty o 25

show key ofH o A2}

show realm ol o ol ¢ =i

show user ol o d System Administrator
su d oty o System Administrator
quit ol & ol & v

unset realm oly o ol & =i

System Administrator®A] 153} ™ UID 0(l: root)] UNIX AF-&-2} o] &

q
o
57 Aot} system Administrator e AFEAE 271208 u] Y-S

7H WA Ae e of gk,

AR R 2afletE i theS s A L.

secadm{realm-name}> login user=username

System Administrator® ZIRJ3HWH S 4H

3

}]\:}

Al

o

.

secadm{realm-name} > su
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+ System Administrator® 21918} secadm EEFXE &)
291 e AFEA 7 EAEH UL A& A 2719137} gystem Administrator
29L& TFITENA upX| e FA 2 LEHAYY System Administratordl Al
K#)0] TAIE 3 AR A A 72 B5(5)7h AT AHEAL EE systen
Administrator® Z 113 ThF ThE AME A} & System Administrator®
2 Rlek -, okl e Aol A e} o] Af maleo] $kr ™ A ISA 7
PR LS

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password:

secadm{webserv@engineering}> su

System Administration Login Required
Login: root

Password:

secadm{root@engineering}# logout
secadm{engineering}>

g ofel et mwE B

secadmol| = 7] Al =2 7]50] X H O JAFUTH EES HEWH =Rl
dag HEo] o 2" EAE JGFUT AA WEATF = EHAL el "7 A=
A%, obe) el Al sk o] Walole] thak o] EAHTH

secadm> create ?

Usage: create {user=<username> | realm=<realm-names}

secadm> show ?

Sub-Command Description

class Show all realm classes

key Show all key objects in a realm

realm Show all realms

user Show all system accounts

60 Sun Crypto Accelerator 1000 2= ™ 1.1 A% & AL2XI AHAM « 20024 6



secadm> ?

Sub-Command Description

create Create users and accounts

delete Delete users and accounts

disable Disable a user

enable Enable a user

exit Exit secadm

login Login as a user

logout Logout current session

passwd Change password for a user

set Set current working realm

show Show system settings

su Authenticate as the System Administrator

quit Exit secadm

unset Unset secadm operating parameters
BEY ReoA B B ou, 2y $1 do] " £AE A e He A9t
Ae T AFU =53 dellA] Hido] d o] 2=Ao] = £AE5 AbgalofF T

secadm T 213 =4

r

=3 % secadme] =EH Yt}

o2,
18
i
Na)
-

e

o] quit ¥ exitE AE3}1Y] secadm® F53 5 IJS5U Cirl-D 71 &

Y& 7] 800 ol LA B P LTk el A R AP A A 2 A A of e
FAL AGLEATL WA oA B AHo] 7] AAE b o
e ATTUL, o2 3] 2FAR AZHA B 28 T2 A E 57
FABUL G9e the F P 922 o FolA AUt

a 7] 2 iPlanet 9 MBSt 2& & TR 98 4= 3714 AU

n AR A S8 2ROl 54 715 IS stal ALt s Aledy

shube] Gt B a g 490w o g
AgA A AET AU A8 Fo) 3§ w2
Q1Zaha Jo ol A 7]o] A2k & A4S A
ool A sk gk,
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=
®
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G874 7] AAE A 0 LG dese, B D 7]e Afelo)
A YT d9E ZAsEH dE A= create realm B #H< /\}JQ“O}Oi A =
Fe] olF& AlTalof Funh AA BFF ATl wA |l 0] System
Administrators 313 H&H o] A& A P_E %J‘% HEE o= or Y s E B
SE S E oA UNIX Al A~H J&alx} T2 dHFU AL

secadm> create realm=engineering
System Administrator Login Required
Login: root

Password:

Realm engineering successfully created.

ARE S5 BHA J 9 olFS AT F AF U finance(w§) T engineering
(& 2 g & Foko gt 95 Al JY o]FS finance ¥
engineering® & A3t} o A

secadm> create realm=finance

System Administrator Login Required
Login: root

Password:

Realm finance successfully created

62

A 2he) 59 J o 4

-1 1o O =0
secadm< 5tubo] Aol A 7] H AREA A S RN A = JUFUT 9
AR A& —Er{— e PHolE GU S MA HasER o gt 99
deiste o A2l 9} o] set realm F Ol E A I

secadm> set realm=finance
secadm{finance}>

({ ) 2tel FEAFH Y

al(
o
ofy
)
fols

o

FAES MG secadm TFHF I E g o]
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Asishel s elol 4 o o4 Aok ol B 2 Ao g ) doz BAsAY
G2 94 AAGIT DA 4 £ FAL WA T Y A
GG AFH-2 ALEA} = gystem Admlnlstrator7]- Aso =

2ok Y oA

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>

d Aol AFEA HjA]

o] AFg-A} o] Z& Sun Crypto Accelerator 1000 K. = 9] Eu] Q1 o] A vk OLﬁq A o
A A Bt *i‘ﬂ & AAE AAT UNIX AHEAF ol 53 54 o= 3l 14‘:}
ALEALE 2337 Mol A EnfE J 9 S A3 System Administrator®

Zalaof gt oAl

secadm> set realm=engineering
secadm{engineering}> su

System Administrator Login Required
Login: root

Password:

secadm{root@engineering}#

Of

A AFEATE SR 28 A9, 9 o] 5 nobodyE AMEE] E£F U S
AR & F AFHT v 1 4ol A} = engineering % & ol A] /‘}*CLX} nobody

FA 3L 5 3-190 4] user@realm-name 2.2 4 2] ¥ nobody@engineering®l] i gt

2] A 61—1,] 1;]_

A

O:
A

N
K

a2 i

M'J
il
it

O:

hin

secadm{root@engineering}# create user=nobody
Initial password:

Confirm password:
User nobody successfully created.

QA7 AR ok A W Y] S Abgaok

ZFo| — e oha e e vlofg)of dyh ohE v lo Tl AT 4
glardth dofua o A 5 gl
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show realm=realm-name 5 4

secadm> show realm
Realm Name

engineering

finance
(e) =

a9 Sl yd
do Fo)zt GGl 7] AR, S A L A% velele] B el PHS
Alojsh= 7] #E EEYUTE @A Sun Crypto Accelerator 10000] #] ¢ 3h= %‘Q@
42 Fe) 2 sUNW_filesys 99 2L YUh AUHE 9 2e)aE w
U}<E3lH Y show class HH S /\}%aﬂ"/] t}.

secadm> show class

Realm Class

SUNW_filesys

o &3 A}k

3] AbA

delete realm S YL AAT G olF& Alwste] G AL

AFHT 9 HH S AW secadm M%EM | GHE& AAEA == yes/no

]’\] A 7F EAE YT d9 9 A= system Administrator Al S
gl daaly] Aol WA Qg alol LY. A8 $U G AT S G

= 5 3]
=

Feol et =S siAstHH ) AH Bl/Es e *ﬂﬂa za sfof & 1=

[¢]

Ak
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1. secadm 22 €& A£3te 7 9 9-& Ao

secadm> delete realm=realm-name
Delete realm realm-name? [Y/N]: Y
System Administrator Login Required
Login: root

Password:

Realm realm-name deleted successfully.

7 Ba A=

il

AT BE APl ES 54 99 HolHE AA Y

i

™
—rl
ofo
>

17 78 3} e

2 1910] Sun Crypto Accelerator 10002 = Q153+
3t S AlTE YT FFute] AREAF Al o] &R 7=
EAEAR G G JI5H 58 T2 AT
ol ] F S M oF 3lal System Administrator
AREEES] FlE g ol 2l ofF g

&aob
e °F
ACAT

)

o2 >

|y ofN U2 oo
o, 2
e}

©}rol>

th. o] ¥

secadm su 3

rlr 52 o
R
ot E

v
o

oft fd
tlo £

A A8

® create user YH S A3P3lo] ALAE FAAFY.

o] & ol| = create user=username &> ] A& 2} o] o] & Q s},

secadm{root@engineering}# create user=username
Initial password:

Confirm password:

User username created successfully.

Zo| - 1% ghEE weA s o sof Tk GBIk ROW Alo] AA 2T 5
e Qlolnel ka2 48 5 g
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A7} Vb

System Administrator®¥ 99 Wo] ALEAE YE T = HF YT system
Administrator+i show user 8-S Adf3lof ) o] P& & dAA| Mgt

G AFgARE Y gy
® show user 93-S A3},

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

secadm login &S AF&-sto] 2113k 7)<l
WAT 5 Atk A s 4] Aol u

® passwd ¥¥ & AW3P}

27191 S AT AL A GBS
S @Al B8 otok Gtk

secadm{username@realm-name} > passwd

Enter current password:

Enter Password:

Confirm Password:

Password successfully changed for user username.

T 5ok glow Aol A2 5

>
52
>
I
_n
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g A B3t EE ) 245

System Administrator® AFE&AE &3 = HEASE 4 dHF YL
71 gr o2 7F A8 S48l dE = A gy o

A4 Al A& v F A 3)slelE disable user=username ¥3F-E YF 3}

secadm{root@engineering}# disable user=username
User is now disabled.

W] A S1E AL Aol U@ Q1B B AsjelA HUth oW o R E A%
FAY 5 YUk AR A BB AP A 27 R A0 AFE S8

A& &4 3tsleld enable user=username ¥ 4FFUch

secadm{root@engineering}# enable user=username
User is now enabled.

Vg A
A AL AE A A 50 delete user BH S AP}

System Administratori AHA| T AFEAF Al o] B-& Al FdoF Fy.
A8 R 71 B0l E Ak AT secadn HF A ST
At et7] el yes/no &Rlell ©Hel =S System Administratorol Al 54T

secadm{root@engineering}# delete user=username
Delete user webserv? [Y/N]: y
User username deleted successfully.
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2
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o

>

MU
e g

dlo
ol
o,
2
il

Sun Crypto Accelerator 1000 2222 E gofol] 234 vl o] A o

oL
o

>
=

oo

)

o},

SRR EEE

)

=y

man -M /opt/SUNWconn/man page

£ B 0] AHE 5w o)A B w drjo] gl o

]

B-1  Sun Crypto Accelerator 1000 Man = o] %]

man H|O|X]|

oY

cryptio(7d)

dca (74)

kel (7d)

kcpi (7d)

i

cryptio &

| Sefolm it UAIE Gl=s0) a5 1)) oA 2

HEES ]33‘63“4 th cryptio Zeto|HE AlFE AH| 2
0“*11’\0}71 el ¢4 Z2a 2 A FEo|AE U3t ASsE
amEde] HAE Baz dn

dca ZA A =elolw = WAlE St=glo] 453 7f& 7] AA 2
AEES AF3shes g =dfo| YUt

dca E&to|W &= AlFH A u] 2o AAM|2=517] 48 -§ IS
A ZefolAEd 3t AlF3E AZEY O FAS Fe g )
kel FX| =eho)H & nOLiﬁ} Z2ulo|y =glolHE XYl
o] ~ges 2E 2 7 Ad REYYLL
kel Egto|H = A *MMH N 2317 98l &8 =
A FEolAdE 1 AZstE AT EO TAS I
kepi FA EgholH = Sun ¢35 8} EEHM Y =eol M E XY=
g ~Hes 2E 2 7 Ad REYYL.

kcpi EEkol B Al FH A 2o] AN 2sky) 98 S8 2R Y
Ad FEo|AEd gt AT AT ES O FAIE A F ]

rl
rl E

;dOH Hw
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E B-1  Sun Crypto Accelerator 1000 Man | ©] A ( 4/=¢)

man H|O[X] Moy

secadm(1m) secadm < Sun Crypto Accelerator 1000¢] #&] FE&E Y ).
secadm " 3> Sun Crypto Accelerator 10002} ¥ @ 4, A4 &
7] dlolE Mol 225 45 0 = $hel s B ALEF T
secadm & W3 433} 7] ARE AP

secd (1m) secd & secadm $& TR 1o By AAA AHHAE
As g
sslconfig (1m) sslconfig® Sun Crypto Accelerator 10002 4 22/ El 4t}
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J

o} 53] ] AW o T 3 SSL T4
2 Ao

H B2 A= Sun Crypto Accelerator 1000 222 E 9| o] & A}-g-3lof o} 3k2] ] A1 o
sk SSL A9 T3k ol B3 XA o] E A I YT http.conf I ol A
A& T4 6”4 ok ApA g AR = olFhA] ) AW EA4E FERSAA

. SSLPassPhraseDialog exec:program

—_

Y XE: A

o) AASTE 7| ko) G U SR A pogrone Aol
oFobA] 31 Aol SHAVTE programe 1 ¥ HE S w0 e}

o,

ko] 7] st o] F A H %1% BBt & A5, program-S g R AP Th
(ZF 89 d3 = programs THA] A 3617 Zd | A 5=3h).

program - 7 719l Q52 AL o] L AWA A5 AW oI BOA 1 /5
FES Ao & YeElgUH ol & £¥ www. fictional-company.com: 443
(= 4432 SSL 7|3 41 Avle] AW EEQ) 3 LTk TR Qlre 7
gt o] 7] 3 4 U THkeytype). keytype-> RSA == DSA7} & = A HFH T

ol

BT o Zuogde Ns9e et $e A9 4 dong, @& tey 4X7}
obd 49, teyGo7t ARG BBek A 9ol o AsHES A EA
o151 414 @
THE ZZ 192 /opt/SUNWconn/crypto/bin/sslpasswords program
Ao A8 5 gtk o] ZEIAe s QY TEEES AEo R
EAS QelE 95 BAHA GRS Gyt
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A FH sslpassword LZ2I1HL 3 oA 45 & A} A 5}
A8 Al ZF Al AFRA A z_]—g_o H}X]O],_E_ el ,\]__g_;q 2= 91z t}. 7] 9ol ¢
&&= /etc/apache/servername :port . keytype .pass= o] Fo] A 4%
A=} o] Hdo] §loW /etc/apache/default.pass FYo] AL Ut}
o] oI5 AU AF O A5 FEE TAH] AFHTh

OH
o
fetl
o

B3 - 45 a2 ) A8 A PSHE UNIX A AR]85 9l 7
ojaho] wwaof v T o33 User A A o] TAH 27} F o7 AR Ao of

A QA e A= U 252 E H#A
Sun 1222 A, Al 28] A] 2} A
A& sslpassword T2 WME ALLEE= A

2. SSLEngine (on|off)

o] A Ao} SSL
319l gl SSL&
24U,

=
24

<VirtualHost _default :443>
SSLEngine on
</VirtualHost>

Q9] gAloF 443 E
HTTPS E£E). A5

ﬁlm

o3t SSL AFE-2 THAUHER
2 e 7k AU o

3. SSLProtocol [+-] protocol
AYXE: Ao, /M 5 2E
o] AAlo]= SSL ERAAE 98] A8 22 EZS FAFEYY. % caodlA
g sE TREES Uds

EC1 SSLIEITZEZF

zzeg M

SSLv2 Netscape®] 914 %+ SSL 22 EZ

SSLv3 FEo] ] Bepe-AoA] AP &= SSL T2 EZ O] o] E WA

TLSV1 A BE$-A A Ae S8 A [ETF R3S 535} ssLv3iz
JrulolE

all REZREZ AL S
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T npol () 758 AR ZREZS FAaAY AAT 5
215Uty ol & Sof ssLv2el t# A 98 Wl stalel W B e A o] AFE a4
SEEic

SSLProtocol all -SSLv2

i

YYEL Gt E

Ak

SSLProtocol +SSLv3 +TLSv1l

4.

SSLCipherSuite cipher-spec

HAHAE. A9 7P S 2E, ¥ Ed], _htaccess
SSLCipherSuite | A] o] &

],
T/d ks H ARSE U A e
Z7] SSL M =A|o] =L Bk A }%%‘4
Agdste] AGdE s AR
ol TG
cipher-spec>- 3 C200 ‘A H o] &= dwol FE i 5 YUY % c20lA DH=

Diffie-Hellman< ©] 7|3} DSS+= Digital Signature Standard & <] 7]
o
Y .

Ec2 A& 7FseSSL S
oS-E11 Z2EE 7| u# g9 A5 MAC =¥
DES-CBC3-SHA SSLv3 RSA RSA  3DES (1687 E) SHA1
DES-CBC3-MD5 SSLv2  RSA RSA  3DES (168H] E) MD5
RC4-SHA SSLv3  RSA RSA  ARCFOUR (128¥]E)  SHA1
RC4-MD5 SSLv3 RSA RSA ARCFOUR (1284] E) MD5
RC4-MD5 SSLv2 RSA RSA  ARCFOUR (128H] E) MD5
RC2-CBC-MD5 SSLv2  RSA RSA  ARCTWO (1284] E)
DES-CBC-SHA SSLv3  RSA RSA  DES (564 E) SHA1
RC4-64-MD5 SSLv2  RSA RSA  ARCFOUR (64H] E) MD5
DES-CBC-MD5 SSLv2 RSA RSA  DES (564 E) MD5
EXP-DES-CBC-SHA SSLv3  RSA (512M]E) RSA  DES (40H] E) SHA1 Y=
Rk
EXP-RC2-CBC-MD5 SSLv2  RSA RSA  ARCTWO (40°] E) SHA1 ux
(5124 E) w7l
£5C otmtx| & Mufofl thst SSL 74 XAl 73



Zc2 A& 71E3SSL S (A=)
¢S-Ela =Z2EE | ns sl %S s} MAC 78
EXP-RC2-CBC-MD5 SSLv3 RSA (512H] E) RSA ARCTWO (40H] E) SHA1 ur
w7
EXP-RC4-MD5 SSLv3  RSA (512H|E) RSA  ARCFOUR (40F] E) MD5 yn
W7
EXP-RC4-MD5 SSLv2  RSA (5124]E) RSA  ARCFOUR (40H] E) MD5 =
W7
NULL-SHA SSLv3  RSA RSA gl& SHA1
NULL-MD5 SSLv3  RSA RSA gl& MD5
ADH-DES-CBC3-SHA SSLv3  DH ¢l 3DES (168H] E) SHA1
ADH-DES-CBC-SHA SSLv3  DH 22  DES (564 E) SHA1
ADH-RC4-MD5 SSLv3  DH $lS  ARCFOUR (1287 E) MD5
EDH-RSA-DES-CBC3-SHA SSLv3d  DH RSA  3DES (1684 E) SHA1
EDH-DSS-DES-CBC3-SHA SSLv3  DH DSS  3DES (1684 E) SHA1
EDH-RSA-DES-CBC-SHA SSLvd  DH RSA  DES (567 E) SHAL1
EDH-DSS-DES-CBC-SHA SSLv3  DH DSS  DES (564 E) SHA1
EXP-EDH-RSA-DES-CBC-SHA SSLv3  DH (512H] E) RSA  DES (404 E) SHA1 uyx
W7
EXP-EDH-DSS-DES-CBC-SHA SSLv3 DH (5124 E) DSS  DES (40H] E) SHA1 ur
w7
EXP-ADH-DES-CBC-SHA SSLv3 DH (512H] E) ¢l DES (404 E) SHA1 uy=
W7
EXP-ADH-RC4-MD5 SSLv3 DH (5124 E) 215 ARCFOUR (404 E) MD5 WE
w7

= c3 SSLEH

3 My

SSLv2 EESSL WA 20 4%
SSLv3 K= SSL A 3.0 9%

EXP EEWRW-Fe 4%
EXPORT40 ZE4HES YR 43Z
EXPORTS56 RE 56U E] YHU7] 45
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wal My
Low =7} W& ¢35 (DES, 408 E RC4)
MEDIUM EE 1284 E o35
HIGH 3% DESE A3l e g
RSA RSA 7] W3& AR EHE BE O35
DH Diffie-Hellman 7] 135 A}8-3}= BE I3
EDH Ephemeral Diffie-Hellman 7] 235 Al&-3le BE 4%
ADH o] 9] Diffie-Hellman 7] 13t-& Al§-3t BE 4%
DSs DSS ¢l15S AME3lE RE ds
NULL o shE AlRel A e BE 4
Ho o A e # caoll Ydota A9 55 HAE AMRste] A
AEAEICY

B

28 e

<> B s F71

! AA B5o A 45 AA — ohA] 74 gl

+ FBE Bl Frteta AA AR FolWU(dE 4F)

- oA 5 AAFN 71 7Hs)
cipher-spec ©] 714k
SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM: +LOW:+SSLv2:+EXP
712 A (S HA Z&2)9] Diffie-Hellmans A9 & 45 & T3
ARCFOUR ¥ RSA®] A55 2 Y-ofsto] Bhe 2o tha] o & 520
gsstE APt

5. SSLCertificateFile file

AYAE: A, 7M 2 2E

o] Z|AJofi= Aol )3k PEM &3 3 X.509 ¢15 v} <] 9]

mlru
oZi
%
°
A

i

C otm=x| & Aol et SSL 74 X|A[0] 75



6. SSLCertificateKeyFile file
AYAE: A, 7MW 2 2E

o] x| AJo}= Ao tha PEM a3} 73l 7] wtd
SSLCertificateFile A A|JZ FAHE AT Al

7. SSLCertificateChainFile file

74541/\15 xqo:l 7]. Lj

o) A Aofi Ao} A% A=
E AAGUTE A EA 7L el e
4 B2 A%, Wyl

% Sy

E Q3 (ssLverifyClient)S
E Q=

QF FaFIL

1l

[e]

=

A

AN

3]

s,

ARE- o) ARl

AR-g-8le] Sekol A ET}F A

& W= PEM 33t IS ME EF e 51
7F 14 ah= 71kl ol sl A
ASAHE Seletm=

2z AL-8-H 2AF 7]F(CA)l tF] YA <] 2

o] ANl FeholQIE AZo) AH3H AR CANF AN BFS ¥
sele] oA 8 Ao
10. sSLVerifyClient level
AYAE:. 49 714 5 2E YdEY, .htaccess
o] Z|Alo]= A Hjell EetolAE Q1SS FAFHTHE WA o2 HAGA
szagel % Weshs @A 7l ¢4 ZRIPA A15).
5 50l level 39 23t Ano] o gl
ECc5 SSL AT EHo|AE g
e ay
A8 ZopolAE JIFA T8 S
optional ZolAET FET JASAHEATE = US
require SolAET} FaT JASAHE =X Agslof
optional no_ca ZEOAET JIFAE ATE 5 o Fad 28 s
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Adk4 © & none B require’} AFEH YT 7] 242 noneY Yt

11. ssLverifyDepth depth
HAEAE: A9, 714 S 2E f#¥E Y, htaccess
o] A|Alo] = SEto|AE OJ%—OH el A7} 3 8ahe= ASA Al H
AATE 0 e Al 4 ASAY A G S5, 1 ghe

A=A 7F A el AH °LEV1 CAOﬂ o &l A ofo
(ssLcACertificateFiles E31A]). 21 o]49] %

SN

'”“L

12. 8SLLog filename

74541/\15 XJOﬂ 7]. ]'EZ:E

o] A|Alof= SSL ¥ g vt 7152 =10 9 S AAF Y A F (V]2 4h)H A
&S 45, SSL # Zgi } 7125 % eyt

13. SSLLogLevel level

o] A\ Aol SSL 21 3ol 7S E e nE A4
o kg vhelsha Au g,

ot

.

}:H

6N A Tevel o]

= c6 SSL =1 #¥ gt

% oy

s 7NFA e FAY LF WIAAE FE ob9hA| &F 2o Bk
warn A AAAE EFFY.

info AR HAAAE EFFY T

trace FA WA S ZFFTL

debug oW o WA 4§ 2T

o] A W& Y ELE 7]FOo R SSL A3 A7 FAL FAGUY. Y2 715 (+)
2 oo Eo A A FAE FIHEAY rlol g~ 71§( )2 ALE-Eto] A A
F dF5Uth o8 A4S g e A48 5= = A P AleH el {4
AbeE Y, S AdE A &5 Th

i

C otm=x| & Aol et SSL 74 X|Al0] 77



Eﬁ AMod

StdEnvvars SSL ¥ CGI/SSI 3+ W] 15 A3 A dUT d5el
Astd & A5

ExportCertData SSL_SERVER CERT, SSL_CLIENT CERT %

=
SSL CLIENT CERT CHAINz (n=0,1,..) 87 W53 JE WYL o
W= Zebold E @ A B o] t)3t PEM ¢t 8} Q1542 235 o)
FakeBasicAuth Zgo|AE S1Z 49 1% 0] &(DN)< HTTP 7] <1
ojFo g MY AT AAH "I °l?n
g A2 °i°] SSL Edo|AE IFoF & O}iJrﬂ M A 2~
AEZ HAUSE A8 = AdFHTh
otz ot Sl A A&} NEZ R o she s
xxj312ZMTZzkVAE AF&-3l oF U T xxj31ZMTZzkVAL "&5." 2F=
ol t5 ke B4 (crypt(3e)) YU th

StrictRequire Satisfy Any9} 22 SSLRequireSSLS ‘57}3h= A Ao & A T3 =
SSLRequireSSLE Q3| FA = FAH A7 ARFHEE )

15. SSLRequireSSL
AYAE: 9 Ed, htaccess
o] ZJAJo] = HTTPSE AH&-31A] ¢ o™ sl g e Eg] ol ‘1]*0}1—‘:‘ e
A YT} o] A Ao & A}-E-3) o] ‘:]E“EE]«] HEE JASHA & 4535

e ol ilzo] wHE 4 b P LY nesht o AT 5 ol
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4

J

Sun Crypto Accelerator 1000 X = 2}
A Al ge] AlE S8 e T

2 5o A= OpenSSL .3 &8 2 1HS ?—%‘%E“EW Sun Crypto Accelerator
1000 2. =9 ¢t & 8} 7H V)5S &3t ol A I 4+, Sun Crypto Accelerator
10003} ﬂl*lﬂ Az Egofo] el A ok &
X238 o] 3k W2 (www. openssl.orgol A Th2 T

ghoju Y= ?%5}"5 T ok whi Al R o = Hapd s o= 9l A2 obd Yt

ﬂd
oo
o

#3 — Sun Crypto Accelerator 1000 2= E o] 2 sl=9|o] 5 AL&317] 913 S8
xZ 299 ?%oﬂ gt AR+ e 2g 2 Y3 Zﬂ*ﬂ”ﬂ o] A|E o A %"*—Vﬁqgi
A duke F o] ofgd ). o] FH = 174 343] g Bz BF glo]

AFH Y Suneo] A Ysl= &£FAo] T3 H-$-, Sun Professmnal Serv1ces°ﬂ
o5t Ao Ui JRE oA S

2% dd 9 2 eholnelelsl £39 sumHerysl 71714 A sof

oo (i
o
N

£ .—Qmﬁ
il

a
oo

Fo]  /opt/SUNWconn/crypto/includeol A FHade] Z2 12} 37
oS ¥oelE2 S8 Tw WS TAEAA Q.

©)
%)

penSS

-I /opt/SUNWconn/crypto/include

Ak gtolBygof 2 gdo] X EF FAE A3l oF FUTE it
OpenSSL &3+ 38 21312 liberypto.a % libssl.a gfo]lHelg F gk
T 7HA B R Sun ¢FE 3} gho] B Eﬁﬂ % Egef of ot " A

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -1lssl -lcryptography -lnvpair
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J

Sun Crypto Accelerator 1000 X =

it

o] oll A4 3= Sun Crypto Accelerator 1000 X.= 2] T} k3 Apako] o

o] R e hg A A H dFLh
ERREEEIERE
EERNEE BEWTS

n 823004 9] A LT A
14 ] "5 Aoy

2E1 =34 37]

371 R o[Ef x|5
Z o] 6.875%1 %] 174.625mm
4 H) 4.291%] 106.680mm
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QT E) o] 2= b}

E E2 QE I o] AJek

s Ate

PCI ¢ 33MHz £ 66MHz

ZAEQIEH o]~ 33MHz £& 66 MHzO| 28 £ 9 33V =5V A3 S A Qs
PCI 2.1

PCI B 2= 1H] 32H|E T p4H E

ST

o

At X%
Ay A A 10W @ 5V
700mW @ 3.3V
At A= 5V +/- 5%
3.3V +/- 5%
z2hs A 2A @ 1.8V
150mA @ 3.3V

= S2t AL HIALQE
e 0° ~70°C,32° ~160°F -65°C ~+150°C,-85° ~300°F
Al F= 5 ~ 85% H] &% 0 ~95% H] 5=
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4

J

OPENSSL &}o] 42 &3¢

OpenSSL &7 o] 5 2ol Al sfoll 151 th(el: OpenSSL ghol Al 2 Bl F 7l
445 = Y SSLeay ko] Al oF . dsﬂ grolAlz &S Held o &
st Al Q. F Broldl 2~ B BSD frE 9] & & o ]*1 29y OpenSSLoﬂ
Vel ghol Al dalol gk 2] = openssl- core@openssl orgZ A4 Al 2

OpenSSL &}o] 5=
Copyright (c) 1998-2001 The OpenSSL Project. ¥+ At

ezs R vbol el @Ae) AIE D ALE L 549 of ol B glo] The 2ol
A ghak 4ol v 5 &8 T,

1z e AME Aol A7) B A% A1, ok 5% L A 7] 24
(cFel)E mteror ik
2. wholule] FA 9 AME Aol 3 AT BA %/ EE Ve AR 4] B
F A3, oFgk B2 9 e £7] BAE EFF gLtk

LEgol S A EAL S 75l s ARk RE Jag ARolE g
of gttt "& Ao = OpenSSL Toolklt(http / /www.openssl.org/)°l
&2 © 2 OpenSSL Project”} 7§23k AL E g0} 7} 850 5yl

W
RaAS= A 58
T?

4. "OpenSSL Toolkit" 2! ”OpenSSL Project” = WA AR A 57t gle]
EEEAoll ) AT AL RSN S o) el = Az
A 37 gk Fol = openssl—core@openssl org® A3 Al Q.
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5. o] X ESJo]o] A 3} H Al E-2 OpneSSL Projecte] A A 317} glo]
"OpenSSL"% 3.3 3171} "OpenSSL"e]eh+= o] F o= %7149 & fl5H

6. Alw g FE == A Aol = s o‘]°HO]: gk " Al = OpenSSL

Toolkit(http:/ /www.openssl.org/)°ll AF-&& 5% & OpenSSL Project”} 723t
EES )7 3o glEF YT

0] 2Z EQ|0{= OpenSSL PROJECTO| 2fsh "U= A E" HS =0 AZEM9
UANM HE Q9 EN 2Mo|lo| MM S Zetst J2|L} 2EHE X L1, UM Q| AAIH
L= SAH 2350l ol MAXX| st &4 7tsd & Ao SIS0l =
=TS of 2= EQojo] AL HIE slojLt e MY, 2N, LA,
SN, AN £ 2oddel Soll(HA &F £ AMe|22 &5, AFE3, H0]E,
e Y o, Ee AN ol 28 & MM, Aletdo] ==X 04 ot
ZAgl0l, E= 2 /(A == 1B Aol tHal OpenSSL PROJECT =&
71Et S A s aboll cist M2 X|X| Ut

A| 3ol & Eric Young(eay@cryptsoft.com)©o] 2H/d g+ o+ 5.3} EE 14 01 7} E3HE o
Yt} o] Ao+ Tim Hudson(jh@cryptsoft.com)©o] 24/ g+ A3 E ¢ o 7}
ol AFYth

B 3o o,
nﬂ' El> 2

&4 SSLeay 2} o] 5=
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) ¥ 4.

©] 37| 2] = Eric Young(eay@cryptsoft.com)°| 7l'& sk SSL 7 & = 9 Y th. Netscapes
SSL} 335 =2 A E ¢S

ol ghol B & g IS E58te 2 St Ad & e ndd S i ALg-E 4
AFHLh th FHS SSL = Hl| 3. -] 2] =, Z RC4, RSA,
lhash, DES &= 5 Oﬂ AE-FAYt} s X Eof 35 SSL F4 = 2-FA7F Tim Hudson
(th@cryptsoft.com)o] #hi= H & Al st L I A ko]

2 g€},
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