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Declaration of Conformity

EMC

European Union
This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

Safety
This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

Supplementary Information
This product was tested and complies with all the requirements for the CE Mark.

Compliance Model Number: DEIMOS
Product Family Name: Sun Crypto Accelerator 1000 (X6762A)

EN55022:1998/CISPR22:1997 Class A
EN55024:1998 Required Limits (as applicable):

EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3 V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines

2 kV AC Line-Gnd, 0.5 kV DC Power Lines
EN61000-4-6 3 V
EN61000-4-8 1 A/m
EN61000-4-11 Pass

EN61000-3-2:1995 + A1, A2, A14 Pass
EN61000-3-3:1995 Pass

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:1999, 3rd Edition

/S/ /S/
Dennis P. Symanski       DATE
Manager, Compliance Engineering
Sun Microsystems, Inc.
901 San Antonio Road, MPK15-102
Palo Alto, CA 94303-4900 U.S.A.
Tel: 650-786-3255
Fax: 650-786-3723

Peter Arkless        DATE 
Quality Manager
Sun Microsystems Scotland, Limited
Springfield, Linlithgow
West Lothian, EH49 7LR
Scotland, United Kingdom
Tel: 0506-670000 Fax: 0506-760011
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 Regulatory Compliance Statements
Your Sun product is marked to indicate its compliance class:

• Federal Communications Commission (FCC) — USA
• Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
• Voluntary Control Council for Interference (VCCI) — Japan
• Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the 
product.

FCC Class A Notice
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of 
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment 
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is 
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications. 
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required 
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with 
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the 
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of 
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential 
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in 
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee 
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or 
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the 
interference by one or more of the following measures:

• Reorient or relocate the receiving antenna.
• Increase the separation between the equipment and receiver.
• Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
• Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to 
maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded 
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the 
authority granted to the user by the FCC to operate this equipment.
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ICES-003 Class A Notice - Avis NMB-003, Classe A
This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme à la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme à la norme NMB-003 du Canada.
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BSMI Class A Notice
The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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��� ���.

� 1-4� �N Solaris 8 
�  X � 
�� �� AJ��. 

Solaris 9 ��
hu Ú� �N Solaris 9 
�  Ã¢ ªJ��.


 1-3 Sun Crypto Accelerator 1000 
��
�� ��� Solaris 8 ��

"� ID #$

110383-01 libnvpair

108528-05 KU-05 (nvpair kl)

112438-01 /dev/random


 1-4 Sun Crypto Accelerator 1000 
��
�� ��� Solaris 8 ��

"� ID #$

108528-13 KU-13 (nvpair mn ?o)
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�2

 Sun Crypto Accelerator 1000 �	 

�

� N�.� Sun Crypto Accelerator 1000��34 � 01234 
� ��< 

����.  � N� �K �I =>w4 AJ��.

� 7b�c� "�� ���"

� 8b�c� "�� 
�"

� 12b�c� "��°E � ,i"

%, ��4
Ö ��� !È Ú� �7 �� À[ Åu �G� �c� �c� \N�e �j���. 
��� �G�� �ä? W}� ��wc �ÄX ���, ��� �c� G� �K 
��< ���e ¬��� �G�� ä0�ù��.  

� ��©� �s 1�F� � ���. 
� �G� �c� �  !� �  � �c^ �s ��� W"���. 

�� – ��� �ä? W}� ��wc �ÄX ���, ��� �# Â �G� �c� 
�  !� "���, ��� $ Â�  N�E� ���á, Q� �G�  ª� %(Î: 
\N� ��^ (~	& �c)� �7�� ���. 
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%, �5
Sun Crypto Accelerator 1000 �� 
��� �	
� ��� 'Z� 01234 
Ä=� I��� Á� \]ö��. ��34 
� c(�� �� 
�� �? 
iÈ­5 S²  \]ö��. Å� 
� c(� ��.� �	
L ]v Hd^ 

�.� ������.

� ���� �� ��
1. ����� ���	 
� �
� ��� �� ���� ���� ��� �  !, 
�� "#� $� ��� %&� '() . 

2. *+�� ,- PCI ./(01 6423, 66MHz ./)� 145) . 

3. 6�7 8�+ 9: ;� 9: < =�� >? @A B� C45) . 

4. Phillips D# E*FG&� *+�H PCI ./ %&�I E*� �J5) . 

S² 5�. ò¯)< c*�ÄX ��� l�I +��. 

5. Sun Crypto Accelerator 1000 K#L M1NG� O� P��Q R��I ST  !, 
PCI ./� UV�� WA XYZL E*� �6�[) . 

6. ��� %&� \]  ! �� "#�  � ^_�� ��� ��� `) . 

7.  ok aba3� show-devs cd� Ve�H K#M �f� ghijk� lm5) . 

/pci@1f,2000/pci108e,5455@n Ï� ��  
�w� �	
�. 5,wÊK< 
�����. Ö Ï� �	
� A� ��� ÖÖ �Ëö��.

ok show-devs
. . . 
/pci@1f,2000/pci108e,5455@1
/pci@1f,4000/pci108e,5455@5
. . . 
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Sun Crypto Accelerator 1000 2��-. 
�5
Sun Crypto Accelerator 1000 01234� Sun Crypto Accelerator 1000 CD� 
\]w4 AJ��. SunSolve - ��2�. 
�� �!I��� Y $ZÄ AJ��. 
�Ù? ��� 5b�c� "hP? 
�"� ������. 

�  !"�� �� ��
1. n� 1.1� gh�7 �� Sun Crypto Accelerator 1000 n� 1.0� op �J5) . 
 ! cd� *+�H n� 1.0 qr�� op �J5) . 

2. ���� ^_� CD-ROM #�sX� Sun Crypto Accelerator 1000 CD� tu) .

� �	
� Sun Enterprise Volume Manager™  �Ï µi $Z, CD-ROM� 
/cdrom/cdrom0 ��°E� �ÀoI 
�ö��. 

� �	
� Sun Enterprise Volume Manager  �Ï µ� +- $Z, CD-ROM� 
�KL M� 
�ö��.  

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr 
SUNWdcamn SUNWcrypm

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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/cdrom/cdrom0 ��°E� �K ,i � ��°E  ��ö��. 

- ./I +,�� ����� SUNWcrysu 
¤c� 
�����. 

�É(cfwc ��) +,� - ./ /G� �� .V��� SUNWcrysl 
¤c� 

�����. 

SunVTS™ T	2� uÏ��� SUNWdcav 
¤c� 
�����. SUNWdcav 

¤c� 
���� SunVTS 4.4, 4.5, 4.6 Ú� 5.0� 
�w4 A4� ���.

3.  !� Ve�H va3wx� gh5) .


 2-1 /cdrom/cdrom0 ����� ��

�% &' ()*� +,

Copyright pq NJr ��

FR_Copyright as[ NJr ��

Docs Sun Crypto Accelerator 1000 mR ct 1.1 ue � "#* u�/

Packages �v Sun Crypto Accelerator 1000 `a_S� jwk+ xy(� 
z{�� .
SUNWcrypr Cryptography Kernel Components
                          (|Y� }~ &� h` )
SUNWcrypu Cryptographic Administration Utility and Libraries
                          (|Y� �
 M�
� � H���
 )
SUNWcrysu SSL Support for Apache(d�e# SSL kl )( 
� )
SUNWcrypm Cryptographic Administration Manual Pages
                          (|Y� �
 ��� ��k )
SUNWdcar DCA Crypto Accelerator(�_ )
SUNWdcamn DCA Crypto Accelerator Manual Page
                          (DCA Crypto Accelerator ��� ��k )
SUNWdcav SunVTS Test of DCA Crypto Accelerator
                          (DCA Crypto Accelerator$ SunVTS �[_ )( 
� )
SUNWcrysl SSL Development Tools and Libraries
                          (SSL �� �& � H���
 )( 
� )

# cd /cdrom/cdrom0/Packages
# pkgadd -d . 
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4. va3wxM �f� ghijk� lm�yA pkginfo cd� z{5) . 

5. (|}) C4� #�sn� lm�yA prtconf cd� z{5) . e� O� Sun 
Crypto Accelerator 1000 ��� 
�? $Z�� �K ÎH� M� e� O� Ï� 
��ö��.

6. (|}) modinfo cd� z{�H �#� o~� �) . 

�HI Sun Crypto Accelerator 1000 ��� ���e qjr ÛÜ< uÏY Âóc 
kcl � cryptio  I�wc �®� �{�c �< u AJ��.

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn 
SUNWdcav
system  SUNWcrypr   Cryptography Kernel Components
system  SUNWcrypu   Cryptographic Administration Utility and Libraries
system  SUNWcrysl   SSL Development Tools and Libraries
system  SUNWcrysu   SSL Support for Apache
system  SUNWcrypm   Cryptographic Administration Manual Pages
system  SUNWdcar    DCA Crypto Accelerator (Root)
system  SUNWdcamn   DCA Crypto Accelerator Manual Page
system  SUNWdcav    SunVTS Test of DCA Crypto Accelerator

# prtconf
pci108e,5455, instance #0
pci108e,5455, instance #1

# modinfo | grep Crypto
130 1033e946   6df0  79   1  cryptio (Cryptographic IOCTL v1.58)
131 1030240c   2d93   -   1  kcl (Cryptographic Library v1.64)
132 10313ac8   131e   -   1  kcpi (Crypto Provider Interface v1.27)
135 103178be   8684  82   1  dca (PCI Crypto Accelerator v1.156)
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6789 1 :;
� 2-2� Sun Crypto Accelerator 1000 01234� �� 
� � Û>w� 
��°E  �� AJ��.

�� 2-1 �� ��°E � ,i� ²ã =�  �� AJ��.


 2-2 Sun Crypto Accelerator 1000����

()*� +,

/etc/opt/SUNWconn/crypto/realms U� � "#* f��

/opt/SUNWconn/crypto/bin �# a:�� 8= ��

/opt/SUNWconn/crypto/lib �# a:�� H���


/opt/SUNWconn/crypto/sbin o�9: ��� 8= ��
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�� 2-1 Sun Crypto Accelerator 1000���� � ��

2��-. <=
"§< é>/o� 01234� H®�� G� È�� "§< 0H�� ���.  
65b�c� ""§ 0H ��"< ������. "§< é>�c �1o� �K 
��� 2��Ä ö��. Ã¢ �� µ5 "§� 0HY u ªJ��. "§� �? 
��� �H��� - ./ � 7E ./� ���� Y uÄ AJ��. 

�� –  Sun Crypto Accelerator 1000 01234� H®�� G� Sun Crypto 
Accelerator 1000 �� ��< �� t>r? - ./� ¾3 ½t>r�� ���. 
l¹º �c �o�, �Ë - ./� ��� ÛÀwc �J��.

/etc

/opt

/SUNWconn

/crypto

/realms

/opt

/SUNWconn

/bin /lib /sbin

�  �!"# 
$% ��

&' $% ��

/

/crypto

()*+ ,
 

/include /man /ssl

-�� 
�. �� 
 

�  �!"#
/012� 34 �� 

 

567  
80�   
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�  !"�� �# ��
� ����� pkgrm cd� *+�H gh� va3wx qr�� �J5) .

�� – 
�^ 
¤c� È�� +¯� ��^ 4.�I H®�� ���. l¹º �c 
�o�, �s $�  èé�� �5 ¾6� I�^ 7I î+ A< u AJ��.


¤c� ¾3 
�? $Z�� �K ��oI H®���.

�� – Sun Crypto Accelerator 1000 �� ��< �� SunVTS T	2(SUNWdcav)� 

��®� H®? í, SunVTS  �
 �Ï µ5 $Z�� �	
< ¢Ø��e �� 
 �? T	2� Üg�2�� Y u AJ��. �Ù? ��� SunVTS 
�.� 
������.

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr 
SUNWdcamn SUNWcrypm
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�3

iPlanet � 
�� �� �	 ��

� N�.� iPlanet - ./� Sun Crypto Accelerator 1000 �� �� ��� �� 

����. � N� �K �I =>w4 AJ��.

� 15b�c� "qj"

� 16b�c� ""§ Û> � 8�"

� 18b�c� "iPlanet - ./� ÛÀ OP"

>?
iPlanet - ./(iWS)� ÛÀ�� L��. e� qj� ¸ú�ÄX P×9º ö��. 
� 3-1� Ö qj� �? 
�� �� AJ��. ��? qj� N G��. �	ö��. 
��Y qj� ¾:� $Z�� � 3-1< ������. 
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�� �� � ��
iPlanet � ����� ��	 
�� � 
��� �� ��� ���� ���� 
���.  !" �# $% &'() �* +,- �� . 
�/	 ���� ���. 
��( 01 /21 3�% 45 A	 67�89:.

� �� �� � �� �	

1. ��� ���� �	�
� �
 �� �� Sun Crypto Accelerator 1000 �� 
����� �� ��� �	� !�.

2.  secadm "#�$� %&'(!�.

� 3-1 iPlanet � ��� ��� �	

�� �� ��

iWS �� �� iPlanet �� ��� ���	 
 ��
��. � ��	 iPlanet� 
���	 �� �����. 

� �� ���� 

�� ��

!� "#$� %&� '( )* ��+ ", ��$ ��
��. 
� ��	 iPlanet � �� �� ��� -. ���� 
�� ��� 
�/� 0 �����. 12 34�� )* ��+ ",$ �5�6 
��� '($7 ��
��.

��8 ��9 secadm :2� *;<= �> ?& � ���@, A�(1	 Solaris 
���B UIDC 03 DE FG)� H2 UNIX ��� ��I��. 

user@realm-name �J "#$� %&� '( Sun Crypto Accelerator 1000 ", ��$ 
��
��. secadm� KL�	 MN$ O. KL9 �/ � 
�����. 12 34�� user@realm-name ��+ ",$ �5�6 
��� '($7 ��
��.

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

$ secadm



3� iPlanet � ��� �� �� �	 17

3.  secadm ��G�� *+�H � ��� ��) .

4. ��� *+N� �h5) . 

� ��� �<� Sun Crypto Accelerator 1000� Äæ5 ��.� ¶�= Aoá 
- ./  1IÙ	� �HI �ÏY UNIX ��� �<L ÀiY hP� ªJ��. 
���� Û>�� G� Ã¢ ÛÀ µ5 "§< 
�? �K �	
 7E�I 
Il5�� ���.

���� Û>�� G� ���� Û>Y "§< ;ô 
��� ���. 

5. �� *+NM �E� ��� ��, *+N s�� nobody� *+�H ./ ��� 
g6�� ,� � �u) . N�� �+- 55 s�L "./ ��"� ¡¢�£�¤.

- ./  �Ûw� À[ 56Y Â �� qj� ���� ���. qj� 
user@realm-name¸��.

�� – ¸ú? qj� È�� �>�� ���. qj  ªo� ¤� ?Ù	Y u 
ªJ��. @4/A qj� ØBY u ªJ��. 

6. secadm� ��5) .

secadm> create realm=realm-name
System Administrator Login Required
Login: root
Password: 
Realm realm-name created successfully.

secadm> set realm=realm-name
secadm{realm-name}> su
System Administrator Login Required
Login: root
Password:
secadm{root@realm-name}#

secadm{root@realm-name}# create user=nobody
Initial password: 
Confirm password: 
User nobody created successfully.

secadm{root@realm-name}# exit
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iPlanet D �E� BF /0
iPlanet - ./� ÛÀ��� �K 3 N�. 
��� ��� ë��� ���.

1. iPlanet - ./ 
�

2. 2�	2 g�©C�	 Û>

3. 56. P×

4. 56. 
�

5. iPlanet - ./ =>

�� – �� ��� È�� 4.�I uÏ�� ���. l¹º �c �o� =>� 
DEÐ u AJ��.

� iPlanet - ./ 4.1< ���� $Z�� 4N< ������. 
� iPlanet - ./ 6.0< ���� $Z�� 5N< ������.
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�4

iPlanet � 
� 4.1 
� � ��

� N�.� iPlanet - ./ 4.1< 
��� =>�� ��� �� 
����. 
� N� �K �I =>w4 AJ��.

� 19b�c� "iPlanet - ./ 4.1 
�"

� 26b�c� "iPlanet - ./ 4.1 =>"

iPlanet D �E 4.1 �5
��� È�� 4.�I uÏ�� ���. iPlanet - ./ ��� �? �Ù? ��� 
iPlanet - ./ 
�.� ������.

� iPlanet ( )* 4.1 �� �� 
1. iPlanet ¥ In 4.1 va3wx�  ]�#5) .

- ./ 01234� �K URL� AJ��.
http://www.iplanet.com

2. ¥ In� gh5) . 

c(� ��� ÎH� �? Á�FI - ./� �:º =>Y uÄ AJ��. 
� ./� �� ÛÜ $I �<� �KL MJ��. /usr/netscape/server4

iPlanet - ./  
�w� À[ �� $I� G����. � 
�.�� �� $I  
��ö��. �É ��� - ./� 
���� 
�? ��� �X� 3���. 
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3. �� a�¦§� z{5) .

4. gh �¨©3�I aba3� ª«5) .

�K 1H12 �¨�� �E� ��I< G�Y u AJ��.

a. yes� Ve�H �s¬� ¢­� ®L5) . 

b. 6¯ hostname.domain� Ve5) . 

c. iWS °G In ±²� p ³ Ve5) . 

d. aba3M E¤A [Return(F´M7)]� µ¶) .

� "+," -./0., &	 ��
1. °G In� �·5) .

iPlanet - ./ 4.1< �Û��� �� P×oI startconsole< �Ï�� �¬ 
�K ��< ������. 

./� .V�� �? URL� kJoI Hdö��.

2. ¥ X���� ¸�  !� Ve�H iPlanet °G In� �·5) . 

setup< �Ï�� À[ KÜ L�. MN? iWS 7E ./ ��� �< � qj� 
¸ú���.

�� – 
� � �� 
�< ��? $Z�� ��� ID Ú� iWS 7E ./ ��� 
�<oI admin< ¸ú����.

3. [OK(lm)]� µ¶) . 

4. ¥ In m�¹�� f� 3º�3 »s�¼s�� ·½5) . 

�� ��� - ./ 5	O	�. �[< ��Y u AJ��. � $Z�� Ö - ./ 
5	O	� �� S² 1-4� È»���. 

# /usr/netscape/server4/https-admserv/start
iPlanet-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

http://hostname.domain:admin_port
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�� – 7E ./� SSL< �Ï��� $Z�Ä 2�	2 g�©C�	� 
��� 
��� ½P���. �Ù? ��� iPlanet 
�.� ������.

a. °G In�I [Servers(In)] ¾� µ¶) . 

b. In� ¿À�  ! [Manage(°G)] ÁÂ� µ¶) . 

c.  s�L ÃÁ CÄ� �k [Security(KÅ)] ¾� µÆ� [Create Database
(»s�¼s� ·½)] Ç¨� ¿À5) .

d. p &L fÈ ÃN� ±²(¥ In 3º�3 »s�¼s�)� Ve�� [OK
(lm)]� µ¶) . 

8O ��� U�I ^ qj� MN���. iPlanet - ./� �[ ¾�I �ÏY 
$Z � qj� ���e �W qjr ¾6< �Û���.

5.  ! �¨©3� z{�H Sun Crypto Accelerator 1000 K#� *+5) . 

� 	DQ2�. - ./� MNY Á< c����. �� �Ï�� iPlanet - ./ 
Ú� +,� - ./� �? Sun Crypto Accelerator 1000 qjr ¾6� 
�ö��. 
	DQ2  => ,i< Üg�2�� Sun Crypto Accelerator 1000 ��� ��Y u 
AJ��. 

6. 1� Ve�H SSL� *+� iPlanet ¥ In� �½�  ! [Enter]� µ¶) . 

# /opt/SUNWconn/crypto/bin/sslconfig

Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys
Your selection (0 to quit): 1
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7. ¥ In É3 ���GL ��� Ve�  ! [Enter]� µ¶) .

8. Ê? Ë{�yA y� Ve�� [Enter]� µ¶) . 

9. 0� Ve�H ��5) . 

� )* 12) &	 ��
1.  ! cd� Ve�H °G In�  � �·5) . 

2. In mÌI� �Í�yA  s� ÃÁ CÄ� �k [Security(KÅ)] ¾� µ¶) . 

[Create Trust Database(2�	2 g�©C�	 Û>)] L� ��ö��. 

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4

This script will update your iPlanet Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has 
completed.
Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/server4/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/server4 has been configured to use
the Sun Crypto Accelerator.

<Press ENTER to continue>

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start
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3. ÎÏ aÐÑ�I [Request a Certificate(mÌI �Í)] Ç¨� ¿À5) .

4.  ! 6K� *+�H mÌI �Í� ·½5) .

a. � mÌI� ¿À5) . 

-oI  �? 56 �7 Ú� ;X �7� 56. P×< �� �R u A< $Z, 
CA URL SD� MN���. l¹c �< $Z�� [CA Email Address(CA G� 
Z� �0]� MN? �K 56. P×< 9< G� Z� �0� MN���.

b. *+�yk ±²È o~� ¿À5) . 

T�! æ`� Ö "§� �| Q < &� AJ��. �UÉ "§< MN/�c 
�5���. Sun Crypto Accelerator 1000< ����� È�� user@realm-name 
�,� ¾6< MN�� ���.  

c. [Key Pair File Password(r Ò �� ±²)] fÈ ÃN�I r� v�� 
user@realm-nameL ±²� Ve5) .



24 Sun Crypto Accelerator 1000 �� �� 1.1 �� � �	
 ��� • 2002
 6�

d.  ! �#� ÓÔ� 6K� Ve5) . 

� Requestor Name(P×� �<): P×�� .V¦ ��
� Telephone Number(Gr ¡j): P×�� .V¦ ��
� Common Name(d� �<): �U� ò~Zô� ¸úÐ - ��2 Äæ5 

hostname.domain
� Email Address(G� Z� �0): P×�� .V¦ ��
� Organization(0s �7): 56.� ��Ð 0s �7 I
� Organizational Unit(0s �7 S�): (WX) 56.� ��Ð 0s �7 S� I
� Locality(c�): (WX) HdÐ $Z 56.� ��Ð Ä�, Y, Z  ;� �� 
� State(�): (WX) � �<(��? �<)
� Country(Z ): 3 O� "U�I �[4R ISO Z  \�(Î: 
Z� $Z US) 

e. [OK(lm)] ÁÂ� Õº Ö× 6K� �Ø5) . 

5. mÌ 7°� s+�H mÌI� ·½5) . 

� 56.� CA URL� ��ÄX MN�� 56. P×� CA URL� �ÀoI 
G]ö��. 

� [CA Email Address(CA G� Z� �0)]� MN�� ^_� ]v æiI 9� 
56. P×< »��e 56 �7� G]���. 

6. mÌIM ·½iA DÙ� 
� Ú©K#� Û*5) . 

56.� 56. P×L� �:á iÈ­oI `	2 �,oI Hdö��. 

� )* 12) �� ��
1.  s� ÎÏ� �k [Install Certificate(mÌI gh)] Ç¨� ¿À5) . 

56 �7� a5< 9� 56.  è	w� iPlanet - ./� 56.� 
��� 
���.

2. [Security(KÅ)] ¾� ¿À5) . 
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3. ÎÏ aÐÑ�I [Install Certificate(mÌI gh)] Ç¨� ¿À5) . 

4. Ü¯� ·½�H mÌI� gh5) .

� 56 ��: �Ë ./

� qjr ¾6: ­�? user@realm-name �<< MN���.

� ¤ b ,i qj: �G� Û>^ ¤� 0|�� user@realm-name� qj� 
¸ú���.

� 56. �<: iÈ­oI dcoI +��. �<< ¸ú�ÄX MN? $Z, SSL� 
cfoI �ÏY Â - ./  ���� �<< å$�e 56.� ¤� 
?Ù	���.

5. [Message text(with headers)(Ý�� Þ�3(DÙ ß
))]� ¿À�  ! s�� 
Û*� mÌI� àH tu) .

6.  s� �Á� �k [OK(lm)] ÁÂ� µ¶) . 
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7. mÌ 7°á�C� Û*� mÌI� [Message(Ý��)] ÃN� àH tu) . 

56.� �? iW �� ��  ��ö��. 

8. âãÆä Veijk� lm�  ! [Add Server Certificate(In mÌI ÂM)] 
ÁÂ� µ¶) .

r�� ./� �� �Û�~� æ�c  ��ö��. - ./ 5	O	  ëGÇ �� 
�deoFI � æ�c� f g:c �+Ä ö��. Ú? - ./� SSL< ����� 
- ./� =>�~� æ�c  ��ö��. - ./� =>��� �K ��� 
g:���.

iPlanet D �E 4.1 ��
- ./ � ./ 56.  
� ë�wÊo� SSL� �? - ./� =>�� ���. 

� iPlanet ( )* 4.1 �	 ��
1. 7å °G  s��I ·æ�yk ¥ In m�¹�� ¿À�  ! [Manage(°G)]� 
µ¶) . 

2.  s� ÃÁL [Preferences(çè 6K)] ¾s ¿Àix �� ,- ���k ¾� 
µ¶) .

3.  s� ÎÏ� �k [Encryption On/Off(±² g6/Ö�)] Ç¨� ¿À5) . 

4. ±²È� [On(g6)]á� g65) . 

�r ��� [Port(\2)] h�� �� SSL \2 ¡j5 443oI Üg�2�� ���. 
hP? $Z \2 ¡j� å$���. 

5. [OK(lm)] ÁÂ� µ¶) . 

6. [Save(�1)] ÁÂ� Õº é� *ê� Ó+5) . 

- ./  �[ ¾��. �ÏwÄX =>wÊJ��. 
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7.  ! {� ÂM�H 
/usr/netscape/server4/https-hostname/config/magnus.conf ��� 
ëì5) . 

hostname ��� - ./� �<� W��. 

��­oI, S² 2 � S² 4�. Û>? 56.� Server-CertI �<� 
c�ö��. 56.� �<� �� $Z, Server-CertI å$���. 

8. °G�yk In� ¿À�  !  s�L ¤íÏ ÃÁ oIG� �k [Apply(Ó+)] 
ÁÂ� µ¶) . 

7E ./� «� å$ �Q� ­�ö��. 

9. [Load Configuration Files(�½ �� �#)] ÁÂ� Õº magnus.conf ��� f� 
é� *ê� Ó+5) .

./  hR �d�. [Apply Changes(å$ �Q ­�] SÌ� i:� qj� ¸ú
�~� KÜ L� ��ö��. � L� D�� ��Y u ªoá, å$ �Q< G]�� 
g UH  éû u AJ��. � UH� �K 3  c ��oI �VY u AJ��. 

� [Load Configuration Files(=> ,i I�)]� �¬ ij��.
� - ./� ;ô �Û? �K [Apply Changes(å$ �Q ­�)] SÌ� ij��. 

10. ¥ In  s��I  s� ÎÏ� �k [On/Off(g6/Ö�)] Ç¨� ¿À5) . 

11. InL ±²� Ve�  ! [OK(lm)] ÁÂ� µ¶) . 

�� ��� qj� ¸ú�º ö��. [Module Internal(¾6 �W)] 1H12�. 
- ./ 2�	2 g�©C�	� �? qj� ¸ú���.

[Module user@realm-name] 1H12�. secadm< ���e realm-name�. user� 
�$ Â 
�? qj� ¸ú���.

12.  ! ¥ *s3�I ��] SSL ·® ¥ In� lm5) .

https://hostname.domain:server_port/

�� server_port� 443¸��. 

CERTDefaultNickname user@realm-name:Server-Cert
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�5

iPlanet D �E 6.0 �5 1 ��

� N� iPlanet - ./ 6.0� Sun Crypto Accelerator 1000 �� �� ��< 

����. � N� �K �I =>w4 AJ��.

� 29b�c� "iPlanet - ./ 6.0 
�"

� 36b�c� "iPlanet - ./ 6.0 =>"

iPlanet D �E 6.0 �5
��� È�� 4.�I uÏ�� ���. iPlanet - ./ ��� �? �Ù? ��� 
iPlanet - ./ 
�.� ������.

� iPlanet ( )* 6.0 �� ��
1. iPlanet ¥ In 6.0 va3wx�  ]�#5) .

- ./ 01234� �K URL� AJ��. 
http://www.iplanet.com

2. ¥ In� gh5) . 

c(� ��� ÎH� �? Á�FI - ./� �:º =>Y uÄ AJ��. 
� ./� �� ÛÜ $I �<� �KL MJ��. /usr/iplanet/servers

iPlanet - ./  
�w� À[ �� $I� G����. � 
�.�� �� $I  
��ö��. �É ��� - ./� 
���� 
�? ��� �X� 3���.

3. �� a�¦§� z{5) .
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4. gh �¨©3�I aba3� ª«5) . 

�K 1H12 �¨�� �E� ��I< G�Y u AJ��.

a. yes� Ve�H �s¬� ¢­� ®L5) . 

b. 6¯ hostname.domain� Ve5) . 

c. iWS °G In ±²� p ³ Ve5) . 

d. aba3M E¤A [Return(F´M7)]� µ¶) .

� "+," -./0., &	 ��
1. °G In� �·5) .

iPlanet - ./� �Û��� setup P×oI startconsole< �Ï�� �¬ 
�K ��< ������.

./� .V�� �? URL� kJoI Hdö��.

2. ¥ X���� ¸�  !� Ve�H iPlanet °G In� �·5) . 

setup< �Ï�� À[ KÜ L�. MN? iWS 7E ./ ��� �< � qj� 
¸ú���.

�� – 
� � �� 
�< ��? $Z�� ��� ID Ú� iWS 7E ./ ��� 
�<oI admin< ¸ú����.

3. [OK(lm)]� µ¶) . 

4. ¥ In m�¹�� f� 3º�3 »s�¼s�� ·½5) . 

�� ��� - ./ 5	O	�. �[< ��Y u AJ��. � $Z�� Ö - ./ 
5	O	� �� � L�< È»���. 

# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58
warning: daemon is running as super-user
[LS ls1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

http://hostname.domain:admin_port
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�� – 7E ./� SSL< �Ï��� $Z�Ä 2�	2 g�©C�	� 
��� 
��� ½P���. �Ù? ��� iPlanet 
�.� ������. 

a. °G In�I [Servers(In)] ¾� µ¶) . 

b. In� ¿À�  ! [Manage(°G)] ÁÂ� µ¶) . 

c.  s�L ÃÁ CÄ� �k [Security(KÅ)] ¾� µÆ� [Create Database
(»s�¼s� ·½)] Ç¨� ¿À5) .

d. p &L fÈ ÃN� ±²(¥ In 3º�3 »s�¼s�)� Ve�� [OK
(lm)]� µ¶) . 

8O ��� U�I ^ qj� MN���. iPlanet - ./� �[ ¾�I �ÏY 
$Z � qj� ���e �W qjr ¾6< �Û���.

5.  ! �¨©3� z{�H Sun Crypto Accelerator 1000 K#� *+5) . 

� 	DQ2�. - ./� MNY Á< c����. �� �Ï�� iPlanet - ./ 
Ú� +,� - ./� �? Sun Crypto Accelerator 1000 qjr ¾6� 
�ö��. 
	DQ2  => ,i< Üg�2�� Sun Crypto Accelerator 1000 ��� ��Y 
u AJ��. 

6. 1� Ve�H SSL� *+� iPlanet ¥ In� �½�  ! [Enter]� µ¶) .

# /opt/SUNWconn/crypto/bin/sslconfig

Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys
Your selection (0 to quit): 1
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7. ¥ In É3 ���GL ��� Ve�  ! [Enter]� µ¶) .

8. Ê? Ë{�yA y� Ve�� [Enter]� µ¶) . 

9. 0� Ve�H ��5) . 

� )* 12) &	 ��
1.  ! cd� Ve�H °G In�  � �·5) . 

2. In mÌI� �Í�yA  s� ÃÁ CÄ� �k [Security(KÅ)] ¾� µ¶) . 

[Create Trust Database(2�	2 g�©C�	 Û>)] L� ��ö��. 

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has 
completed.
Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use
the Sun Crypto Accelerator.

<Press ENTER to continue>

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start
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3. ÎÏ aÐÑ�I [Request a Certificate(mÌI �Í)] Ç¨� ¿À5) . 

4.  ! 6K� *+�H mÌI �Í� ·½5) .

a. � mÌI� ¿À5) . 

-oI  �? 56 �7 Ú� ;X �7� 56. P×< �� �R u A< $Z, 
CA URL SD� MN���. l¹c �< $Z�� [CA Email Address(CA G� 
Z� �0]� MN? �K 56. P×< 9< G� Z� �0� MN���.

b. *+�yk ±²È o~� ¿À5) . 

T�! æ`� Ö "§� �| Q < &� AJ��. �UÉ "§< MN/�c 
�5���. Sun Crypto Accelerator 1000< ����� È�� user@realm-name 
�,� ¾6< MN�� ���. 

c. [Key Pair File Password(r Ò �� ±²)] fÈ ÃN�I r� v�� 
user@realm-nameL ±²� Ve5) .
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d.  ! �#� ÓÔ� 6K� Ve5) .

� Requestor Name(P×� �<): P×�� .V¦ ��
� Telephone Number(Gr ¡j): P×�� .V¦ ��
� Common Name(d� �<): �U� ò~Zô� ¸úÐ - ��2 Äæ5 

hostname.domain
� Email Address(G� Z� �0): P×�� .V¦ ��
� Organization(0s �7): 56.� ��Ð 0s �7 I
� Organizational Unit(0s �7 S�): (WX) 56.� ��Ð 0s �7 S� I
� Locality(c�): (WX) HdÐ $Z 56.� ��Ð Ä�, Y, Z  ;� ��
� State(�): (WX) � �<(��? �<)
� Country(Z ): 3 O� "U�I �[4R ISO Z  \�(Î: 
Z� $Z US) 

e. [OK(lm)] ÁÂ� Õº Ö× 6K� �Ø5) . 

5. mÌ 7°� s+�H mÌI� ·½5) . 

� 56.� CA URL� ��ÄX MN�� 56. P×� CA URL� �ÀoI 
G]ö��. 

� [CA Email Address(CA G� Z� �0)]� MN�� ^_� ]v æiI 9� 
56. P×< »��e 56 �7� G]���. 

6. mÌIM ·½iA DÙ� 
� Ú©K#� Û*5) .

56.� 56. P×L� �:á iÈ­oI `	2 �,oI Hdö��.

� )* 12) �� ��
1.  s� ÎÏ� �k [Install Certificate(mÌI gh)] Ç¨� ¿À5) .

56 �7� a5< 9� 56.  è	w� iPlanet - ./� 56.� 
��� 
���. 

2. [Security(KÅ)] ¾� ¿À5) .
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3. ÎÏ aÐÑ�I [Install Certificate(mÌI gh)] Ç¨� ¿À5) . 

4. Ü¯� ·½�H mÌI� gh5) .

� 56 ��: �Ë ./

� qjr ¾6: ­�? user@realm-name< MN���.

� ¤ b ,i qj: �G� Û>^ ¤� 0|�� user@realm-name� qj� 
¸ú���.

� 56. �<: iÈ­oI dcoI +��. �<< ¸ú�ÄX MN? $Z, SSL� 
cfoI �ÏY Â - ./  ���� �<< å$�e 56.� ¤� 
?Ù	���.

5. [Message text(with headers)(Ý�� Þ�3(DÙ ß
))]� ¿À�  ! s�� 
Û*� mÌI� àH tu) .

6.  s� �Á� �k [OK(lm)] ÁÂ� µ¶) .
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7. mÌ 7°á�C� Û*� mÌI� [Message(Ý��)] ÃN� àH tu) .

56.� �? iW �� ��  ��ö��. 

8. âãÆä Veijk� lm�  ! [Add Server Certificate(In mÌI ÂM)] 
ÁÂ� µ¶) .

r�� ./� �� �Û�~� æ�c  ��ö��. - ./ 5	O	  ëGÇ �� 
�deoFI � æ�c� f g:c �+Ä ö��. Ú? - ./� SSL< ����� 
- ./� =>�~� æ�c  ��ö��. - ./� =>��� �K ��� 
g:���.

iPlanet D �E 6.0 ��
- ./ � ./ 56.  
� ë�wÊo� SSL� �? - ./� =>�� ���.

� iPlanet ( )* 6.0 �	 ��
1.  s� ÃÁ CÄL [Preferences(çè 6K)] ¾� µ¶) .

2. ÎÏ aÐÑ� �k [Edit Listen Sockets(�î f7 vï ëì)] Ç¨� ¿À5) . 

æ5 1�F� - ./ 5	O	� �� 
�^ ¾¿ u¬ �� 0k< �ü���. 

a.  ! �#� �65) . 

� Port(\2): SSL ÛÀ - ./� �ÏY \2I 
����(iÈ­oI 443 \2).

� Security(�[): [On(
�)]oI 
����. 

b. [OK(lm)] ÁÂ� Õº é� *ê� Ó+5) .

�H [Edit Listen Sockets(u¬ �� 0k �´)] b�c� �[ h�� [Attributes
(s>)] SD  ��ö��.

3. [Attributes(?½)] Ç¨� µ¶) . 

4. user@realm-name ±²� Ve�H ����I user@realm-name� f� mÌ� 
ðu) . 

5. ñæ ò�I [SSL settings(SSL g6)]� ¿À5) .

[Cipher Default settings(qj ��I 
�)], [SSL2] Ú� [SSL3/TLS]� MNY u 
AJ��. ��I< MN�Ä �� 
�� ��wc �J��. �É 2O� MN�. 
����� ¶�E·< MN���.
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6. : Server-Cert( � ���k ¿À� s�)  !� E¤k user@realm-name� 
f� mÌI� ¿À5) .

­�? user@realm-name� 0|�� ¤� [Certificate Name(56. �<)] h�� 
�{l��. 

7. mÌI� ¿À�� KÅ g6� op lmóáA [OK(lm)] ÁÂ� µ¶) .

8. ¤íÏ ÃÁ oIG� �k [Apply(Ó+)] Ç¨� Õº In� �·�7 �� é� 
*ê� Ó+5) .

9. [Load Configuration Files(�½ �� �#)] Ç¨� Õº é� *ê� Ó+5) .

- ./ 5	O	� �ÛY u A� b�cI �� m+ð��. 

./  hR �d�. [Apply Changes(å$ �Q ­�)] SÌ� i:� qj� 
¸ú�~� KÜ L� ��ö��. � L� D�� ��Y u ªoá, å$ �Q< 
G]�� g UH  éû u AJ��. 

� UH� �K 3  c ��oI �VY u AJ��.

� [Load Configuration Files(=> ,i I�)]� �¬ ij��.
� - ./� ;ô �Û? �K [Apply Changes(å$ �Q ­�)] SÌ� ij��.

10. fÈ ÃN�I �Í� ±²� Ve�� In� �·5) .

�� ��� qj� ¸ú�º ö��. [Module Internal(¾6 �W)] 1H12�. 
- ./ 2�	2 g�©C�	� �? qj� ¸ú���.

11. [Module user@realm-name] aba3�I secadm� *+�H realm-name�I user� 
�ô õ g6� ±²� Ve5) .

12.  ! ¥ *s3�I ��] SSL ·® ¥ In� lm5) .

https://hostname.domain:server_port/

�� server_port� 443¸��.
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�6

��� � 
� ��

� N�.� +,� - ./� Sun Crypto Accelerator 1000 �� ÛÀ ��� �� 

����. � N� �K �I =>w4 AJ��.

� 39b�c� "+,� - ./ ÛÀ"

� 42b�c� "56. Û>"

G:5 D �E BF
+,� - ./ 1.3.12� Solaris 8 7/01 !" #$L ]v Hdö��. +,� - ./ 
1.3.22� Solaris 9 !" #$L ]v Hdö��. �K� +,� - ./� Å� 
�E	� �? c(¸��. +,� - ./ ��� �? �Ù? ��� +,� - 
./ 
�.� ������.

� 34� ( )* &� ��
1. httpd �½ ��� ·½5) .

Solaris �	
�. httpd.conf-example ,i� iÈ­oI /etc/apache $I 
[� AJ��. � ,i< 
(noI ���� �K ��oI »�Y u AJ��.

2. ServerName� http.conf ��L In s�á� ö÷5) .

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf
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3. sslconfig� �·5) .

4. 2� ¿À�H SSL� *+� ´�h ¥ In� �½5) .

5. ´�h ãsøGM ùú�k ���G� �
5) . 

Solaris �	
�. iÈ­oI /usr/apache  ��ö��.

6. ´�hL �½ ��L �h� �
5) . 

Solaris �	
�. iÈ­oI /etc/apache  ��ö��.

# /opt/SUNWconn/crypto/bin/sslconfig

Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys

Your selection (0 to quit): 2

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache
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7. ���� RSA r Ò� ·½5) . 

Û>�c �ÄX MNY $Z, �µ� oI �À�e sslconfig< ���e ¤� 
Û>���.

[No]� kJ? $Z�� 42b�c� "56. Û> ��"oI pqr��.

8. r� �1� ���G� �
5) . 

� ��°E  s¢�c �< $Z�� �I Û>ö��. 

9. r �v� f� 7å s�� ¿À5) . 

� �<�� ¤ ,i, 56. P× ,i, lE� �í� 56. ,iL .I =ÆwÄX 
�É �
�  Ì ö��.

10. rL ûsk 51223�I 2,04823 *s� �
5) . 

�W}� - ./ k� 1Ilm�� 1,024½2 �Ä� t}�c� hP? $Z _ 
uú? ¤� ��Y u AJ��.

11. PEM q� ü�� ·½5) . 


	 U=� ¤ P0� �j���. uú�c� �>Y u A� 
	 U=� MN�� 
���. qj� @o� ¤� ?Ù	Y u ªJ��.

Do you wish to create a new RSA keypair and certificate request? 
[Y/N]:

Where would you like the keys stored? [/etc/apache/keys]: 
/etc/apache/keys

Please choose a base name for the key and request file:

What size would you like the RSA key to be [1024]? 1024
Generating RSA private key, 1024 bit long modulus
..........++++++
......++++++
e is 65537 (0x10001)

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:
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�� – ¸ú? 
	 U=� È�� �>�� ���. 
	 U=  ªo� ¤� 
?Ù	Y u ªJ��. @4/A 
	 U=� ØBY ��� ªJ��.

�H� B�
�K ��� Sun Crypto Accelerator 1000 ��� ]v +,� - ./� ÛÀ�� g 
hP? 56. Û> ��� �� 
����.

� 12) &	 ��
1. ·½ ý�� r� *+�H mÌI �Í� ·½5) .

¤� ?Ù	��� ;ô qj� ¸ú�� ���. l �K, +¯ h�� ­�? ��� 
¸ú���.

� Country Name(Z ): 3 O� "U�I �[4R ISO Z  \�(Î: 
Z� $Z 
US)�á, 56.� ��Ð hu h� 

� State or Province Name(�/Ä �<): (WX) ��? �/Ä �<(Ú� "."� ¸ú? 
�K [Return(m+ �)]< i<)

� Locality(c�): (WX) HdÐ $Z 56.� ��Ð Ä�, Y, Z  ;� ��

� Organization Name(0s �7): 56.� ��Ð 0s �7 I

� Organizational Unit Name(0s �7 S�): (WX) 56.� ��Ð 0s �7 
S� I

� SSL Server Name(SSL ./ �<): �U�� ò~Zô� ¸úw� - ��2 Äæ5

� Email Address(G� Z� �0): P×�� .V¦ ��
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�K� 56. h�� ¸ú �,� �? ÎH¸��.

2.  /etc/apache/httpd.conf ��� ��� �� �65) .

¤ � 56. ,i� �? ��  ��ö��. Ú? Sun Crypto Accelerator 1000 
01234� ]v ���� �? /etc/apache/httpd.conf ,i� u� ��� 
�? c(� ��w4 AJ��.

�� – �Ë =>� �? ��? �� ��  ��ö��.

Enter PEM pass phrase:
You are about to be asked to enter information that will be incorporated into 
your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ‘.’, the field will be left blank.
-----
Country Name (2 letter code) [US]:US
State or Province Name (full name) [Some-State]:.
Locality Name (eg, city) []:.
Organization Name (eg, company) []:Fictional Company, Inc.
Organizational Unit Name (eg, section) []:Online Sales Division
SSL Server Name (eg, www.company.com) []:www.fictional-company.com
Email Address []:admin@fictional-company.com

The keyfile is stored in /etc/apache/keys/base_name-key.pem.
The certificate request is in /etc/apache/keys/base_name-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections.  One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:

LoadModule ssl_module /usr/apache/libexec/mod_ssl.so.version-number

In the AddModule section, add the following:

AddModule mod_ssl.c
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3.  VirtualHost� g6�� ,�è ¿À� ��, SSLEngine, SSLCertificateFile 
< SSLCertificateKeyFile ��xM SSLPassPhraseDialog ��x ã� �� 
�k httpd.conf ��� �h5) .

S² 7(39b�c� "+,� - ./ ÛÀ ��")�.� �U� �� kJ�c 
�< $Z, �µ� ¤ P0 Û> ��� �? Ì  ��� 9º ö��.

4.  sslconfigs ý�iA 0� ¿À�H ��5) .

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default_:443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base_name-cert.pem
SSLCertificateKeyFile /etc/apache/keys/base_name-key.pem

</VirtualHost>

You must add the following line after all of your VirtualHost 
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server.  Please refer
to your Apache documentation.

<Press ENTER to continue>

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing
"Work with iPlanet and Apache keys" from the
sslconfig main menu.
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5. /etc/apache/keys/base_name-certreq.pem(base_name- ÁÊ 9(39 s�L "´
�h ¥ In ·® 8þ")�I g6�)�I DÙ� 
� mÌI �Í� Û*�  ! Ö
× mÌ 7°á� �Ø5) .

6. mÌIM ·½iA mÌI �� /etc/apache/keys/base_name-cert.pem� 
�ôxI mÌI� Ö× ��� àH tu) .

7. ´�h ¥ In� �·5) .

+,� U�qE ��� /usr/apache/binoI  ����. U�qE ��°E  
DE^ $Z�� �UÉ ��°E� ¸ú���.

8. aba3M E�EA PEM q� ü�� Ve5) .

9.  ! ¥ *s3�I ��] SSL ·® ¥ In� lm5) .

https://server_name:server_port/

�� server_port� 443¸��.

# /usr/apache/bin/apachectl start
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�7

�� � �� ��

� N�.� Sun Crypto Accelerator 1000 01234� �? RS T	2 � UH 
�V� �� 
����. � N� �K �I =>w4 AJ��.

� 47b�c� "SunVTS RS 01234"

� 51b�c� "Sun Crypto Accelerator 1000 UH �V"

SunVTS IJ 2��-.
Sun Crypto Accelerator 1000 CD� uX^ SUNWdcav 
¤c� ]v Hdw� 
SunVTS T	2 dcatest� Solaris Supplement CD� uX^ SUNWvts � SUNWvtsx 

¤c� ]v Hdw� vw SunVTS T	2 x2y � ��� 
5©b�	� ]v ÛÀ�e Sun Crypto Accelerator 1000 ��� �? RS< 
Hd���.

� RS T	2� �Ï � ¾�©S�� ��� �? c(� SunVTS 
�.� 
������. � U.� �	
� Solaris� 
��� �� Solaris Supplement CD� 
Hdw� Solaris on Sun Hardware AnswerBook�. ��Y u AJ��.

�� – SunVTS� Solaris Supplement CD�. SunVTS 
¤c� 
�? $Z�� 
��Y u AJ��.
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�  dcatest 56 ��
1. ����� SunVTS� �·5) . 

SunVTS �Û� �? �Ù? c(� SunVTS User's Guide� ������.

�K� CDE ��� 5©b�	� ���e SunVTS� �Û?  � �� c(¸��.

2. [SunVTS Diagnostic(SunVTS ËÁ)] 7å ò�I [System Map(��� �)]� 
[Logical(�GÓ)] o#� g65) . 

�� – :E­ ¾�  cfwc� e�.� zE­ ¾�� ���� $Z� �? 
��� 
����.

3. ÷¨�� Ö��H o� ��3� 2�½È5) . 

4. Cryptography(±²È)L ÷¨�� ¿À�  ! Cryptography(±²È)L 
Pº��� ¿À�H Cryptography(±²È) ¦�L o� ��3� @�5) . 

5. dcatest s�s �6i� ,- Cryptography(±²È) ¦��I ÷¨�� 
Ö�5) . 

� dcatest  ��Ð $Z, S² 6oI �À����. 

� dcatest  ��wc �< $Z, [Commands(��)] �{�! æ`�. [Reprobe 
system(�	
 ØB)]< MN�e �	
< Ø��e dcatest� |o���.

��? ��� SunVTS 
�.� ������. ØB� ë�w� dcatest  
��w� S² 6< ²s���.

6. dcatestL m�¹� 	 �E� µí  ! 
�� ¤íÏ ÁÂ� µÆ� �xI [Test 
Parameter(��3 �&é�)] |}� @�5) .

dcatest�� 7Þw� � WX� 49b�c� "dcatest� �? T	2 _Oåu W
X"� 
�w4 AJ��. 

7. op ¿À�� EA [Within Instance(m�¹� ��I)] #
 ] :è�I [Apply
(Ó+)]� Õº ¿À� dcatestL m�¹�� é��JE �k [Across All Instances
(m�¹� �÷)] #
 ] :è�I [Apply(Ó+)]� ¿À�H ¿À� 
o� dcatestL m�¹�� é�5) .   

KÜ L� H®w� [Sun Diagnostic(Sun RS)] �� LoI m+ð��.

# /opt/SUNWvts/bin/sunvts



7� #$ � %� &' 49

8. dcatestL m�¹� 	 �E� µí  ! 
�� ¤íÏ ÁÂ� µÆ� �xI [Test 
Execution Options(��3 z{ |})]� @�5) .

[Test Execution Options(T	2 �Ï WX)]� ���� �É ��oI, [Options
(WX)] �{�! �� æ`� iÉ �K [Test Executions(T	2 �Ï)]� i� uÄ 
AJ��. � WX� ¾¿ T	2� "�< �� iÈ­5 SunVTS x2y¸��. 
�Ù? ��� SunVTS 
�.� ������. 

9. op ¿À�� EA [Apply(Ó+)]� Õº ñæ ò� �J�� [Sun Diagnostic
(Sun ËÁ)] 7å òá� F´�) .

10. [Start(�·)]� Õº ¿À� ��3� z{5) . 

11. [Stop(	�)]� Õº o� ��3� 	�5) . 

dcatest7 8� 9," :;<= >?
� 7-1� dcatest �� T	2� �? 
�� �� AJ��.

dcatest @A6 �B
CDE #$� +} ��Ï�. dcatest� �Ï�ÄX MNY $Z, ¾¿ 5u  
��Ï U�ü� c�w4� ���.

32½2 ¾��. dcatest $I� /opt/SUNWvts/bin/¸��. 64½2 ¾��. 
dcatest $I� /opt/SUNWvts/bin/sparcv9/¸��.

¾¿ SunVTS �~ WX� dcatest� �? ��Ï 5©b�	�. cfö��. 
T	2Æ WX� -o 5uI c�ö��.


 7-1 dcatest 	< =>�

12
 34 #$

3DES [3DES Bulk Encryption(3DES ;#­ |Y)]� 
�[_���.

RSA [RSA Public and Private Keys(RSA ®# � �¡ w)]! 
�[_���.

DSA [DSA Signature Verification(DSA /� ¡¢)]� 
�[_���.

RNG ¯$$ °* ±�� �[_���.
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�~ ��Ï 5u� ��� ��.� SunVTS Test Reference Manual(SunVTS ��� 
�� ���)< ������. dcatest  [Functional Mode(�� ¾�)] 
T	2�FI -f  \]w4� ���. æ�c ��< ����� -u�, VERBOSE 
æ�c� ����� -v� \]���. �� ��j� \]^ Q � WX Q < 
�{���.

�K� 32½2 ¾��. �Q� 1IlmoI dcatest� j��� ÎH¸��. 
�K ��< «� dca0� ¾¿ �� T	2� uÏ���.

�K� SunVTS 51~IW© 64½2 ¾��. dcatest� j��� ÎH¸��. 
�K ��< «� dca2�. RCA� T	2���. 

��Ï�. dcatest� �ÏY Â WX< é���, � 7-2� �� A� �Ë 
WX� �� ÀÛ� uÏö��.

# /opt/SUNWvts/bin/dcatest -f -o dev=dca0,tl=3DES+RSA+DSA+RNG

# /opt/SUNWvts/bin/sparcv9/dcatest -f -o dev=dca2,tl=RSA


 7-2 dcatest ��Ï =U

56 #$

dev=dcan dca0 4) dca2² ³§ @e$ ¡[´[! �[_� ko���. 
ko�k µ§ W��) ©¶-9: dca0� ko���.

tl=testlist 8=7 �¬ �[_ 1·� ko���.  tl$ �¬ �[_) +
(¸�[) .*: &¹���. kl() M�i �¬ �[_+ 3DES, 
RSA, DSA � RNG�º:, tl=3DES+RSA+DSA+RNG! ,��� 
�¬ �[_+ �» 8=���. 4) �� �[_! 8=�) 
tl=all� ,��� ���. �¬ �[_! ko�k µ9� 
©¶-9: all� ko���.
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Sun Crypto Accelerator 1000 K< LM
Sun Crypto Accelerator 1000 N�  �	
� �üw4 A�c �5��� OpenBoot 
PROM(OBP) 1H12�. show-devs� ¸ú�e N�  X< ������. 
N�  X� Sun Crypto Accelerator 1000 ��� 7Þ^ +¯ ÎH� |�? Ï< 
���� ���.

� ÎH�. pci108e,5455� Sun Crypto Accelerator 1000 ��� �? N� $I� 
,Æ���. � ���� �34  ªoFI OBP u~ RS< ��Y u ªJ��.

Sun Crypto Accelerator 1000 ���� ���. �[4c� qjr ÛÜ< �{� 
�� ¬j� �{ ���  $4 Ac �J��. qjr ÛÜ P×� ���. �HI 
uÏw� A�c� �5��� kstat(1M) ��< ���e N� ��< 
������.

ok show-devs
. . .
/pci@1f,0/pci@1/pci108e,5455@2
. . .

# kstat -m dca -i 0 -n dca0

module: dca                     instance: 0
name:   dca0                    class:    misc
        3desbytes               3040
        3desjobs                5
        crtime                  65.342725895

    dsasign                 0
    dsaverify               0
    rngbytes                10592
    rngjobs                 187
    rngsha1bytes            16328
    rngsha1jobs             327
    rsaprivate              9
    rsapublic               0
    snaptime                106956.467004482
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kstat ��� qjr P× Ú� "ÛÜ"� Sun Crypto Accelerator 1000 ��I 
G]w� A�c eW� �{���. �� $L� g~ "ÛÜ" I� å��, ��  Sun 
Crypto Accelerator 1000 ��� G]^ qjr ÛÜ P×<  sr�� A� 
Á¸��. qjr ÛÜ P×� ��I G]wc �< $Z, - ./� Ö Å� 
=>ÆI - ./ =>< �5����. 

kstat(1M)  È#�� �5/�~�/ �­ I� ���c Ñ���. � I� 
�~�/ �� î+ h� cf< Ä� ì��. �
� �H �<� ��� g~ 
å$ö��.

�� – nostats s>< /kernel/drv/dca.conf ,i�. ���� «²Ô< 
�¦�e ���c E�º ö��. � s>� 2¯� }�< �c�� g ��Ð u 
AJ��.
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�� A

iPlanet � 
�  Sun Crypto 
Accelerator 1000 �	 !�

� WX�.� iPlanet - ./I 7EY $Z Sun Crypto Accelerator 1000 ��� 
�[ ��� �? OP� Hd���. 

�� – "§< 7E��� �	
� �? 7E� ²�oI� ?Ù	  hP���. 

� WX� �K �I =>w4 AJ��. 

� 53b�c� "O� � �4"

� 61b�c� ""§ 
� � 7E"

� 65b�c� "��� ²� 
�L 7E"

/N 1 �.
iPlanet - ./� M� PKCS#11 5©b�	� «� Sun Crypto Accelerator 1000 
��� «¬�� k� 1Ilm� �? "§ � ���� Û>�� ���. 

Sun Crypto Accelerator 1000� x`	2� ���� ���� qjr� �? �|� 
¤ P0� �|���. Ö ���� �u� ¤� 0|Y u AJ��. ���� Ö� 
�É =>< cf�� �� �u� ¤� 0|�� �®�(Î: "production" ¤ � 
"development" ¤(���� Ö� �É 0s �7< È"�ÄX)), �  �>(HA) 
=>< ���º �� �� �u� ¤� hPI Y u AJ��. "���" Ú� 
"��� ²�" �~� �4� Sun Crypto Accelerator 1000 ���� �
�á iÈ 
UNIX ��� ²�< �
�c �J��. UNIX ��� �<L Sun Crypto 
Accelerator 1000 ��� �<� ��­oI �j _�wc� �J��.
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"§� ��� � ¤ P0� zE­ }Y< �
���. "§� �u� ���� 
\]Y u A� �ú< Hd���. "§oI ���� }Y�� Ö "§� �? 
�|� �< d�< |c�e "§ ��< �Q­oI 7EY u AJ��. 

iÈ­5 
��.� Si ����  R Si "§� Û>ö��. Î� $4, nobody
~� Si ����  R webserver~� Si "§� =>ö��. ��? =>oI 
��� nobody� Si "§ ��. ./ ¤� ?Ù	 x2y< 0|�� |cY u 
AJ��. 

��� � ¤ P0� }Y�ÄX Ì  "§< �$ u AJ��. �u� "§oI 
�[4R �� »¼? =>Ä AJ��(Î: finance, legal � engineering). 
Ö "§� �|� �< d�< |c���. Î� $4, finance(��) "§� ���5 
webserv� engineering(d�) "§� ���5 webserv� Ö� �É ��� 
²�¸��. 

7E Ä=5 secadm� Sun Crypto Accelerator 1000 "§L ���� 7E�� g 
��ö��.

$%, �
C 
 iPlanet ( )*
iPlanet - ./  Sun Crypto Accelerator 1000 ��  7E�� ¤� ��Y $Z, 
"°� �<"< ���e �Ë ¤  �W 01234 g�©C�	  +} ��34� 
�� 7E�< �{���. 

 Sun Crypto Accelerator 1000 ��� ��� ²� � "§ �<< "@" �j� 
V��e °� �<< Û>���. iÈ­5 
��. nobody~� Si ���� 
]v webserver~� Si "§� Û>wÊJ��. iPlanet - ./  webserver 
"§� ���5 nobody  0|? ¤� ���� �� ���� °� ���� 
nobody@webserver¸��. ��� nobody� qj(secadmoI ���� Û>Y 
Â 
��)� 56. P× �, 56. 
� � Ú� iPlanet - ./ �Û< �? 56 � 
��ö��. 

DE 
 FG 4H
iPlanet - ./� °�(���~�Ä ])< «� ¤ P0� ?Ù	���. �� 
,i� Sun Crypto Accelerator 1000 7E�  Å� °�< MN­oI �Ë k� 
1Ilm� Hd�� �z¸��. 

�� ,i� s¢�c �< $Z�� Sun Crypto Accelerator 1000 01234  
iPlanet - ./� �� °� Ù2� Hd���. � $Z� °�� 
nobody@realm-name�~� �<oI Ö "§� Hdö��. 
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��

engineering, finance, legalI �[4R Ù O� "§� AJ��. �K °�� 
iPlanet - ./� Hdö��. 
� nobody@engineering
� nobody@finance
� nobody@legal

�� �<< ¾3 ����� ��� nobody  Ö "§� s¢�� ���. 

FG 4H
�� 
�< 2���� �� ,i� hP���. �� ,i� Ö ÏÆI �� ��� 
°� �<< \]? `	2 ,i¸��. iPlanet - ./� � ,i� �ü^ °�� 
Hd���. �� ,i< c��� ��� �KL MJ��(.ü4). 

1. $HOME/.SUNWconn_crypto_slots ,i

� ,i� iPlanet - ./� �Ë ���I �Ï�� A� UNIX ���� � 
��°E� A4� ���. � ��°E  ª� UNIX ���I iPlanet - ./  
�Ïw� $Z�� � ��< ��Y u ªJ��. 

2. /etc/opt/SUNWconn/crypto/slots ,i

 /etc/opt/SUNWconn/crypto/slots ,i� �I� ,iI
.SUNWconn_crypto_slots ,i� ��� � ��°E� s¢�c �< $Z� 
��ö��. 

�K� �� ,i ��� �? ÎH¸��. 

�� ,i� s¢�c �< $Z� 54b�c� "°� � �� ,i"� 
�^ �� 
��< �����. 

°� �<� �? �Ù? ��� iPlanet - ./ =>� 7Þ^ 3N< ������. 

webserv@engineering
webserv@finance
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secadm ��
secadm 1Ilm�  Sun Crypto Accelerator 1000 ��� ��Ï 5©b�	� 
Hd���. 

secadm 1Ilm� �º ?Ù	��� ØB $I �� �K ÎH� M� Sun Crypto 
Accelerator 1000 Ä= ��°E� �J��. 

secadm �� =U� �KL MJ��. 

secadm [-h]

secadm [-y] [-f filename]

secadm [-y] [-r realm-name] [-u username | -s admin-name] command

��� /opt/SUNWconn/crypto/bin/ ��°E� �����.

� A-1� secadm Ä=� �? WX< �����. 

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH


 A-1 secadm ?@

56 ��

-h secadm � ;i ��� �¼½� ¾C�I ¿À���.

-f filename filename �/ �� �X$ ���! Á�DI ¿À���.

-r realm-name 3� �� �R�/Â "#���. -r FG§ secadm � realm-name 
U� ��/ 0®� ���! 8=��· kC���.

-s admin-name 3� �� �R�/Â "#���. -s FG§ secadm� 
admin-name� :�¡ ��9: "#�¥ System 
Administrator: :�¡��· kC���. admin-name§ UID 0
(0 -) UNIX "#*(Ã: root)¥O ���. 0®� ���+ 8=(© 
t� :�¡���.

-u username 3� �� �R�/Â "#���.  -u FG§ secadm� username
9: :�¡��· kC���.  0®� ���+ 8=(© t� 
:�¡���.

-y �Ä�9: Å¡� Æ) aÇa_! ¾C�) ��� �» "yes": 
;È��· 50 uo���. 
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&� I�
secadm� �K Ù  c ¾��. �ÏÐ u AJ��. � ¾�� ��4  secadm
� G�w� ��� g~ �j��. Ù  c ¾�� Si �� ¾�, ,i ¾� � 
�r� ¾�¸��. Ö ¾�Ñ� .I �É qj  hP���. 

�� �� ��

Si �� ¾��. ���� ��Ï 	��  ¾3 c�w� secadm� �ÏY 
��< c����. Î� $4 �K ��� s¢�� ¾¿ "§< ���� ���� 
�� � 1H12I wmQ��. 

�K ��< ���e System AdministratorI Il5? �K engineering 
"§ ��. webserv ���� Û>���. 

Initial password: � Confirm password: 1H12� �I Û>^ ��� 
qj� hPI �� È� Password: 1H12� System Administrator qj� 
hPI ���. 

Si �� ¾�� ¾¿ �ú� �~ �ú 	2�oI �À���. � �ú� �~ UNIX 
� �È æ.�� ���e �� �R u AJ��. 

�� ��

,i ¾��. ���� secadm� �� ��� ��< �4� ,i< c����.   
,i� Ö ÏÑ� ��� ��oI =>^ ASCII \�� `	2e� ���. Ö 
\�2� "#" U�I �Ûö��. ,i ¾� WX� 
�w� secadm� Ó� WX 
�í� ¾¿ ��Ï 5u� 2����. �K ÎH� deluser.scr� A� ��< 
�Ï�� ¾¿ 1H12� ��­oI kJ���.   

$ secadm show realm

$ secadm -r engineering -s root create user=webserv
Password: 
Initial password: 
Confirm password: 
User webserv created successfully.

$ secadm -f deluser.scr -y
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�	
 ��

�r� ¾�� ����º ? ¡� ��� ��< ¸úY u A� ftp(1)� |�? 
5©b�	� Hd���.  -y WX� �r, ¾��.� cfwc �J��. 

secadmJ @A� KL
secadm 1Ilm�� Sun Crypto Accelerator 1000 ��� �r�� g ���� Y 
�� �4  $4 AJ��. ��4� S4� G� Ú� iW(�{  �> ª� 
|iY $Z)� ���e ¸ú���.  show �¬ sh� ���e ¸úY u Ao�,  
lo� ¸úY $Z�� login Ú� logout� ¾3 �ËÐ u AoFI �
  
¾j���. 

�K� G� S4� ���e ��4� ¸ú�� ÎH¸��. 

sh, us� M� S4� iW� ��4I ���Ä Ài? ��� Õ< u AJ��. 

¾j? ��< ¸ú�� �KL M� 
� æ�c  ��ö��. 

secadmM �
� 12
��� ²� � ¤� �[� e� ��4� System Administrator Ú� ���I 
569ÄX P=���. System Administrator ²�� Sun Crypto Accelerator 
1000� "§ Û>, ��� ²� Û>, ��� ²�� t>r � ½t>r, lE� "§ 
� ��� ²�� 0H� M� ÀÛ< uÏ�ÄX 56�� ���. ���I.� 
56� qj� å$�®� �Ë ���  0|? ¤ ��� �ü�� �� È��
hP���. � A-2�� System Administrator � ���  ��Y u A� 
��� ��w4 AJ��. 

secadm{root@engineering}# show user
User                                    Status
-----------------------------------------------------
webserv                                 enabled
alice                                   enabled
bob                                     enabled
-----------------------------------------------------

secadm{root@engineering}# lo
Ambiguous command: lo



() A iPlanet � ��* Sun Crypto Accelerator 1000 �� +� 59

System AdministratorI. 56��� UID 0(Î: root)5 UNIX ��� �<< 
Hd? �K 1H12�. qj� ¸ú�� ���. ���� ��� Û> � 
�? 
qj  hP���. System Administrator Ú� ���I Il5Y Â "§< 
 N ;ô MN�� ���. 

���I Il5��� �K< ¸ú����. 

System AdministratorI Il5��� �K< ¸ú����. 


 A-2 A� BC� 5�D>

$7� 89 89� :/ 89;  ,�

create user=username d�D Ã System Administrator

create realm=realm-name Ã d�D System Administrator

delete user=username d�D Ã System Administrator

delete realm=realm-name Ã d�D System Administrator

disable user=username d�D Ã System Administrator

enable user=username d�D Ã System Administrator

exit d�D d�D �»

login Ã d�D "#*

logout d�D d�D �»

passwd Ã Ã "#*

set realm=realm-name d�D d�D �»

show class d�D d�D �»

show key d�D Ã "#*

show realm d�D d�D �»

show user d�D Ã System Administrator

su Ã d�D System Administrator

quit d�D d�D �»

unset realm d�D d�D �»

secadm{realm-name}> login user=username

secadm{realm-name}> su
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��� Ú� System AdministratorI Il5�� secadm 1H12� Ã¢ 
Il5 �d5 ���  ��ö��. ��� Il5L System Administrator 
Il5� 1H12�. Ñc� U�I =Æö��. System Administrator�º� 
�(#)� ��w� ����º� �� �j(>)  ��ö��. ��� Ú� System 
AdministratorI Il5? �K �É ��� Ú� System AdministratorI 
Il5Y $Z, +¯ ÎH�.� M� � Il5� ë�w� Ã¢ 56.  
��ö��. 

@A�7 8� NOP Q�
secadm�� �� Hd Ä�� ��� \]w4 AJ��. Ä��< ��� Ä��� 
hP? ��4  � "?" U�� ¸ú���. G� ��4  ¸úw� Ï� "?"  A< 
$Z, +¯ ÎH� M� ��4� �? =U� ��ö��. 

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password: 
secadm{webserv@engineering}> su
System Administration Login Required
Login: root
Password: 
secadm{root@engineering}# logout
secadm{engineering}>

secadm> create ?
Usage: create {user=<username> | realm=<realm-name>}

secadm> show ?
Sub-Command                     Description
-----------------------------------------------------
class                           Show all realm classes
key                             Show all key objects in a realm
realm                           Show all realms
user                            Show all system accounts
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"?"� ¸ú�� +¯ ÎH� M� |â? ��4 S4  X� ��ö��. 

��Ï ¾��. Ä��< � Â, ÛÜ µ5 �� "?" U�� ���º w� $Z  
A< u AJ��. :K� ¡�. ��4 � �	¢�1 U�� ���� ���.

secadm !JRS TU
3 ��4 quit � exit� ���e secadm< ��Y u AJ��. Ctrl-D ¤� 
£�Ä secadm� ��ö��. 

@A �5 1 O9
"§� ¤ P0� �? E\c©E¸��. 7E� � ���� .I .Vw4 AJ��. 
"§� ôN0� HdY ¤� +�~ ��� ²�� ¤ ��� 0|�ÄX �� 
uS< Hd���. �I 5� 0|�I 56wc �� k� 1Ilm�. ¤� ¥û 
u AJ��. "§� �K 3 => P0I �[4= AJ��. 

� ¤ ��: iPlanet - ./� M� k� 1Ilm< �� ôNw� N�­ ¤¸��. 

� ��� ²�: k� 1Ilm� Å� ¤� 56�� ?Ù	�� uS< Hd���. 

��� "§� hP? $Z�Ä e� "§� A< u AJ��. Ö "§�� �� 
��� ²� Ù2  AJ��. Î� $4 k� 1Ilm� ���I webserv� 
56�� "§ ��. ¤� ?Ù	�� Y $Z, ��� ²� webserv� �Ë "§ 
�� s¢�� ���. 

secadm> ?
Sub-Command                     Description
-----------------------------------------------------
create                          Create users and accounts
delete                          Delete users and accounts
disable                         Disable a user
enable                          Enable a user
exit                            Exit secadm
login                           Login as a user
logout                          Logout current session
passwd                          Change password for a user
set                             Set current working realm
show                            Show system settings
su                              Authenticate as the System Administrator
quit                            Exit secadm
unset                           Unset secadm operating parameters
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$% &	
"§< Û>�� N�­ ¤ ��� ôN�� g hP? ��°E, ,i � �{ �f� 
Û>ö��. "§� Û>��� 7E�� create realm ��< ���e Û>Ð 
"§� �<< Hd�� ���. Ã¢ �|? 56.� 7² ª� System 
Administrator� �Ë ��� >d­oI ë�wÄX 56�� ���. qj� ¦� 
1H12�. UNIX �	
 7E� qj� ¸ú���. ÎH:

�� �Ä� §º "§ �<< �Y u AJ��. finance(��) Ú� engineering
(d�)L M� �É }�� �? "§� 
���� "§ �<< finance � 
engineeringoI ����. ÎH:

PQ BR S� @A �T
secadm� ��� "§�. ¤ � ��� ²�< ? ¡� 7EY u AJ��. "§ � 
��� ²�< �[� �W}� ��4� "§< ;ô MN�ÄX P×���. "§< 
MN��� �K ÎH� M� set realm ��4� �Ï���. 

"§< MN�� secadm 1H12� "§ �<� µ�j({ }) [� ��ö��. 

secadm> create realm=engineering
System Administrator Login Required
Login: root
Password: 
Realm engineering successfully created.

secadm> create realm=finance
System Administrator Login Required
Login: root
Password: 
Realm finance successfully created

secadm> set realm=finance
secadm{finance}>
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ÛÜ�¨ "§�. _ �� ÛÜ�c �o�� Ã¢ ÛÜ "§< � IoI 
��®� 
"§< 
� �H���. Ã¢ ÛÜ µ5 "§< å$ Ú� 
� �H�� �Ë 
"§�. 569� ��� Ú� System Administrator  �ÀoI 
Il+©ö��. ÎH:

$%7 �
C '�
� ��� �<� Sun Crypto Accelerator 1000 ��� Äæ5 ��.� ¶�= Aoá 
- ./  1IÙ	� �HI �ÏY UNIX ��� �<L ÀiY hP� ªJ��. 
���� Û>�� G� ;ô �UÉ "§< MN�� System AdministratorI 
Il5�� ���. ÎH:

"§ ���  ��� hPY $Z, "§ �<< nobodyI ���e �� ,i< 

��c �< u AJ��. �K ÎH�.� engineering "§�. ��� nobody
� Û>�� � 3-1�.  user@realm-nameoI ��^ nobody@engineering� �? 
qj� 
����.

- ./  �Ûw� À[ 56Y Â �� qj� ���� ���. 

�� – ¸ú? qj� È�� �>�� ���. qj  ªo� ¤� ?Ù	Y u 
ªJ��. @4/A qj� ØBY u ªJ��. 

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>

secadm> set realm=engineering
secadm{engineering}> su
System Administrator Login Required
Login: root
Password:
secadm{root@engineering}#

secadm{root@engineering}# create user=nobody
Initial password: 
Confirm password: 
User nobody successfully created.
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$% VW
 show realm=realm-name ��< ¸ú�e "§� �? ��� �üY u AJ��. 

$% XY, VW
"§ ª¯	� "§� ¤ ��, ��� ²� � 56 g�©� �? 7E ��< 
H4�� ¤ 7E ¾6¸��. Ã¢ Sun Crypto Accelerator 1000� cf�� |i? 
"§ ª¯	� SUNW_filesys "§ ª¯	¸��. cfw� "§ ª¯	� ¾3 
�ü��� show class ��< �����. 

$% Z�
delete realm ��< ¸ú�� H®Y "§ �<< Hd�e "§< 0HY u 
AJ��. � ��< �Ï�� secadm 1H12� "§< H®Yc ¦� yes/no 
æ�c  ��ö��. "§� Û>w� System Administrator ²�� �Ë 
��� �Ïw� G� È�� 56�� ���. �� µ5 "§� 0HY u ªJ��. 
"§� �? ��� �H��� - ./ �/Ú� 7E ./� ���� Y uÄ 
AJ��. 

secadm> show realm
Realm Name
-----------------------------------------------------
engineering
finance
-----------------------------------------------------

secadm> show class
Realm Class
-----------------------------------------------------
SUNW_filesys
-----------------------------------------------------
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� �� 
� ��

1.  secadm ��G�� *+�H � ��� ��5) .

¤ 7Þ ��� \]? ¾¿ ��2� Å� "§ g�©� H®���. 

��� UT �TV O9
��� ²�� k� 1Ilm� Sun Crypto Accelerator 1000oI 56�� �� � 
"§ ��. ¤� }E�� uS< Hd���. ��� ��� ²�� 0|? ¤� 
56wc �1®� �É ���I �Ë "§� 56^ k� 1Ilm� ?Ù	Y u 
ªJ��. ��? ¾¿ ��� �� "§< MN�� �� System Administrator
�  secadm su ��< ���e �Ë "§� Il5�� ���. 

�
C [	
� create user cd� z{�H *+N� ·½5) . 

� ���� create user=username �,� ��� �<� hP���. 

�� – ¸ú? qj� È�� �>�� ���. qj  ªo� ¤� ?Ù	Y u 
ªJ��. @4/A qj� ØBY u ªJ��. 

secadm> delete realm=realm-name
Delete realm realm-name? [Y/N]: Y
System Administrator Login Required
Login: root
Password: 
Realm realm-name deleted successfully.

secadm{root@engineering}# create user=username
Initial password: 
Confirm password: 
User username created successfully.
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�
C VW
System Administrator� "§ �� ���� �üY u AJ��. System 
Administrator� show user ��< �Ï�� ���. � ��� Ã¢ MN? 
"§� ���� �ü���. 

� show user cd� z{5) . 

�
C \] <^
secadm login ��< ���e Il5? O5 Il5 ���� ��� qj� 
å$Y u AJ��. � qj� 
��� G� È�� Ã¢ qj� ¶+� ���. 

� passwd cd� z{5) . 

�� – ¸ú? qj� È�� �>�� ���. qj  ªo� ¤� ?Ù	Y u 
ªJ��. @4/A qj� ØBY u ªJ��. 

secadm{root@engineering}# show user
User                                    Status 
-----------------------------------------------------------
webserv                                 enabled
alice                                   enabled
bob                                     enabled
-----------------------------------------------------

secadm{username@realm-name}> passwd
Enter current password: 
Enter Password: 
Confirm Password: 
Password successfully changed for user username.
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�
C _	` ab c_	`
System Administrator� ���� t>r Ú� ½t>rY u AJ��. 
��IoI Ö ���� t>r �dI Û>ö��. 

� *+N Ê6� 2�½È�yA disable user=username  cd� Ve5) . 

½t>r^ ��� ²�� �? 56� ¾3 �
�º ö��. 4«? ��oIÄ ¤� 
u�Y u ªJ��. ²�< �� t>r�� �Ë ���  0|? ¤� 56^ k� 
1IlmoI �� ?Ù	Y u AJ��. 

� Ê6� �½È�yA enable user=username  cd� Ve5) . 

�
C Z�
� ��� *+N� �6�H delete user cd� z{5) . 

System Administrator� 0HY ��� ²� �<< Hd�� ���. 

���� 7Þ^ ¤� ��4� �Ï�� 0Hö��. secadm� �Ë ���� 
0H�� G� yes/no �5� J�ÄX System Administrator�º ¦J��. 

secadm{root@engineering}# disable user=username
User is now disabled.

secadm{root@engineering}# enable user=username
User is now enabled.

secadm{root@engineering}# delete user=username
Delete user webserv? [Y/N]: y
User username deleted successfully.
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�� B

"#$ %&'

� WX�.� Sun Crypto Accelerator 1000 01234� \]^ _`a b�c� 
�? 
�< Hd���.

�K ��4� ���e _`a b�c� � u AJ��. 

� B-1 � ��  �? _`a b�c  X � 
�� AJ��.

man -M /opt/SUNWconn/man page


 B-1 Sun Crypto Accelerator 1000 Man 80� 

man <3=�

��

� #$

cryptio(7d) cryptio @e RH�c) �É� �RS� |Y� +Ê©� ËÌ[ 
Í_Î� 0®���.  cryptio RH�c) 0®� /^[� 
ËÌ[�© ¬� �# a:�� � }~ ÏH�Ð_� ;i «Ñ�� 
`a_S� ¾C! gh: ���. 

dca(7d) dca @e @e RH�c) �É� �RS� |Y� +Ê©� ËÌ[ 
Í_Î� 0®�) 
a RH�c,��.

dca RH�c) 0®� /^[� ËÌ[�© ¬� �# a:�� � 
}~ ÏH�Ð_� ;i «Ñ�� `a_S� ¾C! gh: ���.

kcl(7d) kcl @e RH�c) Sun |Y� a:Ò�Ó RH�c! kl�) 
;­$ [ÔR! ÕÖ :R +× }~ ��,��.
kcl RH�c) 0®� /^[� ËÌ[�© ¬� �# a:�� � 
}~ ÏH�Ð_� ;i «Ñ�� `a_S� ¾C! gh: ���.

kcpi(7d) kcpi @e RH�c) Sun |Y� a:Ò�Ó RH�c! kl�) 
;­$ [ÔR! ÕÖ :R +× }~ ��,��.
kcpi RH�c) 0®� /^[� ËÌ[�© ¬� �# a:�� � 
}~ ÏH�Ð_� ;i «Ñ�� `a_S� ¾C! gh: ���.
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secadm(1m) secadm § Sun Crypto Accelerator 1000$ �
 M�
�,�� .   
secadm ��§ Sun Crypto Accelerator 1000% �Ø� &�, «o � 
w f����[! ?�9: �
�) f "#��� .
secadm § ÙÚi |Y� w om! Û
���. 

secd(1m) secd fÜ§ secadm �# a:��� �
 ËÌ[ /^[! 
0®���. 

sslconfig(1m) sslconfig) Sun Crypto Accelerator 1000$ &� M�
�,��.


 B-1 Sun Crypto Accelerator 1000 Man 80� ( �� )

man <3=�

��

� #$
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�� C

��� � 
�� �� SSL �� 
'()

� WX�.� Sun Crypto Accelerator 1000 01234� ���e +,� - ./� 
�? SSL cf< =>�� g hP? c�4� 
����.  http.conf ,i�. 
c�4� =>���. �Ù? ��� +,� - ./ U.� ������. 

1. SSLPassPhraseDialog exec:program 

x`	2: G§

� c�4� ¤ ,i� qj� u´�� ��. c�^ program< �Ï�ÄX 
+,� - ./� ¶Q��. program� u´^ qj� �~ �úoI 5¬�� 
���.

�u� ¤ ,i� ��w� d« qj  A< $Z, program� ? ¡� �Ïö��
(Ö u´^ qj� program< �� �Ï�� G� �Ä]). 

program� 3 O� 5uI �Ïwá l ý¡þ 5u� ./ �<oI. �� ��:
��� �,oI �{l��. Î� $� www.fictional-company.com:443
(\2 443� SSL �È - ./� iÈ \2F)L MJ��. 3¡þ 5u� ¤ 
,i� ¤ |�¸��(keytype). keytype� RSA Ú� DSA  Ð u AJ��.

�� – � 1Ilm� �	
< �Û�� À[ �ÏÐ u AoFI, ­®� tty N�  
+- $Z(¯, tty(3c)  ®°I< È#�� $Z)� �¦�ÄX 
²wÊ�c 
�5����. 

d	^ 1Ilm5 /opt/SUNWconn/crypto/bin/sslpassword�  program 
�Ï�oI ��Y u AJ��. � 1Ilm� qj ¸ú 1H12� �ÀoI 
���� ¸ú^ qj  ��wc �ÄX ���. 
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Hd^  sslpassword 1Ilm� ,i ��. qj� �ÀoI ØB�FI - 
./ �Û � ��� �j Û�< �c�� g ��Ð u AJ��. ¤ ,i� 
qj� /etc/apache/servername:port.keytype.passI �<� c�^ ,i�. 
ØBö��. � ,i� ªo� /etc/apache/default.pass ,i� ��ö��. 
� qj ,i� �ÀoI ��^ qjI =>w4 AJ��. 

�� – qj ,i� - ./� �Ï�� UNIX ����� �< u AÄX �?< 
We�e �j�� �á �~ +,� User c�4I =>^ ÁL Ài? ���e� 
���. 

c�wc �� $Z� �W 1H12 æ��·< ���� Á� �� ÀÛ� ö��. 
Sun ��� $Z, �	
 �Û � �j Û� UH� �c��� �� �¬� 
Hd^ sslpassword 1Ilm< ���� Á� ±J��. 

2. SSLEngine (on|off)

x`	2: G§,  � j	2

� c�4� SSL 1I°±< t>r���. iÈ­oI  � j	2�. ./� 
�� ´�� SSL< t>r�� g ��ö��. d«­oI ��w� �,� �KL 
MJ��. 

�� �,oI 443 \2� u¬�� ¾¿ ./� �? SSL ��< =>���(�~ 
HTTPS \2). ��wc �< $Z, ��IoI hR �d  ö��. 

3. SSLProtocol [+-] protocol

x`	2: G§,  � j	2

� c�4�  SSL 2²³X< �� ��Y 1I°±< =>���.  � C-1�. 
��  �? 1I°±< �ü�� 
����.  

<VirtualHost _default_:443>
SSLEngine on
</VirtualHost>


 C-1 SSL �!�E

�>*? #$

SSLv2 Netscape$ l¶ ¾Ý SSL a:	Þ

SSLv3 ;�¹$ b �H�N�/ kl() SSL a:	Þ$ Kf�_ ct 

TLSv1 ß` �H�N kl� �� àÉ IETF ¾Ý�! ?=�) SSLv3: 
Kf�_

all �� a:	Þ "# +×
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(�	(+)� Ñ�q	(-) �j� ���e 1I°±< Ì �®� H®Y u 
AJ��. Î� $4 SSLv2� �? cf< ½t>r��� �Kc�4� ��Y u 
AJ��. 

� ��U� �KL Ài���.

4. SSLCipherSuite cipher-spec

x`	2: G§,  � j	2, ��°E, .htaccess

SSLCipherSuite c�4� ��Y u A� Mj�� SSL qj  4´ Á5c 
=>�� g ��ö��. G� x`	2 Ú�  � j	2 x`	2�. ��4� 
õ� SSL µ�¶�D À[ ��ö��. ��°EÆ x`	2�.� uHI SSL 
¢·��e c�^ qj� �����.  P×< �� í kJ< ��� G� ¢·
�� èé���. 

cipher-spec� � C-2� 
�w4 A� qj� ±¸ =}  X¸��.  � C-2�. DH� 
Diffie-Hellman< �
�á DSS� Digital Signature Standard� �

���. 

SSLProtocol all -SSLv2

SSLProtocol +SSLv3 +TLSv1


 C-2 �  FG� SSL qj 

-.-@� �>*? A BC D8 -.E MAC /0

DES-CBC3-SHA SSLv3 RSA RSA 3DES (168^_) SHA1

DES-CBC3-MD5 SSLv2 RSA RSA 3DES (168^_) MD5

RC4-SHA SSLv3 RSA RSA ARCFOUR (128^_) SHA1

RC4-MD5 SSLv3 RSA RSA ARCFOUR (128^_) MD5

RC4-MD5 SSLv2 RSA RSA ARCFOUR (128^_) MD5

RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO (128^_)

DES-CBC-SHA SSLv3 RSA RSA DES (56^_) SHA1

RC4-64-MD5 SSLv2 RSA RSA ARCFOUR (64^_) MD5

DES-CBC-MD5 SSLv2 RSA RSA DES (56^_) MD5

EXP-DES-CBC-SHA SSLv3 RSA (512^_) RSA DES (40^_) SHA1 �m

�©

EXP-RC2-CBC-MD5 SSLv2 RSA
 (512^_)

RSA ARCTWO (40^_) SHA1 �m

�©



74  Sun Crypto Accelerator 1000 �� �� 1.1 �� � �	
 ��� • 2002
 6�

� C-3 �.� _DI� |�? l¹r� Hd�� Æ¥< �ü�� 
����.

EXP-RC2-CBC-MD5 SSLv3 RSA (512^_) RSA ARCTWO (40^_) SHA1 �m

�©

EXP-RC4-MD5 SSLv3 RSA (512^_) RSA ARCFOUR (40^_) MD5 �m

�©

EXP-RC4-MD5 SSLv2 RSA (512^_) RSA ARCFOUR (40^_) MD5 �m

�©

NULL-SHA SSLv3 RSA RSA áv SHA1

NULL-MD5 SSLv3 RSA RSA áv MD5

ADH-DES-CBC3-SHA SSLv3 DH áv 3DES (168^_) SHA1

ADH-DES-CBC-SHA SSLv3 DH áv DES (56^_) SHA1

ADH-RC4-MD5 SSLv3 DH áv ARCFOUR (128^_) MD5

EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES (168^_) SHA1

EDH-DSS-DES-CBC3-SHA SSLv3 DH DSS 3DES (168^_) SHA1

EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (56^_) SHA1

EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES (56^_) SHA1

EXP-EDH-RSA-DES-CBC-SHA SSLv3 DH (512^_) RSA DES (40^_) SHA1 �m

�©

EXP-EDH-DSS-DES-CBC-SHA SSLv3 DH (512^_) DSS DES (40^_) SHA1 �m

�©

EXP-ADH-DES-CBC-SHA SSLv3 DH (512^_) áv DES (40^_) SHA1 �m

�©

EXP-ADH-RC4-MD5 SSLv3 DH (512^_) áv ARCFOUR (40^_) MD5 �m

�©


 C-3 SSL HI 

FG #$

SSLv2 �� SSL ct 2.0 |Y

SSLv3 �� SSL ct 3.0 |Y

EXP �� �m�©-?Ý$ |Y

EXPORT40 �� 40^_$ �m�© |Y

EXPORT56 �� 56^_$ �m�© |Y


 C-2 �  FG� SSL qj (� )

-.-@� �>*? A BC D8 -.E MAC /0
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qj� MjÄ� � C-4� �ü�� 
�? Åu U�� ���e =>Y u 
AJ��. 

cipher-spec � ��I

SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP

��I� º�(56wc ��)� Diffie-Hellman< H¨? ¾¿ qj� =>�� 
ARCFOUR � RSA� MjÄ� We�e »� u~� �� _ �� u~� 
qjr� Hd���. 

5. SSLCertificateFile file

x`	2: G§,  � j	2

� c�4� ./� �? PEM qjr X.509 56 ,i� ��� c����. 

LOW 5�+ â§ |Y(DES, 40^_ RC4)

MEDIUM �� 128^_ |Y

HIGH 3ã DES! "#�) �� |Y

RSA RSA w äV� "#�) �� |Y

DH Diffie-Hellman w äV� "#�) �� |Y

EDH Ephemeral Diffie-Hellman w äV� "#�) �� |Y

ADH å�$ Diffie-Hellman w äV� "#�) �� |Y

DSS DSS ¡¢� "#�) �� |Y

NULL |Y�! "#�k µ) �� |Y


 C-4 ()� J)KL �.	M NO PQ 

H� #$

<áv> 1·� |Y æ+

! t< 1·�/ |Y 0ç — �C æ+7 ? áv 

+ |Y! 1·� æ+�I àÉ ¬e: è�é(|Y 5ê)

- 1·�/ |Y 0ç(�ã� æ+ +×)


 C-3 SSL HI ( �� )

FG #$
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6. SSLCertificateKeyFile file

x`	2: G§,  � j	2

� c�4� ./� �? PEM qjr O5 ¤ ,i< c��á  
SSLCertificateFile c�4I =>^ 56.� �Ëö��. 

7. SSLCertificateChainFile file

x`	2: G§,  � j	2

� c�4� ./� 56 $I� ��� PEM qjr 56.� \]�� ,i� 
��� c����. ./ 56.  ª~��2  5,�� �7� �� �� 
.�wc �� $Z, ��4� ���e ª~��2  ./ 56.� �5�ÄX 
Äñ u AJ��. 

ª~��2 56(SSLVerifyClient)< ��Y Â �5� A� 56. §� 
ª~��2 56� |â���. 

8. SSLCACertificateFile file

x`	2: G§,  � j	2

� c�4� ª~��2 56� ��^ 56 �7(CA)� �� iÞ� 56.� 
\]�� ,i� ��� c����. 

9. SSLCARevocationFile file

x`	2: G§,  � j	2

� c�4� ª~��2 56� ��^ iÞ� CA 56 ®W  X< \]�� 
,i� ��� c����. 

10. SSLVerifyClient level

x`	2: G§,  � j	2, ��°E, .htaccess

� c�4� ./� ª~��2 56< =>���(iÈ­oI G��®¯ k� 
1Ilm� f hP�c� �c� �{ k� 1Ilm�. ���). 

� C-5� level I�  XL 
�� �� AJ��. 


 C-5 SSL RS T/0U� VW

IJ #$

�� ÏH�Ð_ ¡¢/ gh áv

optional ÏH�Ð_+ Mëi ¡¢/! 0®7 ? zv

require ÏH�Ð_+ Mëi ¡¢/! 
�� 0®�O y

optional_no_ca ÏH�Ð_+ ¡¢/! 0®7 ? z9� Më7 gh áv
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iÈ­oI none Ú� require  ��ö��. ��I� none¸��. 

11. SSLVerifyDepth depth

x`	2: G§,  � j	2, ��°E, .htaccess

� c�4� ª~��2 56� �� ./  G��� 56. �5� Ó� ¼�� 
c����. 0 I� �� .�^ 56.  ­�]< �
�á, 1 I� ª~��2 
56.  ./� �� ¶�R CA� �� .�w4� ]< �
���
(SSLCACertificateFile< «�.). l ��� I� CA� �F< G����. 

12. SSLLog filename

x`	2: G§,  � j	2

� c�4� SSL 7Þ��  �XÐ Il ,i< c����. c�(��I)wc 
�< $Z, SSL 7Þ ��  �Xwc �J��. 

13. SSLLogLevel level

x`	2: G§,  � j	2

� c�4� SSL Il ,i� �X^ �Ô� ��� c����.  � C-6�. level� 
�? I< �ü�� 
����. 

14. SSLOptions [+-] option

x`	2: G§,  � j	2, ��°E, .htaccess

� c(� ��°E� �~oI SSL �Ï �� WX< =>���. (�	 �j(+)
� ¡� ½e Ã¢ =>� WX< Ì �®� Ñ�q	 �j(-)� ���e H®Y 
u AJ��. e� WX< ��°E� ­�Y u A� $Z  N H?­5 WX� 
��wá, WX� V�wc �J��.


 C-6 SSL !" VW X

K #$

�� ©·�k) µkÂ Dì íCk! ¾Ý d�e Dì :�� mî��.  

warn WI íCk! xy���.  

info om íCk! xy���.  

trace æ� íCk! xy���.  

debug �c� íCk! xy���.  
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� C-7�. WX< �ü�� 
�ö��. 

15. SSLRequireSSL

x`	2: ��°E, .htaccess

� c�4� HTTPS� ���c �o� �Ë ��°E� ?Ù	�� Á< 
�c���. � c�4� ���e ��°E� ��< 56wc �� qjrwc 
�� ?Ù	� ¾�Ð u A� => ��IW© �j�� g ��Ð u AJ��.


 C-7 �  FG� SSL ?@

56 #$

StdEnvVars SSL �Ø CGI/SSI VW >?$ ¾Ý ��� ±����. �×� 
N�ï ? z{��. 

ExportCertData SSL_SERVER_CERT, SSL_CLIENT_CERT �  
SSL_CLIENT_CERT_CHAINn (n = 0, 1, ...) VW >?! �mî��. � 
>?) ÏH�Ð_ � /c� ;� PEM |Y� ¡¢/! xy���. 

FakeBasicAuth ÏH�Ð_ ¡¢/$ IM ��(DN)§ HTTP ©¶ ¡¢ "#* 
��9: tV(¨ ¡¢� EÛð "+@"���. �: ¡� |Y� 
;i "#* ,� á� SSL ÏH�Ð_ ¡¢9: ¾Ý d�e ËÌ[ 
Í_Î í}�ñ� "#7 ? z{��. 
d�e |Y ���/ "#* ò_
: |Y�� |Y 
xxj31ZMTZzkVA! "#�O ���. xxj31ZMTZzkVA§ "|Y" H) 
3�$ |Y�� óô(crypt(3c)),��. 

StrictRequire Satisfy Any² ³§ SSLRequireSSL� ×+�) kC�! 0®��  
SSLRequireSSL: ¡� 50: õk� ËÌ[+ ç�(�· ���. 
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Sun Crypto Accelerator 1000 �	* 
+, ��-. /� 0� 1 23 �4 

� WX�.� OpenSSL j# k� 1Ilm< =n]oIp Sun Crypto Accelerator 
1000 ��� qjr  s ��< t��� g ��Y u A�, Sun Crypto Accelerator 
1000L ]v Hdw� 01234� �� 
����. ¾¿ OpenSSL k� 
1Ilm< ��? �,(www.openssl.org�. �!I�Y u A� OpenSSL 
~�ò�EI =n�� ��L È�­5 ��)oI �,iY u A� Á� +¿��. 

�� –  Sun Crypto Accelerator 1000 01234 � ��34� ���� �? k� 
1Ilm� =n� �? ��� A� l�I ��Ç Hdwá � H��. d,­oI 
cf9� W}� +¿��. � ��� ��� �E� �?  ­oI �6 ª� 
Hdö��. Sun� cf�� ®[X� hPY $Z, Sun Professional Services� 
U��e WX� �? ��� 9o���.  

;ô hP? ^_ ,i � ~�ò�E  \]^  SUNWcrysl 
¤c� 
��� 
���. 

�KL M�  /opt/SUNWconn/crypto/include�. �,i� (¯l� ]v 
OpenSSL ^_� \]�ÄX k� 1Ilm< =>����. 

­�? ~�ò�E� �� ,i� \]wÄX S�� c��� ���. �W}� 
OpenSSL j# k� 1Ilm� libcrypto.a �  libssl.a ~�ò�E µ �� 
Ú� 3  c ¾3 �����. Sun qjr ~�ò�EÄ \]�� ���. S� 
(¯l  �KL M� uÏ���. 

-I /opt/SUNWconn/crypto/include

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -lssl -lcryptography -lnvpair



80  Sun Crypto Accelerator 1000 �� �� 1.1 �� � �	
 ��� • 2002
 6�



 81

�� E

Sun Crypto Accelerator 1000 �	 
56

� N�.� Sun Crypto Accelerator 1000 ��� �x? �x� �� yz���. 
� WX� �K �I =>w4 AJ��. 

� 81b�c� ":E­ D�"

� 82b�c� "5©b�	 �x"

� 82b�c� "Gú P= �Q"

� 82b�c� "#$ �x"

W9X YZ


 E-1 Y�Z [\

LM �N �O �N 

ö� 6.875¡e 174.625mm

÷^ 4.2¡e 106.680mm
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�[\�� �] 

^_ 0� �3 

`a �]


 E-2 ]^80> �_ 

MP  Q

PCI Ïø 33MHz 4) 66MHz

Y[_ ¡���[ 33 MHz 4)  66 MHz$ Ïø Ê� � 3.3V 4) 5V t�� kl�) 
PCI 2.1 

PCI c[ ÷^ 32^_ 4) 64^_


 E-3 `a �� �� 

 Q �N

ß; t� `�­ 10W @ 5V
700mW @ 3.3V

tù no� 5V +/- 5%
3.3V +/- 5%

J� tì 2A @ 1.8V
150mA @ 3.3V


 E-4 bc �_

RS TU  Q :V  Q

ú� 0 À  ~ 70 À C, 32 À  ~ 160 À F -65 À C ~ +150 À C, -85 À  ~ 300 À F

X; {� 5 ~ 85% ^�û 0 ~ 95% ^�û
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7� 8&9: ;<

� WX�� {� 0| 01234� �? dc �Q � ~��	 �Q� �� 
AJ��. 

OPENSSL ���� ��

OpenSSL Á)� �µ ~��	 �� AJ��(Î: OpenSSL ~��	 � Á)� 
­�w� f� SSLeay ~��	 y7).  ÃÏ ~��	 ��< ��� +¯� 
������. 3 ~��	� ¾3 BSD |�� �Â 0	 ~��	¸��. OpenSSL� 
7Þ^ ~��	 èÏ� �? U�� openssl-core@openssl.orgI .V����. 

OpenSSL ����

Copyright (c) 1998-2001 The OpenSSL Project. Ã� 0|. 

0	 � U�qE �,� ¢8\ � ��� u�� eW� 7² ª� �K �p� 
­�Y $Z�� G�ö��. 

1. 0	 \�� ¢8\ ��� �� Ã� 0| $�, y7  X � �E \� U.
(+¯)� g~� ���.  

2. U�qE �,� ¢8\ ��� ]v HdÐ U. �/Ú� �{ ��� �� Ã� 
0| $�, y7  X � �E \� U.� \]�� ���. 

3. � 01234� ���®� �Ë ��� �� �	�� ¾¿ Ä�� ���� �K< 
���� ���.  "� H��� OpenSSL Toolkit(http://www.openssl.org/)� 
��Y  ­oI OpenSSL Project  Oè? 01234  \]w4 AJ��."

4. "OpenSSL Toolkit" � "OpenSSL Project"~� �¥� �G .� G  ª� 
01234�. ,é^ H�< �6�®� Å�Y  ­� ��Ð u ªJ��. 
.� G � �? U�� openssl-core@openssl.orgI .V����. 
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5. � 01234�. ,é^ H�� OpneSSL Project� �G .� G  ª� 
"OpenSSL"I j¥�®� "OpenSSL"�~� �<oI ��Ð u ªJ��. 

6. 4«? �dI¿ ¢8\ ��� �K< ���� ���.  "� H��� OpenSSL 
Toolkit(http://www.openssl.org/)� ��Y  ­oI OpenSSL Project  Oè? 
01234  \]w4 AJ��." 

� ������ OpenSSL PROJECT� 	
 "�� �
�" ���� ���	 
��� �� � �� ���	 ���  !"#, �$% &#�' (), *+	 ��� 
,� -�� ��� 

 ./'' (012. 3� 45�  67� 8'9:�; 
<=>) � �����	 6? @AB C�% DE# FG�, HG�, ID�, 
�J�, KL� ,� MN�O 3
(
+ �� ,� PQR	 ST, 6?U, V�W, 
,� JX �Y, ,� Z[� \
 !") � ./�, L]�� !"��' ^_` 
aLb�, ,� <c dA(eY ,� fg \h)� 

 OpenSSL PROJECT ,� 
fg �ij� k�� 
# ./  '' (012.

� H��� Eric Young(eay@cryptsoft.com)� Û>? qjr 01234  \]w4 
AJ��. � H��� Tim Hudson(tjh@cryptsoft.com)� Û>? 01234  
\]w4 AJ��. 

	
 SSLeay ����

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) Ã� 0|.

� 
¤c� Eric Young(eay@cryptsoft.com)� Oè? SSL =Ã:¸��. Netscapes 
SSLL j#wÄX Û>wÊJ��. 

� ~�ò�E� �K y7< ~u�� �p �� �Ü� Ú� ½�Ü�oI ��Ð u 
AJ��. �K y7� SSL \� ¤� +�~ 8\:� \]^ ¾¿ \�, ¯ RC4, RSA, 
lhash, DES \� ;� ­�ö��. 8\:� \]^ SSL U.� 0|�  Tim Hudson 
(tjh@cryptsoft.com)�~� �< H¨��� Ài? Ã� 0| y7�  
­�ö��. 

\�� Ã� 0| $�  H®wc ��? Ã� 0|� Eric Young�º AJ��. 

� 
¤c� H�� ��Y $Z, ��^ iW ~�ò�E� ô�I Eric Young< 
�	�� ���. 1Ilm �Û � `	2 æ�c �,oI Ú� 
¤c� ]v 
Hdw� U.(�~5 Ú� `	2) �, ;oI Y u AJ��. 



() F /� 0123 45 85

0	 � U�qE �,� ¢8\ � ��� u�� eW� 7² ª� �K �p< g� 
$Z�� G�ö��. 

1. 0	 \�� ¢8\ ��� Ã� 0| $�, y7  X � �E \� U.(+¯)� 
g~� ���. 

2. U�qE �,� ¢8\ ��� ]v HdÐ U. �/Ú� �{ ��� �� Ã� 
0| $�, y7  X � �E \� U.� \]�� ���. 

3. � 01234� ���®� �Ë ��� �� �	�� ¾¿ Ä�� ���� 
�K< ���� ���.  "� H��� Eric Young (eay@cryptsoft.com)� Û>? 
qjr 01234  \]w4 AJ��." ('qjr'~� S4� �� µ5 
~�ò�E� [Æ� qjr 7Þ ��� +- $Z�� 2�Y u AJ��).

4. k� 1Ilm ��°E(k� 1Ilm \�)IW© Windows �| \�(Ú� 
Windows�. ,é^)� \]Y $Z, �K< ���� ���.  "� H��� Tim 
Hudson (tjh@cryptsoft.com)� Û>? 01234  \]w4 AJ��." 

� ������ ERIC YOUNG� 	
 "�� �
�" ���� ���	 ��� �� 
� �� ���	 ���  !"#, �$% &#�' (), *+	 ��� ,� -�� 
��� 

 ./'' (012. 3� 45�  67� 8'9:�; <=>) � 
�����	 6? @AB C�% DE# FG�, HG�, ID�, �J�, KL� 
,� MN�O 3
(
+ �� ,� PQR	 ST, 6?U, V�W, ,� JX �Y, 
,� Z[� \
 !") � ./�, L]�� !"��' ^_` aLb�, ,� <c 
dA(eY ,� fg \h)� 

 lj ,� fg �ij� k�� 
# ./  '' 
(012. 

��^ ¾¿ /G � ,é \�� �? ~��	 � 8\ y7� å$Y u ªJ��. 
¯, � \�� »��®� �É 8\ ~��	 �[GNU Public Licence \]]�. 
��Y u ªJ��.

``Ian Fleming was a UNIX fan! 
How do I know?  Well, James Bond 
had the (license to kill) number 007,
i.e. he could execute anyone.''
-- Unknown
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MOD_SSL ����

mod_ssl 
¤c� BSD |�� ~��	 �� 8\wFI  �Â 0	 01234 
���� �Ëö��. ~��	� �? �Ù? ��  +¯� �� AJ��. 

Copyright (c) 1998-2000 Ralf S. Engelschall. Ã� 0|.

0	 � U�qE �,� ¢8\ � ��� u�� eW� 7² ª� �K �p� 
­�Y $Z�� G�ö��. 

1. 0	 \�� ¢8\ ��� �� Ã� 0| $�, y7  X � �E \� U.
(+¯)� g~� ���.  

2. U�qE �,� ¢8\ ��� ]v HdÐ U. �/Ú� �{ ��� �� Ã� 
0| $�, y7  X � �E \� U.� \]�� ���. 

3. � 01234� ���®� �Ë ��� �� �	�� ¾¿ Ä�� ���� 
�K< ���� ���.  "� H��� mod_ssl 1IÇ2(http://www.modssl.org/)
� ��Y  ­oI Ralf S. Engelschall <rse@engelschall.com>� Oè? 
01234  \]w4 AJ��."

4. "mod_ssl"~� �¥� �G .� G  ª� 01234�. ,é^ H�< �6�®� 
Å�Y  ­� ��Ð u ªJ��. È� �?� �? U�� rse@engelschall.com
oI .V����. 

5. � 01234�. ,é^ H�� Ralf S.� �G .� G  ª� "mod_ssl"I 
j¥�®� "mod_ssl"�~� �<oI ��Ð u ªJ��. Engelschall. 

6. 4«? �dI¿ ¢8\ ��� �K< ���� ���.  "� H��� mod_ssl 
1IÇ2(http://www.modssl.org/)� ��Y  ­oI 
Ralf S. Engelschall <rse@engelschall.com>� Oè? 01234  \]w4 
AJ��."

� ������ RALF S. ENGELSCHALL� 	
 "�� �
�" ���� ���	 
��� �� � �� ���	 ���  !"#, �$% &#�' (), *+	 ��� 
,� -�� ��� 

 ./'' (012. 3� 45�  67� 8'9:�; 
<=>) � �����	 6? @AB C�% DE# FG�, HG�, ID�, 
�J�, KL� ,� MN�O 3
(
+ �� ,� PQR	 ST, 6?U, V�W, 
,� JX �Y, ,� Z[� \
 !") � ./�, L]�� !"��' ^_` 
aLb�, ,� <c dA(eY ,� fg \h)� 

 RALF S. ENGELSCHALL ,� 
fg �ij� k�� 
# ./  '' (012.
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�
� ���, 3

�
�� ���, 3

�
	
��


�, 83

�
���

kstat, 51
�� ��, 51

�
�� ��, 4

�
���, 53
��, 66
��, 67
��, 65
��  !" #�� , 67

��� $%
&', 66

() *+(, 22, 32
,-./� 012, 10
34 56, 54

�
758 SSL 29�, 71
758 : ()
*+( ��, 42
��, 39

$%

iPlanet : (); <=> ?@, 15
secadm, 16
9�A BC�, 17

DE, 53
��, 64
��, 64
FG, 62
��, 62

=� �H
,-./�, 4
�I/�, 4
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�
qd

iPlanet 9 :;, 15
-�� 9 :;, 39

�� =>�, 47

	
, �0, 41



��X, 52
�2>� &0^�0>
q.

iPlanet 9 :; 4.1, 20
iPlanet 9 :; 6.0, 30

�
�� � ����
~�, 10

��
Solaris 8, 5
Solaris 9, 5
��, 5
�O, 5

�
� �2", 3

D
dcatest, 48
BC% �P, 49
=>� 53uO ?@, 49
	< =>�, 49

I
iPlanet 9 :;

iPlanet 9 :; 4.1
�., 24
:; ]S: �., 20
:; ]S: ~�, 24
~�, 19
�2>� &0^�0> q., 20

iPlanet 9 :; 6.0
�., 36
:; ]S: �., 32
:; ]S: ~�, 34
~�, 29
�2>� &0^�0> q., 30

|} q. � ��, 16
qd, 15

iPlanet 9 :; A�, 53

K
kstat BC�, 51

O
OpenBoot PROM, 51
openssl  URL, 79

R
RSA , �, 40

S
secadm m���, 56
SunVTS, 47

dcatest, 48

U
URL

iPlanet 
��
� , 19, 29


