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Declaration of Conformity
EMC

Compliance Model Number: ~ DEIMOS

Product Family Name: Sun Crypto Accelerator 1000 (X6762A)
European Union
This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

EN55022:1998 /CISPR22:1997 Class A
EN55024:1998 Required Limits (as applicable):

EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines
2 kV AC Line-Gnd, 0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + A1, A2, Al14 Pass
EN61000-3-3:1995 Pass

Safety
This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:1999, 3rd Edition

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski DATE Peter Arkless

Manager, Compliance Engineering
Sun Microsystems, Inc.

901 San Antonio Road, MPK15-102
Palo Alto, CA 94303-4900 U.S.A.
Tel: 650-786-3255

Fax: 650-786-3723

Quality Manager

Sun Microsystems Scotland, Limited
Springfield, Linlithgow

West Lothian, EH49 7LR

Scotland, United Kingdom

Tel: 0506-670000  Fax: 0506-760011

DATE
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Regulatory Compliance Statements

Your Sun product is marked to indicate its compliance class:

¢ Federal Communications Commission (FCC) — USA

¢ Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
* Voluntary Control Council for Interference (VCCI) — Japan

* Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the
product.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

* Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.
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ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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SUNWdcav SunVTS Test of DCA Crypto Accelerator(DCA
Crypto Accelerator2] SunVTS H| 2= E (% 4))
SUNWcrysl SSL Development Tools and Libraries for Apache

(e} & SSL 7l = & 2ol B el g (¥4))

W AW R o}k 2] & AHE-EE W sUNWerysu 3 7] A §F A %] 6}@ AlL..

(A 954 o) obukA] {1 AW WAl tha) 1 d3ke W suNwerysl 97149k 4
2] 8FA4 Al L

SunVTS™ | ~EZ 485} H suNwdcav 7] A WF A X514 A L. SUNWdcav 3 7]
A& A 25l#H SunVTS 4.4, 4.5 3= 4.60] A X5 o] 9lo]of gt}

2. & 483 Az el E A

# cd /cdrom/cdrom0/Packages
# pkgadd -4 .
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3. 2z Eedo7} A2 A= 93] A3l W pkginfo ¥R AP}

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn

SUNWdcav

system
system
system
system
system
system
system
system

SUNWcrypr
SUNWcrypu
SUNWcrysl
SUNWcrysu
SUNWcrypm
SUNWdcar

SUNWdcamn
SUNWdcav

Cryptography Kernel Components

Cryptographic Administration Utility and Libraries
SSL Development Tools and Libraries

SSL Support for Apache

Cryptographic Administration Manual Pages

DCA Crypto Accelerator (Root)

DCA Crypto Accelerator Manual Page

SunVTS Test of DCA Crypto Accelerator

4. ({A) 1Z9 =aolw & Feldta W precont 9L A3

# prtconf
pcil08e, 5455, instance #0
pcil08e, 5455, instance #1

5. (F4) modinfo R & AP3sle 2= RES HYT}

# modinfo | grep Crypto

130 1033e946
131 1030240c
132 10313ac8
135 103178be

6df0
2d93
131e
8684

79 1 cryptio (Cryptographic IOCTL v1.58)

- 1 kcl (Cryptographic Library vl.64)

- 1 kcpi (Crypto Provider Interface v1.27)
82 1 dca (PCI Crypto Accelerator v1.156)

2% Sun Crypto Accelerator 1000 2 =2| A x| 2} M A

5} 412 598 1744 kel ¥

1"
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Hege 2 5o

i 2-1°+= Sun Crypto Accelerator 1000 222 E9o] A 2] A] 7|27k o2 A ¥ = v &

E27F A H o A5y

Z21  Sun Crypto Accelerator 1000T] 2] E 2]
CIMEg| e
/etc/opt/SUNWconn/crypto/realms oo 2 AL} dlo]H

/opt/SUNWconn/crypto/bin

/opt/SUNWconn/crypto/lib

/opt/SUNWconn/crypto/sbin Aoz Addd A

[e=]
1

S8 =2 A 3
&

a9 20 TR 2 Sale AF FEE 1]

Sun Crypto Accelerator 1000 2= A x| & ALEX HHA « 20024 38



|

/etc /opt
/opt
/SUNWconn
/SUNWconn
/crypto /crypto
/realms
&S StHE
7
/bin /include /}ib /man /sFin /ssl
|
S8 ZT=E1Y = PNE S8 X221 |iwd E[ES ofmtx| 4
Als mhel 2lo|E3{2] | o] X| Als mhel k!

a2 21 Sun Crypto Accelerator 1000 Tl E 2] 4 1<

2%

Sun Crypto Accelerator 1000 2 E 2| 4 x| 2+ X 7

13



/N

v

1.

2.

S E o] Al A

G e YO 2TESONF AAS] Aol WA GG Aok Gt 39
S e Seten de e SANE AU, A A4S 29 B4 AL 5
Qeruich dol ot g Al W 9 Aw D/EE ) ANE FEAF G
Yk,

F2| - Sun Crypto Accelerator 1000 22~ E 9o & A7 38}7] el Sun Crypto
Accelerator 1000 K. =9} 37 /\}i’“ﬂ Ao dgdstet e A E A v 24

shefjof gyt 1= A ohA & AT, oHDL FREERE ”EEW FEHh

J 2 2bA] W

FHFAE secadm FEE E o] QA 23T}

# /opt/SUNWconn/crypto/bin/secadm
secadm>

secadm 2 EE A$-3le] 7+ o AHAFHU .

secadm> delete realm=realm-name
Delete realm realm-name? [Y/N]: Y
System Administrator Login Required
Login: root

Password:

Realm realm-name deleted successfully.

7] 9 AnE LF BE Aole] 54 o Hlol8 2 A7 gt
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v

e o] A

® FIHFA £ pkgrm W& AHEste] A" £ZE S o s)7)X] 7 AAFUG.

A A7) A A opelel] EAH A AANF Ttk 1A B @S
49, %% 337t wASn AY mEe] 2EE AR dobgl e + Uk

o T
H7|A S B ARG FFol= v ez AU

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr
SUNWdcamn SUNWcrypm

T — SunVTS Test of DCA Crypto Accelerator(DCA Crypto Accelerator®] SunVTS |
2 E)(SUNWdcav)E A X = A A §, SunVTS7F 2 & S0l SunVTSE A] ~8l&
Ul A sEo] ALE 7R IR EE dlo] ESU T AAIRE JH = SunVTS A4S

Farst A L.

2% Sun Crypto Accelerator 1000 2 =2 Mx|et MH 15
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iPlanet & A ¥ o t3l H = A&

o] el A+ iPlanet ) A1 ¥ & Sun Crypto Accelerator 1000 H.= A8 ¥ H ol tiaf A

o] 4& theg Ao TAH o] gt

iPlanet §] A B (IWS)E 2Hget= HAgoll A o8 435 Ydestes 8%
@ ; E

o} g 3-191= 2 bl
Ut 43 Algol] EF0] oW %31

17
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31 iPlanet Y A B Q3 o3

s 28 4y
iws &2 A iPlanet #2] AW & A 2}5t= ] 23Ut} o] 4% = iPlanetS A
ek Bt eI,
Web ¥ Ez]2~E St RER AP A AFAV 8 E B, ASAE A %‘7&
o] el o] 2= ol 3 955 EE A e i WGk of 5 iPlane
B AU ] % S e W W g A B 4 i
Al 2~E #e] secadm {S FoAwre 2] =) A] Q3 T} UNIX & 2E %

gy,
user@realm-name

e

Qhd == 2 A3 Al Sun Crypto Accelator 1000 5 A 238} ]
23t secadm & AHE3E GGl e AFEAF 2 Al 2

3 24 2w

iPlanet ] AW $O 2 HE S ALES 5 AR 3] ol 4 Je A5 WA
Sof Gt 187 Bk @S B9 Sht o] o] 9 W ALSAE Aok gk,

7
o] ek A AR B2 AS FT54A S

=]
|9} Z¥o] Sun Crypto Accelerator 1000

=799

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

2. secadm F2zl ¢ dA A3},

$ secadm

Sun Crypto Accelerator 1000 2= A x| & ALEX HHA « 20024 38




o

HEY

3. secadm $EIEE A}L3o] A 99

secadm> create realm=realm-name
System Administrator Login Required
Login: root

Password:

Realm realm-name created successfully.

4. Gl A5AE WA
o] Ab-&-A} o] 52 Sun Crypto Accelerator 10009] E=m] 1 el A =F e A lom, 41
Mu] A Do) ARG = UNIX ARS-2E o] 53 d e e+ glsyrh AHEA
= A7) ol A s TRl YAS AT oE A aE B R 2agls ok &
Yt

AHEAE ) Aol AHEAE AT 9 WA Aok T,

secadm> set realm=realm-name
secadm{realm-name}> su

System Administrator Login Required
Login: root

Password:

secadm{ rooterealm-name} #

a. 3h}e] A8 AT BT A9, "nobody"eHs A&7 o] §& gk 4R
37l obx BuTh AAT ARE s7slol x| ] "& % shale A L.

secadm{rooterealm-name}# create user=nobody
Initial password:

Confirm password:

User nobody created successfully.

A AW E A28l 5 AFEAF 1ol HEEA] o] 45 & ALEFof Ut g e
user@realm-name 3 Y Tt

5. secadm F53r}.

secadm> exit

3% iPlanet & Ao Cist 2= AL 19



iPlanet ¥ A ¥ 2] 25 7] &

iPlanct $1 A S AEse W o3 F ol Asle] g aE gzslor g

1. iPlanet A1 8] A %]

2. EY2E dloJE o]~ 2]
3. 454 &F

4. A AA

5. iPlanet §§ AW 4

FO| - 7] A= W EA SAYE S ojof syt 28 A 51X ko A9
Z2EE 95y

m iPlanet ¥ A1 418 AME3tE A= 43S HAAQ

m iPlanet °ﬂ A8 6.0 AFESE A= 5%8S HAAR
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iPlanet % A 4.1 A X 2 -4

o] Aol A= iPlanet 9] AH] 4.1& A X3t a FA 5= Wl ols) Ay

o] F2 g A2 FAH AdHFYLh
m 2199] %] 9] "iPlanet ¥ A1¥ 4.1 A"
m 283 0] % ¢] "iPlanet ¢ A 4.1 74"

iPlanet 9] A1 4.1 A *

g& AL iPlanet §1 A1 419] A2 el tha] ATk wEA AR S
A A

Ax}=2 S=3af oF gt} iPlanet $ A B AF-&9l EH

HE Fa a4 L.

Al

v iPlanet ] A1 4.1 A x] v

1. iPlanet 9 A 4.1 2= E gjjo] A x|
P AW AZE o= th URLY 54t
http://www.iplanet.com

2. ) A A3

% iPlanet ¢ A v &

A3 o] ste] o A ] et Aolme fl MM E 27 +A4E 7 s

g3k 71 E A2 o] 5L 453 25U /usr/netscape/servers
e B

iPlanet ¢ A7} A X o}
}ggqq o2 f1 Aol § AHE AAsteld AR g A& 7] =3 T

Y Al

BARE F8FUT o] AiA = 77



2l

47 =239 AW
l SYENA ZF=E ) $HIYH.

B ofolo] = Wy 7| Bake 5183 4 AT

No
IH 1)'

. A
=t
a. yess §¥314 go]Alx x4 F3 .

dlo

b. A2} hostname.domaing 83},
c. iWS Ie] AW 43 E F 4 dF3.

d. ZF=z 7}l 424 Return(E°H7H7) & 54Ul

EHAE go]E o]~ ZHA]

. T AW E A2 .
m iPlanet 9| A HE A2}l ™ 4A
S HHS AREE Y

Q302 startconsoled A s}= )il o}

# /usr/netscape/server4/https-admserv/start
iPlanet-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
listening to http://hostname.domain, port 8888 as root

startup:

S HA Aol = AW E FElsl7] Hla AAE URLe] Al FgYch
.9 BEeAE A3 2L 9135 iPlanet ] A8 & A =g}

http://hostname.domain : admin_port

&3 e e iws e AH

Y Fol mI AR ID 2 ¢3S BojEuth A&
o] A}-&-=}+ o]E IR = o1e_ﬂ‘ o),

— iPlanet 3 AW & AA 5k Bk 7|12 NG S ALEe 7 9o = AR ID EE
] .

iWs e *1‘1% AREAL o] &
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3. OK@EE FHUH
4. P AW Q22 )

it eld 4o 2
tha) o] AxHE WG

rm

@ B2k Ho|guo] 25 HAF )
R 2ol Wk ALEE 5 AT 2 9 AE lsE

F — 2] AW SSLE A a5t = 4ol = ET2E do|gH|o]~E dX]sl= A3}
E vy A4 F A HE iPlanet A S 184 A 9

a. T2 AWl A Servers(AH) §& FFY )
b. A¥ & A A3 o3 Manage(Te]) 5

c. #ojx]e] W AH-LZe) 3l Security(R.<F
wo]x ZA) FAE A9

d. 5 719 dis} Azl e ¢3S AW EF2E dHo]gu|o]~)E 91¥3tal OK
EDE FEuT
87 o]e] TAE H Y5 & AH %W‘jr o] &} 5 = iPlanet ] AW 7} otd &
Ay of fi et BES AlESks o ARSE Y T

5. th3 23 Y EE A3P3}e] Sun Crypto Accelerator 1000 R =& A5t}

2

& £ t}& Create Database(H]°] ¥

# /opt/SUNWconn/crypto/bin/sslconfig

o] ZAHENA ) A E AFeA] EFUTE 91714 iPlanet §] A ¥ B+ ofahA] )
Al el t)$F Sun Crypto Accelerator 1000 &3} &S A A 5“4 o 23 % E7} A
794 ] E3}AL Sun Crypto Accelerator 1000 B =5 AF&-3t &= 9l ]

6. 1< Y3l SSLE A& iPlanet Y AW & T4 3 o} EnterE 75U

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

4% iPlanet €l MB{ 41 &A% & 7N 23
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7. AW FE QAR A2 E §YT 5 Enters YT

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4

8. A% AWl v& YT Enterd FFUTH

This script will update your iPlanet Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? y

Using database directory /usr/netscape/serverd/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/server4 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. 0& UG ste] FEFUT.

v A8 2154 #HA

1 e WS gste] el AuE oA Ao,

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

2. 833 Y dlo]x] W A F- el 3= Security(R<H W& FHU
Create Trust Database(E 2] 2= E H|o|EJH]o] 2 Z}A]) o] T A|FH Y]
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3. dlo]x] 9] Y& e )= Request Certificate( 54 &3) I E A3}

MNetscape: Web Server, Enterprise Edition | “ \J

File

Edit Wiew Go Communicator Help

- i a a4 =2 i} =3 & &

Back Forward Reload Home Search Metscape Print Security Stop:

iFlanet

Web Server 4.1

Preferences Serviets S il 5 it Web Publi g

,M Request a Server Cert

W (® Mew certificate

w | Centificate renewal

m You can also see a list of available certificate authorities.

M\ rate Certificate

j #” Bookmarks &

| EE| e e |

Go To: /|

]

Submit to Certificate Authority via:

(@ cA Email Address: |I

. CAURL :|j

Select the module to use with this certificate.

Cryptographic Module: y g

Key Pair File Password: |:

{Before requesting a certificate, you should read the overview of the certificate process, and then go through the detailed steps
ion creating a correct distinguished name which you should enter below. You will also generate the proper authorization letter
H that you will use to obtain your certificate from a certification authority.

Requestor name: ‘

Telephone number: |f

Commen name: ‘

Email address:

4 T ARE A4S AFA 23S FAFU.

a.

&

C.

A JVFAHE **E—'HMB}
=5 ol ATAE AH 2 5 S 4T,
URL %éﬂ% ﬁE“%LH D}. 23] & 7 9= CA Email Address(CA A A} $-
% S AR MY F4E A9k

A

Q!

Al 2 el AES 2 Qi e gl A

Ae) wES Auaof g,

Key Pair File Password(7] % 3}4 ¢t35) i3} A=A 7] & 273
user@realm-name®l N ¢33 E AFFch.

47 iPlanet @ M 41 X[ & M 25



d. o 2= A% ARE AFHYch

» Requestor Name(£- % 2} o] F): 8. #}e] g A

» Telephone Number(H 3} ¥1&): Q7 <}e] gt A
Common Name(&-& o] &): WA Bet9-Ad d=Ed Ao E =2l
hostname.domain
Email Address(HA} -3 F4): @77 et KW
Organization(&x5; 7]13): IS4 o TAE &% 73 %k
Organizational Unit(4:% 7] ©-9)): ®
Locality(X]): (54) Al 242 7
State(F): (F4) T ol & (&3
Country(=77}): Q154 ol A2 Z5 = 520 &l + 222 € 1SO =7}
IS

e. FRE EF Yo OKEHQ) F5E 9 A4k
5. AT 71R5 o] &3te] ATAE AR
m QISA S CAURLY Hl:==5 AEstd Q154 874 0] CA URL Abg o2 154
Y.

m CA Email Address(CA H#} $-H F=4)E A
A 84& HAbste] A5 Zdke] ATk

6. A5 71 A= slvig} A FHR = FAR L
AoM= JdSA 843 var dibdor 8AE gAaor AlFgyrh
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— _
v AW AS5A A X] W
1. #]o]x] $1Z <] 9)+ Install Certificate(Q1FA] A3]) A I E A3},
AZF 71#e] 52AS w1 JAF5A 7 5= iPlanet § AW ol JASAE AXFY )

aL
2. Security(®.¢h W& AT F 9% = YA Install Certificate(FA 22]) FA
< A93ht

= Netscape: Web Server, Enterprise Edition =
File Edit Wiew Go Communicator Help

|- = 3 4 =2 =+ & @

B Eack Forward  Reload Home Search MNetscape Print Security Stop

j . Bookmarks &  CoTo /]

iFlanet r—
Web Server 4.1 e e I~ Server Manager

/ Preferences | Programs | CONTR Status  /Stules / Content Mgmt  Web Publishing / Search

=

Creste Database
Fecuest a Certificate Install a Server Certificate

Install Certificate
Certificate For:
Change Passward (® This Server
Manage Certificates +. Server Certificate Chain
| Trusted Certificate Authority (CA)
Migrate Certificate

Select the module to use with this certificate.

Cryptographic Module: nohody @engineering

Key Pair File Passwor: |

Enter Certificate Name OMLY if certificate is not for "This Server’.

Certificate Name: |

(® Message is in this file:

| Message text (with headers):

|

& e | :

n Q0T A A
n 353 25 AA3 user@realm-nameS A AT}
" ke ofs: oAl A H 7S AFEE user@realm-name®) U3 S A3

4% iPlanet @ M 41 X[ & M 27
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. w1]) 22 sol el A AeiskE e A A

. #o] 2] W ¢]2] Preferences

o AFA O)F: QUHOR FWOR FuLh o5 S YFES NG 4P, SSLY
Afow Ay ) | A} ALESHE ol §& WAl A5 7)ol oA 43

e},

4. Message text(with headers)(M A1 x] 9~ E(Elt] £§))E A3 b o] A ol BAgH

AZAE 2YUTh

. #o)x] 3te] OKER])) @55 =8 IF 7| o2 HE JAZ AF A& Message

box(| 7] 42l £t
Ao gk 215 718 AR EAFHU

. 2ul2A 4= Q=% A of-F Add Server Certificate(AW AFA F71) G5

FEUo

shwio] Aol 8 thA] A 2-sheks A4 7 EAE U 9 A6 9126 20} 98] FR
RO o] W A|A| = 2 w2 A ol HL Tk H gk 3] Aol SSLE AFE-3)el
9 AV ST WA EARUD I AN S PRSI E 08 A48 g2y

Al Q

.

iPlanet ¥ A9 4.1 74

A AME R AME RISA7E DA R E Q) o SSLell thE ) MBS T sl oF du .

iPlanet ¥ A4 4.1 74 WH
H o Qdx

Fun.
7183k22 o)A 9 99 Prefer

= Preferences(55 A H) 1<

[‘('D

FEUth sllo]z] 2%l 9l Encryption On/Off(%}
¢35 3E On(BA) o= AAF ).
3z & 4430 2 AH o Efx U} H a3 HS-

yul

e
3 AABIA) a3 E A3 ).
s} gAe] XE P )i
EWsE WA

lm
)

e

. OKEQ) ¢5+& FHU4

. Save(A]7) @& =8 ¥A AHS A& h

A AAH7F Bk oM Ay H =S A ST
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.o e F7hated
/usr/netscape/server4/https-hostname/config/magnus . conf L& H3

ook

CERTDefaultNickname user@realm-name:Server-Cert

hostname 91l 1 A1 o] o] Fo] {1t}

71 Eko 2 dA 2 2 A 30| A8 AFA 9] o] 52 server-certZF FUYH QIS
9] o] E o] t}E 7 -, Server-Cert® WA}

. At = AW E AY9E o3 so)x] 2] L EF W 99 ApplyH$) 55 7
g,

#e] AW E F3) A Agke] 48y,

. Load Configuration Files(74 3}¥ 72=) o
A A L3

AW 7E A 2 Efoll A Apply Changes(*7d AeF 4-8) &5& +2W 5 & Y9t
= HY Fol mAFEH YL o] F2 27] -] Bl ©A Sl
2ol AS F JdFUT o] A= oS F 7R o g §
m Load Configuration Files(74 oY 25)& 4l +& .

n ] AW E A2 TS Apply Changes(¥1 7 AH A4 -8) ©5& FH 4t
. AH o]z ) A sl o] x] Ze]] 9) On/Off(AA3NA) B2 Y
g 43 E Y o OKEF) 9458 5.

gt o] 9] s = 4 EEHA FYth Module Internal Z &5 E A ¢ Eg|~E d|o]
EjHjo] 20 gt 45 E AT

Module user@realm-name ~-53X Eo| A secadm= A-&3}9] realm-name oA userES W+
Sy A dsE JEd o

. T 9] Aol E|A A SSL 25 P AW E gl A L.
https://hostname.domain:server_port/

713 server_port = 4433t}

i

o
i
e
i)
=
Q
(o]
]
c
[0}
Q
(o]
=]
=4
H
ne
=2
2
e
2

i

P

o,
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iPlanet & A1 6.0 A x| & F-A]

o] 4 iPlanet §§ AJH 6.0 Sun Crypto Accelerator 1000 H.= A& WS Aw 3
Yt

o A&t A= 74 H o] sy

m 3159] 4] 9] "iPlanet ¢ A1H 6.0 A 2]"

m 383 °] %] ¢] "iPlanet ¢} A 6.0 743"

iPlanet < A ¥ 6.0 2 %]
U1 1 iPlanet 1 API8] A7) 9 74 e vl AR MEA G A

= 2 A== 423 sl oF T}, iPlanet ¢ H‘ﬂ A}-g-of] EH? AFA g A X = iPlanet Y A
H EA4 5 Fasta AL

v iPlanet ) A8 6.0 A x|

1. iPlanet ¥ A¥ 6.0 2= E o] A3
2 A8 £ZEg o] thg URLSl AUk
http://www.iplanet.com

2. 9} A A3

Azl o] shute] e Aol thek slo|m g § AW E tEA 4T T dFHT A B
gt 712 HR o] F2 v ZHFYT Jusr/iplanet/servers

iPlanet §) A7} A X == B2t 7|2 A2 E 5 &3t o] AHAdd= 712 A =27}
AREHU T thE Aol 1 AW E AA et AAg AE 7153 FAAL

31
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2l

3. Ax] =2 39& A3}
] 23 ENA =E=Ed $H3U

TEXE o]9of = Al 7 BaS 38T F AdFyth
a. yesE 483t gelAlx 244 Fo3h)

b. B4 hostname.domaing 98Tk

c. iWS e AW 43 E 5 PP

d. ZF=z 7}l 424 Return(E°H7H7) & 54Ul

N
(& 1>~

O
dlo

v EZ{X~E fo|EH|o] X~ A

1. o] AW E A3
iPlanet 9] AW E A1 258 setup 2 O & startconsoleE Adst= tiild o}
& HEE AR

# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

<& A Al = AW E #Elety] fls) 1A E URL] Al Yt
BE9AE 43 52 94339 iPlanet ¥2] AW E A 23T

>
o

http://hostname.domain : admin_port

HY Zol = AFEAID 2 e E oyt AAsk= s dE g iws #e] A
o] AR-&-2t O] 7 2 UsE dgFh

ZF — iPlanet §] AW E AA 5= B¢ 7|2 A& AFEE A= AFEAFID E5 iWS
e A AR o] &l admins YHE T YT
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1. 9 AM QxR Ao T £2) AE Goleulo] 28 FA )
St ol ake] 4 A Q1R ol A WokS AL S 5 QAFLITh 7 9 Au] Q12 el
olal o A wEg o

7 - 92 Aulol] SSLE A e = Aol = Bl AE volEWo] 2 AR sk A3}

= H]<=g Uyt ZA 3 H H = iPlanet A4S ZFal3 4 Al L.

a. &) A ¥l A Servers(A¥]) & FFYh
b. A8} & A=A t}F Manage(#He]) dFE Yt}

L
c. o)X ¢] W g1 Q)= Security(B ) /& 72 vl Create Database(d] ] ¥
wo]x ZA) FAE A9
d. F 7N e] ths} Aol e ¢35 AW ER2E dolEulo] 2)E Y433 OK
EDE FEuT
87l ol Ao A2 H ds5E Aedr). o] &5 = iPlanet ] A B 7F erd RER
Ay of fi et BES AlESks o ARSE Y T

. O 23 Y EE 4335} Sun Crypto Accelerator 1000 R =& A-§-3h ),

!

# /opt/SUNWconn/crypto/bin/sslconfig

o] 2AYHEANA Y A E AFTA Z5YHE o714 iPlanet §] A8 L= ofa}x] €]
Al el t)$F Sun Crypto Accelerator 1000 &3} &S A A 5“4 = et | % E7} ?L’\*
7d-S g o] E3}FIL Sun Crypto Accelerator 1000 EE E A T dF YT
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6. 1

£ 43 3}e SSL-E A1-4E iPlanet Y AW E FA 3 o} EnterE F5U T}

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

7. 4 AW FE QAR A2 E §YT 5 Enters YT

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

8. A& 283t vE 4 Y3l Enters FH YT

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. 0& YF st FEFUT.
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v AH 1A A4

1 T BH e dete] Fe) AW S oA A,

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

2. AH] JISAE 233 sllo]x] W S H- e Q)= Security(2H /& F5Y )
Create Database(t] o] E{ #] o] 2~ 2}A4d) o] T A|F YT

3. #o]z] 2] 21Z ] 9)+& Request Certificate(FA £3) A3 E A3}

= Netscape: wWeb Server, Enterprise Edition ==

File Edit Wiew G0 Communicator Help
< = 3 4 = o &+ & EH
Back Forward Reload Home Search Metscape Print  Security Stop

] w§ Bookmarks & GoTa 7l

iPlanet
Web Server 6.0

I~ Server Manager

§ L WY seauity / / Virtual Server Class | [ Java [ Leqacy Servlets Search
&
Create Dafobase
Bequest a Certifieate o
Request a Server Certificate
Install Certificats
Chiange Pasoword

8 New certificate.
Manacje Certificates : e
_ _ Certificate renswal.

Feauest VeriSign
Certificate
Install WeriSign

Submit to Certificate Authority via:
age CALICKLYS (® cA Email Address: ‘I
T

You can also see a list of available certificate authorities.

Select the module to use with this certificate.

cryptographic Hodule: nobody @ engineering ~

Key Pair File Password: ‘:

Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also

nanarata tha nranar autharizatinn lattar that vyon will nea ta nhtbain voor

A5 B aP 2|

)

5% iPlanet @l Mt 6.0 x| & M
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4. 5 ARE AHE3te AF5A 23S ARG

a. A AFSAE A3
o2 7h5e AT 7R BE 55 7 A5AE A 2l 5 e 49, CA
URL A& A8yt 194 & 79+ CA Email AddressCA(H A} -
2)E Y thE A5A 23S S AR Y FAE JEdoh

b. AH&-3tE = ¢33t R ES AP
ETHE w57 2 992 alfr AEZE 2 syt 21 995 A" gleA
2913t} Sun Crypto Accelerator 1000:% } o}ﬁ“ﬂ user@realm-name &2} O 2
REs AEsor duth

c. Key Pair File Password(7] % 512 %) th3} Az}l A 71 & 2743
user@realm-name®l) g ¢35 E A)FIJc}.

d. g2 ] A ARE AFHU).
» Requestor Name(8-% 2t ]%) LA ] g AR
» Telephone Number(# s} ¥ %): 8 <}o] A=t A xn
= Common Name(& & ©]5&): WAl Belg-Ao d=H=E Aol E Tl
hostname.domain
Email Address( A} §-38 F4r): 8.92<] g Ax
Organization(&% 7] #h): QIS4 ol A2 &% 7|3 @
Organizational Unit(&235 7|3 ©9]): (F4) AS5A ol A2 2% 713 &9 37t
Locality(A): (54) Al&d 45 AFA ol ZAE EA], 57}
State(5°): (FA) F ol F(H &3 ©1 &)
Country (= 7}): Q15 Al 3A1E B4 F = 52l Aoyl F+ S22 ¢ 1SO =7}

A
e. ARE EF Y odd OKEQ) 5 =8 AT

= 713 o) 83t AFAHE A I
m ASAE CAURLY BU=5 g8 Q154 273 0] CAURLY Abs oz dAF
Y

i

m CA Email AddressCA(H A} -3 F4)=

8-S HAESEY] Q1% 7]l dEsy o
A7} A= e 3 SR
A= RleA 8 I = vhEw Uk

r>~
)
ol
ol
2
S
n)
S
i)
N,
A2
e
i
4
flo
re
olN
X

6. &

“
o
f8

ofN ofN
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v AH QIS AR

1. ¥]o])x] 21Z )] ) = Install Certificate(Z=A A X)) D3 E A3}

AT 718e] el i A7 E5 = iPlanet §1 Aol ASM S DAt

aL
2. Security(2.8h) W& A3 F Y= =Y YA Install Certificate(FA 22) ¥4

DREL =S

= Netscape: wWeb Server, Enterprise Edition |- ]a

File Edit Wiew GCo Communicator Help
< = a & = om <+ & #
Back Forward  Reload Home Search Metscape Print  Security Stop

] w# Bookmarks & Go To: %‘
Plarist —
Web Server 5.0 integrate I Server Manager

VWY secuity /Monitor . | ¥irtua) Server Clags | / Java Legacy Sewvlets . Search

Create Database
Request a Certificate Install a Server Certificate

Install Certificate
Certificate For:
Charie Password (® This Server
Manage Certificate: . Server Certificate Chain

i
- . Trusted Certificate Authority {CA)
Sign
i

=

Recuest v
Select the module to use with this cerlificate.
Install VeriSian
Certificate

3
tol hic Module: nobody @engineering i
Key Pair File Password: ‘

Micrate Certificate

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

. Message text {with headers):

1 e | e @ or @ 2|

3. FA& AT AFAE AT
a2
A g,

=
[s}

n 453} BE: A3 user@realm-name=

Ay o3 o] o A EH 7S A3 user@realm-name] 3

5% iPlanet @l Mt 6.0 x| & M
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m QITA ol F: AW o FWo R HUT o|FS Y Es Y g 49, SSLY]
Aoz Aas wf ) A7t ALEEhE ol 5 WAt ATA e 7)o N7

e},

4. Message text(with headers)(M A1 x] 9~ E(Elt] £§))E A3 b o] A ol BAgH
VSAE BEYUTL

5. #lo]z] 3He] OK(EQ) G5E =1 IF 7|V o2 5 BALE) Q154 & Message
box (|| A1 Z] &=h el E4 T
Aol gk A5 7] AR FAE U

6. ul=A) ¢J ¥ = ¢ =x] 2213} t}S Add Server Certificate(A ¥ Q1 Z4] 371 d=E
FEUdh
st el A& tha] Al Ztstebe wIA A ZF EA YT ] A )12 27 9 E] SR
FEfGl e R o] MAIA| = H wpE ] erole Hu Ett‘} A Ao SSL& *F‘lo}ﬂq”ﬂ
A M S skebs A A7 EAE U S AW E ‘—r“é's]’iq‘?i U AAaks m=4

Al Q

.

iPlanet ¥ A8 6.0 74

A AME R AME RISA7E DA R E Q) o SSLell thE ) MBS T sl oF du .

v iPlanet ¥ A ¥ 6.0 74

1. o] 2] W 2] 2] Preferences(5= F W) ¥&
Sockets(54 t7] 2 AF) FAS AH3 ).

Rl e Qe g An JI2' 20 dis] AdE B 4 o7] 278 YEehyoh
a. & 2= $£A4%4h
s Port(LE): SSL 25 ¢ A& A3 L
» Security(}.Qh): On(A Q) o = A4t
b. OKEQ)) 2F& =8 WA A3
Edit Listen Sockets(541 th7]
A7F FAFHYTH

2. Attributes(54) 2 E F5Uh
&

B ok

3. user@realm-name YIS

Y},

sl X 2" A yser@realm-name®l 3 Q1S

o

Bl
g =4

o
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10.

9l Aol A SSL settings(SSL AA)E Ao}

Cipher Default settings($t& 7] ¥t A 4), SSL2 B+ SSL3/TLSE A &gt ).
Default(7] %k & A 35 718 A o] FAIH A FFUTh vhE 2709 A Elel A A
gt eSS AEd

:Server-Cert(t}E AL+ A9 o] &) t-&9 YL+ user@realm-namedl] gk Q1
SAE A9
283t user@realm-name©] A3k 717 Certificate Name(S! 54 ©] &) Z =of e}

Y,
VFAE A5 w3t AR BT 3 ow OKER) MES 2T
2 2% W 9 2AZ Q& Apply(4$) FAE Fel ABE Azalr) Aol WA AR

it

Load Configuration Files(74 3¥d 25) J3E& &2 ¥A A& A4
A A 2"l 25 A S = = o] A Z A Fokgi Tt

AW 7F A7 23 el ol A Apply Changes(¥1 7 A 4-8) @55 29 9%
© ;Y ol FAEYY o] F2 A7) - o] 2rbest, WA ALY
glwol S AFyHh

o] TA= v F 7HA W e

il
hines
)
o
L2

tlo
N
o
ol
ol
rr
=

—

sH

9

zldd

olt

m Load Configuration Files(774 oY 25)& 4l +5 4T
n ] AW E A2 TS Apply Changes(¥91 7 AH A4 -8) ©5& FH 4t

o3 Az A e ARS 43

mlru

AZs 3 AWM E A=

3t o] ko] ks = 9 H 3 A HYth Module Internal ZE X E A 9 E|AE d| o]
Ef ] o] 20 EH 3 F S5 AT

Module user@realm-name ~-5X E oA secadm= A-&3}9] realm-name oA userS W
= o 4A e ot = o E 3}

t& 9 Aol Eol A A SSLAE 9 AW E FaAA L
https://hostname.domain:server_port/
713 server_port = 4433 Ut}
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obstA] ) A B 25

L

o] & o}3}x] §] A ¥ Sun Crypto Accelerator 1000 H.= AF-& ol disf 49
Yt

o & v dE o] s

m 413 0] %] 2] "ofutA] S MH ZE"

m 447 0] R 2] "ol Z=A] BAJ"

=] 3] ©
ohshA) 9 A 25
o1 4 419 13125 Solaris 8 7/0L & 743} 97 A F AU L) e okt 4
Ao el 5 el 2ol thak AR opshA] f A ApEo] B A @ AuE of
SR EREEREE SERAT

obst) 51 e 2 gy

. httpd 74 34 24

Solaris A| 22®lo| 4] httpd.conf-example 3}Y-S LHH% o /etc/apacheiﬂii Sl

=
o sigth o hele WEel o2 g th i oR BALE ¢ gl T,

# cp httpd.conf-example /etc/apache/httpd.conf

9} 9] gerverName ?1 Aol AH o] &S Y&}

4
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2. sslconfig& A2t}

# /opt/SUNWconn/crypto/bin/sslconfig

3. 28 A9 ste] SSLE A8 ofshA) 4 AW E TAF T,

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit):

4. o}5}x] uto] )7t A5t tA w8 & AT H )

Solaris A| ~8lo| A dukd © 2 /usr/apache’} A& Ut}

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

5. o}s}x] ¢ 74 st A E AT

Solaris A]2=®lo| A AHFH © 7 /etc/apache’} AL & YT

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache

6. A4 e,
4ot QS AEF 35, Yol A2 ol Feke] sslcontigh AHgste] 718 2

A

Do you wish to create a new RSA keypair and certificate request?
[Y/N] :

Nool & 5ol = daslo] x| o] "e15A] 24 wpro = A Fui
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7. 18 A2 O ¥z & AF U
of el 7t EABA e 4 ol A2 A4

Where would you like the keys stored?
/etc/apache/keys

[/etc/apache/keys] :

8. 7] 8.4 U3 7| & o] F& Ad3].
o] o]Foll= 7] e, Q15A & 9, a2 al o] Fof Q1FA Hd 3 M E EHE
o2 Au A F=7EE Y

=

Please choose a base name for the key and request file:

9. 7]1¢] Z o] 512 ¥ E 9| A] 2,048 B E Alo] & AL}
HREol 9 Ay £& T2 @)= 1,048 E A5 2R A D% 45 ¢
3l 7)1 AEE 5 A5 T

701—

What size would you like the RSA key to be [1024]? 1024
Generating RSA private key,

1024 bit long modulus
e+ttt

4+
e is 65537

(0x10001)

10. PEM S| x &7 A,

o] w2 Fy= 7] 8 WEE
Aejsof gt gHE g o

7] 9@ ARk B R A e S g A B E
of wjg| 7)o A~ 4 flsyh

Enter PEM pass phrase:

Verifying password - Enter PEM pass phrase:

Fo| - 4 e v B e Al s]ojsof gk, o
@ 7 Uk Qo o) B TS PAE

i =7k §lew 7]ol Al
A ol glssuth

6% otmbx| & My ZF 43
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AFA 24

T} A x}= Sun Crypto Accelerator 1000 K= 9} 7] o}u}x] ] M E 253t
dagh A 2 el el AWyt

A4 ST 718 AHEshe] 954 24 & A4,
7o) S stelw WA FES A shoF Gtk 13 e obd) Buo) A3 4w
g 993

» Country Name(=7} 0] 5): QIS4 o] A2 ¢ = &5l dupul = S22
¥ ISO =7} 2=

= State or Province Name(F/% ©]&): (¥4
2 3}3 Returns FH YT

N—
o2
o
o

» Locality(A¥): (F4) A& A5 A5A el A1E A, =7}
» Organizational Name(&:5r 7|3 o] J): QIS4 o] SHE A&7 A AR
» Organizational Unit Name(&:% 713 ©9] o] 5): (54) A5 ol ZAIE &%

713 &9 A ] gk
= SSL Server Name(SSL A1 ¥ ©]&): WAl Belg-A o & 9 Aol E =<l
w AR A FA @A) A Hu

Enter PEM pass phrase:

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []:Fictional Company, Inc.
Organizational Unit Name (eg, section) []:Online Sales Division
SSL Server Name (eg, www.company.com) []:www.fictional-company.com

Email Address []:admin@fictional-company.com

Sun Crypto Accelerator 1000 2= A x| & ALEX HHA « 20024 38




2. /etc/apache/httpd.conf HU-& XA )] ) =43},
7] 2 Q15 A el gk Fr7F A F Y Th Eg Sun Crypto Accelerator 10002} §F
7 AH-8-8F7] 918 /etc/apache/httpd.conf HU o] =4 WRjol] thgh 2] FA|

=] hEu

The keyfile is stored in /etc/apache/keys/ap6-key.pem.
The certificate request is in /etc/apache/keys/ap6-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:
You must specify the ports that Apache will listen to for

SSL connections, as well as for non-SSL connections. One

way to accomplish this is to add the following lines in

the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl module /usr/apache/libexec/mod_ssl.so.1.3.12
In the AddModule section, add the following:

AddModule mod_ssl.c

6% otmtx| & My ZF 45



3. VirtualHost & AAA] =5 HAE3 7§, sSLEngine, SSLCertificateFile
% ggLCertificateKeyFile X]A]%9¢] SSLPassPhraseDialog A A& BFZ $] 9]

httpd.conf I $3] ]},

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default :443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/ap6-cert.pem
SSLCertificateKeyFile /etc/apache/keys/ap6-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache web server. Please refer

to your Apache documentation.

<Press ENTER to continue>

S 69] Aol ok e hal vk B, vl 7] 8.4 ZAd el o
A Ey

rot
Rl
N
N
o2
4
il
12

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with iPlanet and Apache keys" from the
sslconfig main menu.

4. sslconfige] &8 Y o0& A3l F53).

5. /etc/apache/keys/base_name-certreq.pem(base_name®] A 8¢l A A7) 5)e
A dle et ] 154 23S 54 o5 03 7o AFE .
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. A1ZF A7) 2 EH Q1 Z A 5}Y /etc/apache/keys/base_name-cert .pems THE
o] JAFAE EdYHU.

. otz Y AW E A 2.

o}u}x] wlely g X E /usr/apache/bingtd 7F &Yt} vloly g g Eg] 7} 2+

2e 9ol Srhe NaEd T gg g,

# /usr/apache/bin/apachectl start

. ZFZEJF UL PEM W~ 7 43 h

. O 9 Aol Eell A A SSL 2HF ) AW E s A L.
https: //server_name:server_port/

71 server_port = 4433 Ut}
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et 5 ZA s A4

o] %ol A= Sun Crypto Accelerator 1000 222 E 9flofof tf gk Xt 8| ~E gl £4] 3
Aol thaf] Ayt o] e v A= FAH AsUH

m 4990 %] 2] "SunVTS Utk A E o

m 537 ¢]#] 2] "Sun Crypto Accelerator 1000 = A 3 2"

SunVTS R ¢ 4 3 E 9] o]

Sun Crypto Accelerator 1000 CD9] suNwdcav 7] A ¢ 323+ SunVTS HAE
dcatesti= Solaris Supplement CD®] SUNWvts ¥ SUNWvtsx 37| A|ol 2E3H F8
SunVTS HI2~E HEZ 9 A2} QIE #| o] 29} g7 253} Sun Crypto
Accelerator 1000 H.=o]] EHE‘} s Als ok

o] e HAEE A9 R wE P s Pl

Al 2. o] =X &= Al 2=Hlof| Solaris& A #5171 £
Solaris on Sun Hardware AnswerBookol| 4] A}-&

&k A
3l Sol

A& SunVTS &A1 & FFaLshA
is Supplement CD®]| Zﬂ ==
A5y

olar
S A~
Bl

— SunVTSi= Solaris Supplement CDOl A SunVTS ¥ 7] A & A X] & 74 -l vk A}
A Ey T

op
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10.

dcatest 23 HIH

FHHAZ SunVTSE A2}

# /opt/SUNWvts/bin/sunvts

SunVTS A Ztel] o gk x}A 8t X -2 SunVTS User’s GuideS 33l Al &

< CDE A&7} Q1 #Ho] 25 AR&3te] SunVTSE A1 2He 7HA she] A1 Z iy ot
SunVTS Diagnostic(SunVTS ZIg) 7] Z}ef| 4] System Map(Al 2% )< Logical
2z AAEI.
A& sjAst] 2 E H2EE v A3
OtherDevices?] A Z23H-& A 93 t}-& OtherDevices®] 8] £23-& 4 €3}o]
OtherDevices 1%9 ZE€ HXAEE ZA Y}
dcatest?] o] Eo] 2 A = | 922 OtherDevices L&A A T2 &) #) ).
m dcatest”7} A A5, G 60.F o] 53 AL
m dcatest”’} A HA] &5 49, Commands(™ &) =5 T #4794 Reprobe

System( ]/\Eﬂ A /\H) o H EH 01'0:] /\] }\Eﬂ O 74 A0 o].o;] dcatest= le—gqq_

Q513 A= SunVTS B4 S 3k A] @ Aol SE 5 T deatest7F BAHH,
‘;}71” 6= A3y
dcatest Y2V X F 3UYE FE
Parameter(H]| 2 E wj 7] W) $4-& E/\]“{}L] E}.
dcatesto Tk A AL = o] FAHL
drel]l A o] dEFUTh
A9 25 283 Within Instance Apply(1 282 U4 48)& 8 A
dcatest 12 1/\% W 738} A Y Across All Instances Apply(°] ‘%‘]_/: %
=9 A3 ZA BE dcatest J2EH2AE WA
4] o] Al A= 1L Sun Diagnostic(Sun 7 %h) 7] o2 FZolg 1t}
dcatest A2HA FJUE FE TS vl$2 QEF 07 FE3 Bo]A Test
Execution Options(E| 2 E A3} F4)& A .
Test Execution Options(B| =~ E A8 §M)E At thE W S = Options(w4)
HAE FE th Test Executions(B|~E A )& FHUTE o] 542 BE HAE
FEFS = I¥HE 2 SunVTS ZAEEJ YT AA S 4 B = SunVTS w4 & 3314
AL,
Ao ks =Y Apply(H4)E 2 #9 #F+ AlA3IA Sun Diagnostic(Sun 31 H)
7|8 o2 solFyt

Start(A]ZH & =8 AN Ol 2ES AP}
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11.

Stop(FANE 8 ZE H2ZEE FA 3.

dcatestol] gt HZE w7 H4 A

T 7-1 9| A+= 508 2] X 2] "decatest A3 HIRH"2] WA 6] X}Kﬂff % dcatestol
et B ~E o7 e A4S FASYLH HAES HE G383 :‘]'Oé )
Configuration(7-4) & <ol A8t

E 71 dcatestol] U3 HAE w7 HE FA

SM Yo|g oYy

Test_Sel AP k9] BlAES] 23S AP 1005 3t 3 002 dw BE
H2E7F deigduyrt. 24 319 g 2Es F e F2 gyt 8t
9 HAE ad3x =22 AdHste] /E 519 HAEES Had 4= 9]
FUth oY 59 HAE+= Jéﬁ?ﬂ 319 Bl ~Eo aE Sxtel ;5L74]
E dEste] Aae S dHych 71E AL oY

Info_Print HB(INFO £3) A A 2] 28< @4l wi nagstgc 78
2742 09Uk,

% 7-2 dcatest 3}9] H|ZE 3] A3,

E72 dcatest 39 H=E

EHAE 0|8 ws oY

ALL 0 B 2~E dgo] &n ¥ AFHT

SHOWINFO 1 HAE GH ofgo] Z2ulo|r] P FA & FA|st
INFO - ?ﬂ HAIA & S8 g

3DES 2 3DES Bulk Encryption(3DES &% ¢4 35)S& H~EF
=

RSA 4 RSA Public and Private Keys(RSA 3§ 2 711 7)) &
H 2= Eg

DSA 32 DSA Signature Verification(DSA A 15)& Bl ~EF
=

Random 64 Random(% 2]) ¥ Pseudo-Random Number

Generation(F 29l & A4S HAEZ UL A H
W35 F A8 INFO #3 HAAE S

319 Hl22Eo) 98] A % v A A = SunVTS Diagnostic(SunVTS Z1 &) 7] Z-9] Test
Messages(El 2 E WA #]) & o] TAFH UL 319 Bl~Ed] 93] A WA A& T}
w3 o] PR aFsFYTh
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" Test Parameters( H2E 7] M=) 4ol A Info_Print 54 0] &35 o] 9 H
-, INFO 3 A ] 7} Test Message(Eﬂ 2 E v A1R]) o Holl &3 & 3L Information
Log(A X &2 1)°l 7|55 Y th INFO 3 o WAIA= H|5 8 WA A& AlgdH

m FATAL 2 §3 WA A7} & 321 5] 31 Test Error Log(Bl ~E o7/ 2 1) 4
Information Log( X Z 1)l 7| SH YT},

s 319 HAES 23] A2 =435 VERBOSE 43 WA %
Test Execution(E| 2= E 2 &) -’éfoq el &g st A 9ol vh
VERBOSE HA| A= 21 9ol 7] 55 A] g5t

dcatest FATAL 2.7 HAI A& & /\] 51 7| Fele HAES 283 REE
VERBOSE ¥ Info Print &A1& Hl&Agsle] deish 4= 9lHh

=
rd
_|_4_,

dcatest W& 3 F+

CDE &7 gjxl g dol A dcatestE A3 EE Held A9, BE A4V HH Y

FApo] 2|4 ¥ o] of ghe,

32H|E T =0 A deatest 4 ZE /opt/SUNWvts/bin/ YU T 64H] E E =0 A
dcatest 42 E /opt/SUNWvts/bin/sparcve/ YU}

TS o A= 320 E R = WP gjet 7S g A F o)

/opt/SUNWvts/bin/dcatest -f [Standard Command-Line Arguments]

[-0 [dev=dcan] [, testsel=n] [,infodis]]
EF HE 3 QA5 Fo = SunVTS BIAE 7 HgA] S AZ3A A 2. deatest 7}
Functi onal Mode(7] 5 EX) Eﬂ/\EO]DE f7} X35 ofof gt} Uﬂ/\]ﬂ ALES %

¥l -u, VERBOSE WA A & A skl v 3Gk 910 gl x5
A LG8 QS eI 7.e0l AwE e} To] S48 Aekalyl o
Sl thg 7% Sato] whEo] Huh

73 dcatest HHY TH

o ay

dev=dcan H 2B A28 128 AE dead & dea2® AR TYUT E3HE A
&g A 71Egke] dea0 o ® A AU

testsel=n no] 07} 127 Ake] €] o] & &= 1&g wf 319 HAEVL A =5 A4
AUtk 23dHA F& A= 71Egko] zero® AP

infodis INFO +3& w2 A7} vl &g shd 39 23 XA &S B Fole
7] 23k o] Info_Print Enabled 2 2 4 Y ¢}
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Sun Crypto Accelerator 1000 <= A 2l 2

Sun Crypto Accelerator 1000 g 2] 7} A| =8l o] LG ¥ o 2l =%] A4 3} H OpenBoot
PMMMBHE%EEﬂHstdmm%ﬂa4@ﬂﬂﬂ%éJLHﬂﬁkﬁﬂ%
9] Sun Crypto Accelerator 1000 H.=of T of2ff o #| &} F-AFE )& =) of

Eiashes

X .

ok show-devs

/pcielf,0/pci@l/pcil08e, 5455@2

il
1>

1] o Al ol A pc1108e 5455% Sun Crypto Accelerator 1000 X.= 9] ZFx] 7 =
At o] B Helol7k QLo 2 OBP 59 e ARS8 = syt

h=/

Sun Crypto Accelerator 1000 K. =0l 4] Q5 3} 214 & Rbedal= A& = RAV|E
XA dFUTh ohasl A o] WEA AAR Fs L d=AE DA 5

W kstat(IM) B E S 28314 7<1—;<] AbES EA S

# kstat -m dca -i 0 -n dca0l

module: dca instance: 0
name: dca0 class: misc
3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngshalbytes 16328
rngshaljobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482
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kstat GHE EAISF 453} 8% H+= "49"°] Sun Crypto Accelerator 1000 K=
of AE¥a h=A vebd Yt AlZE A o]l whE AR}l ko] W2 =7 Sun
Crypto Accelerator 1000 E.=of d& ¥ t5 3} 249 84 & 7H453bebal o= 9w gt
O shas 2] edo] nem A A 28 A%, U AW 2 54 AU 1)
AW FAE A5 L.

s o gl +AE AAE T AL 5
o] 2o uhe} ehast 8 go] e 9110
kstat(IM)7h WHHsHE 79/ Eeolnl 44 ghe s1418H4 ph A 2. o] ghe el
B el ol A A 9L mshFU T ov] % AR o) & Agel nteh WAH U,
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iPlanet ¢ A ¥ ol A Sun Crypto
Accelerator 1000 .= #¢

= iPlanet §§ AW ol A #2] 2 7% Sun Crypto Accelerator 1000 2= 9] X3}
715l g A es Aledyh

F - s dste A =g o] Alag deat Al ek A7 glofoF

A=l gyt
= o]

A 9 el

A A R el

=R

iPlanet §J A1 ¢} 72 PKCS#11 ¢1H #| ©] =& &3}l Sun Crypto Accelerator 1000¥} &
Aok 8 T2l et dF B ARSARE A sl oF Fu

Sun Crypto Accelerator 1000 Z1 8] ~E U] o] AF&2}= o5 7] Q.46 o gk a-f &
AdUtt 24 AR A vl 71E AR E F AFUE AR AR 7] e A S A
dst7] 918 o] 715 &rshe] s (el "production” 7] # "development” 7] (A}
|2e] Z}7] vhE A% 7 HE W), i 7 (HA) 38 8ol &) ¢

f o] 715 288 & FHh "ARE A B AR Aol 2hE 891 Sun
Crypto Accelerator 1000 AH-8#F5 o] |8t AWk UNIX AH8-AF A8 & o v]shA] 5

wjg o] gzt
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& W5 5 95 inance’, legal
= A AdFUT 4 92 aFe ol F
=1, finance % ¢} 9] A8 X}O] "webserv" 9} engineering % % <]

= 2o e AbE A AR

2] =<l secadm> Sun Crypto Accelerator 1000°] &% 2 AF&-2} 2] o] AH8-3
Yt

>~
% i
PO
ro
g e
o)
o
@
10}
=
<<

d A, A& 2 iPlanet 9 A H

iPlanet §§ 4™ 7} Sun Crypto Accelerator 1000°] #&]sl+= 7] & 2T A= "E
Z o] B"& AL8-Fte] 7] B 7 Y AZE o] dlolglH|o] A7} o} sFE ¢ o]l <] 5]

elE s b Yo

Sun Crypto Accelerator 1000-> A&} A1 R & o] &5 "@" 7|59 Aol EE
olF& HEUth Sl d= = ‘3}9} 7]'01 AR Q1 A Aol A "nobody"eh= T AL
2219} 37 "webserver'ghi= @ 9 & o] X—]”‘qgoiu t}. iPlanet ¥ A&7}
"webserver" ¢ ¢} 2] AR-&-2}<1 "nobody"ﬂ- o8 712 Axsty] Y AL B
# ] &2 "nobody@webserver" 9 U t}. /‘}9“1} "nobody"¢] ¥3% (secadmO = A-§-A}
= XLH%L ] AgE)E AF5A 3 Al Q54 A A] = iPlanet 9 AW Al 2RS4

& 915 Al ARgE U

Tl X~ 33l ©]
B &£ 0
iPlanet 3] A= E2(&Foletas 3 8] 7] 8.40] AT L2 v e
Sun Crypto Accelerator 1000 2|27} 54 EE& A8y o2 g 8 2130

AFEF Qe =AUk

A AW EFS Ve Gz ﬂ%%‘%‘jr o] Ao EFZL nobody@realm name®|
2= o] RO ® 7} Ao AT
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o A
engineering, finance, legal = ©]Fo]x1 A| 7] 9] ¢ ¢ o] QF Yt} the Eo] iPlanet
A Aol Algg Ut

m nobody@engineering
m nobody@finance
m nobody@legal

#47) o] &% W ALgSHEl W AHEA 'nobody' 7 2 9ol E Aok ek,

Z)E A4S FASE Y &% ool AR &F FAe 7} YA s} o] e
£ 0|88 e UAE 3l iPlanet 3 A o ool VAE B2w A
THUCD 2% HAS Agets PTHe 0w Byt Le)

=

$HOME/ . SUNWconn_crypto_slots 3¢

o] 3} o] iPlanet §] AW 7} A 8 8= UNIX AR-&-2ke] & v e e ol =4 sl oF
Yt iPlanet 9 A¥l= & T YRS 2Hal 314 &= UNIX AFE AR 8o
7beet 1Y 4% o8 d A2 E7Fs @y Th

2. /etc/opt/SUNWconn/crypto/slots 3

/etc/opt/SUNWconn/crypto/slots 4L ==2d FJd=2
.SUNWconn_crypto_slots 3} o] A}&-2} & A Eg] o] EA3FA] &5 7 -0l

PR NR1EY
e % 9 gl ta oAy

webserv@engineering
webservefinance

7] 9plo] EABA WE HSE 56

2 Abggn

EZ o]Fol that A X = iPlanet §) A8 7o ¥ 382 FarstAl Q.

=)

ol #] o) "Ed B &5 vl A E V] E W
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secadm A&

secadm >~ = 1312 Sun Crypto Accelerator 100091 ¥ 3l Qe o] =& A& 3t

=

secadm .z 1o] 47 A4 AaH W A4 4w el thg 649 2] Sun Crypto
Accelerator 1000 =7 T g Eg] & 95U}

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

secadm W ¥ FEL THE3 24T
secadm [-h]

secadm [-y] [-£ filename]

secadm [-y] [-r realm-name] [-u username | -s admin-name] command
"8 % °] /opt/SUNWconn/crypto/bin/ Y Ee]dl A&t}

A-12 secadm =79 tIgk A4S AU

=

A-1 secadm ¥4

]

=M e|nj

-h secadmol] gt PH o] =S HASL TEFY

-£ filename filenameo| A 3kt o] ] WH ol & Yoo FRIFUT

-t realm-name el E RE A AL H YT -r 42 secadm®] realm-name
PG ol A Al HH g A Es (A FYT

- s admin-name o9 gE R /‘1‘3 AHEEYY -5 542 secadmO] il 2l ol &
O 2 admin-names AF-&35Fe] A|2H] B xR 2205 ES X AlS
t}. admin-name-& UID 0 UNIX /\}ﬁx}(@ﬂ root)o] ok 5”4‘:} A FH
WEol 7k A ] Ao =iy

-u username G ] BE AT AFEH YL —u 342 secadm®] username > 2
ZIAJTFEE AAFY G AFH Ué‘j"‘ooiﬂ AP w7 Ao 21205
Ytk

-y kA o2 RS B LFLEE FAISHE W EF "yes"Z ]
Get=E A AA Y
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4% %

secadm# O3 Al 7FR] BEo A AdE ¢ U o] RE&= o7} secadmd
g s = ol whel eyt Al 74 e v e R b we dJ gy

RN AR e

S secadm show realm

s HE o R A28 HEatE 271218 thS engineering 9 S Wl ol 4] webserv A&
e R L

$ secadm -r engineering -s root create user=webserv
Password:

Initial password:

Confirm password:

User webserv created successfully.

"Initial password:" % "Confirm password:" &2 Eo] 9J &5 5= A2 2 H AL
A g5 EPeR o}‘_ HbA "Password:" ZFZEC] P E o= A AE el A}
¥EE daew gk

9ol e we RE B0 BF £Y 2EYOR o FFUL o] L FE UNIX
)0 A EE AF gkl ohA B 5 Qg o

e e

590 24 AHEA: secadne] S o 49) T o1 HAE A FIL. 5
12 2t ohet stLbe] WO 2 R E ASCH 0] 82 Eolof guith, 2} FA
g 22 A& T} .4—01 2 240] AAEYH secadmff_ HE 54 o] %9 &
W) Ar-E FA YT 2 oA+ deluser.scrol = HHS APsla B
TEIE FAAOR FHIUTH

$ secadm -f deluser.scr -y
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Eﬂi‘rﬁé BE

secadm= W&ol &

secadm jil%ﬂ < Sun Crypto Accelerator 1000 2. =9} 43 2-83f+= o] AHEE 1
AojZ zhw HUth HHol= ol AR e dE (Ve 7HsA 9L ]%%‘Q%‘
—r)a ARg-ato] 1= T "show” T4l "sh"&= AFE-E = A RF "lo" ] 4 9+ "login"

T+ "logout"o] 2 4 QOB o7} B Gt

o& A Wol & ALgstel Mol & Az AP,

O

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

secadm{root@engineering}# lo
Ambiguous command: lo
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secadm= AME3H Q1=
A}&X} AR L 72 OF = v HEo] s A A8 AR e AR AR A Q1 E3 %

qu‘/]‘jr Al 2= 4?4 A= G ZJAA, AR A JA, AR Al o] &g s
]5“‘45} gla °ﬂ°ﬂ 9 AR} ]Zé«] "Lxﬂgr 7 53 -T‘ EOFE Sun Crypto
Accelerator 100001] = OH of St} A} &AM 0 ¢ol=2 ot 2 WA ALY T A
EA7F &5 7] AAE UEsr] Y8 HtEA] a3tk g A20l = Al2=F TR}

o 431}7}*}3%} T A= HHo] TAH JFUT

EA2 YHEo PH

o] PIES USM 2R QISEl AL2X}
create user=username ol o Al 2=l e A}
create realm=realm-name ol oly L Al =&l 2] 2}
delete user=username ol 2 o Al =8 Ze 2}
delete realm=realm-name ©l ol Al 2=l e A}
disable user=username ol o Al 2=l e A}
enable user=username oly o] Al =® Ze =}
exit oly L oty 5E

login of oty Q. AF&-2}
logout o}l 9. o}y 2 R

passwd o] o AH&-2¢

set realm=realm-name ol oty oE

show class o}l 9. ol 2 R

show key ol S o AF&-2}

show realm ol o ol o AR

show user oly L o Al =¥l e =}
su o oty Q. Al=® ] =}
quit oty Q. oty Q. R

unset realm ol o ol o AR

#1225 2l 24 Q155 W UID 0(°]: root)$] UNIX AH-7} o) & A8 & ok
BEEA 45 E Y aloF FLivh AGAE A4 A4 A AT G5k B2
oh A28 whel A e AL AE 21918 9] 9 /g WA Aesof gvh
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AgAE 2sE Y thee Y ahiAl L.

secadm{realm-name}> login user=username

A2E B AR 2aolseE g A S

O

secadm{realm-name} > su

ALSA} = A28 AP 2 27218 secadm ZEZE AA) 219l F2l AL

A7F AT, AL A} 2 o1elh A28 ghel A 2191 S SR S 4 oA ot 1)
of o]l FEFYth A28l T Aol A= AR (#)7F A E AL AR AR A= A B2
()7h FAFU T AFEA Bl A28 el 2ol d the T AFEA T A
SRR 21918 A5, oFd) A Aol A% 2ol Al =o1glo] S @) Al AFA
= AU

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password:

secadm{webserv@engineering}> su

System Administration Login Required
Login: root

Password:

secadm{root@engineering}# logout
secadm{engineering}>

g ofel it Eed B

secadmd & 7| & A|F =2d 750 g AFUY EgES HH BTl
Do a w ol 9ol 7 EAE Qg o, A Wolsl el s Aol 77k UL 7
-, bl oA 9} o] W oo et o] EAIE YL

secadm> create ?
Usage: create {user=<username> | realm=<realm-names}

secadm> show ?

Sub-Command Description

class Show all realm classes

key Show all key objects in a realm
realm Show all realms

user Show all system accounts
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secadm> ?

Sub-Command Description

create Create users and accounts

delete Delete users and accounts

disable Disable a user

enable Enable a user

exit Exit secadm

login Login as a user

logout Logout current session

passwd Change password for a user

set Set current working realm

show Show system settings

su Authenticate as the System Administrator
quit Exit secadm

unset Unset secadm operating parameters

S F HHEE AL 5 secadmS TET T YFUTH quit E
£ Y% secadm®] EHYT

! exit. CTRL-D 7]

3 ]

F92 7] ol o g xA gyt Bt ARG A ' AA o dEY
U 92 AFRE Ale S Rt ofy 2k AREAE A o] 7] AAE LFSHEF S
S-S A dUTh o2 s i%xh’é NS A %‘8 & IO 7E =4 F
JFUT 492 o F 74 84% o]Fol4 AdFyth

n 7] 214 iPlanet ¥ AW o} 22 &8 22 S 98] AGE = 74 714
n AR A o] A2 S8 2RO B4 715 AFetaL A L8k s Al

Caie;

4o
I
>
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Shite]l 4 9-& B a R AN o] o] EAE o, 2F IS F AR AA
S zZrEUTE o & S0 8 T2 7o) AL R AR webservE ¢35t 9 o
A 7)ol A28t & A G, AR A webserve 31F GG Uloll EA)doF FY )
o o
39 24

gdogg ZAJetd A2 7] AAE AFe= o 2o tHEED, 3 2 7 2 o]
A4H8 YUY J9E A3 e #E| Al =create realm H#H S ALE8o] 2 E
o] o] F& AT oF T A BFS A5 Al F glo] A8 B A= S
Heo]l AFAHoR AFHEE QlZgof gyttt U4 E B TSI E A UNIX A
~8 A7z ¢35 g} o

secadm> create realm=engineering
System Administrator Login Required
Login: root

Password:

Realm engineering successfully created.

o] 52 AT 4 AFYrh & (finance) =+ & H(engineering)
949 °]&<S finance ¥ engineering

secadm> create realm=finance
System Administrator Login Required
Login: root

Password:

Realm finance successfully created
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SRR EECRE

secadm® 3] Gl A 7] W ALEA AYL T AW BT 5 AU G 2
[e) Xﬂ [e)

AR A S T iR e] WEols 98 WA Aeen
Aelsled W ohg oA 9F Zo] set realm WEH S AL )

secadm> set realm=finance
secadm{finance}>

A A o= dAs A
17 s Al st s G el

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>

F Aol Abg-AF B A]

o] A}-8-2} ©] 52 Sun Crypto Accelerator 10009 w1 el A vk &dej#] 9lom <)
MW7t L2 A 25 AA 2 283 UNIX AHEAF o] 53 543 o s ol ‘44 /\FQ“
A5 A ste 8] dol A Shke d9S Ay st /\]—’l“:ﬁ:‘ el Atz maglaof &

Yo}, o

secadm> set realm=engineering
secadm{engineering}> su

System Administrator Login Required
Login: root

Password:

secadm{root@engineering}#
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3] ALgA7} Shbit g 43, G o 5S "nobody’ = A-§ o] £ T L A

otA & 5 AFU T v oA W = "engineering" % 4 | 4] AF-&-#} "nobody"E
214 0}1 3- 101] A user@realm-name=. 73 °] ¥ "nobody@engineering"oll th3t 5 &
AU

secadm{root@engineering}# create user=nobody
Initial password:

Confirm password:

User nobody successfully created.

P A7 A = S 1SS W Y] s ARSelof T

FEO| - A% o= M EA] 7| of FUTh a7 glo™ Flo M| ~T 5 Gl
Uth Qo & g3 = AT 5= glay

ol o od

39 e

show realm=realm-name HWHE S P A3

ol
2
o2
18
K
i}
e
o
f
il
v
oA
]
=
%o,
)%
T
Iy}

secadm> show realm
Realm Name
engineering
finance
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3 Fe)2 v
dA S aE G 7] AA, AREA A B Q1L dHlolE el tigk de] WS Aot
Q] o]

= 7] #¥] EEYYTh A Sun Crypto Accelerator 1000°] A Y3h= Frd gk

o] =

- =
2227} suw_£ilesys % FA=ITh A AH = G} Fel A T GAs
show class ¥ 3 < AF&3Y

secadm> show class
Realm Class

3 24

delete realm BH S YL A AT F o5& A Fst] 95 2AHAT A%
Ut ¢l WHs A8 P?i secadm TE2 X Eo|| S AR 2= yes/no ) A %] 7}
4/\1%L4‘:} °§°—1Q 2 = H A 2~ H] ﬂﬂlx}c ad o] A 7] Holl Wh=A] 915
g of 5“4‘?} AFE SRl 9L 2HAE 4 glsU T GGl disk F2E siAstEH 9
AW H/ 5 ] A 3 Tador e = OASHE}

R e B

AHg A} AL -8 T2 0] Sun Crypto Accelerator 10002 Q158 e 2 <
el A 715 e ehs s Al gy th bl AREAF Al o] AR e 71% AZFHA
°‘°L7%Ur D}E AHEALR S Gl AT H &8 TR dA T 5 gl Th
olg]dt = w o] t)a)] o e Ml ol ‘S]—_TL /\]Z:Eél #E) A= secadm su HH S A
g3ato] sl Gl =aRlaloF Tt
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AERE
® create user W& A3t A& E 2A 3}

o] W& o= create user=username J 2 2] AL} o] 50| I Q T}

secadm{root@engineering}# create user=username
Initial password:

Confirm password:

User username created successfully.

99 g5 WA J)elslof Utk 957t glom Ao GA2T 5 g%
el grai A Ag 5 ggyh

28] P2 A o] o] A8 A JA e & gt A28 $2]4 show user
g Aaalof T o WHe AA AEe o] A A AT

® show user P8-S A3}

1

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

g A B

oo o
Ol
o
)
LI
~

secadm login H#HS A} 013k /ol 219l AL AT AR T E WA
&5 Aot Al HEE 4sh] Aol M Al @A) e stofol g,

68 Sun Crypto Accelerator 1000 2= M X| 2 ALEXL MY A « 20024 3



® passwd 938 & AP}

secadm{usernameerealm-name} > passwd

Enter current password:

Enter Password:

Confirm Password:

Password successfully changed for user username.

Zo| - g EE WEA s ofs)of Finh Gzt Yow o) A2 S
Yuk gleful @l e A 4 glau

secadm{root@engineering}# disable user=username
User is now disabled.

M2 FE A8 Aol B g 5L wF AsjalA BUvh oW g on: A8
FAT F QHUth AHS A BB Y AEATE 2R 10 AFE S8
EEaPoR oA A aT 5 Pgth
o AL &4 3)3sl#ld enable user=username B+ 4}
secadm{root@engineering}# enable user=username
User is now enabled.
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A}g A A7)

o AAIF A 2E XA} delete user S AP},
Al 228 FAE A= AFA S AR A o] 5 Al F Sl oF T
ALEAoll A 71 g o] AdE u AbAFH U AFEAE A7) Aol secadm

T EEZEo| A 2wl FE] Ao Al yes/no Q1S Ei= wAA 7} FAIH Y TH

secadm{root@engineering}# delete user=username
Delete user webserv? [Y/N]: y

User username deleted successfully.
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= Sun Crypto Accelerator 1000 22>~ E 9| o] of] 33 man 3| o] %] o o &
=g

2 Abg3te] man o4 2 £ gyt

FUO_{E
ofl £
o r|r

ol

= A

=

o}

oo

3

ot
2

man -M /opt/SUNWconn/man page

% B-19 4] AF8 7}5 3k man H o] A& EAS AWy

ZB1  Sun Crypto Accelerator 10002] man ¥ ©] %]

man HO]X] Mo

cryptio(7d) cryptio FX =gtolH = UAlE st=9o] has) 77 of A~
AEZES ATFYT cryptio Zeto| W& AT E An| 2o a2

at7] 8 58 22O gl A E SeeldEe Hg ASstE AXE

do ¥AE Baw gy

dea (7d) dea 4 AR Sefelul= WAE = eo] has 74 7)e] Al
A2 Agat 8w Sefolu Ayt
dea E2tolul & AlFH An 2ol Axzely) 98] S8 Tead Y
AU ZFerol Qo] B AZFHE ALEso] FAE B8z ok

kel (7d) kcl A2 =dtolHE Sun &5 38 ZTEulolr EdtolH S X YstE o
Fol 2¥ =g 2tE ZE Vs A ZEYUH
kel Egto|H = AlFH Au] 2o AA 2317 98] §& T2
Ag FeloldE 3t ASstE 2T EY S FAE o7 g}
kepi (7d) kepi AA EdfolH = Sun $5 3} ZRulo|r =eto]HE X Yk
gFe] 28 =g 2tE 2E Vs Ad ZEQYTh
kepi EgtolH = ﬂ%% AR 2ol AM| 2317 Hal] &8 22 F

Ad 2ol

ul

off gt AlSste AZEgo EAE 82 P}
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ZB-1 Sun Crypto Accelerator 10002] man ¥ ©] Z]

man HO]|X] Mo

secadm (1m) secadm< Sun Crypto Acceleratorel] thg+ e .
secadm ¥ 2 Sun Crypto Accelerator$} ## d 4, AA 2 7]
oM o] 25 FF o R wEsts v AR YT
secadme W7He ¢tF st 7] AHE AT

secd (1m) secd H¥ 2 secadm & T2 3o #g] N2~ U5 AT

e

sslconfig(im) sslconfigi Sun Crypto Accelerator 100001 thet 4 2 €S
Yyt
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Jju

o} 2] 4 A o] T & SSL -4
A Ao

o] H-%-& Sun Crypto Accelerator 1000 222 E 9] o] &} 37 AF8-3 o} u}%] €] A

SSL A1l Aol t 3k | Aol & YA YT http. conf I ol A XA o] 4ot &k
AN G Qe bt x] BAE FusHAlL

1. SSLPassPhraseDialog exec:program

A 2~ E: global

o] A|Aof= 7] RS RSt 5A programe R OF b= AR E ofubA|
Y Aol AFFUTh programe FHE 4S5 E B AR FHFCL
T

=

=
to] 7] do] FAIH AL 3F STt s AT, programS g AN AUtk
(7t 3 3= programe thA

A—‘

program->- servername: portA 2 01 www.fictional—company.com:443)2§
2719 Q15 dags, 3 A Qe A 1201144(44335% g3l SSL
71k ) qu g T E) T WA el 71 sk el A o] 7] 3 (keytype)S VFEFH Y T
keytype RSA =+ DSA7} 2 4= A F YT

|7
o
f8

gomg o] tty

A8t = A A ¥ A=A

o,
-

¢

FE o] 2 P2 A ~HEG AZEHE Fok Adgd
old A(Z, tty(Be)7t AA IS 13 o
Al
H

}

)
ol

THHE 2279l /opt/SUNWconn/crypto/bin/sslpassword program %
Agow AT At o ZEIRL s Q1 TETES AEO 1A
g Q1 e} TAEA RS g,
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A F ¥ sslpassword Z2I1HWL 91U Yo A S E 5oz HdAstnz 4] /\1
WA B e 88 AN W ABH & AL, 7] 9]

/etc/apache/servername:port .keytype .pass®] 2 o2 HAH T}, o] J}O‘ 0]
BEAHA] &S A F-o= /etc/apache/default.pass T o] ARE-FH LT} o] &
5 ele A5or A58 daw 750l g

10

At

pud

Apelo

}

ol

3-of
3]

F - o ghd 2 ) AuE A3 eks UNIX A8 ARREO] ¢S
o] Rg ok sl X olX] user AAR FAAE A} TA3

Bt

olo J}m

A

_u

2497 e
t}. Sun 11729 9]
sslpassword

ASE R mEEE AU S AFRel s Zlo] )i Bkl )
Ch | B35 28 ZAE WA 712 gl
T2 e ek 2ol EavT
2. SSLEngine (on|off)
ZIY ~E: global, virtual host
o] A Alol= SSL L2 EFS &4 stsh vl AL H U diiH o T S B
A Al el 349 Aol SSLE S SHEH= ] ALGEUT, g5 07 AL E = 94
= U %%‘4 t}.

<VirtualHost _default :443>
SSLEngine on
</VirtualHost>

o] FA o 443 LES 4 7| ok = Aol th3 SSLAEE T4
= HTTPS X E). A HA] &5 45, 7| &3t o2 A% A7t gy

oL
%
T
£
==

3. SSLProtocol [+-] protocol
719 2~ E: global, virtual host

o] A AJol= SSL EN A S 913 AHE S iiﬁ%% T

£ 1914 AR 7 e TR EZS U Es)

|

M
ru},
lﬂ
T
o

Ec1 SSLEIEREF

zzegz My

SSLv2 Netscape®] #H % U E %5 SSL 22 EF

SSLv3 FEo § HEh Ao A AP ESSL ZEEZ O fHo]E M

TLSv1 dxﬂ(&xﬂ 2 AR o] Bapg-A ol Ak X A ¥ H, IETF 3% 3}
7} A F2) ssrv3e dulolE MR

all RE ZZE AL S
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Zejo(iu} ppol () 7|85 AFEEe] TREES A A 5 AR
o} ol & o] SSLy2el B AL st W b A A O EAREE 5 A
Y.

SSLProtocol all -SSLv2

e A Aloje} Fagh .

SSLProtocol +SSLv3 +TLSvl

4.

SSLCiphersSuite cipher-spec
AU ~E. global, virtual host, directory, .htaccess

SSLCipherSuite #| A o= AF&-8F 5= QlaL A 5 8k= SSL 57 o™ A1 4] -4 8t
= U AREEYT AR Y AE s 7Y S AE AYAEo| = 27| SSL M=
Aol 3 &2k A8y, El?“iﬂ% Y 2Eo|A & AR SSL A g dsho] = A
H AT EAEFUY. 84 E 92 5 S5S 2uU7] Aol AFde] 2T Y-
o}
=

cipher-spec % C-20] AW F o] 9= 5o FE 7 HFIYLh

ECc2 AME7FE3ESSL 9

ot =.E1 Z2EE I ug sl otss MAC we
DES-CBC3-SHA SSLv3  RSA RSA 3DES (168H] E SHA1
DES-CBC3-MD5 SSLv2 RSA RSA 3DES (1684] E) MD5
RC4-SHA SSLv3 RSA RSA ARCFOUR SHA1
(1287 E)
RC4-MD5 SSLv3 RSA RSA ARCFOUR MD5
(128H] E)
RC4-MD5 SSLv2 RSA RSA ARCFOUR MD5
(1287 E)
RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO (128H] E)
DES-CBC-SHA SSLv3 RSA RSA DES (56H] E) SHA1
RC4-64-MD5 SSLv2 RSA RSA ARCFOUR (64" E) MD5
DES-CBC-MD5 SSLv2 RSA RSA DES (561 E MD5
EXP-DES-CBC-SHA SSLv3  RSA RSA DES (401 E SHA1 BIRCE
(512H1 E) w7
EXP-RC2-CBC-MD5 SSLv2  RSA RSA ARCTWO (40M]E)  SHA1 BIRzh
(5124 E) Wl

J
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ECc2 AME7FE3ESSL 9

ot =.E1 Z2EE I ug sl otss MAC we
EXP-RC2-CBC-MD5 SSLv3 RSA RSA ARCTWO (40H]E)  SHA1 BIRCE
(512H1 E) w7l
EXP-RC4-MD5 SSLv3  RSA RSA ARCFOUR (40H]E) MD5 SIR=H
(512H E) 7]
EXP-RC4-MD5 SSLv2  RSA RSA ARCFOUR (409 E) MD5 BIRCE
(512H1 E) w7l
NULL- SHA SSLv3  RSA RSA A SHA1
NULL-MD5 SSLv3  RSA RSA A MD5
ADH-DES-CBC3 - SHA SSLvd  DH e 3DES (1684] E) SHA1
ADH-DES-CBC-SHA SSLvd  DH e DES (56H] E) SHA1
ADH-RC4-MD5 SSLv3d  DH A ARCFOUR MD5
(1284] E)
EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES (1684] E) SHA1
EDH-DSS-DES-CBC3-SHA SSLv3  DH DSS 3DES (1684] E) SHA1
EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (561 E SHA1
EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES (5641 E SHA1
EXP-EDH-RSA-DES-CBC-SHA  SSLv3  DH (512H]E) RSA DES (40H] E) SHA1 Bk
7]
EXP-EDH-DSS-DES-CBC-SHA  SSLv3  DH (512H]E) DSS DES (40H] E) SHA1 BIRCE
Wl
EXP-ADH-DES-CBC-SHA SSLv3d  DH (512HIE) §l& DES (40H] E) SHA1 Bk
7]
EXP-ADH-RC4-MD5 SSLv3d  DH (512H]E) §l& ARCFOUR (409 E) MD5 BIRCE
Wl

i c-20l 4] DH+ Diffie-HellmanE ©] 7|3} DSS+= Digital Signature Standard &
ofm gy ot

L Caol A miAE sk AR 1E S AlFes MRS Bdsn 4y

K

(

Ec3 SSLH

O

wy My

SSLv2 BEESSLHA 20 4%
SSLv3 EESSLHA 3.0 4%

EXP REWEW] -+ ¢4
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k] oy

EXPORT40 400 E] YR YV 4%

EXPORTS56 HESHIES HHW7] &5

LOW 77} vko- ¢k F (DES, 40H] E RC4)

MEDIUM HE128HE s

HIGH 3% DESE Al&3le B8 4%

RSA RSA 7] W3S AHE3HE BE S

DH Diffie-Hellman 7] u.3+& Al&3l= BE 4%

EDH Ephemeral Diffie-Hellman 7] 23§ AF§3te= ZE 45
ADH ol 9] Diffie-Hellman 7] 13+ AFR3l= E o5
DSS DSS Q152 AH&ete BE 4

NULL a3 E A e RE U

FEo) AEE
SES

i

G5 E F2o) F745a

@A A

FE A - O 2T 5 US

2 T (¢

5o 4z AAMF F71 7Hs)

cipher-spec ©] 7]k

SSLCipherSuite ALL:

A (AFH A %%)«] D1ff1e HellmanS A|2]3F RE 43S FAS L

R des

ARCFOUR % RSA°| A3 55

S ATdUY

5. sSLCertificateFile file
ZIY ~E.: global, virtual host

o] XJAJo]= A Bl o3k PEM ¢33} X.509 ¢1%

sol e ¢

4
Ju

!ADH:RC4+RSA:+HIGH: +MEDIUM: +LOW: +SSLv2 : +EXP

sscoll el o e 4l et

dele] 9142

C  ohupx| & Mu{of CiEr SSL +4 X[Alof
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6. SSLCertificateKeyFile file
719 2~ E: global, virtual host
o] A|AJof= Aol ik PEM ¢ 58t 711 7] 9L & #]7g 5k
SSLCertificateFile A A2 A3 AFA o gt
7. SSLCertificateChainFile file

ZIY ~E.: global, virtual host

749, FTolAETL M Q1FAME Felate s F= 9dS Fuyh
O] E 2lF(ssLVerifyClient)S A u] A2l Q&= AF5A FA] Zeo]
15 Faguyh

8. SSLCACertificateFile file

ro ol &2 2 9,
(M rfon

ZIY ~E: global, virtual host
o] AJAJol= FEtol A E QIF ol AR QIS 71 ¥H(CA)ell thall Ao QISM 5 39
Sk gl o] HAE AA T

9. SSLCARevocationFile file
714 2~ E: global, virtual host
o] A|AJol= SEtolIE ITel AHEE Ao CA QIS AN 555 £t 9
o] A& AA- T

10. sSLverifyClient level

i

ZIY =~ E.: global, virtual host, directory, .htaccess

o] AIAJo= Aol ZFEfo]AE QTS FAFY YRt o2 AxP YA $&
2O & QA= AT 7E S8 L2 0ol A A&,

2 C-590 A levelol] T3t 32 Vsl Ay

[d

EC5 SSL A% SPeldE ¢4

2 Y

AS SHolAE I5A e s

optional FEOIAET Fas JASAHE ATS F A

require SOl AETL FaS JASAE =R/ AT sloF &
optional no_ca SHOAENJSFAE ATE = Ao Fad 8 s

AHE4 © 2 none & require®| AFEH YT 71 24 none Yt
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11. ssLverifyDepth depth
78 2~ E.: global, virtual host, directory, .htaccess
o] A ofi= FEFolAE QIFel thell Au 7} &]8-5k= J15A ASle] A 2ol &
AR FUTE 0 62 A e 1547 A 4“] s, 1 32 Sl E <
ZA7k ool A8 kel CAGl o8 A s ofof Fg olv] gk
(ssLcACertificateFiles &3lA). L o]/39] 2 CA9 HdS 3&FYTh
12. SSLLog filename
719 2~ E: global, virtual host
of AIAlol = SSL #RA R} 71 5d 21 w5 AAFU T A2 EA &
& 7%, s5L e Ak 1A et
13. sSLLogLevel level
719 2~ E: global, virtual host
o] AIAofi= SSL =1 velell 7S e JRE A FY T % C6°l A level ol
ek ghe st Ay

7 Moy
s 71F8H A= AT 27 vIAAE BE oA &R | 2o
warn da WA A S E3EY

info AR HAA S E3EY

trace F4 WAAE ZFgY

debug oH 2 A A& g

14. SSLOptions [+-] option
ZIY 2~ E.: global, virtual host, directory, .htaccess
o] XAl = SSLY| A FAS FATUY. EH 2 VE(+H)E Lol B A 74

A A& FAAY o2 )50 E g stol AAT - Azt Zejos
ErolU s |58 BASA &S A, 1 SH S4 AFel APy,

J
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=2
=

Iz

L

StdEnvVars

ExportCertData

FakeBasicAuth

StrictRequire

SSL ## CGI/SSI 37 ®io &
d 5 gy

SSL_SERVER CERT, SSL_CLIENT CERT
SSL_CLIENT CERT CHAINn (n=0,1,..) 874 A5FE Wr Yy o
A Zetold E g Ao th3} PEM ¢35 8 A5 S £33t
SetoldE 549 i o] F(DN)2 HTTP 7]+ <
oz AdEm ozd AXY AT o] 2 2l
|2 4= ‘3101 SSL EetolAE JIF 22 % F o} v}=
HAUZE AHEE 5 dF U

ofhx] F% oA A8 NEF R ¢Fo 3t Qs
xxj31ZMTZzkVAE AF&-3oF &Y T xx§312MTZzkVAS "S S "B
ol o] 5 st P2 (crypt(3c) Y Yt

Satisfy Any9} #-2 SSLRequireSSLS 57}k A Al & Al&8 =
SSLRequiresSSLE 3] A= :’-X]E N A7} AR E w2 g}

AFS AT 5ol A%

AN

rﬂ W,

fl

15. SSLRequireSSL

719 2~ E: directory, .htaccess

o] X Ao} i= HTTPSE AH§-317) g0
el o] Ul S Q1A e
FRPE wEehe b A

o,
’@ =

W g s o] a2 AL FA%Y
S ara e e A A ha

PN

T

80 Sun Crypto Accelerator 1000 2= M %| 2 ALEXL AP A « 20024 3



1t

Jju

Sun Crypto Accelerator 1000 X =
SF g AL8-517] 9% 58 T
2l L=
= 1

°] %91 = Sun Crypto Accelerator®] ¢%.8} 7} 7152 ©] g3} 21+ OpenSSL
33 < ° 2§ e e LEE U ALEE 4 9= Sun Crypto Accelerator 100091 3
7 11]%5] = A EYo]d ] A},

un Crypto Accelerator 1000 2~ E g0} B st=9o] & A}-8-3517] 913 &
ol e AR = e a2l E 498 Zﬂ*-ﬂ“ﬂ o] AlFolA s Ao m A
e qu o] z%y_‘_ iyu AE AF Ao nT 01 lﬂl%—

A Q3 gd L golB g7} 3 sUNWerysl 7] X & A x| s oF &

oS3} 9] /opt /SUNWeconn/crypto/includeo A Huld e Z 29} sHA
OpenSSL 3|t & X &3l e §§ T2 1S FAd 8 oF Futh

-I /opt/SUNWconn/crypto/include

A4 g gfolHelg o] Fx gtdo] LT HEF FAE A A s oF It o -
OpenSSL 33 & T2 0L liberypt 9 libssl.a 2ol BHE F 0]"/} T

x o.a % 1i
F7HA B Ut Sun 53} gtolHel g = E3kefof Ut A & 31117}

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -1lssl -lcryptography -lnvpair
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2 OpenSSL &8 2198 o] 2] gk W2 (www.openssl.orgol| Al thE-= =5}0]
OpenSSL ghol B ] &2 F-Fah= Wi o] vho] W) o= 3 o d st 212 obd Yt
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Sun Crypto Accelerator 1000 X =
ke

©] el A+ Sun Crypto Accelerator 1000 .= 9] theFsh Alke] dsl oF<= 3t Th

o] REL v W PAR g
- DEER-SEIERE

84301 4] o] "9} 5| 0] 2= AL
a sasfo] A9 Y @ AR

8550) 7| o] @73 AL

o] 4]

o] 4]

=24 A7

2E1 =4 37]

37| A% OjE X5
7] o] 6.87521 %] 174.6254 2 1] §
ERE) 4291 106.680'2 2] 7| H
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Q1B o o] 2= A}

oF

Ab

PCI ¥ 2 14H]

33MHz %+ 66MHz

33 MHz %=+ 66 MHz2| &9
PCI 2.1

32H|E E&= p4H E

A== e :ll ]_61-

2e3 d¥ 87 AF

ApQt x%

Hd A= AR 10W @ 5V
700mW @ 3.3V

A HH = 5V +/- 5%
3.3V +/- 5%

e AT 2A @ 1.8V
150mA @ 3.3V
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=A Sat At HE AR
on 0° ~ 70°C, 32° ~ 160°F -65° ~ +150°C, -85° ~ 300°F
A 5% 5 ~ 85% H|-5-% 0 ~ 95% H] %=
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Third-Party Licenses (A 4=} 2} o] 4l

e

Some portions of Software are provided with notices and/or licenses from other
parties which govern the use of those portions.

OPENSSL LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the
OpenSSL License and the original SSLeay license apply to the toolkit. See below for
the actual license texts. Actually both licenses are BSD-style Open Source licenses. In
case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License
Copyright (c) 1998-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"
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4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(h@cryptsoft.com).

Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are aheared to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The
SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are
not to be removed.

88 Sun Crypto Accelerator 1000 2 E A X| 2! ALZX HHAM « 200214 38



If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the form of a textual message
at program startup or in documentation (online or textual) provided with the
package.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgement: "This product includes cryptographic software
written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic’ can be left
out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement: "This
product includes software written by Tim Hudson (fh@cryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative
of this code cannot be changed. i.e. this code cannot simply be copied and put under
another distribution licence [including the GNU Public Licence.]

“Ian Fleming was a UNIX fan!
How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

-- Unknown
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MOD_SSL LICENSE

The mod_ssl package falls under the Open-Source Software label because it's
distributed under a BSD-style license. The detailed license information follows.

Copyright (c) 1998-2000 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

4. The names "mod_ssl" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission,
please contact rse@engelschall.com.

5. Products derived from this software may not be called "mod_ssl" nor may
"mod_ssl" appear in their names without prior written permission of Ralf S.
Engelschall.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL “AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALF S.
ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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