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Declaration of Conformity

EMC
Compliance Model Number: =~ DEIMOS
Product Family Name: Sun Crypto Accelerator 1000 (X6762A)

European Union
This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

EN55022:1998 /CISPR22:1997 Class A
EN55024:1998  Required Limits (as applicable):
EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines
2 kV AC Line-Gnd, 0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + Al, A2, Al4 Pass
EN61000-3-3:1995 Pass
Safety

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:1999, 3rd Edition

Supplementary Information
This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski DATE Peter Arkless DATE
Manager, Compliance Engineering Quality Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited

901 San Antonio Road, MPK15-102 Springfield, Linlithgow

Palo Alto, CA 94303-4900 U.S.A. West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: 0506-670000  Fax: 0506-760011
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Regulatory Compliance Statements
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o NI XBUNBERT Y Z NG LMK (ICES-003) — 71 7%

o IHERALHEALE SRR EE A I RS (VCCD) — HA
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FCC Class A Notice
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

¢ Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

* Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.



ICES-003 Class A Notice - Avis NMB-003, Classe A
This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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/cdrom/cdrom0 7 4 L7 M UIZHEBWIZ~Y v FENET,
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SUNWCrypr WSt —Fx v ar R—x% 2 b
SUNWcrypu e tEH2—T 4 VT 4 —BIXWRIA T T
SUNWcrysu Apache ® SSL " R— K (A7 3 V)
SUNWcrypm BEltE =2 T L—
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SUNWdcamn DCACrypto 77 &7 L —F <3 =a T L=
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A7 ar)
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Web #—/3—& LT Apache 24 255 I1ZIRY . SUNWerysu /Ny 7r—T %A
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Apache Web — /=D IZn0D (BAR— F S TWRW) N—a L RERT 5%
AIZRY . sUNWerysl Ny r—Y% A VA R—LLET,

SunVTS 7 A b & EITT 25LEICRY . SUNWdcav Ry o —V% A VA h—L L&
7T, SUNWdcav /Ny 7r—T% A A M=/ T 5551, SunVTS 4.4 £7-13 4.5,

46, 50 A A=A EINTWVDILERDHY £7°,

3. ROELSIZAALT, VIR PR H5—SFA R M—)LLET,

# cd /cdrom/cdrom0/Packages
# pkgadd -4 .
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4. pkginfo ARV KZETLT., VI LI T7HNBEIDIZA VA M—ILEh=C L&
FLET,

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn
SUNWdcav

system SUNWcrypr Cryptography Kernel Components

system SUNWcrypu Cryptographic Administration Utility and Libraries

system SUNWcrysl SSL Development Tools and Libraries

system SUNWcrysu SSL Support for Apache

system SUNWcrypm Cryptographic Administration Manual Pages

system SUNWdcar DCA Crypto Accelerator (Root)
system SUNWdcamn DCA Crypto Accelerator Manual Page
system SUNWdcav SunvVTS Test of DCA Crypto Accelerator

5. (&) prtconf AY Y FEERTLT. FSANPHAREN-CLEHALET,
#H® Sun Crypto Accelerator 1000 R— FAYER Y fHIF 5N TULEZBEIL. ROHFIIC
TT LI, BROFTHRRSIAET,

# prtconf
pcil08e,5455, instance #0
pcil08e, 5455, instance #1

6. (FE) modinfo AT FZEETLT. ZHRAEN-ED 21— ILEHERELET,
7272 L, kel BEW cryptio 1, FEBEIZ Sun Crypto Accelerator 1000 A8 — K CHE 5
LA 2 ETT 5 E THARENRNWTEORTRSNLET A,

# modinfo | grep Crypto
130 1033e946 edf0 79
131 1030240c 2d93 -
132 10313ac8 131e -
135 103178be 8684 82

cryptio (Cryptographic IOCTL v1.58)
kcl (Cryptographic Library vl1.64)

kcpi (Crypto Provider Interface v1.27)
dca (PCI Crypto Accelerator v1.156)
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/opt /SUNWconn/crypto/lib TV = arI AT T
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% 3-1 iPlanet Web #— X —|Z X FE/R/RA T — R

INRAT— FDIEFE HL)

iWS & — X — iPlanet HH Y — NN—ZRE T H 72 DICKLETT, ZONRRAT—F
%, iPlanet OFEFICEIV B ToHNET,
Web #—/—o xR 2 VT A —RESNZET— R TEEL TV D L&, NEOR S

AT — & N— 2 (BB 2— N EEETH-OICKETT, Z0NRAT— R,
iPlanet Web #— X —OEFH Y — R — 2 H L CRIET —Z X— R %
ERT 2 & ZIZEID B ToNET, o, 202 T— RiE, WH
DOEFALT Y 2 — LV THEAELZBERBIOA VA b—LT 5 L &XIT
H BT,

VAT NEIE secadm OEHERIEELTH L X ICHE T, ZDO/XAT— RiE. root
(£721% Solaris "2 kDb 9 1 >0 UIDEuT7H w7 M) O,
UNIX R A FD/RAT — RTF,

user@realm-name X2 VT —REINIZE— FTEEL TS L &, Sun Crypto
Accelerator 1000 € ¥ = — V& EEI T H72DITMETT, ZDOI/RA
7 — RiX, secadm Z M L Tk —F —%2{Ek T2 & ZI12HIY
YTOHLNET, £/, 2O TU— N, user@realm-name Ws55{LE
Va— )V TCIHEHEZERBLOA VA =L T B L EICHHMET
7,

EEE LUV —Y—DERK

iPlanet Web —/X—CR— R&MF A REICT DE1IC, ETHEEEZRE L TEKRT D
VERH Y FF, FEEEOERB I OREZIT> T RWEAIEL, 1 2Ll LogEk
BIO1 AU EO2—YF—%2FRETHLERNH D 3, fHIKICOWTIE, {8 A%
ZHLTLZEN,

EEE LV —Y—ZHERT D

. Sun Crypto Accelerator 1000 Y—ILDT 4 LY ;) HRFBNRITHRE SN TLVEL
BEIE. REAFRDESIZ, BENARIZTA LY FUERELET,

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
S export PATH
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2. secadm A—T A4V T4—IZF7O9 A LFET,

$ secadm

3. secadm A—T A VT 4—%FRAL T, HILWVEEZERLET,

secadm> create realm=realm-name
System Administrator Login Required
Login: root

Password:

Realm realm-name created successfully.

4. BEICA—Y—ZERLFET,

VB % 2 —H—41%, Sun Crypto Accelerator 1000 & K A A >N/ Tk S &
T Web y— =7 mt 2536 LT % UNIX O2—H—4 L[ —Th 5 L2
bV E¥A, =P —ZAFRT DANC, ETBIEDIFEBEREZREL T, AT L
HETR A T O0ERHY 7,

=P —ZAERT AN, 2=V — AT DM ERET D RERH Y £,

secadm> set realm=realm-name
secadm{realm-name} > su

System Administrator Login Required
Login: root

Password:

secadm{root@realm-name} #

BRI A1 ANEFTRELRBAEIX. 12— —4% nobody ZEALTARAOY +
T7AINDEREEEETEET, HME. 55 R—Sn ROy bT7AIL)] 288
LTLEELY,

secadm{root@realm-name}# create user=nobody
Initial password:

Confirm password:

User nobody created successfully.

Web — —DREIRFICEEIEZIT O BRIC, ZONRAT— REHATIHLERHY F
T, ZONRRT— ROBRIL., user@realm-name T,
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BT 78 ATERI RV E T, RNAV—FEENTSLG. ZhERRT 2 HELS

iii AR - ANLEART—=FERATEBRLERHY £F, NAT—-REENLD L,

D EHEA

6. secadm ¥ TLZEY,

secadm{root@realm-name}# exit

iPlanet Web H—/N\— D {E BRI BE1L D4
=

iPlanet Web ¥— S—ZffH 7 REIZ T 2 121%, ROFIEEZTE T T 5L4E R H Y £7,
ZHHDOFIEOFEMIL, Z0HED 2 OOETHH L ET,

1.

iPlanet Web #+——% 1 > X h—/L L £ 7,

2. BAET —H _R—AEAFR L £ T,

3. FEFEZERLET,

4.

5. iPlanet Web #—/"—Z 4Rk L £7,

SEHEZ A VA =L LET,

FE - CNOLOFIEIL, BEHEINTWBIEICETF LT EEW, JIDNEER CTEITS
% & . iPlanet Web — —MIE LKk SN2 2R3 H 0 F9,

iPlanet Web Server 4.1 #ffH L TW A AL, & 4 BITERF T,
iPlanet Web Server 6.0 #ff L TW A &1L, & 5 HITEARAF T,
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iPlanet Web Server 4.1 DA R
Ff—ILE K UERL

Z DE T, iPlanet Web Server 4.1 DA v A h—)L 3 L ORER T HEIZ DWW TEA L
*9, ZoOFIX, KOHF THERINET,

m 19 *—2® [iPlanet Web Server 4.1 ® A v A h—/L]
m 26 2—3® [iPlanet Web Server 4.1 D%

iPlanet Web Server4.1 A4 > X =)L

2 TCHMAT D FIER, FEE SN TWDNEICEITT 20 ENH Y £7, iPlanet Web
Y= R—DfEHFEIZHOW T, iPlanet Web —R_—D~=27 125K L T 72
éb\o

iPlanet Web Server 4.1 24 X bF—IL T 5

. iPlanet Web Server 41 V2 bz 7%#45oo0—KLET,

WO URL 76, Web 4 —R_R—D V7 by =T 2 AFTTEET,
http://www.iplanet.com

. Web —n\—%A4 VX +b—ILLET,

BTFNEZIEHIA 1T ORENTWET A, il & 1387 55 E T Web T — "—%Fkd
HZEHTEET, V=1 —DFT 7 4L FD/RRALIL, /usr/netscape/serverd
b(\‘j—()

iPlanet Web ¥r—/N—®D A VA h—/LREZIE, T 74NV MORZEERHLES, 20
Y=o T NVTIE, TOT 7 ANV NONRREFERALET, RGN VA h—F
DFEIE, A VA =B L TBWTLEE N,
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3. setup FAT S LERITLET,

4. A VA=A Y TrTRESNZ IOV T FIBELET,

FIE T 57210, KO BT FESHET 7 44 hOREEMHT S 2 L5
TEET

a. HRAFEEGHICRET 258, ves EABLET,
b. SE2IEE D hostname.domain E AN LET,

c. WS EEHY—/N\—D/IRT—FZ#2@AHLET,
d A T rARREN-5, Return ¥F—2#|LET,

VBT —3RN—XEERT D

1. EBY—N—ZEHLET.

iPlanet Web Server 4.1 #2893 % 12id, EEE K & LT startconsole #3795
Kbz, koa<y REETLET,

# /usr/netscape/server4/https-admserv/start
iPlanet-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

IEEA =N, = =TT 720D URL BRERENET,
2. Web 75 UHERANTRODKSICTAAL., iPlanet EEBHY—/N\—ZEBLET,

http: //hostname.domain : admin_port

Ry TT T T4 RUBRKRINDDT, setup DFEITHRTRIN L 72 iWS EHE
YP—=NR=Da—P—ZBLOAT—FE A LET,

3 — iPlanet Web ¥ — X— DR EHICT 7 4V FOREEHH LIZHAIL, 22— —
ID F721% iWS FBY — " — D2 —F =4I admin & AHJLTLE SN,

3. TOKI 22 JvyoLEY,

4. Web —/I_—DA VAB DV RIZHT BBRAT—FIR—REEHLET,

EHD Web —_R—DA L AR ATEF 2T 4 —Z2HITHE51L. & Web
P N—=DA L RAZ AT, FIE1~4 ZVIKRLET,
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F - FHY— =T SSL #ETTIHAD. WilET — 4 N—ADORENHILFERET
4, ZEHIE. iPlanet D<= T A A BB L TL F X,

a. Y —/\—D [Servers] 2 7550 UvH LET,
b. #—/N\—%&RLT. Manage] REZ> &5 )y I LET,

c. R—=UDLEE-HD Security] 2 T%#%5 1) v% LT, [Create Databasel ') >
VEBRIRLFET,

d.220F4 785 KRy I RIZ Web H—N—DRBIHET—FRX—AD/INXT—F%#A
ALT, TOKI 27U voLES,
8 LFLL ED/RAT — RAZRINL TS 7Z2E, ZO/3A T — KL, iPlanet Web
==t Fx a2 VT 4 — RS NTZE— FTEET S L &iT, WO (bLE
Va—VEEEBTL O INET,

. RDARY ) T R%EFEITL T, Sun Crypto Accelerator 1000 ;R— K& FARTEEIC L &
j-o

# /opt/SUNWconn/crypto/bin/sslconfig

ZDAZ VT ETE, Web ¥ —"—ZRIRNT 572007 17 bRFIRSIL,
iPlanet Web ¥—/S— % 7213 Apache Web #—/3— | ® Sun Crypto Accelerator 1000
LT Y 2 — A, VA M=V ENET, TO%, HKT7 7 A VDB EHSH. Sun
Crypto Accelerator 1000 A — F23MEHATREIC 2 £,

.1 %#AHNLTEnter ## L. iPlanet Web 4 —/\—T SSL #EHR3 5L SR L
ij-o

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

% 4E iPlanetWeb Server4.1 M4 VA F—ILE L UHER 21



7. 7 T RAREFEENEDS Web H—/N\—DIL— T LY YDA EAAL.
Enter ## L £ 9,

Please enter the full path of the web server
root directory [/usr/netscape/serverd]: /usr/netscape/serverid

8. ROWBIZHELIFERIZ, v EANL T Enter ZHHLFT,

This script will update your iPlanet Web Server installation
in /usr/netscape/serverd to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/serverd/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/serverd has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continuex>

9. RWEZERTITHIBZEIE. 0 EAALFET,

Vv 5—N—DREZERT B

1. ROATVF#ADLT, EBY—N\—ZFBEHLET,

# /usr/netscape/serverd/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

2. Y—N—DEHAEEERT BIZIE, R—CDLEERIZH S [Security] #TE0VvH
LFET,

[Create Trust Database] 7 4 > RUNEREINET,
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3. R—TMEMA D TRequest a Certificate] ') o ZBIRLET,

~| MNetscape: Web Server, Enterprise Edition | “ \J

File Edit Wiew Go Communicator Help
<+ w a 4 a i} o+ & @
Back Forward Reload Home Search Metscape Print Security Stop:

j “# Bookmarks &  GoTo:f /

Server Manager

/ Preferences . / Program Security ¥ /Stules / Content Mymt ./ Web Publishing . / Search

Create Database
Request a Server Certificate

Fiecuest  Certificate
(® Mew certificate
. Cerificate renewal
age Certificates You can also see a list of available certificate authorities.
e

]

Submit to Certificate Authority via:

(@ cA Email Address: |I

. CAURL :|j

Select the module to use with this certificate.

Cryptographic Module: nohody @engineering

Key Pair File Password: |:

{Before requesting a certificate, you should read the overview of the certificate process, and then go through the detailed steps
ion creating a correct distinguished name which you should enter below. You will also generate the proper authorization letter
H that you will use to obtain your certificate from a certification authority.

Requestor name: ‘

Telephone number: |f

Commen name: ‘

Email address: ‘

(= [ieo T

o ap @ 2|

4. GIBAEEREAEMT H-HDEXIC. ROBEHREANLFET,

INew Certificate] #&IRLZEI,

FEBAESR A2 Web 2 BRI CT& 238ER I8 ERRE CTE 2 5H
iZ. TCAURL) Vo7 #@BBRLET, TN OEAEIE. TCA Email
Address| Z@®IRL, FEAEEREZZITRAETA—NLT KLAEANDLET,

. /¥ % TCryptographic Module] #®IRLET .

ZOTNFY A= a—liE, FERILICEAOT S Y AHY S, ELW
A IR L TV D 2 & 28 L T< 2 &0, Sun Crypto Accelerator 1000 % f#
AT 512X, user@realm-name DIFERDE Y 2 — L ERIRTDLERH Y £,

c. TKey Pair File Password] %4 7R Ry I XIZ, BEMET S
user@realm-name |29 2/XRT—FE#AALET,

d XDET74—ILFIZ, BULEREADLET,

=

(=2
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» Requestor Name : FIER & 0D R 0O %SG

» Telephone Number : 7t B35 0 2R # D% 5

Common Name : 77 7 ¥ T hostname.domain }x=X CA 13 % Web 4 D K
AL A

Email Address : FiEB & 0 2R #H O EE#E S

Organization : fEHF Lk = 41 2 4Lk O 4 i

Organizational Unit : (f£&) GEBIEICGEHE S D EH D44 Bk

Locality : (fT:5&) A& DOFITEM O T XA, AJJ STV D51, FEAFIZE
fHasnxd,

» State : (fE5) ALk O FrfEHL O #BE JF IR D 1E 44 FR

» Country : 2 307 1SO HRIFL S (7= & 21E. KEOHA 1L US)

e. TOK] R2v&V)vyI LT, BEHREEELES.

5. BB EFEAL T, SIAEEERLET,
m FEAEEREZ [CAURL] (IZEET D L OISR LAESAE., EHEER T A E0
ICRRRERICEE SN E T,
m [CA Email Address] %I L7235E13. TS CFEHEERD 2 — LD~
H =L AKX Eabt— LT, RiFFICRHELET,
6. SIAZENER SNz, "y F—¢,AXEY )y TR—FIZaE—LZET,
FEBAEIIGERAEER E xR0 £, @EIET A MEX TRt E T,

VH—N—DFREZEAN VA —ILT D

1. R—SOERD Tnstall Certificate] ') >4 #FIRLET,

AL X o CREB B R AVARR S NAEEDRIT S /2 6, iPlanet Web #—/3—
ICEFE A 4 VA R— LT A NN B Y £,

2. TSecurity] # 7#RZIRLET,
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3. R—COEAID Tnstall Certificate] J 49 #EIRLET,

Netscape: Web Server, Enterprise Edition [

File Edit Wiew Go Communicator Help

- ¥ 3 4 =2 o & i

Eack Forward  Reload Home Search MNetscape Print Security Stop

j . Bookmarks &  CoTo /]

Web Server 4.1 integrate I~ Server Manager

/ Preferences | Programs | 7% /Stalus /Styles / ContentMgmt  Web Publishing  Search

Create Database

Fecuest a Certificate Install a Server Certificate
Install Cerfificate

Channe Password (® This Server
Manage Certificate: .. Server Certificate Chain

ificates
Migrate Certificate

|l

=

Certificate For:

| Trusted Certificate Authority (CA)
Select the module to use with this certificate.

Cryptographic Module: nohody @engineering

Key Pair File Passwor: |

Enter Certificate Name OMLY if certificate is not for "This Server’.

Certificate Name: |

(® Message is in this file:

| Message text (with headers):

1% @ o2 @ 2

CREAEEA VA =L T BEHDERKIT. ROKSICAALET,

Certificate For : [This Server] Z iR L £,
Cryptographic Module : #8172 user@realm-name % 3&R L E 7,

Key Pair File Password : SRIIZAERK L7282 FTH T % user@realm-name (25 %
NAY =Rz AN LET,

Certificate Name : 1 & A EDEAE, ZOHMFIEAICLET, 2 ZICA4RMERE
T2&, Web #—/X—TSSL #7R— h &AM L7z & ZIT, FGEFERL L OE~D
TR AT D40, ZOARTCTERINET,

Message Text (with headers)] Z#IRL. HoHhLHIE—LTH W FIHAED

ANYF—ERXXER—RMLET,
R—CDTEIZHS TOKI REUZEV YV ILET,
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7. BEARAN S5 E—LT-5EBAEZ Messagel] Ry I RICTR—X FLFET,
AR BT 2 AR R IER R R RSN E T,

8. RERESNT-RBIZRY ML FnIL., TAdd Server Certificate] R2 &2 ) v o LE
ER

Y= R—OHEEBZRD DA v —VRBEEICEFSINET, Web y——D1
AL U APFEIIEILE L TWEGaIE, R EHY FEA, £72, Web ¥—
N—=TSSL ZMT 2L IR T oM ERH DL Z L bBMINET, ROTFIHIC
ito> T, Web Y —"—%M LET,

iPlanet Web Server 4.1 D#& k.

Web = "—B L O —"—DiEHED A X b= 5% T LE L7z, Web #—
N—=TSSL ZHTE L LI T 20 ERH Y £,

v iPlanet Web Server 4.1 ##K9 %

1. A VEBR—CT, BHTS Web H—nN—DA VRAAE U REEIRL T,
Managel #2Jv2 LET,

2. R—TCDLEEIZH B Preferences] 2 THABIRENTULEWMESIK. CDE2TEY
vy LET,

3. R—IDER® TEncryption On/Off] 1)y o7 #FIRLET,

4. BSILEF VICRELEY,

FATa TRy 7 AD [Port] 74—V KB, SSLOT 7/ sDR—  ESTHD
M3 IZHEFEINET, HEIEL T, A=+ ESELFELET,

5. TOKI R4 2&9 v LFET,

6. lSavel K2 &V vI 5L, COEBERBNERSINET,

Web h— =2, X2 U7 —REINZE— FTEET S L ITHEREINEL
776
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7.

10.
11.

12.

/usr/netscape/serverd/https-hostname/config/magnus.conf 7 74 L%
WELT. ROITZEMLET,

CERTDefaultNickname user@realm-name:Server-Cert

hostname 21, Web — "—DAFINAD £7°,

FT7 4 h T, FIE2BIOFNE 4 TAEKR LZFEHEOARNIIL, Server-Cert 12
720 F9, LRI BLAIL, Server-Cert DRy & EEEDFEHAEDL I TE &
iz F9,

EBIEY—N—FFBRLT, R—COELAICHD TApply] RE2EV v L

353-0
Lo T, FEIY— R— | EFENAEREH S ET,

Load Configuration Files] "% > %% 1) % LT, magnus.conf Z 74 J/LIZIMX
FEREERALET,

Y= N—=DEB A>T E XIZ TApply Changes] R&¥ %227V v o735 L,
NAT—=FRDANERODDLR Y TT v T T4 FURKRESNET, ZORTT v
T4 RUDYA RFERTE RN, BEARLEAT 2 L SICMERH DY
BRHY ET, ZOMEIZIE, KO 2 SOEERDTH Y £,

m XV iZ lLoad Configuration Files] #2 V v 7 L £,
n Web h——%EE L THho [Apply Changes] R¥ %27V v 7 LET,
Web 4 —N—DRXR—IDERIT TOn/Off) )oY &BIRLET,

Y—N—DNRRT—FKEAALT, TOKI RE22&9Uv I LFET,

129U EDONRRT—=RDOATEZRD DT 7 FRERENET, [Module
Internal] v > 7 F T, Web — —DFEFET —HF _X—ADNAT— RK&E AN LE
‘j‘o

Module user@realm-name] 7 v 7 MMZiL, secadm 2~ R&ZfEH L T
realm-name \Z user ZAER U712 & SIZRE L2/ ATV—RKEZADLET,

XM URL T, SSL Xid#F L Ly Web H—/N—ZHEZELET,
https: //hostname.domain:server_port/

T 7 %V N D server_port 1%, 443 T,

% 4EF iPlanet Web Server4.1 M4 YA F—ILE L UVHER 27
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W

10

iPlanet Web Server 6.0 d 1 > X k—
ILE XV

ZOFETIE, iPlanet Web Server 6.0 T Sun Crypto Accelerator 1000 78— K Z fi f m]
BEICT 2 HIBIC DWW CHBALET, ZoFEL, ROBHTHRINET,

m 29 X—2® [iPlanet Web Server 6.0 O A > A k—/L ]

m 36 X—® TliPlanet Web Server 6.0 Ok |

iPlanet Web Server6.0 D14 > X —IJL

2 TCHMAT D FIER, FEE SN TWDNEIZEITT 20 ENH Y £7°, iPlanet Web
P — =D 7 IEIC OV T, iPlanet Web 4 — _R—D~==2 7 L E#BR L TL 72
W,

iPlanet Web Server 6.0 24 > X +F—JLT 3

. iPlanet Web Server 6.0 V27 bz 7&#4ooO0—KLET,

WD URL 76, Web 4 —R_R—D V7 hy =T 2 AFTTEET,
http://www.iplanet.com

. Web —n\—%A4 A +—J)LLET,

B PRNAIZIZFIN 1 DR STWET, Fil & IT 872 5% 7E T Web — — 245k 7
HZELTEET, Y——DOF 7 4V FDOI/RARLL, /usr/iplanet/servers T
‘j‘o

iPlanet Web —/N—®D A VA R —LREZIE, T 74V ONRZAZHERLET, 20
a7 VT, ZOT TN IORREFERLET, BRBZ5EANIA A h—1d
LHEBIE. A VAR VEEEZ TEB TSN,
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3. setup FAT S LERITLET,

4. A VA=A Y TrTREESNZTOVTFIBELET,

FIE T 57210, KOT BT FSHEF 7 41 hOREEMHT S 2 L8
TEET

a. HRAFEEHICRET 258, ves EABLET,
b. SELIEE D hostname.domain E AN LET,

c. WS EEHY—/N\—D/IRT—FZ#2E@AHLET,
d. A7 AR RENF-5, Return ¥F—Z#|LET,

VBT —3RN—XEERT D

1. EBY—N—ZEHLET.

iPlanet Web #— 3 — % L#h4 51213, FEZERK L LT startconsole #E{77 %
Kbz, koa<y REETLET,

# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon 1s running as super-user

[LS 1sl1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

WWEAvE—UIZ, ==l T 57D URL BERINET,
2. Web 7SI ERWTRDESIZAAL, iPlanet BB —N—%ELE T,

http: //hostname.domain : admin_port

Ry TT o774 RURKRENDDT, setup DELTREICERIN L 7= iWS FHE
PR —P—ZBLORRAT— REAHLET,

¥ — iPlanet Web Y — X— DR EFIZT 7 4V FOREZXFHA LIZHEIX, 2 —P—
ID F721% iWS FBY — " — D2 —F =4I admin & AHJLTLE SN,

3. TOKI #0Jvyo LZEY,
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4. Web 4—/I"\—DA VR BZ VRIZHT BT —4RN—REEMLET,

WD Web —_R—DA L ZAZ L ATEX a2 T 4 —2HMNIT A5, % Web
P—N—DA LV AZ AT, ZOTFEEEREV KL FT,

F - BHEY—X—T SSL 2FEITTHHE Y., BiAET — X _N— 2 DOFH T ILFEE T
4, ZEMIE. iPlanet D<= T A AR L TL F X,

a. BEY—/\—0 lServers] #T&#5UvHoLET,
b. y—/N\—%:&RLT. Managel K2 %)y I LET,

c. R—=UDLEBIZHS Security] 2 T%#%5 1) v LT, [Create Databasel ') v
VEBRLET,

d 220584705 Ry S X2 Web b—N—DRET—IR—AD/INAT—K#H#A
ALT., TOKI #0UvHLET,
8§ WFEUUFEDONRAT = REZZIRL TLZE Y, ZDO/N2ZATU— KX, iPlanet Web
P—R—=Nt X2 T4 —R#EIN-T— FCEIET S L X2, NEORE Skt
Va—/VEEETAOIER I ET,

5. RDARY )T b#%#%FE47TLT. Sun Crypto Accelerator 1000 7h— K Z{#EHAIREIC L F
ED

# /opt/SUNWconn/crypto/bin/sslconfig

ZOAZ YT ETiE, Web = "—2@RT 572007 07 FRFRRS L,
iPlanet Web ¥-—/X— % 7213 Apache Web ¥ —/3—HH® Sun Crypto Accelerator 1000
LT 2= VA b= ERET, TO%, k7 7 A VB EH S, Sun
Crypto Accelerator 1000 R — K23 FHFTREIC 72 0 £,
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6. 1 ZAHLT Enter ## L. iPlanet Web 4—/\—T SSL B3 5 LS L
ESC N

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

7. 7O T ERAREFEENEDS Web H—/N\—DIL— T LY FYUDINREAAL.
Enter ## LE 9,

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

8. ROMEBIETIHZAIX. v EAALT Enter ZRLFET,

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. RWEZERTI HIHEIE. 0 EAALFET,
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Vv 5—N—DREZERT S

1. XAV FZEANLT, EBY—N—ZFBEBLET,

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

2. Y—N—DIAZEEZERT BHICE, X—CDLEIZH S [Securityl 2TEV Vv Y
LET,

[Create Trust Database] 7 ¢ > RURFERINET,
3. R—TMEMA D TRequest a Certificate] ') 9 ZBIRLET,

= Netscape: wWeb Server, Enterprise Edition ==
File Edit Wiew G0 Communicator Help

< W 3 PO S S | = & E

: Back Forward  Reload Home Search MNetscape Print Security Stop
j “w§” Bookmarks & Go Tor /|

iFlanet
ng; Server 6.0 I~ Server Manager

T Y seaurity / Monil ual Server Class . | Java | Leqacy Serviets | Search

Request a Server Certificate

=

Fiequest a Certificate

Install Certificate
Change Password

® New certificate.

‘
_ Certificate renewal.
Certificate H ; . e .
You can also see a
Certificate

Submit to Certificate authority wvia:
o CALICKLS @ ca Email Address: |

Select the module to use with this certificate.

cryptographic Module: nobody @ engineering —

Key Pair File Password: ‘

Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also

nanarata tha neanar autharizatinn lattar that von will nea tn ahtain vanoe

A5 O eP @ L

= [ |
4. SIAEEREERT H5-ODEKIC. ROBHBEANLET,

% 5F iPlanet Web Server6.0 D1 YA F—ILE LU 33



a. New Certificate] Z&RLET,
SERAEEER A Web 2 BAI CT& 2 ER I3 GBI ERXE T 254
X, TCAURL] Vo7 &@&RLET, TNUNDOEEIL., [CA Email
Address] ZiEIR L., AFAEEREZZITMAEFA—LT FLAEZ AN LET,

b. 89 % [Cryptographic Module] Z:&iRLET,
IOTNVE Y A= a—|2iE, FERIEICEAO= NI ARBY EF, ELW
R A IR L T D 2 & A fEsE LT < 72 &1y, Sun Crypto Accelerator 1000 % f#
F$ A121%. user@realm-name OFHRDETY 2 — VL EFINT ALERH Y F9°,

c. [Key Pair File Password] #4 7R4J Ry I XIZIE, BEMET S
user@realm-name |29 5/8AT—FZAHALET,

d ROET 14— I, BURIEREADLFTT,

» Requestor Name : FIER & 0D R 0%

» Telephone Number : 7t B35 0 2R F D% 5t

» Common Name : 7' 7 7 % C hostname.domain FEXCTA 195 Web %1 +D K
AA

Email Address : FiEB & 0 2R #H O EE#E S

Organization : fEE L = 11 2 4Lk O 4 i

Organizational Unit : (f£&) GEBIEICGHE S D S D44 Bk

Locality : (f£&) MfkOFTEMO T XETF, AT SHTOLHA1E, FEPIFICH
#HsnEd,

» State : (fE5) ALk FrfEHL O #BE JFF IR D IE 44 FR

» Country : 2 307 1SO HRIFL S (72 & 21E. KEOHA 1L US)

e. TOKI R22&7)vy LT, BHEEELFET,

5. BMIBEEFEAL T, SIAEEERLET .
m FEAEERE [CAURL] ([ZEET D L OISR LAEEAE., EHEER T B E0
ICRRRERICEE SN E T,
m [CA Email Address] %R L7235E13. ZIT WA CFEHEERD 2 — LD~ v
H =L AKX Eab— LT, RiFFICRHELET,
6. SIAZENER SNz, "y F—¢,AXEY )y TR—FIZaE—LZET,
SERAEIIGERAEEDR L3y £, BEIEET A MEX TR ET,

VHY—N—DFREEAN VA F—ILT D

1. R—SOERD Tnstall Certificate] ') >4 #FIRLET,
RALTZ K > CREAZEE RPN AE I NEAENRFITINT= 5. iPlanet Web $—/3—

fi

ICREREAZ A VA M — LT DM H D T,
2. TSecurity] # 7&#REIRLET,
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3. R—COEAID Tnstall Certificate] J 49 #EIRLET,

= Netscape: wWeb Server, Enterprise Edition |- ]a
File Edit Wiew GCo Communicator Help

< e a P S S o & E

| Back Forward Reload Home Search MNetscape Print  Security Stop
| sookmarks & GoTof

iFlanet
Web Server 6.0 I~ Server Manager

/Preferences TR Logs Monitor / Virlual ServerClass / Java | Leqacy Serviets | Search

=

Create Database
ecuest 3 Certificate Install a Server Certificate

Install Certificate

Certificate For:

Chiarie Password (® This Server

. Server Certificate Chain

.. Trusted Certificate Authority {CA)

it

Manage Certificate:

Figoiuest VeriSign
LCertificate

Select the module 1o use with this certificate.
Install WeriSian
LCertificate

to hic Module: nobody @engineering i
Inztall CRL/CKL'S Cryptograp g J J

Manane CRLICKLYS

Key Fair File Password: ‘
Micrate Certificate

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

. Message text (with headers):

A o e? @ 2|

=

4, FEHEEZA VR —LTHEHDERIC, ROKSITAALES,
m Certificate For : [This Server] Z#RL 7,
» Cryptographic Module : #8)7¢ user@realm-name %3&R L E 7,

» Key Pair File Password : $AIZAm L7282 T T % user@realm-name (544 %
NAT—=Re AN LET,

m Certificate Name : 13 & A E DA, ZOWMIFZEAICLET, 2 ZICAREIRE
T5L. Web y—/"—TSSL 4 HR— hafAzhic Lzt &2, REAER LU~
TR AT D4R, ZOARITTERESNET,

5. Message Text (with headers)] Z:EIRL. HohLHAE—LTH WV FEHED
ANYF—ERXER—RARLET,

6. R—CDTEIZHD TOKI REUEV YV I LET,
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v

1.
2.

3.
4.

. BREERMSaE—LIzEIBAZE % Message] Ry Y RITR—X FLET,

SEAEICEET 2 AN RERNE REINET,
RERENERBIZERY N HFNIE,. TAdd Server Certificate] 2 > &2 ) v LE
ER

Y= R—OHEEBZRD DA v —VRBEEICEFSINET, Web y——D1
AL U APFEIIEILE L TWEGaIE, R EHY FEA, £72, Web ¥—
N—=TSSL ZMT 2L IR T oM ERH DL Z L bBMINET, ROTFIHIC
ito> T, Web Y —"—%M LET,

iPlanet Web Server 6.0 D#& k.

Web = "—B L O —"—DiEHED A X b= 5% T LE L7z, Web #—
N—=TSSL ZHTE L LI T 20 ERH Y £,

iPlanet Web Server 6.0 ##mK9 %

R—ISDELIZH S TPreferences) 2 T2V w9 LET,

R—OERAGD TEdit Listen Sockets] U > #2IRLET,

IO, FD Web —R— A UV AX VAR ESN TS T XTOREY 7
FA—EFRREINET,

a RDIT4—ILREZERELEY,

» Port: SSL *fJii Web % — =% T4 R — FE&RELET, BFIEL, A—F
443 T,

» Security : A UNZERE L E T,

b. TOKI R4 >&9 )y LT, ZRERNERZHERALET,

[Edit Listen Sockets] <_X—>y Dt %=V F 4 —7 —/L NiZ, [Attributes] V
VI MEBREINET,

lAttributes] U229 )y 9 LET,

user@realm-name INAIT— F# AN LT, P RXRT LT user@realm-name Z#BIE L F
E
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10.

11.

12.

RyTT7vT T4V FIT, SSLOREZRIRLET,

[Cipher Default] F7zi% ISSL2] . [SSL3/TLS) # &R Txxd, [Cipher
Default] #ERL72%E. 7740 FOREFTFERINEE A, [SSL2) 21

[SSL3/TLS) Zi@R L7-&aid. MM AREICT 27 /03U XL &8RS 258N H
DET,

user@realm-name M &H & |2 :Server-Cert (FF=IXEBRIEIR L =EIBHAEZEDEFT) A
OB TIHERAEZRRLET,

[Certificate Name] 7 1 —/V NIZIE, %43 % user@realm-name HPA 3 287217
MFERENET,
BERAEZBIRL. XU T4—ICEATEREEZIANTHRELIz5. TOK|I K2V
)y ILET,
Y—N—ZEHT DA, TERNBZHMNCTIESET. ELOAIZHS [Apply)
Voo EVVVILET,

Load Configuration Files] Y29 &2 Uy o LT, EERNERZEALET,
Web h—"_—D A U AZ U 2% JETELX—=IZH Y FDY £7,
Y= N—=DEFB A>T E XIT TApply Changes] RN&¥ v %227V v o735 L,
NAT—=RDANERODR Y TT v T T4 FUNRKRENET, ZORYTT v
T4 RUDY A RFIEETE RNV, BENRLZEH T2 & EICHBER S 55
BRHY T,

ZOMBEIZE, RO 2ODEIBERPH Y 97,
m RV IZ lLoad Configuration Files] #2 U v 7 L £,
n Web ——% i@ L T/r5 [Apply Changes] RN¥ %27 U v 7 LET,
BRINIZNRRT—FEFAT7ATRYIRICAALT, —nN—ZEBBLFT,

12U EDONRAT—=FROASZRODBTa o7 IRERENET, Module
Internal] 71> 7 s T, Web — =0T —Z _X—ADATU— &2 AN LF
‘j‘o

I'Module user@realm-namel 70> F FZIX, secadm A< KEFERALT
realm-name 1Z user ZEM L= ZFITEEL/SRT—FZAALET,

X&@ URL T, SSL Xisd#Fr Ly Web —/N\N—ZFHEZELET,
https:// hostname.domain:server_port/

T 7 %V N D server_port 1%, 443 T,

% 5F iPlanet Web Server6.0 D1 YA F—ILE L UHER 37
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W

10

Apache Web H—/S—®D{# AT RE1L

ZDFETIE, Apache Web #—/3—T Sun Crypto Accelerator 1000 7" — I % {s H] 7J
BEICT 2 HIEIC OV TR L4, Zo®F, RO THKShET,

m 39 X—T® [Apache Web #—/S— DA AIEE(L |

n 2 =20 [FEFEOER

Apache Web H—/\—®D{# AR EE1L

Apache Web Server 1.3.12 I%, Solaris 8 7/01 AL —7 ¢ v VEEIZATE L T E
¥, Apache Web Server 1.3.22 |, Solaris 9 AL —7 ¢ & ZEREIZMJE L T E
3, ZOFETIE, Apache Web #— =D Z 5D U U —AZOW T L x4,
Apache Web H—/X— D [ HEIC SV TIE, Apache Web h—~—D~v =27 L%
ZRLTIEEN,

Apache Web 4 —/\—#{FHAIREIZT 3

. httpd BRI77 A ILEERLET,

Solaris ¥ A7 A TlX, #% . httpd.conf-example 7 7 A /L7 /etc/apache
TALIZ MNIZHVET, ZOT77ANET T L— e LTHERATEET, KOK
N, ZrANvEar—LET,

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

. http.conf 774 LM ServerName NN %, FHT IV —NN—RBTEZTHRIFE

d—o

39



3. sslconfig ZRIBLE T,

# /opt/SUNWconn/crypto/bin/sslconfig

4. 2 %EIRL T, Apache Web —/3\—T SSL 2RI A LS5 ICHERLET,

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 2

5. Apache DN\ALF ) T 7AUDFEET ST LI M) EEELET,
Solaris > A7 A ClX, @7 . /usr/apache T4 L7 FVIZHY 7,

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

6. Apache DR 7 7 M LDEBEHRELET .
Solaris ¥ A7 A ClE, . /etc/apache &4 L7 kU T,

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache
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10.

11.

T L= RSA ERT ZERLET S

3
ZZTRATEER LR WEASIX, HE T ssleconfig A L TRAZ AR T 508
HYFEI,

Do you wish to create a new RSA keypair and certificate request?
[Y/N]:

ZOERIZ No E AN LTI-E1E, 42 2—2 0 [EEAEAERT 5] 1L E T,

BERMTETALY M EREELET,
FOF 4 L7 FUDBIEELRWERIT, fERRESNE T,

Where would you like the keys stored? [/etc/apache/keys]:
/etc/apache/keys

BRRMOBERBEERLET,

ZOAFNIIE, #7 7 ANVBLORERAEFERT 7 A v, GEHEZ 7 A v EThZRIX
MTED XIS, BARDWEHIMFITONET,

Please choose a base name for the key and request file:

512 ~ 2048 Ev FDEETRREHEELEY.
FEAED Web r—N"—=7 7Y r—32 T, 1024 €y b THAIZHRI) T,
VBN CT, KO RREERTL b TEET,

What size would you like the RSA key to be [1024]? 1024
Generating RSA private key, 1024 bit long modulus
.......... At

...... At

e is 65537 (0x10001)

PEM R 7L —X#EBLET .

TONRAT L —X T, BEMERELET, BAORRAT L —XERIRTLMERH
DETN, BENRNEIICLTLEEN, "RAT7L—XEEhb &, #IZT 7 AT
772 FET,

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

% 6 E Apache Web 4—/N\—DERATTHELL 41



LT IR RATERLI DT, RATL—XEENEEA. ThERRT S

iii AR - ANLEART L —=X2RHATEILERDY T, "ATL—XE2END

HEEHY £ A

sl BAE D 1E Rk

Z OHiTIiX. Apache Web #—/3—T Sun Crypto Accelerator 1000 7" — I % {s H] 7J

2
AE

T D70 B, FERAEOIERIFIEIC DWW AL £,

Vv EEAEEERLT S

1. AR DE TR L-RBEFERL T, SEASEREERLES.

FPTRRAU—KEANLT, BICT 7B ATHIRERHY £9, TOHK, KOK
74—V FIZE 2 EREAD LET,

Country Name : 2 X250 ISO ERIFL 5 (7= & 1%, KEOHEL US), Z Df#H
FREAFICREM SN E T, ATIRHATT,

State or Province Name : ({E&) MO FTERMOEEF RO EXLFHE AT D
2, BUA R T #ANLTReturn F—%# L E7,

Locality : (fE5&) Mk OFTEMOHTIXETF, AT SN TWDHE L, FEPEICRLHE
ShET,

Organization Name : 7B # (2 5L#k & 71 5 /A% D4 PR

Organizational Unit Name : (fL) FiEAEIZ50Ek S 405 5 o 44 7k

SSL Server Name : 77 U CAJj95 Web 4 FD KA A >

Email Address : iFB 3 0 2R F ORI
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W, GEAET 4= FOASFIZR L ET,

Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-Statel]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []:Fictional Company, Inc.
Organizational Unit Name (eg, section) []:0Online Sales Division
SSL Server Name (eg, www.company.com) []:www.fictional-company.com
Email Address []:admin@fictional-company.com

2. ¥ERIZHES T, /etc/apache/httpd.conf 27 A INEEBLET,

HB LUNENE 7 7 A VICET DR A RSN E T, £/, Sun Crypto
Accelerator 1000 ¥ 7 b =7 T T 572912 /etc/apache/httpd.conf 7 7
ANEERTHHELRRINET,

The keyfile is stored in /etc/apache/keys/base_name-key .pem.
The certificate request is in /etc/apache/keys/base_name-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections. One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl_module /usr/apache/libexec/mod_ssl.so.version-number
In the AddModule section, add the following:

AddModule mod_ssl.c

¥ — version-number 1213, ZHHOEROELWA—U g VERERFERINLET,
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3. VirtualHost DHREZFER LM > -5E(X. SSLEngine HEL U
SSLCertificateFile, SSLCertificateKeyFile DT A LI TF4T%
httpd.conf 7 74 JL® SSLPassPhraseDialog T4 L T4 TDT CLIZHEEL
*9,

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default_:443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base_name-cert .pem
SSLCertificateKeyFile /etc/apache/keys/base_name-key .pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server. Please refer

to your Apache documentation.

<Press ENTER to continuex>

39 ~—>® [Apache Web ¥ —/S—Z I AEEICT 5] OFIA7 TNo &AL
HEE, WICEFM 2 BT D HIENRFRSET,

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypailr and request a
certificate for Apache" option after choosing

"Work with iPlanet and Apache keys" from the
sslconfig main menu.

4. sslconfig ¥« T HEE(E. 0 ZFEIRLET,
5. /etc/apache/keys/base_name-certreq.pem (base_name &, 39 R—I D

FApache Web H—/N—Z{ERAREIZT 51 OFIE 9 TIEE LI-HEAXR) MhSFHE
BEREAYA—FOE—LT, BIARICIRHELET,
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. FEAESNER SRS, SIAE T AL
/etc/apache/keys/base_name-cert .pem ZHER L T, SIAZEER—X L ZE
ERS

. Apache Web 4y—/N\—ZEHL T,

Z 2Tl Apache D/NAF U F 4 L7 UM /usr/apache/bin Th D Z & %z
ELTWET, EBEOANALAFTIVT L7 VIDBERDIGEEET, ELWT L7 M4
EASILTL IS,

# /usr/apache/bin/apachectl start

. PEM XRI7L—XDAANZEKHZTOV TR LT, PEM/SRT7L—XZAAL
ij-o

. TSI TRD URL #FRRL T, SSL AEDHF LY Web H—/\—%FEEBLET .
https://server_name:server_port/

7 7 %V kD server_port 1%, 443 TI,

% 6 E Apache Web H—/\—D{ERATAEIL 45
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G

10

B X VEFEH

Z O#ETIE, Sun Crypto Accelerator 1000 ¥ 7 k7 = 7 OZWi7T A k3 L OREE B
WICOWTHHLET, ZOFEF, KOF TSN ET,

m 47 X—=TD [SunVIS ZWrY 7 o =7 |
m 50 <—® [Sun Crypto Accelerator 1000 5 #f |

SunVTS ZMyY 72 ko7

SunVTS 7 A k dcatest X, SunVTS 7 A @ a 7HIHIE & 2 —F—A > ¥ 7 = —
A TCHEIEL. Sun Crypto Accelerator 1000 A — KDOZWi 247\ £ 7", dcatest (E,
Sun Crypto Accelerator 1000 CD (273> 77— SUNWdcav & L TGS TV E

¥, E£72. SunVTS O = 7 il & = —% —A > % 7 = — (L, Solaris DV 7Y A
k CD /Xy 7 —¥ SUNWvts 38 LY SUNWvtsx & U TRERSAILTVET,

INGOBET A N DOFEITHERB L OERFEZONTE, SunVIS OD~=27 L%
ZHLTLZEY, SunVIS O~==7 /L%, ZHEHDY UV —AD Solaris 7 U A
>k CD ® Solaris on Sun Hardware AnswerBook (ZIX§k ST\ k4,

¥ — SunVTS X, Solaris %7 U 2>k CD 75 SunVIS Xy 7r—V% A VA h—
VLT EAICET A TE £,

47



V¥ dcatest #E{1T9 5
1. R—/8—2—%—7T, SunVTS #&£FHL FJ .

# /opt/SUNWvts/bin/sunvts

SunVTS O#E)FIEIZHOWTIE, TSunVTS 2 —H#—~<==27 /] 2B LT F&
W,

ZOHEDFETIL, CDE 2—H—A( v Z 7 =2— A ZFH LT SunVTS BNiEE#Eh &
TWBZ EERHRIZLTWET,

2. SUNVTS WD A A >4 > KT, [System Map] % lLogical] E— FIZERE L
F7,

7 — [Physical] £— RFbH¥HR— I THETHR, ZOFIETIE [Logical] E—
a2 & Z2miies LET,

. FIVvIRYIADFIvIEHNLT, IRXNTOTAMEERTAICLET,

4. TCryptographyl] ®F z vy o X%&FERL. [Cryptographyl @ T+] K2 %
21) w49 LT, Cryptography JIL—TDITRTHOTFRCERRLET,

5. Cryptography 7' )L—7® dcatest UNDF v IRV IV RADF v I &8 LET,
m dcatest WERINTWABEHEIL, FTIE 6 (TR E T,

m dcatest NFEFSINTWARWEARIE, [Commands] Fv vy 720 A =a—i
& [Reprobe system| &R T, ¥ A7 L% 712 —7 LT dcatest ZHFE L
i‘j‘o

BRI 72 FIEIZSOW T, SunVIS O~ == 7 A 2R L TL &, Fr—7 Nk
T LT dcatest MERINEZH, FIE 6 ITEEARAET,

6. dcatest DA VRRAVRE 129Uy L. GBIV YIHLUVFF VY LT lTest
Parameter Options] #&XRKLET,

ZOF T a it decatest IZEITRER L TWET, S, 499 X—T D
[dcatest DT AMRTRAEF T g ] #BRLTLITIEEN,

7. BIRANITRTET L5, [Within Instance] FOw FE O A Za—M5
TApplyl %9 v %9 LT dcatest MBIRLI=A VRAEZVREEET HH.
FAcross All Instances] FA Y FH O AZa—nis TApplyl 29y o LT
dcatest DF TV HI LA VRBVRETRTERLEY,
ZHZE T, Aoy 77 v 7T 4 FUMBKLE LI, Sun Diagnostic DA A > 7
RIZRY £,
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10. &
11.

. dcatest DA VRAVRE 129Uy oL, BV YIELVESYSI LT IMTest

Execution Options] #&XRKLET,

[Options] Fry 7 XU Af L A=a—%7 U v 7 LTHhE [Test Executions)
#27V v 73 5H451ETH,  [Test Execution Options] # & R<CT&£7, ZOA4
Tad, TARTOT A MIRES L 722 SunVTS fil# T4, ML, SunVTS
De=aT VeZRLTIIZEN,

BRNVIARTET LS. TApplyl 29Uy  LTHRYTF7y T4V FO%EH
C. Sun Diagnostic DA A1 >4 Y FDIZRYET,

RLUETXFERTISHBEIF. Stat) 200 v I LFET,
TRTOTRAMEHIETBHZEEIF. Stopl 209U LET,

dcatest DT A RMINSAA AT 3>

#* 7-112, dcatest ¥ 77 A FOFAZRLE£7,

= 7-1 dcatest ¥ 77X b

TRALE Bl

3DES 3DES I LD KRET— XD EbET AN LET,
RSA RSA ABgER X OFEAHEELT A M LET,

DSA DSA v 7 =F ¥ —M&EETAMLET,

RNG TUELEGOERET AN LET,

dcatest AT Y FITHEX

dcatest % CDE BRENDH TlEe< ., a~< v FITMhLFETTAEEIE., a~ v K7D
WFINCT R COBIHERET HIHLERNHY £,

32 v hE— KTlX, dcatest ~D/ VAL /opt/SUNWvts/bin/ T, 64 £ bk
E— FTiL, decatest ~D/XAX /opt/SUNWvts/bin/sparcv9d/ T,

SunVTS DIEUER) 7247 > a L 1E, 7T decatest DA< R{TA X 72— AT
PR—rENET, TANEEOA > a0, o8l THELET,

BRI a~ 2 FITEIEOERIZOWVWTE, [SunVIST A M) 77 Ly A~vw=a7
Nl BB LT &V, decatest IIAEE— FDOT A NTHDH7=D, -f Z2HET
DRBENRH Y T, ﬁﬂﬂ{f@% v —TERRTDHEHEIT -u &, VERBOSE (F£)
Ay —VEERTFTIE/RIT vERRELET, AFINTHENRTWDIIEHEBIX, 47
aroxz Rl %Tbi'ﬁ—o

"
<
ok
¥
&
3*

EEEH 49



WIZ, AZ v R7ary7ar/7o5 LT3Ry hE— RO dcatest ZEE4 54
ZRLET, Oa<wr RIZXY, dcad DT _RTOYFTF X MRNEFTEINET,

# /opt/SUNWvts/bin/dcatest -f -o dev=dca0, t1l=3DES+RSA+DSA+RNG

wIZ, SUnVIS A v 77 AT 7 F v —MnbH 64 By b E— KD dcatest ZEEHEIT D
HlzaRmLET, RO~ RIZLY, deca2 @ RSA 7 A DN ETENET,

# /opt/SUNWvts/bin/sparcv9/dcatest -f -o dev=dca2,tl=RSA

a<2 KT/ 5 decatest ZFITLIZE X, A7 v a v OHEBEEAK LTIZGE. €
DOEBEIZDWTIET 74V hOBEICZ D F£F (F 7-2 22,

w72 dcatest < FITHEXC

FFoay Bl

dev=dcan TARNTHEBEDOA L AZ A% deal, dca2 RED L HITHEL
F9, HBELRWEHAE, dcal KT 74V bRESNE T,

tl=testlist FETTHYTTAPDOY A ERELET, tliid, ¥ 772 bx

TITA(+) ODXFTRY>THELET, VR—FER DY 7T
A M, 3DES 8L RSA, DSA, RNG DA TY, D=,
t1=3DES+RSA+DSA+RNG #{§ET D &, TRXTOH 7T A MRFE[T
ENDZ LRV ET, £/, tl=all ZEANLT, TTHOT A b
EEITTHIELTEET, Y77 X F2IEELRVEASIT. all
T 74V MRESNET,

Sun Crypto Accelerator 1000 M [E = &

Sun Crypto Accelerator 1000 782 27 LD T NA ZA—RIZFMS LTV 20 E H Ink
HIWr9~ 2 8541%. OpenBoot PROM (OBP) 7’1 7 h T show-devs 2~ K& AJ)
LTTNA ZA—EEFRLET, ROBIOD X S 72 Sun Crypto Accelerator 1000 A~ —
NIZBET 21708, T35 A—BEIZ R R ENET,

ok show-devs

/pci@lf,0/pci@l/pcil08e,5455@2
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ZOBITIE, pcil08e, 5455 % Sun Crypto Accelerator 1000 78— R D7 /3A Z /3 A
RV ET, ZOR=RLT 7= LT =T B3R0WeH, OBP L-UL O I3 A
T&EEtA,

Sun Crypto Accelerator 1000 A~ — FiZiZ, W 5LDIEB) Z27~7 LED £7213% Offiod

AT r—=213H0 F¥ A, B— P ETHSLIEEERBEBRICLBEL E N TN D2 E
DINERERT DAL, kstat(IM) =~ » REMEH L TT 31 2O AR A R

l_/gEj‘o

# kstat

module:
name :

-m dca -i 0 -n dca0

dca instance: 0
dcal class: misc
3desbytes 3040

3desjobs 5

crtime 65.342725895
dsasign 0

dsaverify 0

rngbytes 10592

rngjobs 187
rngshalbytes 16328
rngshaljobs 327

rsaprivate 9

rsapublic 0

snaptime 106956.467004482

kstat [f#EH£RTDHI LICL-T,

ljobs] & FR SN LM LKA Sun

Crypto Accelerator 1000 R — RIZIEE STV OMNE I NERER TE 7, RO
e &bz Tjobs) DEMZELT L, Sun Crypto Accelerator 1000 A — RIZE{E &
MR SR ERIIAR — FTEERAB SN TOET, R— R BLIEEER %
BEENTWRNEEIE, Web $r—\—D BRI A2 fER L T EE 0,

Kkstat(IM) 12 & o TE S I —F A5 LU R T A AOFEHE R AIRT 5 55115
D FH A, TALDEIEL, 74— KHR— R EBEBICT HI0IC R A SIS
NET, BB LOEBOLL, ZESNLAEESH Y £,

3 — /kernel/drv/dca.conf 7 7 A VT nostats BHENTERZR SN TWBIEE. #
FHEROBRER LOERIIEARTIZZD 4, ZOBMIE. T 7 4 v 7 0%
T 570 TE £,

B7TE PZWHEIUVEFTEN 51
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T8k A

iPlanet Web H—/\—T® Sun
Crypto Accelerator 1000 /R— D
&1

Z OftE T, iPlanet Web ¥ — 3 —THHL S #1% Sun Crypto Accelerator 1000 A~ —
FOEF 2V 7 4 —HEEOBEIC >V THALET,

I - AT IR, SHEHOY Y DOV AT AEREOT Y N EERT
HMEND Y T,

ZOfEIE, RO TR SN E T,

m 53 X—T0 &l X OHEE)

B 62 =0 [FHRORER L OE

B 66— [2—F—TFTh o NORER L OEH

BE2H L UAE

fEtkE L O ——1x, PKCS#11 A & 7 = — X %4t L C Sun Crypto Accelerator
1000 A" — K & i@fE3 % iPlanet Web %h— =72 807 7 U r— 3 2%k L TERK
TLHLMENRDH £,

Sun Crypto Accelerator 1000 DRI TIE, =—H — &k, K ALERZM O —EOFTA
BFOZLTY, Fa—P—3HBORELFATEET, 1 AO2—F =2 TAREH
D) gEE TBERAD)] @BRED (S FSERWEE T D) BEOREZFTA LT,

BIpHMRAMAT 52 bTEET, 7o, @A AME (HA) MR O 72 DI @k o gt
DREZRDEEbH Y T, To2—V¥—) FE T2—F=Thv b LI H
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FEAN, B O UNIX 22— —7 7 > TiE72 <, Sun Crypto Accelerator 1000 ™
:L**“j‘ T ZEICER LT &Y, UNIX ©=2—H%—4 & Sun Crypto
Accelerator 1000 O = —H#F—4|2ix, —EDOBHEMITIZH Y A,

BT — Y — L ZORBHM OMBLN—TF ¢ 3 T, RIS, B o2 —F—
EEODLHIENTEET, HKIZKL > Ta—%— %A%74/3/L\ﬂ¢5ﬂ
X, BERCT—BOAFIZEMZRFHETELLE VWS 2L TY, ZhiZ ﬁﬁ@ﬁa
B2 ICE LS E T,

EHER) IR A A P—LTlE, 1 A2 —VF =0 E Iz 1 DOFEENER S E
T, 72E X, 1 DO webserver & DMHEBNGD 1 A2 —4— nobody 75
RO BER SN E T, ZOHA, = —H— nobody (X Z D 1 S>OFEKN TH—
N—@EOT7 7 ERAZHE L, EETHZENTETET,

BINOEEKEZHE L T, 2= —BLOEEME =T 4 v a L pET5HZ L1
b FHIZHIETE E9, KO BEMERMER CIX. finance, legal. engineering
mED, BRHOFEPERSNET, FEKTIEI-BEo4ZE AR SNET, -
&z X, fEik finance ® 2 —W¥— webserv IZ, fHIK engineering M webserv
LR — =Ty FTT,

Sun Crypto Accelerator 1000 D flds L O\ —F—DE BT, FHY —/L secadm
ZHEALET,

s LUV 1—Y—, iPlanet Web H—/\—

iPlanet Web 4)‘**/\‘**( Sun Crypto Accelerator 1000 & — FAEEL T 22 2T 5
VERSLGE. #BNEY 7 by =T 7 —#RX=2ATERL = Ry = 7 TEILE
hdZ k%ﬂ“j—f_ iz Th—=2r %) BEHENET,

Sun Crypto Accelerator 1000 " — FTix, =—% =7V v &4 % Te) v—
7 CREOMHT T h—27 A DMERRSIVE T, EHERRA A b —/LTlE, 1 DO
webserver & 1 A®D=—+— nobody MMEK SN F T, iPlanet Web H—/3— (3,
TEIE webserver @ —¥— nobody NTAET A2#E BRI AH7-012,
nobody@webserver £\ h—27 V& EHALET, secadm AL T2—H%—
FHERR LTz & &R ET D 22— Y — nobody M/XA T — KX, FEAEOZER £ 72 135F
BEDA A h— L, iPlanet Web H—/N—% #9272 OFEFECH T 2 ML ER
HYFET,

o BXU0RABY RITFAIL

iPlanet Web ¥ —/3—|%, h—2 &ML CTERFEMICT 7 A LES, =2~
I, Ary PEBFEEIRET, Ay b7 7 AL, Sun Crypto Accelerator 1000 O
FHAEDR, HESNLET 7V r—va VICHRED b—2 T 2@ L THES 200
FETT,
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Aa sy N7 7 A VHBIEE LR WA, Sun Crypto Accelerator 1000 ¥ 7 k7 = 7 1%,
—MDOF 7+ hD +—27 % iPlanet Web % — X—{ZEL £, ZDOHEA.
nobody@realm-name &I RO 12D h—27 U3, I L ICEINET,

Il

engineering B L finance, legal &£\ 9 3 SOMEERHV T3, kD F—72
7% iPlanet Web ¥ — S—(ZE SN E T,

m nobody@engineering

m nobody@finance

m nobody@legal

2L, ZThbD =27 A EHENTT HITiE, K 2 — Y — nobody WFEET
AHVENRH Y FF,

AOYy +cI774I)L

T 7 4V N OBRTEE T LB EEZT OB, Aay N7 7 A ABKETT,
28y K77 A ME, 1 DU EDO =7 4R 17T ORESINTZTFA RN T 7 AL
T4, iPlanet Web #-—/X—|%, ZOT7 7 A NMIZHREENTWD b—7 VT &2EL
F9, W2, Aay N7 7 A NVDOREFEEBLEEOSWIEIRLET,

1. 7 7 A4V $SHOME/ . SUNWconn_crypto_slots

Z D7 7 AN, iPlanet Web ¥ —/_X— %3475 5 UNIX = —H—DF— LT 1 L
7 FNUICHFEETLIVNERH Y £9°, iPlanet Web —X—%, x"—ALF 4L 27 MV
R0 UNIX 22—V —TETEND LDV 308, ZoEe. Z0FHiE
ITETCTEERA,

2. 7714V /etc/opt/SUNWconn/crypto/slots

/etc/opt/SUNWconn/crypto/slots 7 7 A /WE 7 0 — 35 7 4 )L kT,
=P —DFR—5LFT 4 L7 FVUIZ .SUNWconn_crypto_slots 7 7 A LFEEL
WG EICEER SN ET,

Wiz, Aay b7 7 A NVORNEBEOHZRLET,

webserv@engineering
webserv@finance

ZD2ODT FANNDFELRWEARICIE, 42—V [h—r Bl za v b
TZrAN] TALET 740 NOFEMEHSNET,

iPlanet Web ¥ —/S—#pl D> b —27 A OFEMIE, 3 EEZZR LTI ZS W,
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secadm D {F A

secadm 7’1 77 A%, Sun Crypto Accelerator 1000 " — KD @~ o R{7A &
7 x— Azt LET,

secadm 70T T hDT 7B AEFGITT HITIE, B/ IAIZ Sun Crypto
Accelerator 1000 Y —1 D7 4 L7 U EEELE T, RICHZRLET,

$ PATH=SPATH:/opt/SUNWconn/crypto/bin
$ export PATH

WIZ, secadm 2~ ROELERLET,

secadm [-h]

secadm [-y] [-£ filename]

secadm [-y] [-r realm-name] [-u username | -s admin-name] command
ZDa~wr R, /opt/SUNWconn/crypto/bin/ T4 V27 FUIZH Y £,

FA-1IZ, secadn V— VDA T a R LET,

* A-1 secadm A7 3 v

AF7vay =Y

-h secadm D aA~v > R~V TDORRFEB IO T

- £ filename filename 7>60 1 DL LD a~ v ROFAHIALI LUK T

-r realm-name vy navwy RE—REFCERALES, v A v a v E2ERT
%L, secadm ITFRE &NT- 2~ REMHEE realm-name THFEITL E
7

-s admin-name ol )a~wy RE—REPTTHERALET, -s 47> a2+

5 &, secadm idv 7' A V&I admin-name ZEHA LT, VAT L&
HEL LTI A LET, admin-name X, UID 0 (€ =) » UNIX
Z—H— (root 72 &) THLHMLENRH Y £, FHEINT=a~<2 KR
FEITSNDHNC, v 7 A ifrbhEd,

—u username vy navwy RE—REFCERALET, uA S varEzERT
% &, secadm X username Tu s A4 LET, lBEShiza~v K
NETENDHIC, a7 A oM TbhET,

-y BEIEZTr T M ERR L THEREZERT LT XTOa~vy NI
LT, MK Tyes) LIEELET,
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BEE—F

secadm |, 3FEIHDE— RTHEITTEET, ZNHLOE— RE, EiZa~vr RRE

DE I secadm IZEEINDIMDIZ L > TRBIENFET, T— NI, oo ra<yr
RE—RBLOT7 7 A 1E— R, ®iEHE— RSB £, £T— NIZiFhlx DR
U— R QMEETT,

U NLavTy RE—FR

VU Navwr RE—RTHEH, T TCha~y FITAAL v FE2EBELED LI
secadm WFEITTDHa~r REHRELET, 72&x2E, koa~r Rk, FET T
NRCOFEKEER L EIC, avr o= ArTa 7 MIEY 7,

S secadm show realm

WOFDOa< Nix, VAT LAEHE TR /A L, K engineering |22 —H%—
webserv Z{Ek L 9,

S secadm -r engineering -s root create user=webserv
Password:

Initial password:

Confirm password:

User webserv created successfully.

Password: D7 7 FTlE, VAT LEHEDRAT = RE ANTTAHLERH Y
F9, Initial password: BXL O Confirm password: 7' v 7 ML, #HLL
BT D 2=V —D/RATU— REANTILENSY FT,

Vo Nnawy RE—RTOHNIE, I _XTEEOH A N —ZHhhanET,
ZOHIIE, EHED UNIX & = b _R—2ADFFEZEfERA LT, V&AL 7 hT&F
j‘o

TJ74ILE—F

T 7 AINE— KT, secadm N 1 DL EDa~y REFHEAAL 7 7 A VERELE
T, ZOT7 AL, 1ITICHDE 1 oD a~<y RBMBESNTEZTRFA NI 7 AL TH
HRENRHY ET, Fa A ML, # XFCTHHBLET, 77 A NVE—RKOFT
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arnHEEIND L, secadm X, REOF T a LV BHEIHEELLETRTO
o~ RITBIE MR L £ 3, KRIC, deluser.scr WD~y REFEITL, 3T
DT v 7 MIxt LT yes LINET L% R LET,

S secadm -f deluser.scr -y

SEERE— K

KFEAE— R T, ftp(l) EREEDA V¥ 72— 2 ZRMELES, ZOA 0 HF
Tx—ATI, 1EIZ1o0a~vry REANTEET, #Hapflt— Tk, v 47
VaviFVhAR—FEIRTWERA,

secadm NDIAX U FDO AN

secadm 7’17 7 7 AIZiE, Sun Crypto Accelerator 1000 A — K & %567 % 7= O 12 fE H
TOMEDH LA~y FEENRHY 9, a~vr NI, XFIOEMEIT—E (—
BB TE 22T O FH) #EH L TASNLET, show DDV IZ sh XA T
EFEIN, lo i login F721% logout DR[REMENRH B 728, BETIIH Y T8 A,

WIT, LFHN B L2WGEEDa~y FANORZ R LET,

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

shus DL 512, 2%y FOLFHO-MEAN LT, [ UHERAERGTS 2 25
T ET,

bWEWha<wy F3ERTAE, FOa~vwy FBRBHETH D LV HIBANRHFER S
nE+,

secadm{rootl@engineering}# lo
Ambiguous command: lo
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secadm Z{#EAHL =525

2 Da~vy R (Fa—F—=Thvr bORER S v R) T, VAT 2EH
FHEFT2—YP—L LTCOREERMETT, HKOIER., =2—F—T v bofE

B, =V —=Th o NOFMMEE I OEb, EEkE 22— —T h T FOHIRE
179 %61%. Sun Crypto Accelerator 1000 (Z%f L T A7 AFHE & L CORFEN &
T, 2 —%— @Axv%h%ﬁﬁbt@ aA—YP—NHA L TWEEFT T
Fe—EELRLIZVTDHHEE. 22—V —L LTORENMLETT, £ A2, &

X?‘A%fﬁ@%jﬁi(ﬁ;%ﬁ- NWEHACTEha~vr ReERLET,

= A-2 FHa<w s R~ MY w7 R

avyk EH =L FREEL—Y—
create user=username 2L »Y VAT NEEE
create realm=realm-name HY L VAT NEHEE
delete user=username 2L »HY VAT NEHE
delete realm=realm-name HY L VAT NEHE
disable user=username 2L »Y VAT NEEE
enable user=username 2L »Y VAT NEEE
exit L 2L JT

login H0 L e
logout L 2L JRT

passwd HY HY T —

set realm=realm-name el L ERNS

show class L 2L JRT

show key L 0 —

show realm e L L 3T

show user L HY VAT NEERE
su HY L VAT NEHE
quit 7L L $T
unset realm L L 3T

VAT LEEE L U CERAET 512iE, UID 0 (root 72 &) @ UNIX == —+— Zﬂi’lﬁ
L. 77 MR LTCEDRRY = REANTIMLERHY £, =2 —F—
3%?%%¢ka&%LﬁﬁkaXU%Fﬁ%%T?oVX?A%E%EEM
a—W—TnsAr35L, EFTEHREERT OILENRHY 7,
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2—PF—Tu I T EHEAIE, ROLICASLET,

secadm{realm-name}> login user=username

VAT LAEHET A T L5EE. ROXSICANLET,

secadm{realm-name} > su

aA—P—FHTIV AT LEHE TR S A T DL, secadm T o T MIBER A
YLTWba—P—REREINET, 2—F—Tul M LTnD0, VAT LEFH
FTrITA L LTWDENE, ey NOEBOXT TR ENE T, 22—V —0DH
AIFILFEIL ) BFRREN, VAT LAEHET U FOBERIEI Ny v aiRE #) D
FERINFET, BIE, 2—F—FFHF I ATFL2EHE a4 LTWT, 1FhoD

2P —F I F VAT AEHETCO AT HE, HLna s A T LR T
BEOEKITRDbILET, RICHZRLET,

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password:

secadm{webserv@engineering}> su

System Administration Login Required
Login: root

Password:

secadm{root@engineering}# logout
secadm{engineering}>
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aAT Y FOANILTDRTE

secadm (21X, ~NVTHERENHAAENTWHET, ~NVTE2FERTDHITE, a~v K
T T 1?) XFEANTHLERDHY £, a~r FOXFINEEM LRV TA
HL. ZITOEZMT ) PIFEETDHE, a~vr FOBIRFERENET, K

Iz, BlersLET,

secadm> create ?

Usage: create {user=<username> | realm=<realm-name>}

secadm> show ?

Sub-Command

Description

Show all realm classes

Show all key objects in a realm
Show all realms

Show all system accounts

2] ZA71T5L, ROLIT, Ao~y FOXLFIIN—ETERENET,

secadm> ?
Sub-Command

Description

create
delete
disable
enable
exit
login
logout
passwd
set
show
su
quit
unset

Create users and accounts

Delete users and accounts

Disable a user

Enable a user

Exit secadm

Login as a user

Logout current session

Change password for a user

Set current working realm

Show system settings

Authenticate as the System Administrator
Exit secadm

Unset secadm operating parameters

a<wy NMTE— R T VTERRTAHGE, FELTWA Yz Lzl TiE 7] X

FRERENTLES 23D £,

[?] XFEORNZ, <> Ry = /LOT R

=T TR AL TLEE,

8% A
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secadm AT S LDKRT

secadm ZHE T AI21F, quit BL W exit ® 220 a~<r RBEHTE £,
Ctrl-D ¥—3—47 L ATH secadm & T T DI LN TEET,

HEOHRES L UEE

FEEE, EEFEM OV RY MY TY, O, FEEB IO —F =2 EEMfT 5
TWET, fEEL., SREENA RT3 7FT TR, a—F—T o T
VUl VAT ATEOOTFEICRDET, ko T, #HOFTEHE CTRIEEINT
WRWT T r— g LT, #2 Azl T2 AT FEd, M@Eiag, &
D2ODAVR—=F "NHY F9,

m FAT =7 b iPlanet Web — =72 EOT7 7V r— g VRIS LTD
LEEEORVWEETT,

| | :l*““}j_ 7777]7/}‘ %ﬂi@% ifﬁénuuﬁi‘bit)\?ytxﬂd‘f??aEI:EX%:’777 )
r—a IR L E T,

VZADTEBIT 1 D720 TR HEOERAEER LT, SEBICMmE O—fHox—
“j‘ TAHATY NERETHIELTEET, xR, 77V r—varna—+—
webserv TiE S L, HHMEBDOEICT 7 B AT 50BN H DA, T OHEIC
2= =T h 7k webserv BIEET DHLENH Y £97,

R D1ERL

FEIMOEK TIX, HEORVWEA T V27 FOKBMCKLERT L7 PV BIORT 7

AN, ZFOMOERZEL L ET, HEHIREIEKLT 51T, FEHEN

create realm I~ REMHHL T, BT 2BIOLBIZIETCTOILENDLD F
o BIERFLTOWAERKIZH MO LT, a~vwr REEFK T 51003, VAT L%

Eﬁ%@muuﬁﬁ)dégfﬁ‘ NRAT—FRDOANNZRDDL T a7 IBRERENTS,

UNIX ®O v AT LAEEED/RAT— K2 AN LET, RICHZRLET,

secadm> create realm=engineering
System Administrator Login Required
Login: root

Password:

Realm engineering successfully created.
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I, HRICEDLEEARIE T 2N TEET, =& 2, BBy
DOIFIEREMHOMEIREZREST S L HLAETT, T DOHA. fEIKIZIX finance
BEL W engineering & W I AHTZEFMITET, WICHIEZRLET,

secadm> create realm=finance

System Administrator Login Required
Login: root

Password:

Realm finance successfully created

REDEEEBDERTE

secadm TiX, 1EIZ 1 SOOIV —F—T v "N E2EHTE E
T, B L2 —Y—T I b EEIIFEAED I R T, RAUNGEIKEZ ®
WILHMENRNHY ET, WOFNIRT LT, set realm 2~ FEFEITL T,
AR L ET,

secadm> set realm=finance
secadm{finance}>

A B/IRT 5 &, secadm 7'r 7 MCHEEIN TR ENTERANRIINET,

BUITEOSEIR COMEEE K T T 28561, BUEOEEEIRICH LWMEZRET 50>,
WOREZMELET, BIEOIEEENEZ LT E/IIMRT 22 ik -T, £DE
OB SN TWA L — P —F - T AT A BE AT e /Ty FEnE
9, WITHlIE R LET,

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>
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EETHOI—HY—DER

TER Y % 22— —4 1%, Sun Crypto Accelerator 1000 R — KD K A A N2 TRk
SNFET, BELTND Web h——7" 1 EAD UNIX 2—H—4 L[FA—ThH H 4
HiIb Y EtA, 2—F—%fERT 280, ETHORBERELBINL T, VAT 25
HHETu A T H0ERHY £, RICHZRLET,

secadm> set realm=engineering
secadm{engineering}> su

System Administrator Login Required
Login: root

Password:

secadm{root@engineeringl}#

IS 2 —F =23 1 NRETLBERGET, §Hl4: nobody M T2 &, Amy b
T AINDOFREEEAKTEXET, ROBITIL, 8K engineering 12— —
nobody ZER L. £ 3-1 ® user@realm-name DEFTIHE - T
nobody@engineering {4 5 /AU — REHRELET,

secadm{rootl@engineering}# create user=nobody
Initial password:

Confirm password:

User nobody successfully created.

Web #— S—DRBIFFICRIEA (T S BRIC, 0/ RAD— REMERT20ERD Y &

j‘o

FE - ANLEARRATV—=FERATBMSERHY 4, RAT—FE2END L.
T 7B ATERI RV ET, AT —RE2ENTESG. ThEBRBETL2HELH
D FEHA,
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EED—ERT

show realm=realm-name 2~ > R&EFETT5H L&, FHEBICHETAERNL —ETERS
nEJ,

secadm> show realm
Realm Name
engineering
finance

BENDY SAND—ERTE

DY T AR, HENEA T V2 PRI —Y—T v~ RBEET— X EE
B 2 HEE IS 2 @8 E Y 2 — /LT, BIfE, Sun Crypto Accelerator 1000 ©
PAR— P ENTWHHEIBED 7 7 A%, SUNW_filesys 7217 TT, AR —FIh T
DT RTOFHEKD 7 7 A% —ETERRT HIZIX, showclass a~v >y FEEHALE
R

secadm> show class
Realm Class

TR D HIBR

delete realm 2~ NiZ, HIBRT 2EEOAFIZHRE L TEITT H &, HIRAHIER
TEFEd, Zoa~vr FE23TT5 L, HEMOBIREZHRT 572012, yes/no JEX

® secadm 7BV 7 M PRERINET, FIKOIERIE L RIS, Z0a~vr REFET
THRENS, VAT LEBRET U N CTOFRIDMLETT, £, FHF OEEILHE]
BRCTExE¥A, HE~OSHEMEHT 2121X. Web — R —FHHY—N— F7=

EZFOMBFEEIETAMNERHILEENH Y 9,
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V B EHIBRT S
1. secadm 1—F 4 U T4 —%EAL T, BEHAEHIKRLET.

secadm> delete realm=realm-name
Delete realm realm-name? [Y/N]: Y
System Administrator Login Required
Login: root

Password:

Realm realm-name deleted successfully.

TS & T, #BEMARL, YA MEADOT X TOBEMT —Z BHIFRS £,

A—H—ThOU FOEEELUVEE

a—H—=7h v ML, TV —3 3 % Sun Crypto Accelerator 1000 (238 &
NDHOFETT, £z, ZHIZE->T, 1 DOBEBNTRHEX T2 L6 TE
¥9, 1 50a—¥—=7H v FTHA ST, ZO—F =BT L TR
RESNTWRWT 7Y r—vay, £L3EPOaA—F—TRIESNLT 7Y Fr—
YarmblET 7B ATEE A, ZITHMT O3 FEFITT DT, fHlE
BIRL, VA7 LEHED secadmsu A~ FTEDFHEBIZE 74 LTV D LS
BV ET,

A—H—D1ERL
® createuser AV Y KREERITLT, 2—H—%FEHLET,

Z o< FiZit. create user=username DFER T —W—4 ZFET HMLEN
&) D i‘j‘o

secadm{rootl@engineering}# create user=username
Initial password:

Confirm password:

User username created successfully.

FE - ANLEARRATV—FERIATBLMSERHY 4, RAT—FE2END L.
BT 7B ATERLI RV ET, R —RE2ENTEEG. ThEBRBETL2HELH
D FEH A,
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A—H—D—EBEXRT

VAT LNEEEFE TN, EHENO 2 —Y—% B TERRTEET, VAT LEHE
1Z. showuser I~ REZEFTTAHIXLENHY £, ZDa~< FTHE, BHEER
SN TWAEBO2—F =R —E TR REINET,

showuser AY Y REEFTLET,

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

A—H—/RXRT—FDERE

secadm login a2~V F&ZFEA LT /A v L TWAa—YF—=7=Fn, FOa—P—
DINAT—REERERTEET, FLOSAT—RERET DT, BEDO AT — R
S TWAHMENRDY 7,

passwd AY Y F&EETLET,

secadm{uavnanm@raﬂnbnanw}> passwd

Enter current password:

Enter Password:

Confirm Password:

Password successfully changed for user username.

FAE - ANLTeRRT = RERZTEMERSY £4, RAUV—-FEELD L,
BT 78 ATERI RV ET, RNAV—FEENSLG. ZhEBRERT 2 HELS
nEHEA

A—HF—DFEMLE-FEDL

AT DEHET N METH, 2P AN E NI 5 D LA TEE
Fo FTANNTH, Fa— P IHDRRETIERS L ET,
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@ 1—Y—FhoY FEENZT HBEE. disable user=username AY > FE AN
LET,

secadm{root@engineering}# disable user=username
User is now disabled.

Wi — Y —T U N TORIEL, T_RTRIMLET, 2720, #2480
TbhEtA, 2=V =TI "BRFOENCRD L, TO2—F—2DEHT 5
TRTORIL, BIESNZT IV r—2 a3 k> THRT 7B AMRRIZRY £7°,

¢ 1—H—FHIU EFEHT HIHEEE. enable user=username AI > K& A A
LETS

secadm{root@engineering}# enable user=username
User is now enabled.

A—HF—0HIk
@ HIfRd 21— —%HELT deleteuser AV FEEFTLET,

VAT LEBREN, HIRT 22— =T h U NMERETOLENRDH Y £7,

Ioavry FEFETTL L, 2P —ICHES L8 ITHIRS N E T, 2=V —ZHIkR
THANS, Y AT HDEBEIK LT, #EBD7ZDH D yes/no JEARD secadm 7' m >
FRAFRENET,

secadm{root@engineering}# delete user=username
Delete user webserv? [Y/N]: y
User username deleted successfully.
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8% B

R=aT7ILR—=D

Z OfFHE T, Sun Crypto Accelerator 1000 ¥ 7 b U = T I ED~ =2 7 )L—

WICHOWTHEBA L ET,

=2 T AN —=UF, kOavy REFERL TR R TEET,

man -M /opt/SUNWconn/man page

#£B-1I2, HFHAGER~=2 T A= 2R UET,

% B-1 Sun Crypto Accelerator 1000 O~ == 7 /L_—

IZaT7IR=D

SiEA

cryptio(7d)

dca (7d)

kel (7d)

cryptio 7234 A R T A4 N, kI TV aH/A— T = THS{b
TIEITL—E~DT 7 AEHIELET,

cryptio RIANNZE, 77V r—varBIOI—NVT TA4T
VERRD LN —ERIIT VAT A0 ELINE Y T

rY7 = 7 RMETT,

dca TRA A RTA NG, #REhTWB =R =TT 7
EITL—F DT 7B RAEHETH Y —T RIA T,

dca RTIANZE, 77V r—varvBELOD—FNVT T4 T b
DD LN —ERZT 72T 500l EnzY 7k
T =T BMHETT,

kel TRA A RTA N, v AT ALy Mbaiizr — RAfRE7R

H—=FNET2a—NT, FrOEGIT O FT T A\ R—
FLET

kel RTANZE, 77U r—varBLOhI—FL7 747 b
DR SN — AT 7 AT 20 olEbanizy 7 &

7= 7 INEETT,
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% B-1 Sun Crypto Accelerator 1000 O~ == 7 /L~_— (fit X)

RZaTFTIR=D

FtBA

kepi (74)

secadm (1m)

secd (1m)

sslconfig(lm)

kepi TNA A RTANE, v AF ALy MMeE& i e — RafgeE#R
H—=HNVEY2a—/LT, PO TALT 0N 2D RT A &Y
R—hLET,

kepi RIANZIE, 77V = a VBRI =RV T 54T 2 b
WBROD BN Y —E AT 7 AT HbOBELEnY 7k
V= 7 INEETT,

secadm i, Sun Crypto Accelerator 1000 DEF#H 2 —7 ¢ V7 1 —
TY, secadm 2+ Ki%, Sun Crypto Accelerator 1000 (239 %
WRIB LT AT b #OT —FZX—2 2 FETHRIET 2581
AL ET,

secadm 1T, EEN LR S FREZBNET,

secd T—F VL, secadm T SV r— g LIx LT, FEHT /&
A —ERERME L ET,

sslconfig (X, Sun Crypto Accelerator 1000 D= —7 ¢ U
74 =TY,
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F8x C

Apache Web ¥ —/3—0 SSL 3%
T4LYOT4T

Z OfHTIE. Sun Crypto Accelerator 1000 ¥ 7 b ¥ =7 Zffi fj L T Apache Web
Y= N—=TSSLFR— FERETDODT 4 LI T4 THRLET, T4 L7
7 4 71& http.conf 7 7 A /MIEE L ET, #FMIL. Apache Web h—/—nD~
=27 EBRLTIIZEN,

1. SSLPassPhraseDialog exec:program
IVTRAL =L

ZOT 4 V7T 4 7L, FEE LT program #FEATLTHET 7 A VD/RAT — K&
IS % = & % Apache Web ¥ — —|Zi@n L £ 3, program (X, INEE L7252
U— FEREHI~HAOLET,

BROGET7 7 A VBIFEL, ZRHBEBOSAT — REFFOYEAIL, program
TR FITERE T (EESNE /SR T — RiL, program % FOVFE4T4 Sl
iZEhET),

program 1%, 2 DOGIEZHE L TIEITSNET, 1 DHDOGETY — =4 T,
servername:port DA THE L £7, =& 21X,

www. fictional-company.com:443 O X S IZHEE L ET (F— b 443 1%, SSL
N—=2D Web F— =T s 2 —RRAF—FTY), 2 5BD550%, #
7 7 A NOGEOFEH (keytype) TT . keytype 1Zi%. RSA F721% DSA O\ 4L
EHETEET,

F -0l TAF VAT AOREFICEITEIND D, TV —AR tty T
A ATRWERICHHILTE B (tty(Bc) DHFAEIL, BEIRT) L HICRFFL TS
A

tENn Wb 7 e/ J A /opt/SUNWeconn/crypto/bin/sslpassword I,
program DFEATHRETZ 7 A VL LTHEHATE £, 207 v/ 7 ATIEHEBHIC
NRAT—=ROANEZRD LT 07T ERRRINET, A LTZAT—RDR
RITIIE S E T,
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F72, 2D sslpassword 7R 7T AT, 77 AN RRAT — R HEIZ
MBFTLHZEHTEET, 2L, Web — —DEEBIRFIZ2—F — L DX E
EEES D5 A I S NET, #7 7 A LD/ ZAT — R,
/etc/apache/servername:port .keytype .pass &I HHID T 7 A LN THRE S
NEF, ZOT77ANANDFELZWEARIE, 7714V
/etc/apache/default.pass WEHINET, TNHDNNAT— T 7 A /LT
I, B EEN TV RN RRAT = RBRA->TWHET,

7 - Web —"\—%373 % UNIX 2 —H =721 B3N RA T — R 7 7 A L EFGEHIAD
HEINT, TIRAMETT 7 AN EREL TSN, Zoax—F— i3, HED
Apache ® User 74 L7 7T 4 7 TRESN TV L A—HF—LRE L THLLENRH Y

£7,

DT A VI T ATNIRESN T RWEARIE., T 74/ T, N0 a7
MEBAERSNET, VAT AREIRFORGEICHET 2 MEL FERET 21213, 7
7V hTiERL, BEEENTWD sslpassword 71 7T ADEH & BEID L

g‘t‘j‘o
2. SSLEngine (on|off)

IUTFXAL Tu— 0 FEARA R

ZOTF 4 VT 4 7%, SSL ' b VAR LY, W@mE .

DT 4

V7T 4 7, — DY — =T SSL 2 FTREIC T 2 7212, (RABAR A F T

ManEd, ROEAD, —RIICHEH S ET,

<VirtualHost _default_:443>
SSLEngine on
</VirtualHost>

SOLIE, H— b 443 (FEYED HTTPS H— 1) TR 2 T~ COH——T, SSL

EHATDLEIOCRELTCVET, T4 L7 7 4 TRRESNTORNVEA,

o haVET 740 hTETICRY £,
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3. SSLProtocol [+-]protocol
AVTHRALTr—rL KA R

ZDFAVIT 4T TR, =" —=NSSL F T oY AT e b
NEHFRELET, RC1IZ, HHAAER Y0 balrz—ETHRRLTHPALE
j‘o

* C-1 SSL 7'm h =

Joran Gk

SSTv2 T 8 % Netscape O fHIo SSL 7o b =11

SSLv3 SSL 7m R a L OEHFA—Ta v, <AL TWDHIFEALED
Web 77 7 T A — S TOET,

TLSv1 SSLv3 ICEH & M2 7= b D, B IETF THYELASHED bR T E
T SKRBIET T UHIC Lo THE— F SATOET,

all FTAToTE b an e

TIA(H) FREFIAT A FEEERLT, e barzBME3HRTE
F9, & 2F, SSLv2 DY AR — b EEHARTICT 256, ROXSICT 1 L2
TATEREELET,

SSLProtocol all -SSLv2

IO, WOXIITHRET LD LR UEKTT,

SSLProtocol +SSLv3 +TLSv1

4. SSLCipherSuite cipher-spec
aryFXxRAN S a—rr, FREBRZA M, T4 L2 FU, .htaccess

SSLCipherSuite 7 L' 27 7 ¢ 7%, il A7 SSL D535 K OV SENANE & 5 i
THEDIHEALES, ZFr—ar T XA MEIMEEARA a7 F 2 b
TiE. ZOT A VI T 4 73RO SSL A~y Ky z—7 Tl ShET, T4 L
J MY ZTEoarTXANTIE, ARIMERSEFHTH7-0I12, SSL OF I
V=g YABBIRICAIT DR E T, BRI v —va i BRAEAIA TR
Todp & T, INBEDREE SN DRNCETINET,
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cipher-spec 1213, & C2 IS a, an TP > THRELET, £ C2
T. DH /% Diffie-Hellman %, DSS (% Digital Signature Standard z## L £,

% C-2 i W 6E7 SSL DK 5
52T Jobrall BOXHE EiH EE1E MAC L]
DES-CBC3-SHA SSLv3 RSA RSA 3DES (168 £~ )  SHALl
DES-CBC3-MD5 SSLv2 RSA RSA 3DES (168 £~ ) MDb
RC4-SHA SSLv3 RSA RSA ARCFOUR SHA1
(128 &> 1)
RC4-MD5 SSLv3 RSA RSA ARCFOUR MD5
(128 £ 1)
RC4-MD5 SSLv2 RSA RSA ARCFOUR MD5
(128 &> 1)
RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO
(128 £ 1)
DES-CBC-SHA SSLv3 RSA RSA DES (56 £ >~ ) SHA1
RC4-64-MD5 SSLv2 RSA RSA ARCFOUR MD5
64 v 1)
DES-CBC-MD5 SSLv2 RSA RSA DES (56 £~ ) MD5
EXP-DES-CBC-SHA SSLv3 RSA (512 £ v 1) RSA DES (40 £ ) SHA1 @@
EXP-RC2-CBC-MD5 SSLv2 RSA (512 £ v 1) RSA ARCTWO SHA1 @i
(40 v 1)
EXP-RC2-CBC-MD5 SSLv3 RSA (512 £~ 1) RSA ARCTWO SHA1 i
(40 v v 1)
EXP-RC4-MD5 SSLv3 RSA (512 £ v 1) RSA ARCFOUR MD5 i
(40 v 1)
EXP-RC4-MD5 SSLv2 RSA (512 £v ) RSA ARCFOUR MD5 i
(40 £ v b)
NULL-SHA SSLv3 RSA RSA 2L SHA1
NULL-MD5 SSLv3 RSA RSA 2L MD5
ADH-DES-CBC3-SHA SSLv3 DH L 3DES (168 £~ )  SHA1
ADH-DES-CBC-SHA SSLv3 DH L DES (56 £ > ) SHA1
ADH-RC4-MD5 SSLv3 DH L ARCFOUR MD5
(128 £ 1)
EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES (168 £~ )  SHALl
EDH-DSS-DES-CBC3-SHA SSLv3 DH DSS 3DES (168 £~ 1)  SHA1
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% C-2 il AT BE 7% SSL D75 (fE &)
55T Jobkall BOXH B ES 1 MAC &%
EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (56 £ >~ ) SHA1
EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES (56 £ >~ ) SHA1
EXP-EDH-RSA-DES-CBC-SHA  SSLv3 DHGI2 > k) RSA  DESM0t v 1) SHA1 Wit
EXP-EDH-DSS-DES-CBC-SHA SSLv3 DH (512 &> k) DSS DES (40 £ ) SHA1l  #H
EXP-ADH-DES-CBC-SHA SSLv3 DH (512 £ ) L DES (40 £~ 1) SHA1 @i
EXP-ADH-RC4-MD5 SSLv3 DH(G12 vy ) 2L ARCFOUR MD5 gy H
(40 v v 1)
HZC3IZ, v~/ aDLOITKEEZ I N—TbT OIS N DA Z R L E
7%

% C-3 SSL O #14

g 5t B

SSLv2 SSL X—Y 3 2.0 DT RTORH

SSLv3 SSL N—T 3 3.0 DFT X TOK =

EXP A7 L — RO+ ToORES

EXPORT40 40 vy FOTRTOEHARKS

EXPORT56 56 £ b OFT T O AR5

LOW HE DK\ S (DES, 40 B v  RC4)

MEDIUM 128 By hOFTRTORS

HIGH Triple DES Z 5 2 XCORE 5

RSA RSA #4223 2T~ TOlE 5

DH Diffie-Hellman $#2#2 % 32 X COWE %

EDH Ephemeral Diffie-Hellman #2842 % 5 H1 9~ 2 3~ TOWE 5

ADH &4 @ Diffie-Hellman $##52#i 4 i 32 X COR 5

DSS DSS REREZ T 2 T~ T o5

NULL L E2 R L7203 R T o5
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5 OBESEIARLIE, R C4 IR TRR LT EMEN L TRETEET,

% C-4 W 5 DR SENANL 2 3R E 9 % Rk L7

XF Bl

i

+

E7 L U A MTHF B &8N

U A b b eI 5 2 HIER (FUHEMTE Z20)
U A MIWESZBML, BIEONBEIZBE (BRI T 25 5 THEM:

U A PGSR (O X MBINTE D)

cipher-spec DT 7 # /v MiEZRIZR LET,
SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM: +LOW: +SSLv2 : +EXP
T 7 v N TR, B4 O GRIEES TV Diffie-Hellman LAt D4R TCT DK

REESNTOET, “OHFT, £3 ARCFOUR 3 L U8 RSA I LHED 52 5
. BN L— R BIEN Y L— RONEICH B33 E STV ET,

. SSLCertificateFile file

AUTXAL Ta—s 0 FEARA R

ZOT 4 VIT 4 TE, —3—D PEM H 5K D X509 FEAET 7 A /L ONAL
BEXEELET,

. SSLCertificateKeyFile file

AUTHFALN Za— b AR A B

ZDOF 4 V7T 4 7%, SSLCertificateFile &4 L7 T 4 7 CRESNT-FF
BECKISET D, —3—0 PEM F5ALIEROIEAREE T 7 A VO EZIEE L
ij‘o

SSLCertificateChainFile file
AVTHRAL T u—rb ARAER A B

IOF AV T 4 Tk P S OFERE S 2 B AR 5, PEM LB OGE
AEREEINTZ 7 7 ANVONEBEERELET, 20T 4V T 47 E2HHT5
L. V= R—DFEHAEN Y TA T FRREBTIRGERIC L o TEESA SN
HLOTRWERIZ, 77472 MLV —R_"—DEHEORBIEEZT 5 Z &0
TEET,

7 I 47T v M&GE (SSLVerifyClient) 2MEM SN 554, EEHNOFEAZEIX,
74T MNBREEE LTCHAR E ARSI NET,

. SSLCACertificateFile file

AUTFXAL T u—s 0 FEARA R
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DT 4 LT 4 71k, §RGEE (CA) OFEEY X MBRESINT T 7 4 LV OALE
ERELET, 7947 MBS S ET,

9. SSLCARevocationFile file
AVTHRAL T u—r00 RAER A B

DT 4V I T 4 71F, CAOFEHERVIELY A SRR ESNTZT 7 A VDN EE
BELET, 7947 FRANCHER SN E T,

10. sSLverifyClient level
arFFxAL S u—rr, RERA R, T4 L7 MU, .htaccess

ZOTA VI T 47 =TT D7 TA T PORIELFEE L £ (@
W, eaw—A7 7V r—varyTILbEL) FEAR, EPOT TV r—a v
THEHENET),

# C-512, level DExE TR LE T,

%* C-5 SSL D7 S AT > N OMEE L1

LRI e

none 74T FOFGEREIILER L

optional T IA TV MIANRAERNLERBENH S

require 7747 2 MIARRAEAEDS L

optional_no_ca T4 T MIGEHERMLERZENS D08, A TH D437
W

B, none £721% require WA EINET, T 7 4/ hOEEIL, none TT,
11. ssLverifyDepth depth
aVFFxAL S u—rr, RERA R, T4 L7 MU, .htaccess

DT A4 VIT 47N, 7 T4 7T bOFERAZEICK LT — =033 R[5 FEH
EHEORKOWESERELET, H 01X, HOBLAMNEIEHEZTINATH
DBIEEEWL, 11X, 7747 FiEHZED SSLCACertificateFile 47
LTH—R—RNEERBLTNE CAICL>TEAINANLERS D Z L 2B
LET, H2UENEESNZHEEX. CAORETEFAILET,

12. sSLLog filename
IUTXAL T — 0 FEARA R

ZOT 4 v T 4 7%, SSLEAOERPFEEREND0 ST 7 AV EEELE
T;qo :@:714 1/7%/{775?*573:21/7&1/\&\ -'7‘—‘\72_/]/ }\——ch:\ SSLL ﬁ@‘fﬁi&biﬁﬂ
FRSNEHE A,
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13. SSLLogLevel level
AUTXAL T u— 0 FEARA R

DT AVIT 47, SSLuZ 7 v A MICREEEINAIEROFEMSZBEL
4, # C-6 12, level DIEERLET,

* C-6 SSL v 7 L ~L D

& 5% BA

none LR L2V, 722l =7 —A v E—VIEHED Apache =57 — 1
Tk EESND,

warn B v — U h AT

info HHA v E—VEET

trace BE A Y-V EETe

debug TR T A =T kEL

14. SSLOptions [+-] option
aFX AN a—r L, fRAER A B %‘\4 L7 FU. .htaccess

IDF4VIT 4T T, T4V 27 U ZTEIZSSL ETHOL v g VEREL
E M ﬁfya/@ﬁafﬁxcaﬁ%%ﬁiékﬁf@&ﬁ_EMén ~A )
7< ()ﬁ%%ﬁ T35 LEHEORENOHIBRSNET, B+ TS varvezT L7

WHEHAT S E, bo L LREN AT v arRnEHEShET (b4
yayﬁvﬂﬁéﬂiﬁhk

#C7lc, AT ar&ERrLET,

%= C-7 A ATHE R SSL DA 7> 3 >

%u;

AF7vay B

StdEnvVars SSL IZ B9 B =Y 7 CGL/SSI B AR OB ER S NE T, =
DA T a ik, HREICEEE 52 FT,

ExportCertData BB 25 %% SSL_SERVER_CERT ¥ & (" SSL_CLIENT_CERT,
SSI_CLIENT_CERT_CHAIN# (n=0,1,..) A=/ AKX — b3 FET,
INLOEKIZIZ, 7747 PO —"—Zxt9 % PEM £ 5
LR ENEENE T,

FakeBasichAuth 7 747 v MEWEOHM A (DN) 23 HTTP O HARRGE = — ¥ —4,
’ﬁ*ﬁ'\sﬂ [T%:I{J\E,JJ WCRREEDM TN E T, Tl k- T, SSL
77/(77/ }\uL‘uJ‘.E%f'fiﬁﬁL/T L '})L /\X'j“‘}‘@)\j]%‘f;k&)
P, HEHED Apache 7 7 & Al fﬁﬂ’f%%*%%ﬁiﬁﬁf‘% E
Apache NAT—=RZ7 7 A LD NHD2—H =D b VITIE
B EAL SN2 T — R xxj312MTZzkVA ZEHAT 20N H 0 £
7, ZhiE, Tpassword] ZHEH1k (crypt(3c) Lizb D TT,
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®C-7  fMWHEEZR SSL OA T v a v (ki)

7T ay 5B

StrictRequire SSLRequireSSL & WS 2 satisfy Any 72 EDIENDT 1 L
IT 4T WHDBEHAETYH, SSLRequireSSL IZ L » CTHEARENT
JEREEIELET,

15. SSLRequireSSL
aFX AN F L7 MY, .htaccess

DT 4 V7T 4 71, HTTPS BMEH SN2 WBEIZRY . HEDT 1 L7 b
NDT IR RAERILELEST, ZOFT 47T 471, FRIESNTWRWT 7k X
EREREEILENTWARWT 7B RICEoTTF 4 L7 FUONEZEHTE 54k
RRIZAR > TWEEERED, Boloi izt 2720 EH L £,
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$8xD

Sun Crypto Accelerator 1000 7R—
TEHERTLST7 IV —2 a3 DEE

Z DO TIE. Sun Crypto Accelerator 1000 (2832 Y 7 b7 = 7IZHOWTEH L
F9, 2OV 7 7 =7 X, Sun Crypto Accelerator 1000 R — R D5k X7z 51k
HreZFIH 3% OpenSSL BT 7'V r— a V EHET H7-OIEHTE T,
ZDAUNANFEDR, TTO OpenSSL 77U r— a2 IR L THIRTH D
EIXBR Y FH A, TR EIEIHIRIIC, OpenSSL DIEMET A 75 U THEET 5 kb
HY E7, OpenSSL DIFEHET A 77 VX, www.openssl.org 64U m— KT
=FET,

¥ — Sun Crypto Accelerator 1000 ¥ 7 bV = 7B LU= R =7 2T 257 7
Vr—a o OMEICET S HIE, BURO £ FERFECRES A THES, 2o
mD—fE LTERICHR—FIND2bDTEHY A, ZOHERIL. Z3BDOLD
SRR L TOWETA, REEH Y F¥A, FORI R+ 25V ) a—2a PR
BEEIE. TALICBWEDE S TZE,

®ANT SUNWerysl Ny r—V% A4 VA =V T ARERHY 4, 2Oy Fr—Y
WZiE, BN X —T 7 ANBIRTA T T I NREENTWHET,

TV r—vaid, avRA T 75 77T,
/opt/SUNWconn/crypto/include @ OpenSSL ~ v &4 —Z F57E L TS 5 0B
N ET,

-I /opt/SUNWconn/crypto/include
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T, VU= YR T AT T ~OSRERETHILERHY T, 1AL
@ OpenSSL DT 7V r—3 a3 %, libcrypto.a 38X W libssl.a 747 7
VoOELonERIImMFE2RLET, Voo TA 77V LIEETHILERD
DET, Voh—7770F, ROLIITHRELET,

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -1lssl -lcryptography -lnvpair
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F8xE

Sun Crypto Accelerator 1000 7R— F
D L4k

Z OftxTlX, Sun Crypto Accelerator 1000 7R — R % & & & 2RO EIC
DVTHALET, ZOMEKE, ROBTHRSLET,

m 83— W7~

B84 RX=TD [T 2—ADMHE]
m 84— [EFEM

m 85 X—T [BREEAAR)

W38 B 7 ~T 5k

& E-1 W72~

~Hik KEREE A—hILERER
k& 6.875 1 »F 174.625 mm
e, 42 A4 »F 106.680 mm
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A BT —ADEH

x E-2 A BT 2 — ADfEE

HERE Tk

PCl 7 avr 33 MHz % 7213 66 MHz

ARARN 72— 33MHz £721366 MHz D7 v/ L—hEBLXWN33V E£72IE5VD
2 w|HEYHR— T2 PCL21

PCI O3 A g 2 by hEiT 64y b

BIREH

% E-3 RPN

fi BT
USSP T 0WesV
700mW @33V
T 5V +/-5%
33V +/-5%
BIERF 2A@18V
150 mA @33V
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IR TR

= E-4 BRETILAR

s BB D45 REBOMLEK
R 0 ~ 70°C (32 ~ 160°F) -65 ~ +150°C (-85 ~ 300°F)
FEDSRITYES 5~ 85 % fE@Eoienwz b 0~ 95 % FEBED/RNZ &

f$8% E  Sun Crypto Accelerator 1000 /R— KD t# 85



86 Sun Crypto Accelerator 1000 R— F/A— 32 11 A VXA =LY =2 7))L » 2002457 A



FExF

YN DZA R

ZOFEETIR, VUSRS E =k B Y T R 2T OEERBL YT A RO
WCHALET, 4 T2V 7 b7 2fHATIEIE. 2SI BERDHY F
‘j‘o

OpenSSL D54 2 ADERE

OpenSSL O —/L% v ME, 25D T7 A L ZDHKI TIZH Y, OpenSSL 7 1 &
ABIOAY VF VD SSLeay 7 A £ ADW S OFEENEBESNET, ZDbL
W2, EBEOIFA v AXEETE#HLET, 2022507 1AL, EFEIZIE BSD
WADA—T Y —=2T7 48 A TH, OpenSSL DT A & XIZHET HMERH 5
YA 1E. openssl-core@openssl.org IZBEIWEbLE L ZE W,

OpenSSL License
Copyright (c) 1998-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact openssl-core@openssl.org.
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5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT " AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(h@cryptsoft.com).

Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are aheared to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The
SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (th@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are
not to be removed.

If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the form of a textual message
at program startup or in documentation (online or textual) provided with the
package.

88 Sun Crypto Accelerator 1000 R— F/A— 32 11 A VXA =LY =2 7))L » 2002457 A



Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgement: "This product includes cryptographic software
written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic’ can be left
out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement: "This
product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG TAS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative
of this code cannot be changed. i.e. this code cannot simply be copied and put under
another distribution licence [including the GNU Public Licence.]

“Jan Fleming was a UNIX fan!
How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

- Unknown
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MOD_SSL D542 R

mod_ssl /Sy A7 —213, BSD BERD TG A o ZADEII T CRAINEZDT, —7F
VYA T N2 TIZEINET, BT A B R ERIL, RO LB T,

Copyright (c) 1998-2000 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

4. The names "mod_ssl" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission,
please contact rse@engelschall.com.

5. Products derived from this software may not be called "mod_ssl" nor may
"mod_ssl" appear in their names without prior written permission of Ralf S.
Engelschall.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALF S.
ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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