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Welcome and Overview

Welcome to Sun Advanced Lights Out
Manager (ALOM)

Sun™ Advanced Lights Out Manager (ALOM) is a system controller that |ets you remotely manage and
administer your server.

The ALOM software comes preinstalled on your host server. Therefore, ALOM works as soon as you
install and power on the server. Y ou can then customize ALOM to work with your particular installation.

ALOM enables you to monitor and control your server over a network, or by using a dedicated serial port
for connection to aterminal or terminal server. ALOM provides a command-line interface that you can

use to remotely administer geographically distributed or physically inaccessible machines.

In addition, ALOM enables you to run diagnostics (such as POST) remotely that would otherwise require
physical proximity to the server's serial port. Y ou can aso configure ALOM to send email alerts of
hardware failures, hardware warnings, and other events related to the server or to ALOM.

The ALOM circuitry runs independently of the server, using the server's standby power. Therefore,
ALOM firmware and software continue to function when the server operating system goes offline or
when the server is powered off.

Here are some components that ALOM can monitor.

What ALOM Monitors

Component

M onitor ed What ALOM Reveals

Disk drives Whether each slot has a drive present, and whether it reports OK status

Fans Whether afan is present, fan speed, and whether the fans report OK status.
Whether a CPU is present, the temperature measured at the CPU, and any

CPUs . : .
thermal warning or failure conditions

Power supplies Whether each bay has a power supply present, and whether it reports OK status
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System enclosure  |System ambient temperature, as well as any enclosure thermal warning or failure
temperature conditions

Circuit breakersand |Whether circuit breakers have been tripped, and whether correct voltages are
voltages reported

Server front panel  |Operation mode switch position and status of LEDs

Voltages Whether voltages are within operating range.

Alarm port Status of the alarm port
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Using Help

Using Help

ALOM Help describes how to use the Sun™ Advanced Lights Out Manager software that isinstalled on
your Sun Fire™ server. For detailed information about setting up an ALOM console on your server, see
the Installation Guide and the Administration Guide that shipped with your server.

ALOM Help is an easy-to-use, browser-based help system. Y ou can run ALOM Help directly from the
Documentation CD that shipped with your Sun Fire server, from the Sun documentation portal at
http://ww. sun. coml docunent at i on, or from alocal web server. For the latest updates to ALOM
Help, seehttp://ww. sun. coml docunent ati on.

Requirements
To run ALOM Help, you need the following software.
Type of

Software
Web browser |ALOM Help works with the following web browsers:

Version or Configuration

. Netscape 4.79 and 7.0 (Solaris™, Windows, Linux)
« Microsoft Internet Explorer 5.x and 6.x (Windows)
. Mozillal.x (Solaris, Windows, Linux)

. Opera6.x and 7.x (Windows)

JavaScript™  |ALOM Help works with the most popular versions of JavaScript: Version 1.2 and
Version 1.3.

Java™* Java Virtual Machine 1.2 or other compatible version.

* Required only for full-text search in English, French, German, Italian, Spanish, or Swedish

Navigation and Session Information Controls

All ALOM Help topics have a control bar at the top of the content area. Each control launches a specific

hel per application that lets you navigate between topics, provide feedback to Sun, or display information
about your current ALOM Help session.
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Using Help

Control

Function
| con

Opens a pop-up browser window containing a graphical table of contents for ALOM
Help. Use this graphical table of contents to browse the conceptual, procedural, and
reference help topics.

Opens a pop-up browser window that lets you search ALOM Help topics. For customers
using ALOM Help in English, French, German, Italian, Spanish, or Swedish, ALOM Help
supports full-text search. For customers using ALOM Help in Japanese, Korean,
Traditional Chinese, or Simplified Chinese, ALOM Help supports key word search.

o

Opens a pop-up browser window containing information about sending feedback to Sun
about ALOM Help.

I

Opens a pop-up dialog box that displays information about your current version of ALOM
? Help, your current ALOM Help session, and your browser configuration. Open this dialog
box if you need to contact Sun technical support about ALOM Help.

Related Information

At the bottom of the content area you can view links to related ALOM Help topics. By default, the list of
links to related topicsis "collapsed” under a control icon. Click the control icon to expand or collapse the
list of related help topics.

Control

Function
| con

Expands the list of related help topics.
Collapsesthe list of related help topics.

Known Limitations

If you routinely load sophisticated web pages in your browser or routinely run Java or JavaScript
applications, you will find ALOM Help to be awell-behaved application on your desktop. That said,
there are several known limitations to the way ALOM Help performs on all supported browsers,
operating environments, versions of Java, versions of JavaScript, and locales.

Operating

Environment(s) L imitation

Language(s) |Browser(s)
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English,
French,
German,
Italian,
Spanish,
Swedish
English,
French,
German,
Italian,
Spanish,
Swedish

Japanese

All

All

Netscape
4.79

Netscape
4.79

All

All

Netscape
4.79

Solaris

Solaris

Solaris, Windows

All

Solaris, Windows

If you copy along string from aweb page and paste it
into the full-text search input box, Netscape may
crash.

If you are running ALOM Help over abusy LAN and
you enter a common word such as "the" or "command"
or "ALOM" in the full-text search input box, the Java
search applet may time out before it completes
searching all ALOM Help fileson the LAN.

If you click the "Browser Test" link on the ALOM
Help home page (i ndex. ht m ), your browser may fail
to open the pop-up window or your browser may
display some garbled output in that window.

Certain browsers and browser plug-ins can block pop-
up windows. To take advantage of the navigation and
functions described above, you must enable pop-up
windows in your browser. If you cannot enable pop-up
windows on a shared network copy of your browser,
try clicking a second time the icon or button in Help
that normally launches the pop-up window.

Netscape 4.79 users will not see the "Related
Information" controls for expanding and collapsing the
list of related help topics. Netscape 4.79 hasabug in
its implementation of the DOM (Document Object
Model) that preventsit from supporting HTML
divisions correctly. Netscape 4.79 users of ALOM
Help see dl the "Related Information” links without
the controls for expanding and collapsing the list.
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ALOM Overview

The ALOM software comes preinstalled on your host server. Therefore, ALOM works as soon as you
install and power on the server. Y ou can connect an external ASCII terminal to the serial management
port (SERIAL MGT) and start using ALOM right away without needing to configure the ALOM
software. For more information about connecting an external terminal, refer to the Installation Guide that
came with your host server.

Y ou can use the ALOM software to monitor the host server in which the ALOM hardware isinstalled.
This means that you can monitor only the host server, but not other servers on the network. Multiple
users can monitor the host server, but only one user at atime can issue any commands that require
permissions. The other connections are read-only; they may issue commands that allow them to view the
system console and ALOM output, but they may not change any settings.

When you first apply power to the server, ALOM automatically begins monitoring the system and
displaying output to the system console using the preconfigured default account. The default account is
calledadm n, and hasfull (cuar ) permissions.

Tologinto ALOM and to specify apassword for adm n, perform the following step:

. Atthe ALOM command prompt (sc>), type the passwor d command and then specify a
password for theadm n account.

If you do not log in before ALOM times out, ALOM reverts to the system console and displays
the following message:

Enter #. to return to ALOM

If desired, after you log in to ALOM, you can customize ALOM to work with your particular installation.

Y ou can now perform some common administrative tasks, such as adding ALOM user accounts.

Common ALOM tasks
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Copyright

Copyright 2004 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All
rights reserved.

Sun Microsystems, Inc. has intellectual property rights relating to technology embodied in the product
that is described in this document. In particular, and without limitation, these intellectual property rights
may include one or more of the U.S. patents listed at http://www.sun.com/patents and one or more

additional patents or pending patent applicationsin the U.S. and in other countries.

This document and the product to which it pertains are distributed under licenses restricting their use,
copying, distribution, and decompilation. No part of the product or of this document may be reproduced
in any form by any means without prior written authorization of Sun and itslicensors, if any.

Third-party software, including font technology, is copyrighted and licensed from Sun suppliers.

Parts of the product may be derived from Berkeley BSD systems, licensed from the University of
Cadlifornia. UNIX isaregistered trademark in the U.S. and in other countries, exclusively licensed
through X/Open Company, Ltd.

Sun, Sun Microsystems, the Sun logo, Sun Fire, Solaris, VIS, Sun StorEdge, Solstice DiskSuite, Java,
JavaScript, OpenBoot, SunV TS, and the Solaris logo are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries.

All SPARC trademarks are used under license and are trademarks or registered trademarks of SPARC
International, Inc. in the U.S. and other countries. Products bearing SPARC trademarks are based upon
an architecture developed by Sun Microsystems, Inc.

The OPEN LOOK and Sun™ Graphical User Interface was developed by Sun Microsystems, Inc. for its
users and licensees. Sun acknowledges the pioneering efforts of Xerox in researching and developing the
concept of visual or graphical user interfaces for the computer industry. Sun holds a non-exclusive
license from Xerox to the Xerox Graphical User Interface, which license also covers Sun's licensees who
implement OPEN LOOK GUIs and otherwise comply with Sun's written license agreements.

Federal Acquisitions: Commercial Software-- Government Users Subject to Standard License Terms and
Conditions.

DOCUMENTATION ISPROVIDED "ASIS' AND ALL EXPRESS OR IMPLIED CONDITIONS,
REPRESENTATIONS AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT,
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ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE
LEGALLY INVALID.

Copyright 2004 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, Etats-
Unis. Tous droits réservés.

Sun Microsystems, Inc. ales droits de propriéte intellectuel s relatants a la technol ogie incorporée dans le
produit qui est décrit dans ce document. En particulier, et sanslalimitation, ces droits de propriété
intellectuel s peuvent inclure un ou plus des brevets américains enumeérés a http://www.sun.com/patents et

un ou les brevets plus supplémentaires ou les applications de brevet en attente dans les Etats-Unis et dans
les autres pays.

Ce produit ou document est protége par un copyright et distribué avec des licences qui en restreignent
I'utilisation, la copie, ladistribution, et la décompilation. Aucune partie de ce produit ou document ne
peut étre reproduite sous aucune forme, parquelque moyen que ce soit, sans I'autorisation préalable et
écrite de Sun et de ses bailleurs de licence, Sil y ena.

Lelogiciel détenu par destiers, et qui comprend la technologie relative aux polices de caractéres, est
protégé par un copyright et licencié par des fournisseurs de Sun.

Des parties de ce produit pourront étre dérivees des systemes Berkeley BSD licenciés par I'Université de
Cdlifornie. UNIX est une marque déposée aux Etats-Unis et dans d'autres pays et licenciée exclusivement
par X/Open Company, Ltd.

Sun, Sun Microsystems, le logo Sun, Sun Fire, Solaris, VIS, Sun StorEdge, Solstice DiskSuite, Java,
JavaScript, OpenBoot, SunV TS, et le logo Solaris sont des marques de fabrique ou des margques déposees
de Sun Microsystems, Inc. aux Etats-Unis et dans d'autres pays.

Toutes les marques SPARC sont utilisées sous licence et sont des marques de fabrique ou des marques
déposées de SPARC International, Inc. aux Etats-Unis et dans d'autres pays. Les produits protant les
marques SPARC sont basés sur une architecture développée par Sun Microsystems, Inc.

L 'interface d'utilisation graphique OPEN LOOK et Sun™ a été développée par Sun Microsystems, Inc.
pour ses utilisateurs et licenciés. Sun reconnait les efforts de pionniers de Xerox pour larecherche et le
développment du concept des interfaces d'utilisation visuelle ou graphique pour I'industrie de
I'informatigue. Sun détient une license non exclusive do Xerox sur I'interface d'utilisation graphique
Xerox, cette licence couvrant également les licenciées de Sun qui mettent en place l'interface d
‘'utilisation graphique OPEN LOOK et qui en outre se conforment aux licences écrites de Sun.

LA DOCUMENTATION EST FOURNIE "EN L'ETAT" ET TOUTES AUTRES CONDITIONS,
DECLARATIONS ET GARANTIES EXPRESSES OU TACITES SONT FORMELLEMENT
EXCLUES, DANS LA MESURE AUTORISEE PAR LA LOI APPLICABLE, Y COMPRIS
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NOTAMMENT TOUTE GARANTIE IMPLICITE RELATIVE A LA QUALITE MARCHANDE, A
L'APTITUDE A UNE UTILISATION PARTICULIERE OU A L'ABSENCE DE CONTREFACON.
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Basic UNIX Commands and Procedures

ALOM Online Help does not contain information about basic UNIX commands and procedures, such as
shutting down the system, booting the system, or configuring devices. For information about these topics
and other basic UNIX information, refer to the following documentation:

. Solaris Handbook for Sun Peripherals
« Online documentation for the Solaris operating environment
. Other software documentation that you received with your system

Accessing Sun documentation

System prompts
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System Prompts

The following system prompts are used in ALOM Online Help.

Type of Prompt Prompt

C shell machine-name%
C shell superuser machine-namet#
Bourne and Korn shells $

Bourne and Korn shell superuser  |#

ALOM system controller sc>

OpenBoot PROM firmware ok

Basic UNIX commands and procedures
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Related Documentation

For more information about how ALOM works with your host server, refer to the documentation that
came with your host server.

The following documentation provides information about how to perform certain tasks related to ALOM.

Task Title
SUNVTS User's Guide

UNVTS Quick Reference Guide

Performing diagnostictests |\ rr Teqt Reference Manual

Sun Management Center Software User's Guide

Solaris System Administrator Guide

System and network
administration SPARC: Installing Solaris Software

Using the operating

) Solaris User's Guide
environment software

Y ou can find the documentation listed above in the Solaris documentation package included with the
Solaris operating environment, or on the Computer Systems Supplement CD included with your system
hardware.

The man pages for the scadmcommand are on the Solaris 8 HW 7/03 Supplement CD in the following
directory:

/ cdrom sol ari s8 _hw0703 _suppcd#1/ Man_Page_ Suppl enent / Product

To load these man pages, use the pkgadd command and specify the package named SUNW 8hwran.
The Solaris 8 HW Specific Additions On-line Man Pages will be loaded. For additional information,
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refer to the instructions included with the Supplement CD and to the Solaris Operating Environment
MediaKit.

In addition, you can find Sun system documentation, Solaris documentation, and other related
documentation online at the following Web site:

http://ww. sun. coml docunent ati on

Accessing Sun documentation
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Accessing Sun Documentation

Accessing Sun Documentation

Y ou can view, print, or purchase a broad selection of Sun documentation, including localized versions,
at:

http://ww. sun. com docunent ati on

Accessing ALOM Documentation

Y ou can find the ALOM online documentation in the following locations:

. On the platform Documentation CD that came with your server
« Ontheproduct Web siteat htt p: / / www. Sun. com
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For More Information

For More Information

Accessing Sun documentation

Basic UNIX commands and procedures

Fault and failure terminology

Related documentation
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Sun Welcomes Your Comments

Sunisinterested in improving its documentation and welcomes your comments and suggestions. To send
feedback on atopic in this online help system, click on the envelope icon. This opens an email window
in your web browser. Compose your feedback and click Send to send your feedback to Sun.

Y ou can also send your general documentation comments to Sun at:

http://ww. sun. coml hwdocs/ f eedback

Please include the title of your document and the part number with your feedback:

Sun Advanced Lights Out Manager (ALOM) 1.x Online Help, Part Number 817-XXXX-XX
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Fault and Failure Terminology

Fault and Failure Terminology

All Sun servers show two operational states that you can view and monitor using ALOM: ok and
fail edorfail ure. Some servers have an additional operational state: f aul t . This section explains
the differences between thef aul t stateand thef ai | ed state.

Fault State

A faul t indicatesthat adeviceis operating in a degraded state, but the deviceis still fully operational.
Dueto this degradation, the device might not be as reliable as a device that does not show afault, but it is
till ableto perform its primary function.

For example, a power supply showsaf aul t state when an internal fan has failed. However, the power
supply can still provide regulated power as long as its temperature does not exceed the critical threshold.
Inthisf aul t state, the power supply might not be able to function indefinitely, depending on the
temperature, load, and efficiency. Therefore, it is not asreliable as a non-faulted power supply.

Falled State

A f ai | ur e indicates that adeviceisno longer operational as required by the system. A device fails due
to some critical fault condition or combination of fault conditions. When adevice entersaf ai | ed state,
it ceases to function and is no longer available as a system resource.

Using the example of the power supply, the power supply is considered failed when it ceases to provide
regulated power.
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Platform-Specific Information

Platform-Specific Information

This ALOM release supports the following platforms:

. Netra 240 server
. Netra440 server
. Sun Fire V210 server
« Sun Fire V240 server
« Sun Fire V250 server
« Sun Fire V440 server

Keyswitch / Operation Mode Switch

The Sun Fire V210 server does not have afront panel keyswitch. The Sun Fire V240 and V440 servers
do have keyswitches. The Sun Fire V250 server has an operation mode switch on the front panel, which
supports the same functionality as the keyswitch but does not require akey to operate. The Netra 240
server and Netra 440 server have arotary switch. Before you update the ALOM firmware using either the
fl ashupdat e or scadmdownl oad command, make sure that the rotary switch, keyswitch, or

operation mode switch is set to the Normal position or unlocked position (Netra 240, Netra 440).

For more information, refer to the Administration Guide for your server.

ALOM System Controller Card

On the Sun Fire V210 and V240 servers, the ALOM hardware is an integral component of the server's
motherboard.

On the Sun Fire V440 server, the ALOM hardware consists of a discrete system controller card. The card
plugs into a dedicated slot on the server's motherboard. The serial management (SERIAL MGT) and
network management (NET MGT) ports are located on the back of the card, and can be accessed from
the back of the server.

On the Sun Fire V250 server, the ALOM hardware consists of the system controller card located above
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the PCI dots. The serial management (SERIAL MGT) and network management (NET MGT) ports are
located on the rear of the ALOM card and can be accessed from the rear of the server.

System Configuration Card

The system configuration card (SCC) stores important information for the host server, including network
and OpenBoot™ PROM information, and ALOM user and configuration data. If your host server fails
and needs to be replaced, you can migrate the SCC from the server to a new server. The new server starts
up using the original server's configuration data. This minimizes downtime and removes the need to
completely configure the new server.

ALOM interacts with the SCC as follows:

. If the SCCisnot present in the host server, ALOM prevents the server from being powered on.

. |If the host server has an SCC with a sufficient number of machine addresses (MAC addreses), but
the card has been installed from another server, ALOM automatically resets the SCC's parameters
to the default values for the server in which it isinstalled..

. If the SCCisremoved from a system that is powered on, ALOM powers down the host server
within one minute after the card is removed.

. ALOM stores a backup copy of its user and configuration data on the SCC. This allows the
ALOM settings to be retained in case the host server isreplaced by another server; installing the
SCC from thefirst server allows the ALOM settings to be restored.

For more information about the SCC, refer to the Administration Guide for your server.
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Configuring ALOM

Your ALOM software comes preinstalled on your host server, so it works as soon as you apply power to
the server. At that point, it isready to run. Y ou can connect aterminal to the serial management port
(SERIAL MGT) and immediately start working with ALOM.

However, if you want to customize ALOM for your installation, you need to perform some basic tasks.
Here are the tasks you need to complete to customize ALOM:

Plan how to customize your configuration

Use the configuration table to record your settings

Power on your host server

Run the set upsc command to start the custom configuration program
Use the configuration variables to customize the ALOM software

a s wDNPRE

Planning to Customize Your Configuration

Before you configure ALOM, you need to plan your configuration.

Using the Configuration Table

Y ou might find it helpful to print the configuration table and write down your settings.

Powering On Your Host Server

Refer to your host server documentation for information about how to power on the system. If you want
to capture ALOM messages, power on the terminal that you have connected to the SERIAL MGT port

before you power on the host server.

As soon as power is applied to the host server, the SERIAL MGT port connects to the host server's
system console. To switch to ALOM, type #. (pound-period). At startup, ALOM has one preconfigured
administrator account (adm n). When you switch to ALOM from the system console, you are prompted
to create a password for this account. Refer to the passwor d command section for a description of

acceptable passwords.
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The default adm n account has full ALOM user permissions (cuar ). Y ou can use this account to view

the system consol e output from the host server, to set up other user accounts and passwords, and to
configure ALOM.

Running the set upsc Command

After you have finished planning your configuration, use the set upsc command to run the custom

configuration program. Follow the prompts on the screen to customize the ALOM software for your
installation.

Note: Y ou do not have to customize the ALOM software before you can use it. The ALOM software
works as soon as you connect power to the host server.

The set upsc command runs a script that steps you through each ALOM function that you can
customize. Each function is associated with one or more configuration variables. To configure a function,

typey when theset upsc script prompts you to do so. To skip afunction, typen.

If you later need to change a setting, run the set sc command.

Using the Configuration Variables to Customize the
ALOM Software

The set upsc script enables you to set up a number of configuration variables at once. If you want to
change one or more configuration variables without running the set upsc script, usetheset sc
command.

About the scadmutility

Configuration table

List of ALOM shell commands

Planning your ALOM configuration
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Customizing Your ALOM Configuration

ALOM software comes preinstalled on your host server and is ready to run when you apply power to the
server. You only need to follow the directions in this section if you decide to change the default
configuration of ALOM to customize it for your installation.

Note: Refer to your host server's documentation to find the location of the serial management and
network management ports.

Before you run the set upsc command, you need to decide how you want to use ALOM. Y ou need to
make the following decisions about your configuration:

. Which ALOM communication port to use
. Whether you want to enable alert messages, and where you want to send them

Once you make those decisions, print the configuration table and use it to record your responses to the
set upsc command prompts.

file://IC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/config/h_plan_config.html [9/21/04 6:02:11 PM]



Configuring an External Modem

Configuring an External Modem

If you want to connect to ALOM from an external PC or terminal using a modem, you can connect an
external modem to the serial management port (SERIAL MGT). Thisalows you to run the ALOM
software using your remote PC.

However, you can only use the modem for incoming ASCII connections to connect to the serial port to
obtain the ALOM command prompt (sc>). Outgoing calls from ALOM using a modem are not
supported.

Before attaching the modem to the serial management port, set the modem to factory default settings. On
many modems, setting the factory default settings is done by using the AT&F0 command.

Setting Up the Hardware

In order to connect the modem to the serial management port, a specific connector needs to be created or
purchased with the specific pinout requirements.

The following illustration and table includes information about pin assignments and signal descriptions
that are relevant to an RJ-45 connector. The following illustration is an example of an RJ-45 jack.

8
Pin Signal Description Pin Signal Description
1 Request To Send (RTS) 5 Ground
2 Data Terminal Ready (DTR) 6 Receive Data (RXD)
3 Transmit Data (TXD) 7 Data Carrier Detect (DCD)
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Configuring an External Modem

’ 4 ’ Ground ’ 8 ’ Clear To Send (CTS)

The following illustration and table include information about the serial port connector and signals that
arerelevant to a DB-25 connector. The following illustration is an example of a DB-25 female connector.

1300000000000 00
2 Q02000 AQ000014

Pin Number [Function |I/O |Signal Description
1 none none |[N.C.*

2 TXD_A |O |Transmit Data

3 RXD A |l Receive Data

4 RTS A |O |Ready To Send

5 CTS A |l Clear To Send

6 DSR A |l Data Set Ready

7 GND Signal Ground

8 DCD A |l Data Carrier Detect
9 none none N.C.*

10 none none N.C.*

11 DTR B |O |DataTermina Ready
12 DCD B |l Data Carrier Detect
13 CTsS B |l Clear To Send

14 TXD B O |Transmit Data

15 TRXC Al Transmit Clock

16 RXD B |l Recelve Data

17 RXC A |l Receive Clock

18 RXC B |l Receive Clock

19 RTSB |O |Ready To Send

20 DTR_A |O |DataTermina Ready
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Configuring an External Modem

21 none none N.C.*
22 none none N.C.*
23 none none N.C.*
24 TXC A O |Transmit Clock
25 TXC B O |Transmit Clock

* N.C. means "No Connection."

One way to connect a modem to this port is to use a modified RJ-45 to DB-25 connector, Sun part
number 530-2889-03, and a crossover RJ-45 to RJ-45 cable. The connector 530-2889-03 is modified by
extracting the DB-25 pin in the pin 6 position and inserting it into the pin 8 position.

If you want to connect wiring yourself, translate the signals between the RJ-45 and DB-25 connectors

according to the following information.

RJ-45 DB-25

1-RTS 5-CTS
2-DTR 6- DSR
3-TXD 3-RXD
4-GND 7-GND
5-RXD 7-GND
6 - RXD 2-TXD
7-DCD 8-DCD
8-CTS 4-RTS

Modem Configuration Troubleshooting

| ssue

ALOM modem does

not answer
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Verify that cabling is set up correctly. See the
I f nmodemvariable for additional information.




Configuring an External Modem

ALOM modem answers
then immediately hangs |Verify that thei f _nodemvariableissettot r ue.

up
1. Typethe ALOM escape character #. (pound-

period) to see whether you can return to the
Sc> prompt.

ALOM modem answers 2

: . Ensure that the serial port speed and modem
but connections appear

port speed are set to the same value.

dead 3. Try disabling data compression. On many
modems, thisis done by using the AT&KO
modem command.

I f _nodem
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Choosing ALOM Communication Ports

The ALOM hardware contains two types of communication ports:

. Seria management port (SERIAL MGT)
« Network management (Ethernet) port (NET MGT)

Both ports give you access to the ALOM command shell. By default, ALOM communicates through the
SERIAL MGT port at startup.

Note: Refer to your host server's documentation to find the location of the server's serial management
and network management (Ethernet) connections.

Serial Management Port

Y ou can connect to the serial management port with an ASCII terminal. This port is not an all-purpose

serial port; it can be used to access ALOM and the system console through ALOM. On the host server,
this port isreferred to as the SERIAL MGT port.

Refer to your server's documentation for more information.

Network Management (Ethernet) Port

The 10-Mbyte Ethernet port allows you to access ALOM from within your company network. Y ou can
connect to ALOM remotely using any standard Telnet client with TCP/IP (Transmission Control
Protocol/Internet Protocol).

On the host server, the network management port is referred to asthe NET MGT port.

Note: When you connect atermina device to the NET MGT port, the server must be connected to a 10-
Mbit network. ALOM does not support 100-Mbit or 1-Gbit networks.

Refer to your server's documentation for more information.
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How the seria management port works
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Redirecting the System Console From
ALOM to Other Devices

When you first apply power to the host server, ALOM isinitially configured to display the system
console output. The SERIAL MGT port is shown on the host server ast t ya.

If desired, you can use other devices to access the system console besides the terminal connected to the
serial management port. Y ou can also use the general-purpose seria port (tt yb) on the back panel of
your host server. Thisport islabeled as 10101. Refer to your server's documentation for more
information.

Redirecting the System Console

To redirect the output from the system consoletot t yb, perform the following steps:

1. Atthe ALOM sc> prompt, type the br eak command to bring the host server to the OpenBoot
PROM prompt (ok). (If you have the kadb debugger configured, type $# to exit kadb first.)
2. Atthe sc> prompt, type the consol e command to access the server's system console.

sc> consol e
ok
3. At the ok prompt, type the following commands:
ok setenv input-device ttyb
ok setenv output-device ttyb
4. To cause these changes to take effect immediately, typer eset - al | at the ok prompt.
Otherwise, these changes will take effect the next time you cycle the power on the host server.

These changes remain in effect until you manually change the OpenBoot PROM settings back to ALOM
(ttya), asdescribed in the next section.

Resetting the Default Console Back to ALOM
(ttya)

If you want to redirect the system console's output back to ALOM, type the following commands at the
OpenBoot PROM ok prompt:

ok setenv input-device ttya
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ok setenv output-device ttya

To cause these changes to take effect immediately, typer eset - al | at the ok prompt. Otherwise, these
changes will take effect the next time you cycle the power on the host server.
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Configuration Table

Note: You only need to use thistable if you want to customize ALOM for your installation.

To customize ALOM, you use the configuration variables. There are two ways to set up the configuration

variables for ALOM:

. Specify values for the variables during execution of the set upsc command.
. Configure each variable individually using the set sc command.

Print this section and use the table to record your inputs. This table can also serve as your record of the

host server configuration in case you need to reinstall the server software or modify the ALOM settings.

Make sure that your terminal deviceis connected to ALOM before you customize the ALOM software.

Refer to your host server's documentation to find the location of the serial and Ethernet connections for

ALOM.

Ethernet Connection Setup

Function Value/Response

Manually

How do you want to control
network configuration? Using DHCP

| P (Internet Protocol) address for
ALOM

| P address for the subnet mask

| P address for the default gateway to
use when the destination is not on
the same subnet as ALOM

Configuration Default
Variable Variable

net sc i paddr 0.0.0.0

net sc i pnet mask [255.255.255.0

net sc i pgat eway (0.0.0.0
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Do you want ALOM to send aerts
by email?

Email address(es) to use for sending
aerts

nmgt nmi | al ert

[]
The default

has no email
addresses
configured.

|P address for your SMTP (Simple
Mail Transfer Protocol) mail server
(maximum of two mail servers
supported)

ngt nai | host

Note: Y ou can set up user accounts manually, but not by using the set upsc script.

About ALOM configuration variables

Permission levels

user passwor d
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Configuring DHCP

There are two ways to configure DHCP (Dynamic Host Configuration Protocol) for ALOM:

. Usetheset upsc script to set thenet sc_dhcp variable.
. Usetheset sc command to set the value of thenet sc_dhcp variabletot r ue (enable DHCP).

Note: It isabest practice to set the ALOM device name associated with the | P (Internet Protocol) address
in name server maps (NIS or DNS) to be the name of the host server with - sc appended to it. For
example, if your host server'snameisbert ,the ALOM device nameisbert - sc.

If you use DHCP to control your network configuration, configure the DHCP server to assign afixed IP
addressto ALOM.
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Manual Network Setup

There are two ways to manually configure the network for ALOM:

. Usetheset upsc script to set the network configuration variables all at once.
. Usetheset sc command to set the values of each network configuration variable individually.

If you set each variable individually, you need to set the following variables:

. I f network

. netsc i paddr

. netsc i pnet nask
. netsc ipgat eway
. netsc _enet addr

Note: It isabest practice to set the ALOM device name associated with the | P (Internet Protocol) address
in name server maps (NIS or DNS) to be the name of the host server with - sc appended to it. For
example, if your host server'snameisbert ,the ALOM device nameisbert - sc.
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Using the Serial Management Port

The serial management port (SERIAL MGT) has a dedicated purpose: It enables ASCIlI communication
between an external terminal and ALOM or the host server. The port takes a standard RJ-45 connector.

This port can be used only with an external terminal or with aterminal emulator, such as a serial
connection from aworkstation. It is not a general-purpose seria port. However, the Solaris operating
environment seesthisport ast t ya.

If you want to use a general-purpose serial port with your server, use the regular 7-pin serial port on the
back panel of your server. The Solaris operating environment seesthisport ast t yb. For more
information about the server's serial port, refer to your server's documentation.

Using the Serial Management Port to Access the
System Console

Before You Begin

When you first turn on the power to your server and to the external terminal, the serial management port
Is automatically connected to the system console output.

The serial management port is set to the following parameters:

. 9600 baud

. 8hits

« No parity

. 1stop bit

. No handshaking

The host server automatically sets these parameters for the serial management port when it starts up. The
settings are read-only, and cannot be changed from the ALOM sc> prompt. To view the settings for the
parameters from the sc> prompt after you establish an ALOM session, check the serial port variables.

What to Do

1. Connect to ALOM and log in to establish an ALOM system controller session.
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The ALOM sc> prompt is displayed.
2. To connect to the system console, in the ALOM system controller window type:

sc> consol e

Switching Between the System Console and ALOM

To switch from the system console output to the ALOM sc> prompt, type#. (pound-period).
To switch from the sc> prompt to the system console, type consol e.
Note: The#. (pound-period) character sequence is the default escape character sequence for ALOM. If

desired, you can change the first character in the escape sequence by usingthesc _escapechars
variable. For example:

SC> setsc sc_escapechars a.
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Configuring Email Alerts

When a problem occurs on a host server, ALOM sends an alert message to all users who arelogged in to
ALOM accounts on that host. In addition, you can configure ALOM to send alerts by email to users who
are not logged in. When a user receives an alert, that user can connect to the ALOM account for that host
server and address the alert condition.

Email Alerts

To send email alerts, the network management (Ethernet) port must be enabled. The ALOM software

allows you to set up to eight unique email addresses to receive alerts. Y ou can configure each email
address to receive its own severity levels of alerts (critical, major, or minor).

Setting up email alerts
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Sending and Receiving Alerts

Receiving Alerts From ALOM

ALOM generates aert messages in the following format:

$HOSTI D $EVENT $TI VE $CUSTOVERI NFO $HOSTNAME message

Sending Customized Alerts

To send customized alerts, use the scadmcommand send_event . You can do thisin two ways:

« Send the dert immediately from the superuser prompt.
. Create a script (command file) that sends the alert under special circumstances.
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Common ALOM Tasks

Once you have logged into ALOM asadm n and specified theadm n password, you might want to
perform some common administrative tasks:

. Logging Into Your ALOM Account

. Adding an ALOM user account

. Removing an ALOM user account

. Changing the password on your account or on another user's account
. Switching between the system console and ALOM

. Redirecting the System Console from ALOM to Other Devices

. Reconfiguring ALOM to use the Ethernet (NET MGT) port

. Setting up email derts

. Resetting ALOM

. Resetting the host server

Y ou can also perform these other tasks using ALOM:

. Finding out your ALOM version

. Controlling the Locator LED

. Viewing environmental information about the server
. Reviewing event and console logs

. Creating a script to send alerts from ALOM

. Backing up your ALOM configuration

ALOM overview
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Reconfiguring ALOM to Use the Network
Management Port

By default, ALOM uses the serial management port (SERIAL MGT) to communicate with an externa
terminal or other ASCII device. If desired, you can reconfigure ALOM to use the Ethernet network
management (NET MGT) port, and then you can connect to ALOM through't el net .

The NET MGT port accommodates a standard RJ-45 connector. For information about how to establish
the hardware connections between the NET MGT port and your network, refer to your server's
documentation.

Note: When you connect aterminal deviceto the NET MGT port, the server must be connected to a 10-
Mbit network. ALOM does not support 100-Mbit or 1-Ghit networks.

To configure the ALOM software to communicate using the NET MGT port, you need to specify values
for the network interface variables. There are three ways to specify values for these variables:

. Runtheset upsc script from the sc> prompt.
. Set values for each individual variable from the sc> prompt using the set sc command.
. Set valuesfor each individual variable from the system console using thescadm set command.

Running the set upsc Script

At the sc> prompt, type the following command:
sc> setupsc
The setup script starts.

To exit the script and save the changes you have made, type Ctrl-Z. To exit the script without saving any
changes, type Ctrl-C.

For example, the script starts as follows:

sc> setupsc
Entering interactive script node. To exit and discard changes to that
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point, use Crl-Cor to exit and save changes to that point, use Crl-
Z.

If desired, you can customize all of the ALOM configuration variables at once by following the
Interactive questions in the script. To configure only the network interface variables, press Return at each
prompt until the following prompt is displayed:

Do you wish to configure the enabled interfaces [y]?
Follow this procedure at the above prompt to configure the network interface variables:

1. Typey to confirm that you want to configure the network interface variables.
The set upsc script returns the following prompt:

Shoul d the SC network interface be enabl ed?
2. Typet r ue or press Return to enable the network interface, or typef al se to disableit. This sets
avaueforthei f _net wor Kk variable.
3. Follow the interactive questions in the script. The script prompts you to set values for the
following variables:
o ILf _nobdem -- specify false
o hetsc_dhcp
o netsc_i paddr
o hetsc_ipnet mask
o nhetsc_ i pgat eway
o hetsc_tpelinktest
4. When you have finished setting up the network interface variables, type Ctrl-Z to save your
changes and exit the set upsc script. If desired, you can finish configuring all of the ALOM
configuration variables.
5. Before you can use your network configuration, you need to reset ALOM. Y ou can do thisin one
of two ways:
o Atthesc> prompt, typether eset sc command.

o At the superuser prompt in the system console, typethescadm r eset r sc command.

Using the set sc Command to Set the Network
Interface Variables

Y ou can set values for the network interface variables from the sc> prompt using the set sc command.
Y ou issue the command once for each variable you would like to configure. For example:
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sc> setsc if _network true
sc> setsc netsc_enetaddr Oa:2c: 3f:1a:4c: 4d
sc> setsc netsc_ipaddr 123.123.123.123

Y ou need to specify values (or use the default values) for each of the following variables:

. ILf network

. 1 f nodem

. hetsc dhcp

. netsc i paddr

. hetsc ipnetmask

. netsc i pgat eway

. netsc_tpelinktest

Using the scadm set Command to Set the Network
Interface Variables

Y ou can set values for the network interface variables from the superuser ( #) prompt in the system
console using thescadm set command. Y ou issue the command once for each variable you would like
to configure. For example:

# scadmset if _network true
# scadm set netsc_enetaddr Oa: 2c: 3f:1a:4c: 4d
# scadm set netsc_ipaddr 123.123.123.123

Y ou need to specify values (or use the default values) for each of the following variables:

. i f network

. i f nbdem

. hetsc dhcp

. netsc i paddr

. netsc ipnet nask

. hetsc i pgat eway

. netsc_tpelinktest

About ALOM configuration variables
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Adding ALOM User Accounts

There are two waysto add ALOM user accounts:

« Fromthe sc> prompt in the ALOM command shell
. From the system console using the scadmutility

Y ou can add a maximum of 15 unique user accountsto ALOM.

Adding an ALOM User Account From the sc>
Prompt

To add and configure an ALOM user account from the sc> prompt, perform the following steps:

1. Atthesc> prompt, typethe user add command, followed by the user name you want to assign
to that user. For example:

sc> useradd j oeuser

2. Toassign a password to the account, type theuser passwor d command, followed by the user
name you assigned to the account. ALOM prompts you to specify the password, and to verify the
password. Note that ALOM does not echo the password to the screen. For example:

sc> user password j oeuser
New passwor d:
Re- ent er new password:

Note: User passwords have certain restrictions. Make sure that the password you assign observes
these restrictions.
3. To assign permissions to the account, type the user per mcommand, followed by the user name

you assigned to the account and the permission levels you want that user to have. For example:

SC> userperm joeuser cr

To view the permission and password status for asingle ALOM user, at the sc> prompt, type the
user showcommand, followed by the assigned user name. For example:

sc> usershow | oeuser
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User nanme Per m ssi ons Passwor d?

| oeuser cr Assi gned

To seethelist of ALOM user accounts, permissions, and password status information, at the sc>
prompt, type user show. For example:

sc> user show

User nane Per m ssi ons Passwor d?
adm n cuar Assi gned
Ww | son --Cr None

| oeuser --Cr Assi gned

Adding an ALOM User Account Using the scadm
Utility

To add and configure an ALOM user account from the system console, use the scadmutility. Perform
the following steps:

1. Log in to the system console as root.
2. At the# prompt, typethe scadm user add command, followed by the user name you want to
assign to that user. For example:

# scadm user add j oeuser
3. To assign a password to the account, typethescadm user passwor d command, followed by
the user name you assigned to the account. The system prompts you to specify the password, and

to verify the password. Note that the system does not echo the password to the screen. For
example:

# scadm user password j oeuser
New passwor d:
Re- enter new password:

Note: User passwords have certain restrictions. Make sure that the password you assign observes
these restrictions.
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4. To assign permissions to the account, type thescadm user per mcommand, followed by the
user name you assigned to the account and the permission levels you want that user to have. For
example:

# scadm user permj oeuser cr

To view the permission and password status for asingle ALOM user, at the # prompt, typethescadm
user showcommand, followed by the assigned user name. For example:

# scadm user show | oeuser

User nanme Per m ssi ons Passwor d?

| oeuser cr Assi gned

To seethelist of ALOM user accounts, permissions, and password status information, at the # prompt,
typescadm user show. For example:

# scadm user show

User nane Per m ssi ons Passwor d?
adm n cuar Assi gned
wwi | son --Cr None

| oeuser --cCr Assi gned
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Removing ALOM User Accounts

There are two ways to remove ALOM user accounts;

« Fromthe sc> prompt in the ALOM command shell
. From the system console using the scadmutility

Note: Y ou cannot delete the default adm n account from ALOM.

Removing an ALOM User Account From the sc>
Prompt

To remove an ALOM user account from the sc> prompt, perform the following step:

At the sc> prompt, typethe user del command, followed by the user name of the account you want to
delete. For example:

sc> userdel joeuser
Are you sure you want to delete user <joeuser> [y/n]? vy
sc>

Removing an ALOM User Account Using the scadm
Utility

To remove an ALOM user account from the system console, use the scadmutility. Perform the
following steps:

1. Log in to the system console as root.
2. Atthe# prompt, typethescadm user del command, followed by the user name of the account

you want to delete. For example:

# scadm userdel joeuser
Are you sure you want to del ete user <joeuser> [y/n]? vy
#
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Changing ALOM Account Passwords

Changing Your ALOM Password

Y ou can change your own ALOM account password from the sc> prompt. Y ou do not need to have any
permissions to change your own password.

At the sc> prompt, type the following command:
sc>password

When you use this command, ALOM prompts you for your current password. If you enter the password
correctly, it prompts you twice to enter the new password.

For example:

sc> password

password: Changi ng password for usernane
Enter current password: ******

Enter new password: ******

Re-enter new password; ****x*

sc>

Changing the ALOM Password for Another User

Note: You must have u level user permission to change another user's password.

There are two ways to change the password for another user's ALOM account:

. Atthesc> prompt, usetheuser passwor d command.
. Atthe# (superuser) prompt in the system console, usethe scadm user passwor d command.
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Setting Up Email Alerts

Y ou can customize ALOM to send email alertsto all userslogged into ALOM at the time an event
occurs. Y ou can specify which levels (critical, magjor, minor) of email alerts are sent to each user, and
you can send customized event messages as emails to each user.

Note: You can configure email aertsfor up to eight users.

To set up emall alerts, follow these steps:

1.

w

Make sure that ALOM is set up to use the Ethernet network management port (NET MGT), and
that the network interface variables are configured.

Setthei f _email al ert s variabletot r ue.

Set valuesfor thengt _mai | host variable to identify one or two mail hosts on the network.
Set valuesfor thengt  mai | al ert variable to specify email addresses and adert levelsfor each

user.
Run scadm resetrsc.

Sending and receiving aerts
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Sending and Receiving Alerts

Sending Customized Alerts

You canusethescadmsend event -c¢ command from the system console to send a customized
critical aert at any time. Y ou can do this directly at the superuser prompt, or you can create a script that
runs and sends the alert under special circumstances.

There are three levels of aerts:
. Critica

. Magor
. Minor

Receiving Alerts

If you are at the sc> prompt, you will receive alert messages from ALOM when it detects a major-level
or critical-level event. This can happen while you are typing ALOM commands. If this happens, press
Return and retype the command. For example:

sc> cons
MAJOR: Fanl Faul ty

sc> consol e
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Creating a Script

Y ou can embed thescadmsend_event command into a script to log an ALOM event or to send an
alert when certain conditions occur. Usethe - ¢ option to send a custom critical alert.

This example shows a Perl script file named dnon. pl that sendsan ALOM alert when a specified disk
partition exceeds a specified percent of its capacity.

Note: This script iswritten for the Sun Fire V440 host server. Usetheunane -i command to obtain
the platform name for your host server and replace the SUNW Sun- Fi r e- V440 string in the example.

To use this script as intended, submit a separate entry to the cr ont ab utility for each disk partition you
want to monitor.

#! [ usr/ bi n/ per|

# Di sk Monitor
# USAGE: dnobn <nobunt > <percent >
# e.qg.: dnmon /usr 80

@wotify cnmd = “/usr/platform SUNW Sun- Fi re- V440/ sbi n/ scadn ;

if (scalar(@RGV) = 2)

{

print STDERR "USAGE: dnon.pl <nobunt_poi nt> <percentage>\n";
print STDERR " e.g. dnon.pl /export/hone 80\n\n";

exit;

}

open(DF, "df -Kk|");
$title = <DF>;

$f ound = 0;

while ($fields = <DF>)

{

chop($fields);

($fs, $size, $used, $avail, S$capacity, $mount) = split(" °, $fields);
if ($ARGV[ 0] eqg $nount)

{

$f ound = 1;

if ($capacity > $ARGV[1])

{

print STDERR "ALERT: \"", $nmount, "\" is at ", $capacity,

file://IC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/tasks/h_create_script.html (1 of 2) [9/21/04 6:02:18 PM]



Creating a Script

of capacity, sending notification\n";

$notify nsg = “nount point " .$nount.'" is at
$capacity.' of capacity';

exec (@otify cnd, “send_event', “-c', $nofify nsgQ)
|| die "ERROR $!\n";

}

}

}

if ($found !'= 1)

{
print STDERR "ERROR \"", $ARGV[ 0],

"\" is not a valid nmount point\n\n";

}

cl ose(DF);
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Resetting ALOM

Resetting ALOM reboots the ALOM software. Y ou might want to reset ALOM after you have changed
settings on ALOM, such as specifying a new value for a configuration variable. Y ou might also want to
reset ALOM from the system console if ALOM stops responding for any reason.

There are two ways to reset ALOM:

. Atthesc> prompt, typether eset sc command.
. At the superuser (#) prompt in the system console, typethescadm r eset r sc command.
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Resetting the Host Server

There are four ways to reset the host server from the sc> prompt:

. To perform agraceful reset of the server, type the power of f command, followed by the
power on command. A graceful reset allows the Solaris operating environment to shut down. If

you type the power of f command without typing the power on command, ALOM powers the
host server down to standby mode.
. Toforcethe server to shut down regardless of the state of the host server, typethe power of f -

f command, followed by the power on command. This resets the host server immediately, even

if the Solaris operating environment fails or hangs for any reason. Note that thisis not a graceful
shutdown, and work might be lost.
. Toreset the server immediately without a graceful shutdown, typether eset command. The

reset -x option generatesthe equivalent of an XIR (externally initiated reset).
. Toimmediately bring the server to the OpenBoot PROM prompt (ok), typethe br eak

command.

Note: After you issue the command power of f or power of f -f, ALOM returns the following
message:

SC Alert: Host system has shut down.

Wait until you see the message before issuing the power on command.
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Connecting to ALOM

The server's Ethernet port is labeled NET MGT, and the serial port islabeled SERIAL MGT. Refer to
your server's Installation Guide for more information about these ports and how to connect devicesto
them.

Here are several ways to connect to ALOM:

Connect an ASCII terminal directly to the SERIAL MGT port.

Usethet el net command to connect to ALOM through the Ethernet connection attached to the
NET MGT port.

Connect an external modem to the SERIAL MGT port and dial in to the modem. Note that this
port does not support outgoing calls to the external modem.

Connect aport on aterminal server to the SERIAL MGT port, and then use thet el net
command to connect to the terminal server.

For more information about these connections and other types of connections (such ast i p connections),
refer to your server's Installation and Administration Guides.

Choosing ALOM communication ports

Logging in to your ALOM account

Using the serial management port
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Logging In to Your ALOM Account

When you connect to ALOM for the first time, you are automatically connected as the adm n account.
This account has full (cuar ) permissions. Before you can continue using ALOM, you need to specify a

password for this account. After you specify the password, you can continue using ALOM. The next time
you log in, you need to specify the password. When you are logged in asadm n, you can add new users
and specify passwords and permissions for them.

All users (adm n and other users) employ the following procedure to log in to ALOM.

1. Connect to ALOM.

2. When the connection is established, type #. (pound-period) to escape from the system console.
3. Typeinyour ALOM login name and password.

Y our password is not echoed to the screen; instead, the host server displays an asterisk (*) for each
character that you type. After you successfully log in, ALOM displays its command prompt:

Sc>

Y ou can now use ALOM commands or go to the system consol e.

The ALOM event |log records login information. If more than five login failures occur within five
minutes, ALOM generates a critical event.

ALOM view log commands
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Backing Up Your ALOM Configuration

Y ou should periodically use scadmcommands to create a backup file on aremote system that records
ALOM configuration settings. The following commands show how to copy information using scadm
commands to a backup file named r enot e- f i | enane.

Note: Before you can use these commands, you need to set your path to the scadm utility.

# scadm show > renote-fil enane
# scadm usershow > renote-fil enane
#

Use a meaningful file name that includes the name of the server that ALOM controls. Later, you can
refer to thisfile to restore the settings, if necessary.
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Controlling the Locator LED

If your host server has afront panel Locator LED, you can use ALOM to turn the LED on and off and to
check the state of the LED. If your host server does not have a Locator LED, this command will not
work.

Note: This ALOM release supports only the following platforms:

. Netra 240 server
. Netra440 server
. Sun Fire V210 server
« Sun Fire V240 server
« Sun Fire V250 server
« Sun Fire V440 server

All of these servers have front panel Locator LEDs.

To turn the LED on and off, usetheset | ocat or command.

To check the state of the LED, usetheshowl ocat or command.

Common ALOM tasks
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About the ALOM Command Shell

The ALOM command shell is a ssimple command-line interface that allows you to interact with ALOM.
Through the ALOM command shell, you can administer, diagnose, or control the host server, and you
can configure and manage ALOM. You arein the ALOM command shell when you see the sc> prompt.

ALOM supports atotal of four concurrent Telnet sessions and one serial session per server. This means
that you can run five command shell operations at once.

After you log in to your ALOM account, the ALOM command prompt (sc>) appears, and you can enter
ALOM commands.

Note: Some of these commands are also available through the scadmutility as commands.

How to Enter Command Options

If the command you want to use has multiple options, you can either enter the optionsindividually or
grouped together, as shown in this example. These two commands are identical.

sc> poweroff -f -y

sc> poweroff -fy

ALOM shell commands

ALOM shell error messages

Logging in to your ALOM account

Sending and receiving aerts

file://IC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/cli/h_cli_intro.html (1 of 2) [9/21/04 6:02:21 PM]



About the ALOM Command Shell

file://IC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/cli/h_cli_intro.html (2 of 2) [9/21/04 6:02:21 PM]



Software Commands

Types of ALOM Commands

The ALOM software uses the following types of commands:

. Server status and control commands
. View log commands

. Configuration commands

. FRU commands

. Other commands

ALOM shell commands
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Configuration Commands

ALOM uses the following commands to set or display characteristics of ALOM or of the host server
configuration:

. password
. Ssetalarm

. Setdate

. Setdefaults
. setsc

. setupsc

. Showpl at f or m
. Showfru

. showusers

. Showsc

. showdat e

. usershow

. useradd

. userdel

. userpassword

o userperm

ALOM shell commands

Types of ALOM commands
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View Log Commands

ALOM uses the following commands to view and control the ALOM event log and the console |og:

. show ogs
. consol ehi story

ALOM shell commands

Types of ALOM commands
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Server Status and Control
Commands

ALOM uses the following commands to show server status and to control server operation:

. Showenvi ronnent
. Shownet wor k

. consol e

. break

. boot node

. flashupdat e

. reset

. power of f

« poweron
. setl ocator

. show ocat or

ALOM shell commands

Types of ALOM commands
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FRU Commands

ALOM enables you to monitor the status of certain FRUs (field-replaceable units) in the host server. You
can use the following ALOM shell commands:

. Showfru
. renovefru

ALOM shell commands

Types of ALOM commands

FRU errors

file://IC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/cli/h_frucmds.html [9/21/04 6:02:22 PM]



Other ALOM Commands

Other Commands

ALOM uses the following additional commands:

. help
. | ogout

ALOM shell commands

Types of ALOM commands
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ALOM Shell Commands

The following table lists the ALOM shell commands and briefly describes what these commands do. For
more information about each command, click on the command name.

Command Description

Displaysalist of all ALOM commands with their syntax and
abrief description of how each command works.

Reboots ALOM. The - y option allows you to skip the
confirmation question.

hel p

resetsc [-vy]

Generates a hardware reset on the host server. The - x option

[-X] generates the equivalent of an XIR (externally initiated reset)
on the server. The - y option allows you to skip the
confirmation question.

reset [-y]

Removes the main power from the host server. The - y option
poweroff [-y] [-f] allows you to skip the confirmation question. The - f option
forces an immediate shutdown.

ower on Applies the main power to the host server or FRU.

Updates the ALOM firmware. This command downloads

flash i i i
ashupdat e main and bootmon firmware imagesto ALOM.

Prepares aFRU (for example, a power supply) for removal,
renmovefru [-y] [ FRU |andilluminatesthe host server's OK-to-Remove LED. The -
y option allows you to skip the confirmation question.

setsc Sets the specified ALOM parameter to the assigned value.

Runs the interactive configuration script. This script

setupsc configuresthe ALOM configuration variables.
set dat e Sets the date and time, when the managed operating system is
- not running.

Resets all ALOM configuration parameters to their default
setdefaults [-Yy] values. The - y option allows you to skip the confirmation
[-a] question. The - a option resets the user information to the

factory default (one adm n account only).

Turns the Locator LED on the server on or off. Thisfunction

tl t / of f . :
setlocator [on/off] isavailable only on host serversthat have a Locator LED.
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show ocat or

showpl atform [ -v]

showenvi r onnment

showf r u

showusers [-g]lines

shownet work [-v]

showsc [ - V]

show ogs [ - V]

showdat e

user show
user add

userdel [-vVy]

user passwor d

user perm
password

Displays the current state of the Locator LED as either on or
off. Thisfunction is available only on host serversthat have a
Locator LED.

Displays information about the host server's hardware
configuration, and whether the hardware is providing service.

Displays the environmental status of the host server. This
information includes system temperatures, power supply
status, front panel LED status, hard disk drive status, fan
status, voltage and current sensor status, and keyswitch
position.

Displays information about the FRUs (field-replaceable units)
in ahost server.

Displays alist of users currently logged into ALOM. The
display for this command has a similar format to that of the
UNIX command who. The - g option pauses the display after
the number of lines you specify for lines.

Displays the current network configuration information. The -
v option shows additional information about your network,
including information about your DHCP server.

Displays the current NVRAM configuration parameters. The -
v option is needed for full version information.

Displays the history of all eventslogged in the ALOM event
buffer.

Displaysthe ALOM set date. The Solaris operating
environment and ALOM time are synchronized, but ALOM
timeisexpressed in UTC (Coordinated Universal Time)
rather than local time.

Displaysalist of all user accounts, permission levels, and
whether passwords are assigned.

Adds a user account to ALOM.

Deletes a user account from ALOM. The - y option alows
you to skip the confirmation question.

Sets or changes a user password.
Sets the permission level for a user account.

Changes the login password of the current user.
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console [-f]

Connectsto the host system console. The - f option forces
the console write lock from one user to another.

break [ -y]

Drops the host server from running the Solaris operating
environment into OpenBoot PROM or kadb. The-y option
allows you to skip the confirmation question.

boot node [ ski pdi ag |
diag | reset_nvram |
nor mal |

boot scri pt="string"]

Controls the host server OpenBoot PROM firmware method
of booting.

| ogout

Logs out from an ALOM shell session.

consol ehistory [-V]
[ boot | run]

Displays the host system console output buffers. The - v
option displays the entire contents of the specified log.

About ALOM configuration variables

About the scadmutility

Types of ALOM commands
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boot node

Usethe boot nbde command to control the behavior of the host server's firmware while the host server
isinitializing or after you reset the server.

The boot node setting overrides the server's OpenBoot PROM diagnosticsdi ag- swi t ch?, post -
trigger,andobdi ag-tri gger settingsimmediately after the next server reset. If ALOM does not
detect a server reset within 10 minutes, ALOM ignores the command and then clearsthe boot node
setting and returnsto nor mal .

Theboot node r eset _nvr amcommand option sets the OpenBoot NVRAM (nonvolatile read-only
memory) variables to default settings. Thedi ag- swi t ch? default does not take effect until the next
server reset. Thisis because OpenBoot has previously taken a snapshot of the diag node of the system.
This snapshot consists of keyswitch position, di ag- swi t ch? value, and boot node

di ag/ ski p_di ag overrides. Once the diag node is set, it remainsin effect until the next server reset.

If di ag-swi tch?issettotrue, OpenBoot usesthe default di ag- devi ce asthe boot device.

If di ag-switch?issettof al se, OpenBoot usesthe default boot - devi ce asthe boot device.

How to Use the boot node Command

Note: You must haver level user permission to use this command.

All boot node command options require that you reset the host server within 10 minutes after issuing
the command. If you do not issue the power of f and power on commands or ther eset command
within 10 minutes, the host server ignores the boot node command and changes the boot node setting
back to nor mal .

1. Atthesc> prompt, type the following command:
sc> boot node option(s)
where option(s) isthe desired option(s), if any (ski p_di ag, di ag, reset _nvram nor nal ,

or boot scri pt = "string").
2. Typeeither power of f and then power on (preferred), or r eset .

For example:
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sc> boot node ski p_di ag

sc> power of f

Are you sure you want to power off the system|[y/n]? vy
SC Alert: Host system has shut down.

SC> power on

For example:

sc> boot node reset _nvram

sc> reset

If you usetheboot nbde di ag option, POST (power-on self test) runs after the next reset, regardless
of the OpenBoot PROM post -t ri gger setting. OpenBoot diagnostics tests also run after the next
reset, regardless of theobdi ag-t ri gger setting (provided that the OpenBoot PROM di ag- scri pt
Setting is not set to none).

Command Options

If you use the boot nbde command without specifying any option, ALOM displays the currently
selected boot mode and the time when it will expire.

sc> boot node [skip_diag, diag, reset_nvram normal, bootscript="string"]

The boot node command uses the following options.

Option Description

Forces the server to skip diagnostics. After you issue
theboot node ski p_di ag command, you must
Issue the power of f and power on commands
within 10 minutes.

ski p_di ag
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Forces the server to run full POST (power-on self-
test) diagnostics. After you issue the boot node

di ag command, you must issue the power of f and
power on commands within 10 minutes.

di ag

Resets all of the parametersin the host server's
OpenBoot PROM NVRAM (nonvolatile read-only
memory) settings to the factory default values. Y ou
must reset the server within 10 minutes.

reset _nvram

Resultsin anormal boot. The server runs low-level
nor nal diagnostics. After you issue boot node nor nmal
you must reset the server.

Controls the host server OpenBoot PROM firmware
method of booting. It does not affect the current
boot nbode setting. string can be up to 64 bytesin
length.

Y ou can specify aboot node setting and set the
bootscript within the same command. For example:

sc>boot node reset _nvram bootscript =
" setenv diag-switch? true”

SC Alert: SC set bootnode to

reset_nvram wll expire
20030305211833
_ SC Alert: SC set bootscript to
bootscript = |wgeteny diag-switch? true"
"string”

After the server resets and OpenBoot PROM reads the
values stored in the bootscript, it sets the OpenBoot
PROM variable di ag- swi t ch? to the user
requested value of t r ue.

Note: If you set boot nbde boot script = "",
ALOM sets the bootscript to empty.

To view theboot node settings, type the following
command:

sc> boot node
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Boot node: reset _nvram

Expires WED MAR 05 21:18: 33 2003
boot scri pt ="setenv di ag-sw tch?
true”

ALOM shell commands

Redirecting the system console from ALOM to other devices

reset

Types of ALOM commands
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br eak

Use the br eak command to bring the server to the OpenBoot PROM prompt (ok). If you have
configured the kadb debugger, then the br eak command brings the server into debug mode.

Make sure that the server front panel keyswitch is not in the Locked position, and that the system console

isdirected to ALOM. If the front panel keyswitch isin the Locked position, ALOM returns the error
messageError: Unabl e to execute break as systemis | ocked.

How to Use the br eak Command

Note: You must have c level user permission to use this command.

At the sc> prompt, type the following command:
sc> break option
where option is- vy, if desired.

After you type the br eak command, the server returns the ok prompt.

Command Option

The br eak command uses one option: - y.

If you specify -y, the break occurs without the prompt: Are you sure you want to send a
break to the system|[y/n]?

ALOM shell commands

Types of ALOM commands

userperm
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consol e

Usetheconsol e command to connect to the system console from the ALOM command shell. When
you use this command, the system displays a standard Solaris login prompt. To exit the system console
and return to the ALOM command shell, type #. (pound-period).

Although multiple users can connect to the system console from ALOM, only one user at atime has
write access to the system console. Any characters that other users type are ignored. Thisisreferred to as
awrite lock, and the other user sessions view the console session in read-only mode. If no other users
have access to the system console, then the user entering the console session first obtains the write lock
automatically by executing the consol e command. If another user has the write lock, you can use the -
f option to force the console to give you the write lock. This forces the other user's connection into read-
only mode..

Note: Before you usethe - f option, you need to configure both OpenBoot PROM and Solaris operating
environment variables on the host server.

How to Use the consol e Command

Note: You must have c level user permission to use this command.

At the sc> prompt, type the following command:
sc>consol e option

where option is the option(s) you want to use, if any.
The Solaris system prompt is then displayed.

Note: The Solaris system prompt that appears depends on the default Solaris shell on the host server.

To return to the sc> prompt from the Solaris system prompt, type the escape character sequence. The
default sequenceis#. (pound-period).

If theadm n account has the write lock, ALOM returns the following messages at theconsol e
command:
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sc> showusers

User nane Connection Login Tine Cient |P Addr Consol e
adm n seri al Nov 13 6:19 system
jeff net-1 Nov 13 6:20 XXX, XXX. XXX. XXX

sc> consol e
Enter #. to return to ALOM

%

If you do not have the write lock, ALOM returns a different message at the consol e command, as
shown in this example:

sc> consol e

Consol e session already in use. [view node]
Enter #. to return to ALOM

%

If you do not have the write lock and you use the - f option with the consol e command to obtain the
write lock, ALOM returns a message at the consol e command that is similar to the following:

sc> consol e -f

War ni ng: User <adm n> currently has wite permssion to this consol e
and forcibly renoving themw ||l termnate any current wite actions
and all work will be lost. Wuld you like to continue? [y/n]

Command Option

The consol e command uses one option: - f . This option forces ALOM to release the write lock from
another user and assign it to your console session. This places the other user's console session in read-
only mode. Using this option returns the following message:

file:///C|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/cli/h_console.html (2 of 3) [9/21/04 6:02:25 PM]



console

War ni ng: User <username> currently has wite perm ssion to this console
and forcibly renoving themw ||l termnate any current wite actions
and all work will be lost. Wuld you |like to continue [y/n]?

At the same time, the user who has the write lock receives the following message:

War ni ng: Consol e connection forced into read-only node.
Configuring the - f Option

Beforeyou usethe- f option with the consol e command, you need to configure variables for both
OpenBoot PROM and the Solaris operating environment on your host server.

To configure the OpenBoot PROM variable, type the following command at the ok prompt:
ok setenv ttya-ignore-cd false
For instructions on how to reach the ok prompt, refer to the Administration Guide for your server.

Next, you need to configure the Solaris operating environment. Log in as root and type the following
commands at the superuser prompt. Type the second command all on one line, even though it appears on
two lines in the example.

# pmadm -r -p zsnon -s ttya

# pmadm -a -p zsnon -s ttya -i root -fu -m
“/dev/itermia:l::/usr/bin/login::9600:ldtermttconpat:ttya | ogin\:
cotvi925:n:" -v 1

ALOM shell commands

Permission levels

Serial port variables

Types of ALOM commands
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consol ehi story

Usetheconsol ehi st or y command to display system console messageslogged in ALOM buffers.
Y ou can read the following system console logs:

. boot log-- Thislog contains POST, OpenBoot PROM, and Solaris boot messages received from
the host server from the most recent reset.

. runlog -- Thislog contains the most recent system console output from POST, OpenBoot
PROM, and Solaris boot messages. In addition, this log records output from the host server's
operating environment.

Each buffer can contain up to 64 Kbytes of information.
If ALOM senses a host server reset, it begins to write that datainto the boot log buffer. When the server

senses that the Solaris operating environment is up and running, ALOM switches the buffer to ther un
log.

How to Use the consol ehi st ory Command

Note: You must have c level user permission to use this command.

At the sc> prompt, type the following command:
sc> consol ehi st ory logname option(s)

where logname is the name of the log you want to display (boot or r un). If you type the
consol ehi st or y command without an option, ALOM returns the last 20 lines of ther un log.

Note: Time stamps recorded in console logs reflect server time. These time stamps reflect local time, and
ALOM event logs use UTC (Coordinated Universal Time). The Solaris operating environment
synchronizes system time with ALOM time.

Command Options

Theconsol ehi st or y command uses the following options for both logs. Y ou can use the - g option
in combination with the - b, - e, or - v options. If you do not specify the - g option, the screen output
will not pause.
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Option Description

Displays the number of lines that you specify for lines
from the beginning of the log buffer. For example:

- b lines
consol ehi story boot -b 10

Displays the number of lines that you specify for lines

from the end of the log buffer. If new data appearsin the

log while you are executing this command, the new datais
- e lines appended to the screen output. For example:

consol ehistory run -e 15

Specifies the number of lines to display before pausing the

output to the screen. After each pause, ALOM showsthe

following message: Paused: Press 'q' to quit,
- g lines any other key to continue. Forexample

consol ehistory run -v -g 5

-V Displays the entire contents of the specified log.

ALOM shell commands

Types of ALOM commands
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fl ashupdat e

Usethef | ashupdat e command to install a new version of the ALOM firmware from alocation that
you specify. The values you enter for command options specify the | P address of the site from which you
download and the path at which the firmware image is |ocated.

Y ou can find the links to the download sites on the ALOM product page at:

http://ww. sun. coml servers/al om ht ni

There are two types of ALOM firmware images: the main firmware and the bootmon (boot monitor)
firmware. The bootmon firmware is the low-level bootstrap image. Be sure to locate the correct image
when preparing to usethef | ashupdat e command.

Caution: Do not usethescadm r eset r sc command while afirmware update isin progress. If you

need to reset ALOM, wait until after the update is complete. Otherwise, you could corrupt the ALOM
firmware and render it unusable.

How to Use the f | ashupdat e Command

Note: You must have a level user permission to use this command.

Before You Begin
To use this command, you need to know the following:

. |Paddress of the server from which you want to download the firmware image
. The path at which the image is stored
. The user name and password to enter at the prompts

If you do not have thisinformation, ask your network administrator. Before you start, if your server hasa

front panel keyswitch, make sure that the keyswitch isin the Normal (unlocked) position. If you use this

command with the keyswitch in the Locked position, the firmware will not update. For more information
about the front panel keyswitch, refer to your server's documentation.

What to Do
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1. Atthesc> prompt, type one the following commands. Substitute the | P address of the server
where the firmware image is stored for ipaddr, and the path name for pathname.

For the main firmware image, the command is similar to the following:
sc> fl ashupdat e -s ipaddr - f pathname/al omrai nf w

For the bootmon image, the command appears similar to this:
sc> flashupdate -s ipaddr -f pathname/ al onboot fw

Note: The path you use for pathnameis / usr/ pl at f or ml
platform-name/ | i b/ i mages/ (al ommai nfw | al onboot f w) . To find the correct value
for platform-name, usethe unane -i command.

2. When prompted, type your user name and password, which are based on your UNIX or LDAP
user name and password and not your ALOM user name and password.

3. After you type your user name and password, the download process continues. As the download
process progresses, a series of periods appear across your screen. (If you selected the - v option,
ALOM returns status messages as the download process occurs.) When the download processis
finished, ALOM displays the message: Updat e conpl et e.

4. Typethe reset sc command to reset ALOM.

For example (replace Xxxx. XxXX. XXxX. XxX with avalid IP address):

sc> flashupdate -s xxX.xXxXx.Xxxx.xxx -f [usr/platform SUNW Sun-Fire-
V440/ |1 b/ 1 mages/ al ommai nf w

User nane: joeuser

Passwor d: ****xxxx

Update conplete. To use the new inage the device will need to be reset
using 'resetsc'.
sc>

Command Options

Thef | ashupdat e command uses the following options.

Option Description

Directs ALOM to download the firmware image from a
- S ipaddr server located at ipaddr. ipaddr describes an |P address
in standard dot notation, such as 123.456.789.012.
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Directs ALOM to the location of the imagefile.
pathname is afull directory path, including the name of

- pathname the imagefile, such as

[files/ ALOM fw al ommai nf w,

Displays verbose output. This option provides detailed
-V information about the progress of the download process

as it occurs.

ALOM shell commands

Types of ALOM commands
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hel p

Usethehel p command to display alist of all ALOM commands and the syntax for each.

How to Use the hel p Command

Note: Y ou do not need user permissions to use this command.

To display help for all available commands, type the following command:
sc >help

To display help for a specific command, type the following command:
sc> hel p command-name

where command-name is the name of the specific command.

For example:

sc> hel p poweron

This command applies power to the nmanaged system or FRU and turns off
ok-2-renove LED on FRU with FRU opti on.

sc>

The following example shows the output you see when you type hel p without specifying a command.

sc> help

Avai | abl e conmands
power on [ FRU]
poweroff [-y] [-f]
removefru [-y] [ FRUY
reset [-y] [-X]
break [-vVy]
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boot node [nornmal | reset nvran] di ag| ski p_di ag]
console [-1]

consolehistory [-b lines|-e lines] [-g lines] [-v] [boot]|run]
show ogs [-b lines|-e lines] [-g lines] [-vV]
setl ocator [on|off]

show ocat or

showenvi r onnment

showf ru

showpl atform [ -v]

showsc [-v] [parani

shownet wor k [-v]

setsc [paran] [val ue]

set upsc

showdat e

setdate [[mdd] HHW | mmddHHWM cc]yy] [. SS|
resetsc [-vy]

fl ashupdate [-s | Paddr -f pathnane] [-v]
setdefaults [-y] [-a]

user add <user nane>

userdel [-y] [usernane]

user show [ user nane]

user password [user nane]

userperm [usernane> [c] [u] [a] [r]

passwor d

showusers [-g |ines]

| ogout

hel p [ command]

sc>

ALOM shell commands

Other commands

Types of ALOM commands
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| ogout

Usethel ogout command to end your ALOM session and to close your ALOM seria or Telnet
connection.

How to Use the | ogout Command

Note: Y ou do not need user permissions to use this command.
At the sc> prompt, type the following command:

sc> | ogout

ALOM shell commands

Other commands

Types of ALOM commands
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passwor d

Use the passwor d command to change the ALOM password for the account to which you are currently
logged in. This command works like the UNIX passwd( 1) command.

How to Use the passwor d Command

Note: This command allows you to change the password for your own ALOM account. Y ou do not need
user permissions to use this command. If you are an administrator and want to change a user account's
password, usethe user passwor d command.

At the sc> prompt, type the following command:
sc>password

When you use this command, ALOM prompts you for your current password. If you enter the password
correctly, it prompts you twice to enter the new password.

For example:

sc> password

password: Changi ng password for usernane
Enter current password: ******

Enter new password: ******

Re-enter new password: ******

sc>

Password Restrictions

Passwords have the following restrictions:

. They must contain at least six characters. Only the first eight characters are significant, so
passwords longer than eight characters are treated as though they only had eight characters.

. They must contain at least two al phabetic characters (uppercase or lowercase letters) and at |east
one numeric or special character.

. They must differ from your login name and any reverse or circular shift of your login name. For
comparison purposes, uppercase and lowercase letters are equivalent.
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« The new password must differ from the old by at |east three characters. For comparison purposes,
uppercase and lowercase | etters are equivalent.

ALOM configuration commands

ALOM shell commands

Types of ALOM commands
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power of f

Usethe power of f command to power off the host server to standby mode. If the server is aready
powered off, this command has no effect. However, ALOM is still available when the server is powered
off, since ALOM uses the server's standby power. Some environmental information is not available when
the server isin standby mode.

How to Use the power of f Command

Note: You must haver level user permission to use this command.

At the sc> prompt, type the following command:
sc> power of f option(s)
where option(s) is the desired option(s), if any.

If you type the power of f command without using any options, the command initiates a graceful
shutdown of the Solaris operating environment, similar to one of the Solaris operating environment
commands shut down, i ni t,oruadm n .

It can take up to 65 seconds for the power of f command to completely shut down the system. Thisis
because ALOM attempts to wait for a graceful shutdown to complete before the system is powered off.

Note: After the poweroff command shuts down the system, ALOM issues the following message:
SC Al ert: Host system has shut down.

Wait until you see this message before powering the system back on.

Command Options

The power of f command uses the following options. Y ou can use these two options together.

Option  Description
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Forces an immediate shutdown regardless of the state of the host.
If the Solaris operating environment shutdown fails for any
reason, use this option to force the system to be powered off

f immediately. This command works like the Solaris operating
environment command hal t ; that is, it does not perform a
graceful shutdown of the system or synchronize the file systems.
Instructs ALOM to proceed without issuing the following

-y confirmation: Are you sure you want to power off

t he systen?

ALOM shell commands

boot node
ower on

Types of ALOM commands
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pPOWer on

Use the power on command to power on the server. If the host server's keyswitch isin the Off position,
or if the server is already powered on, this command has no effect.

How to Use the power on Command

Note: You must haver level user permission to use this command.

At the sc> prompt, type the following command:
Sc> power on

Note: If you have just used the poweroff command to power down the host server, ALOM issues the
following message:

SC Alert: Host system has shut down.

Wait until you see the message before powering the system back on.

To turn on power to a specific FRU (field-replaceable unit) in the server, type the following command:
sc> poweron fru

where fru is the name of the FRU you want to power on.

For example, to turn power on to Power Supply O, type:

sc> poweron PSO

Command Option

The power on command uses one option: fru.

Specifying the fru option powers on the specified FRU. For example, you can use this command when a
power supply isreplaced in the host server. ALOM supports the following FRUSs.
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Value Description

PSO Powers on Power Supply 0 in the host
server.

PS1 Powers on Power Supply 1 in the host
server.

PSD Powers on Power Supply 2 in the host
server.

PS3 Powers on Power Supply 3 in the host
server.

ALOM shell commands

boot node

power of f

Types of ALOM commands
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removefru

Usether enovef r u command to prepare a FRU (field-replaceable unit) for removal and to illuminate
the corresponding OK-to-Remove LED on the host server. For information about the location of the OK -
to-Remove LED, refer to your server's documentation.

How to Use the r enpovef ru Command

At the sc> prompt, type the following command:

sc> renovefrufru

where fru is the name of the FRU you want to prepare for removal.
For example, to prepare Power Supply O for removal, type:

sc> renovefru PSO

Command Option

Ther enovef r u command has one option: fru.

Specifying the fru option prepares the specified FRU for removal. ALOM supports the following FRUSs.

Value Description

Prepares Power Supply O in the host
PSO

server for removal.

Prepares Power Supply 1 in the host
PS1

server for removal.

Prepares Power Supply 2 in the host
PS2

server for removal.

Prepares Power Supply 3 in the host
PS3

server for removal.
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reset

Usether eset command to force the host server to reset immediately. The server reboots using the
options you specified (if any) inthe boot node command. Note that r eset does not perform a graceful

shutdown of the system, and you might lose data. When possible, reset the server through the Solaris
operating environment instead.

If the OpenBoot PROM variable aut o- boot ? issettof al se, you might need to boot the server into
the Solaris operating environment to resume operation.

How to Use thereset Command

Note: You must haver level user permission to use this command.

At the sc> prompt, type the following command:
sc> reset option(s)

where option(s) is the desired option(s), if any.
Command Options

Ther eset command uses the following two options. Y ou can use these two options together.

Option Description

Generates the equivalent of an XIR (externally
initiated reset) on the server. When the XIR occurs,
the server enters OpenBoot PROM mode and displays
the ok prompt.

Thisoption isuseful for driver or kernel debugging,
since most of the contents of the server's memory and
registers are preserved.
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Instructs ALOM to proceed without prompting the
-y following confirmation question: Are you sure
you want to power off the systenf

ALOM shell commands

Permission levels

Types of ALOM software commands

Using OpenBoot PROM features
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resetsc

Usether eset sc command to perform a hard reset of ALOM. Thisterminates all current ALOM
sessions.

How to Use thereset sc Command

Note: You must have a level user permission to use this command.

To perform areset, type the following command:

sc> reset sc option

where option is- vy, if desired.

ALOM responds with the following message:

Are you sure you want to reset the SC [y/n]?

Typey to proceed, or n to exit without resetting ALOM.

Command Option

Ther eset sc command uses one option: - y.

If you use the - y option, the reset proceeds without first asking you to confirm the reset.

ALOM shell commands

Permission levels
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Types of ALOM commands

Using OpenBoot PROM features
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set al arm

Usetheset al ar mcommand to control the Netra 240 or Netra 440 server alarms (four dry contact
alarm relays and four corresponding LED indicators).

The four darms are;
1. Critica
2. Major

3. Minor
4. User

Y ou can set or clear these alarms depending on the system status.

How to Use the set al ar mCommand

Note: You must havea level user permission to use this command.

At the sc> prompt, type the following command:
sc> setalarm[critical|mjor|mnor|user] [on]|off]
For example, to turn the critical alarm on, type:

sc> setalarmcritical on

ALOM shell commands

Configuration commands

Types of ALOM commands
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set dat e

Usetheset dat e command to set the current ALOM date and time.

When the server boots, it sets the current ALOM date and time. The server also periodically setsthe
ALOM date and time while running. If you use the set dat e command while the server is starting or
running, ALOM returns the following error message:

sc> setdate 1200
Error: Unable to set clock while managed system OGS i s running.

The set dat e command only works when the server isin OpenBoot PROM or is powered off.

Note: When setting the date in OpenBoot PROM, simply using the br eak command to switch to
OpenBoot PROM will not allow you to set the ALOM date. If you want to set the ALOM datein
OpenBoot PROM, set the OpenBoot PROM aut o- boot ? variableto f al se, and then reset the host
server.

How to Use the set dat e Command

Note: You must have a level user permission to use this command.

At the sc> prompt, type the following command:
sc> setdate mmuddHHMVEcyy. SS

This command accepts settings for the month, day, hours, minutes, century, years, and seconds. If you
omit the month, day, and year, ALOM applies the current values as defaults. Y ou can also omit the
century value and the value for seconds in the time.

Note: Your server useslocal time, but ALOM uses UTC (Coordinated Universal Time). ALOM does not
accept time zone conversions or daylight time changes.

This example sets the time to September 16, 2002, at 9:45 PM (Coordinated Universal Time).

sc> setdate 091621452002
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MON SEP 16 21:45:00 2002 UTC

This example sets the time to September 16, at 9:45 PM of the current year (Coordinated Universal
Time).

sc> setdate 09162145
MON SEP 16 21:45: 00 2002 UTC

This example sets the time to 9:45 PM of the current month, day, and year (Coordinated Universal
Time).

sc> setdate 2145
MON SEP 16 21:45: 00 2002 UTC

Command Options

The set dat e command uses the following options.

Option Description

nmm Month

dd Day

HH Hour (24-hour system)

VM Minutes

. SS Seconds

cc Century (first two digits of the year)
yy Y ear (last two digits of the year)

ALOM shell commands

Configuration commands
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Types of ALOM commands
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setdefaul ts

Usetheset def aul t s command to set all ALOM configuration variables back to their factory default
values. The - a option setsthe ALOM configuration variables and all user information back to the
factory default values.

How to Use the set def aul t s Command

Note: You must have a level user permission to use this command. Y ou need to set the password to
execute permission-level commands.

At the sc> prompt, type the following command:
sc>set def aul t s option(s)
where option(s) is the desired option(s), if any.

After the Pl ease reset your ALOM nessage appears, typether eset sc command to reset
ALOM. When ALOM resets, it uses the factory default values.

For example:

sc> setdefaul ts
Are you sure you want to reset the SC configuration [y/n]?y

Not e: Pl ease reset your ALOMto nake the new configuration active.

sc> setdefaults -a
Are you sure you want to reset the SC configuration and users [y/n]?y

Not e: Pl ease reset your ALOMto nmake the new configuration active.

Command Options

Theset def aul t s command uses the following options.

file://IC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/cli/h_setdefaults.html (1 of 2) [9/21/04 6:02:30 PM]



setdefaults

Option Description
Setsall ALOM configuration variables to their factory defaults, and
clears the user account and user configuration information as well.

The only account that remains on the system istheadm n user
account with no password.

Executes the command wihout first asking the confirmation
guestion: "Are you sure you want to reset the SC
Y confi guration?"

ALOM shell commands

Types of ALOM commands
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set | ocat or

Usetheset | ocat or command to turn the host server's Locator LED on or off.

Note: This command works only with servers that have front panel Locator LEDs. The Netra 240, Netra
440, Sun Fire V210, Sun Fire V240, Sun Fire V250, and Sun Fire V440 servers have Locator LEDSs.

For more information about Locator LEDS, refer to your server's documentation.

How to Use the set| ocat or Command

Note: You do not need user permissions to use this command.
At the sc> prompt, type the following command:

sc>set | ocat or option

where option is either on or of f .

For example:

sc> setl ocator on

sc> setlocator off

To show the state of the Locator LED, usethe showl ocat or command.

Command Options

Theset | ocat or command has two options. on and of f .

ALOM shell commands
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show ocat or

Types of ALOM commands
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set scC

The ALOM software comes preinstalled on your host server, and is ready to run as soon as you apply
power to the server. If you want to customize the ALOM configuration for your installation, you set up
theinitial configuration with the set upsc command. If you need to update a setting after you

customize your ALOM configuration, use the set sc command.

Note: You can create a script to run the set sc command and use it to configure multiple variables (for
example, all of the event variables).

How to Use the set sc Command

Note: You must have a level user permission to use this command.

Make sure that you have your configuration table with you as you run the command, and that it includes
your planned values for each of the configuration variables you plan to change.

At the sc> prompt, type the following command:

sc> setsc variablevalue

Substitute the configuration variable and the variable's value for variable and value.
For example:

sSc> setsc netsc_ipaddr XXX.XXX.XXX.XXX

where XxxX. XXX. XxXx. xxx isavalid |P address.

If the variable you are configuring requires more than one value, type the values, using spaces to separate
them. Because the set sc command is designed to be used in scripts as well as at the command prompt,
it does not return any information after you enter avalue for a variable.

If you type set sc without including a configuration variable, ALOM returns alist of the variables you
can configure.
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set upsc

Usetheset upsc command to customize ALOM.

Make sure that you have your configuration table with you as you run the command, and that it includes
your planned values for each of the configuration variables you plan to change.

How to Use the set upsc Command

Note: You must have a level user permission to use this command.

At the sc> prompt, type the following command:
sc> setupsc
The setup script starts.

To exit the script and save the changes you have made, type Ctrl-Z. To exit the script without saving any
changes, type Ctrl-C.

For example, the script starts as follows:

sc> setupsc

Entering interactive script node. To exit and discard changes to that
point, use Crl-Cor to exit and save changes to that point, use Crl-
Z.

Answer the interactive questions to customize ALOM.
The script asks you whether you want to enable each set of configuration variables. To enable a set of

variables so that you can configure their settings, typey. To accept a default value shown in parentheses,
press Return. To disable a set of variables and proceed to the next, type n.

For example:

Shoul d the SC network interface be enabled [y]?

file://IC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/cli/h_setupsc.html (1 of 2) [9/21/04 6:02:31 PM]



setupsc

If you typey or press Return to accept the default, the set upsc script then prompts you to enter values
for the variables. The script helps you set up the following types of variables:

. Serid interface variables

. Network interface variables

. Managed system interface variables

. Network management and notification variables
. System variables

Note: Y ou do not need to set or adjust the serial interface variables. These variables are automatically set
for you by the host server.

About ALOM configuration variables

ALOM shell commands

Configuration table

Configuring ALOM

Types of ALOM commands
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showdat e

Use the showdat e command to show the current ALOM date and time. Note that the time ALOM
showsis UTC (Coordinated Universal Time), and that your host server shows your local date and time.

How to Use the showdat e Command

Note: Y ou do not need user permissions to use this command.

At the sc> prompt, type the following command:
sc> showdat e

For example:

sc> showdat e

MON SEP 16 21:45:00 2002 UTC

To change the ALOM date and time, use the set dat e command.

Note: When the server boots, it synchronizes with the current ALOM date and time,

ALOM configuration commands

ALOM shell commands

Types of ALOM commands
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showenvi r onment

Usetheshowenvi r onment command to display a snapshot of the server's environmental status. The
information this command can display includes system temperatures, hard disk drive status, power supply
and fan status, front panel LED status, keyswitch position, voltage and current sensors, and so on. The
output uses aformat similar to the UNIX command prt di ag(1m) .

How to Use the showenvi r onnent Command

Note: Y ou do not need user permissions to use this command.

At the sc> prompt, type the following command:
sc> showenvi r onnment

The display output differs according to your host server's model and configuration. Some environmental
information might not be available when the server isin standby mode.

For example:
sc> showenvi r onnent
==—=—=—=—========== Environnental Status ===============

Sensor Status Tenp LowHard LowSoft LowMarn H ghWarn Hi ghSoft Hi ghHard
CO. PO. T_CORE OK 48 -20 -10 0 97 102 120
Cl. PO. T_CORE &K 53 -20 -10 0 97 102 120
C2. PO. T_CORE &K 49 -20 -10 0 97 102 120
C3. PO. T_CORE &KX 57 -20 -10 0 97 102 120
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CO0. T_AMB (0 28 -20 -10 0 70 82 87
Cl. T_AMB (0 33 -20 -10 0 70 82 87
C2. T_AMB (0 27 -20 -10 0 70 82 87
C3. T_AMB K 28 -20 -10 0 70 82 87
MB. T_AMB K 32 -18 -10 0 65 75 87
Front Status Panel:

Keyswi tch position: NORVAL

System | ndi cat or St at us:

SYS. LOCATE SYS. SERVI CE SYS. ACT

OFF OFF ON

Syst em Di sks:

Di sk St at us Servi ce OK2ZRM

HDDO OK OFF OFF

HDD1 OK OFF OFF

HDD2 OK OFF OFF

HDD3 COK OFF OFF

Fans (Speeds Revol ution Per Mnute):

Sensor St at us Speed Var n Low

FTO. FO. TACH K 3879 2400 750

FT1. FO. TACH K 3947 2400 750

FT2. FO. TACH K 4017 2400 750

FT3. FO K -- -- --
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Sensor St at us Vol t age LowSof t LowMar n Hi ghWar n Hi ghSof t
MB. V_+1V5 K 1.49 1.20 1.27 1.72 1.80
MB. V_VCCTM XK 2.53 2.00 2.12 2.87 3.00
MB. V_NETO_1V2D OK 1.26 0. 96 1.02 1.38 1.44
MB. V_NET1_1V2D OK 1.26 0. 96 1.02 1.38 1.44
MB. V_NETO_1V2A K 1.26 0. 96 1.02 1.38 1.44
MB. V_NET1_1V2A K 1.25 0. 96 1.02 1.38 1.44
MB. V_+3V3 oK 3.38 2.64 2.80 3.79 3.96
MB. V_+3V3STBY K 3.33 2.64 2.80 3.79 3.96
MB. BAT. V_BAT K 3. 07 - - 2.25 - - - -

MB. V_SCSI _CORE OK 1. 80 1.44 1.53  2.07 2.16
MB. V_+5V oK 5.02 4.00 4.25 5.75 6. 00
MB. V_+12V oK 12.00 9.60 10.20 13.80 14. 40
MB. V_-12V oK -11.96 -14.40 -13.80 -10.20 -9.60

PSO ON OFF OFF
PS1 ON OFF OFF
pPS2 ON OFF OFF
PS3 ON OFF CFF

PSO ON OFF OFF OFF OFF OFF
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PS1 ON OFF OFF OFF OFF OFF
pPS2 ON OFF OFF OFF OFF OFF
PS3 ON OFF OFF OFF OFF OFF

MB. FF_SCSIA K
MB. FF_SCSIB K
MB. FF_POK K
0. PO. FF_POK OK
Cl. PO. FF_POK OK
C2. PO. FF_POK OK
C3. PO. FF_POK OK

ALARM CRI Tl CAL OFF OFF
ALARM MVAJOR OFF OFF
ALARM M NOR OFF OFF
ALARM USER OFF OFF

The following example shows the environmental information you might see when the host server is
powered off.

Sensor Status Tenp LowHard LowSoft Lowarn H ghWarn Hi ghSoft H ghHard
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CPU tenperature informati on cannot be di spl ayed when System power is off

Keyswi t ch position: UNKNOMW

Di sk Status information cannot be di spl ayed when System power is off.
Fan Status information cannot be di splayed when System power is off.
Vol tage Rail Status information cannot be di splayed when System power is off.

: . K-t o-
Suppl y Active Servi ce RenDVe
PSO ON OFF OFF
PS1 ON OFF OFF

PSO ON OFF OFF
PS1 ON OFF OFF

ALOM shell commands
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Types of ALOM commands
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showf r u

Use the showf r u command to display the contents of al FRU PROMS s (field-replaceable units
programmabl e read-only memory) in the host server. The output uses aformat similar to that of the
Solaris operating environment pr t f r u command.

How to Use the showf r u Command

Note: Y ou do not need user permissions to use this command.

At the sc> prompt, type the following command:
sc> showfru
The following example shows sample output for the showf r u command.

sc> showfru
FRU PROM at PS0. SEEPROM

Ti mestanp: FRI FEB 07 18:18:32 2003

Description: P/S,SSI MS, 680W HOT PLUG

Manuf acture Locati on: DELTA ELECTRONI CS CHUNGLI TAI WAN
Sun Part No: 3001501

Sun Serial No: T00420

Vendor: Delta El ectronics

Initial HW Dash Level: 02

Initial HWRev Level: 05

Short nanme: A42 PSU

FRU PROM at MB. SEEPROM

Ti mestanp: TUE MAY 13 14:57:15 2003

Descri ption: ASSY, Ad2, MOTHERBOARD

Manuf acture Location: Cel estica, Toronto,Ontario
Sun Part No: 5016344

Sun Serial No: 001196

Vendor: Cel estica
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Initial HW Dash Level: 04
Initial HWRev Level: 10
Shortnane: A42 MB

FRU PROM at PS1. SEEPROM

Ti mestanp: FRI FEB 07 15:46: 14 2003

Description: P/S, SSI MPS, 680W HOT PLUG

Manuf acture Location: DELTA ELECTRONI CS CHUNGLI TAI WAN
Sun Part No: 3001501

Sun Serial No: T00409

Vendor: Delta El ectronics

Initial HWDash Level: 02

Initial HWRev Level: 05

Short name: A42 PSU

FRU_PROM at SC. SEEPROM

Timestanp: FRI MAR 07 13: 36: 00 2003
Descri ption: ASSY, ALOM Card

Manuf acture Location: Cel estica, Toronto
Sun Part No: 5016346

Sun Serial No: 000461

Vendor: Cel estica

Initial HWDash Level: 04

Initial HWRev Level: 05

Shor t nane: ALOM Card

FRU_PROM at SCSI BP. SEEPROM

Ti mestanp: MON MAR 10 12:56:22 2003

Descri ption: ASSY, Ad2,4 DRV SCSI BKPLN

Manuf acture Location: Cel estica, Toronto, Canada
Sun Part No: 5016335

Sun Serial No: 001213

Vendor: Cel estica

Initial HW Dash Level: 03

Initial HWRev Level: 05

Short nane: A42 SCSI _BP
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FRU_PROM at CO. SEEPROM

Ti mestanp: MON MAR 17 12:09:52 2003

Description: ASSY, Ad42,1.280GHZ, OMB, CPU BD

Manuf acture Location: Cel estica, Toronto, Canada
Sun Part No: 5016370

Sun Serial No: 000335

Vendor: Cel estica

Initial HWDash Level: 02

Initial HWRev Level: 05

Short nane: A42 CPU 1. 280GHzZ

FRU_PROM at Cl. SEEPROM

Ti mestanp: MON MAR 17 12:10:12 2003

Descri ption: ASSY, Ad42,1.280GHz, OMB, CPU BD

Manuf acture Location: Cel estica, Toronto, Canada
Sun Part No: 5016370

Sun Serial No: 000285

Vendor: Cel estica

Initial HW Dash Level: 02

Initial HWRev Level: 05

Shortnane: A42 CPU 1. 280GHzZ

FRU_PROM at C2. SEEPROM

Ti mestanp: MON MAR 17 12:10: 31 2003

Descri ption: ASSY, Ad2, 1.280GHz, OMB, CPU BD

Manuf acture Location: Cel estica, Toronto, Canada
Sun Part No: 5016370

Sun Serial No: 000306

Vendor: Cel estica

Initial HW Dash Level: 02

Initial HWRev Level: 05

Shortnane: A42 CPU 1. 280GHzZZ

FRU PROM at C3. SEEPROM
Ti mest amp:  TUE MAR 18 14: 01: 25 2003
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Description: ASSY, Ad2, 1.280GHz, OMB, CPU BD

Manuf acture Location: Cel estica, Toronto, Canada
Sun Part No: 5016370

Sun Serial No: 000313

Vendor: Cel estica

Initial HW Dash Level: 02

Initial HWRev Level: 05

Shortnane: A42 CPU 1. 280GHzZ

FRU_PROM at (0. PO. BO. DO. SEEPROM

Ti mestanp: MON DEC 30 12:00: 00 2002
Description: SDRAM DDR, 1024 MB
Manuf act ure Locati on:

Vendor: Sansung

Vendor Part No: M3 12L2828DT0- CA2

FRU_PROM at C0. PO. BO. D1. SEEPROM

Ti mestanp: MON DEC 30 12: 00: 00 2002
Description: SDRAM DDR, 1024 MB
Manuf acture Locati on:

Vendor: Sansung

Vendor Part No: M3 12L2828DT0- CA2

FRU_PROM at (0. PO. B1. DO. SEEPROM

Ti mest anp: MON DEC 30 12: 00: 00 2002
Descri ption: SDRAM DDR, 1024 MB
Manuf act ure Locati on:

Vendor: Sansung

Vendor Part No: M3 12L2828DT0- CA2

ALOM shell commands
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showl ocat or

Usetheshow ocat or command to view the state of the host server's Locator LED (on or off).

Note: This command works only with servers that have the front panel Locator LEDs. The Netra 240,
Netra 440, Sun Fire V210, Sun Fire V240, Sun Fire V250, and Sun Fire V440 servers have Locator
LEDs.

For more information about the Locator LEDs, refer to your server's documentation.

How to Use the show ocat or Command

Note: Y ou do not need user permissions to use this command.

At the sc> prompt, type the following command:

sc> show ocat or

If the Locator LED ison, ALOM returns the following result:
sc> show ocat or

Locator LED is ON

If the Locator LED is off, ALOM returns the following result:
sc> show ocat or

Locator LED is OFF

To change the state of the Locator LED, usetheset | ocat or command.

ALOM shell commands
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show ogs

Usetheshowl ogs command to display the history of all eventslogged in the ALOM event buffer.
These eventsinclude server reset events and all ALOM commands that change the state of the system
(suchasr eset , power of f, and power on).

Each event recorded in the log has the following format:
dat e host nanme: message

dat e signifiesthe time at which the event occurred, as recorded by ALOM. host nane isthe name of
the host server, and message is a short description of the event.

If you use the showl ogs command without any option, ALOM displaysthe last 20 lines of the event
log.

How to Use the showl ogs Command

Note: Y ou do not need user permissions to use this command.

At the sc> prompt, type the following command:

sc> show ogs option(s)

where option(s) isthe desired option(s), if any.

The following example shows an event log entry:

NOV 15 11:12:25 | abserver: "SC Login: User johnsmth Logged on."
Note: Time stamps shown in the ALOM event log reflect UTC (Coordinated Universal Time).

This example shows the output of the showl ogs command with the - v option. The - v option displays
the persistent event log. The persistent event log is comprised of the contents of NVRAM.

sc> show ogs -v
Persi stent event | og
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MAY 19 11:22: 03 wgs40-232: 0004000e: "SC Request to Power O f Host

| medi ately. "

MAY 19 11:22:12 wgs40-232: 00040029: "Host system has shut down."
MAY 19 11:22:43 wys40-232: 00040002: "Host System has Reset"

Log entries since MAY 19 14:57:08

MAY 19 14:57:08 wgs40-232: 00060003: "SC System booted. "

MAY 19 14:57:35 wgs40-232: 00060000: "SC Login: User rich Logged on."

Command Options

Theshow ogs command uses four options. Y ou can use the - g option in combination with the - b, - e,
or - v options. If you do not specify the - g option, the screen output will not pause.

Option Description

Displays the entire contents of the buffer and the contents
of NVRAM (the persistent event log).

Displays the events from the beginning of the buffer, where

linesisthe number of lines that you specify. For example,

the following command displays the first 100 linesin the
-b lines buffer:

-V

showl ogs -b 100

Displays the events from the end of the buffer, where lines

Isthe number of linesthat you specify. If new data appears

in the log while you are executing this command, the new
-elines datais appended to the screen output. For example:

show ogs -e 10

Controls the number of lines displayed on the screen at a
given time, where lines is the number of lines that you

- g lines specify. After each pause, ALOM shows the following
message; - - pause-- Press '(q' to quit, any
ot her key to conti nue.

file:///C|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/cli/h_showlogs.html (2 of 3) [9/21/04 6:02:34 PM]



showlogs

ALOM shell commands

consol ehi story

Types of ALOM commands

file://IC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/cli/lh_showlogs.html (3 of 3) [9/21/04 6:02:34 PM]



shownetwork

shownet wor Kk

Use the shownet wor k command to display the current ALOM network configuration.

Note: If you changed the ALOM network configuration since the last time you booted ALOM, the
output from this command might not show the updated configuration information. Reboot ALOM to see

the changed configuration.

How to Use the shownet wor k Command

Note: Y ou do not need user permissions to use this command.

At the sc> prompt, type the following command:
sc> shownet wor k option
where optionis- v, if desired.

The command output appears similar to the following example, with the actual |P addresses, netmask,
and Ethernet addresses in your network configuration in place of XXX. XXX. XXX. XXX.

sc> shownet wor k

SC network configuration is:

| P Address: XXX, XXX. XXX. XXX

Gat eway address: XXX XXX, XXX. XXX
Net mask: XXX, XXX. XXX, XXX

Et hernet Address: XX XX XX XX: XX: XX

Command Option

The shownet wor k command uses one option: - v.
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If you type shownet wor k - v, ALOM returns additional information about your network, including
information about your DHCP (Dynamic Host Configuration Protocol) server, if you have one

configured.

ALOM shell commands

Types of ALOM commands
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showpl at f orm

Usethe showpl at f or mcommand to display information about the host server's platform ID and
status.

How to Use the showpl at f or mCommand

Note: Y ou do not need user permissions to use this command.
At the sc> prompt, type showpl at f or m

The host server returns information similar to the following:
sc> showpl at form

SUNW Sun- Fi r e-v440

Domai n St at us

wgs48- 78 OGS Runni ng
sc> showpl at form

SUNW Sun- Fi r e- v440
Domai n St at us

wgs48- 78 OS Reset

ALOM configuration commands
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ALOM shell commands

ALOM software commands

FRU commands
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showsc

Use the shows c command to display information about the ALOM software configuration and
firmware version.

How to Use the showsc Command

Note: Y ou do not need user permissions to use this command.

To display all configuration information for ALOM, type the following command at the sc> prompt:
sc>showsc

To display the values for a particular configuration variable, type the following command at the sc>
prompt:

sc> showsc param
where param s the param option.

For example, xi r isthe current value for thesys aut or est art configuration variable:

sc> showsc sys_autorestart

Xir

The - v option provides additional details about the specified variable.
For example, to display the ALOM version, type either of the following:

sc> showsc version
Advanced Lights Qut Manager

sc> showsc -v version
Advanced Lights Qut Manager
SC Firmmare version: 1.1.0
SC Boot non version: 1.1.0
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SC Bootnmon Buil d Rel ease: 37

SC boot mon checksum C717BOFB

SC Bootnon built My 13 2003, 15:05:48

SC Buil d Rel ease: 37

SC firmvare checksum 1BECBO5A

SCfirmvare built May 13 2003, 15:05:33

SC firmvare fl ashupdate MAY 19 2003, 14:55:38
SC System Menory Size: 8 MB

SC NVRAM Version = a

SC hardware type: 1

Command Options

The showsc command uses the following options. If you type showsc without using any options,
ALOM displays all of its configuration variables.

Option Description

When used with the param option, the - v option might
-V display more detailed information about the specified
configuration variable (depending on the variable).

Directsthe shows c command to display the value of

param the configuration variable you specified.

ALOM shell commands

Other commands

Types of ALOM commands
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showuser s

Usethe showuser s command to display thelist of users currently logged into ALOM. Thelist
includes details such as the type of connection, the duration of each user's session, the |P address of the
client (if the user is using a network connection), and whether the user has the host system consol€'s
write lock (this determines whether the user can type input in a system console session, or just monitor
the system console in read-only mode).

How to Use the showuser s Command

Note: Y ou do not need user permissions to use this command.

At the sc> prompt, type the following command:
sc> showusers option
where option is- g lines, if desired. For example:

sc> showusers

user nanme connection login tine client | P addr consol e
j oeuser seri al Sep 16 10: 30

bi gadm n net -3 Sep 14 17:24 123.123.123.123 system
sueuser net - 2 Sep 15 12:55 123.223.123. 223

If auser has more than one session running, each session is listed.

Command Option

The showuser s command uses one option: - g lines.

This option pauses the display after the number of lines you specify for lines. After each pause, ALOM
returns the following message:
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- - pause-- Press to quit, any other key to continue

q

If ALOM encounters an alert condition or an event, it displays the information after this message. Press
any key to continue, or press q to exit the display and return to the sc> prompt.
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user add

Usetheuser add command to add a user account to ALOM.

How to Use the user add Command

Note: Y ou must have u level user permission to use this command.

At the sc> prompt, type the following command:
sc> user add username
where username is the name of the user whose account you want to add to ALOM.
username has the following restrictions:
. Valid characters include al phabetic (letter) and numeric characters, period (.), underscore (), and
hyphen (-).
. It can have amaximum length of 16 characters, at least one of which must be alowercase

alphabetic character.
. Thefirst character must be alphabetic.

Y ou can add a maximum of 15 unique user accountsto ALOM.

To assign a password to a user name, usethe user passwor d command.

To set permission levels for auser name, use the user per mcommand.

ALOM configuration commands

ALOM shell commands

Types of ALOM commands
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user del

Usetheuser del command to delete an ALOM user account. Once the account is deleted, the deleted
user's configuration information can never be recovered.

If the user name you specify is not on the list of ALOM users, ALOM returns an error message.
Likewise, if thereisonly one user on thelist, ALOM will not delete that user account.

Note: ALOM will not delete the default adm n user account.

How to Use the user del Command

Note: You must have u level user permission to use this command.

At the sc> prompt, type the following command:

sc> userdel useracct

where useracct is the name of the user account you want to delete.

Command Option

Theuser del command uses one option: - y.

If you specify the - y option, user del deletes the account without issuing the following confirmation
guestion: Are you sure you want to del ete user oldacct [y/n]?

ALOM configuration commands

ALOM shell commands

Types of ALOM commands
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user password

Usetheuser passwor d command to change the password for the specified user account. This
command is designed for administrators who need to change user passwords on ALOM accounts, but
who might not know what the user account passwords are. If you are trying to change the password on
your own ALOM account, use the passwor d command.

How to Use the user passwor d Command

Note: You must have u level user permission to use this command.

At the sc> prompt, type the following command:

sc> user passwor d username

where username is the name of the user account for which you want to change the password.
When you use this command, ALOM does not prompt you for the existing password.

For example:

sc> userpassword nmsmth
New passwor d:
Re-enter new password:

sc>

Password Restrictions

Passwords have the following restrictions:

. They must contain at least six characters. Only the first eight characters are significant, so
passwords longer than eight characters are treated as though they only had eight characters.

. They must contain at |least two al phabetic characters (uppercase or lowercase letters) and at |east
one numeric or special character.

. They must differ from your login name and any reverse or circular shift of your login name. For
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comparison purposes, uppercase and lowercase letters are equivalent.
« The new password must differ from the old by at |east three characters. For comparison purposes,
uppercase and lowercase | etters are equivalent.

ALOM configuration commands

ALOM shell commands

Types of ALOM commands
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user perm

Usetheuser per mcommand to set or change permission levels for a specified user account. By default,
theinitial setup procedure creates the ALOM adm n account. This account cannot be deleted, nor can
you change the user permissions for the account.

Permission Levels

All users can read ALOM information, but you need authorization to perform ALOM functions or to
change settings. There are four permission levels that increase a user's authorization. Y ou can specify
zero through four permission levels.

Permission Level |Description
Administrative. This user is authorized to change the

a state of ALOM configuration variables and reboot
ALOM.
User administration. This user is authorized to add
u users and delete users, change user permissions, and

change the authorization level of other users.

Console permission. This user is authorized to connect
to the host server system console.

Reset/power permission. This user is authorized to reset
the host server, and power the server on and off.

If you do not assign a permission level to the specified user (that is, you assign zero permission levels),
then that user has read-only permission. Thisisthe default level for anew ALOM user account.

Note: The default user permission for the account that you use when you start ALOM for thefirst timeis
read-only. After you set a password for the default adm n account, the permissions change to cuar

(full authorization).

To seeauser's permission levels, usethe user show command.
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How to Use the user per mCommand

Note: You must have u level user permission to use this command.

At the sc> prompt, type the following command:
SC> user per musername permission(s)

where username is the name of the user to whom you want to assign permissions, and permission(s) is
the permission(s) you want to assign to that user.

For example, to assign ¢ and r user permissionsto user nsni t h, type the following at the ALOM
command prompt:

sc> userpermnemth cr

To seeauser's permission levels, usethe user show command.

A user with read-only permission can use only the following commands:

. help

. password
. showdat e

. Shownet wor k

. Showenvi r onment
. show ogs

. consol ehi story
. showsc

. | ogout
. show ocat or

A user who has read-only permissions would appear similar to the user j er eny in the following
example:

sc> user show
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adm n cuar Assi gned
j ereny Assi gned

ALOM configuration commands
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user show

Usethe user showcommand to display a specified user's ALOM account, along with each user's
permissions and whether a password has been assigned.

If you do not enter auser name, user showdisplays al of the ALOM accounts.

How to Use the user show Command

Note: You must have u level user permission to use this command.

At the sc> prompt, type the following command:
sc> user showusername

where username is the name of the specified user.
For example:

sc> user show

User nane Per m ssi ons Passwor d?
adm n cuar Assi gned
ww | son cuar Assi gned
| adans --Cr None

sc> user show w | son

User nane Per m ssi ons Passwor d?

ww | son cuar Assi gned
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About ALOM Configuration Variables

ALOM has nonvolatile configuration variables that you can use to change ALOM behavior. The default
values for these variables are preinstalled. Y ou customize the variables for the first time using the

set upsc interactive script command. Y ou can change settings for individual variables using either the
ALOM command shell or thescadm set command.

How to Use Configuration Variables in the ALOM
Command Shell

Note: You must have a level user permission to set configuration variables from the ALOM command
shell. You must log in to the host server asroot to set an ALOM configuration variable using thescadm
utility.

From the ALOM command shell:

. To specify avaue (or values) for thisvariable, usethe set upsc command.

. To show the configuration variables and their settings, use the showsc command.
. Toset avaluefor aconfiguration variable, use the set sc command.

. Toreset al variablesto their factory defaults, usetheset def aul t s command.

Using the scadmutility:

. Toview the current value, use the show command.
. To changethevaue, usetheset command.

Types of Configuration Variables

ALOM provides the following types of configuration variables:

. Seria port variables

. Network interface variables

. Managed system interface variables

. Network management and notification variables
. System user variables
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Serial Management Port Variables

The host server sets the serial management port variables when it starts up, so these variables are read-
only. You do not need to set or adjust them.

ALOM uses the serial management port variables to report on the serial management port (SERIAL
MGT) settings on the host server. To view the settings for these variables, from the ALOM command
shell, use the showsc command. To view the settings using the scadm utility, usethescadm show

command.

Y ou can view settings for the following serial management port variables, but you cannot set or adjust

them:

« S€er

baudr at e

« S€r

dat a

« S€r

parity

« S€r

stopbits

About ALOM configuration variables

setsc

set upsc

showsc
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Network Interface Variables

The network interface variables specify the network settings that ALOM uses across its Ethernet
connection at the network management (NET MGT) port on the host server.

ALOM uses the following network interface variables:

. if emmilalerts

. i f network

. ILf npbdem

. hetsc dhcp

. netsc i paddr

. netsc i pnet nask

. hetsc i pgateway

. netsc tpelinktest
. netsc_enet addr

From the ALOM command shell:

. To specify avalue (or values) for this variable, usethe set upsc command.

« To show the configuration variables and their settings, use the showsc command.
. Tosetavaluefor aconfiguration variable, use the set sc command.

. Toreset al variablesto their factory defaults, usethe set def aul t s command.

Using the scadmutility:

. Toview the current value, use the show command.
. Tochangethevalue, usetheset command.

About ALOM configuration variables
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Managed System Interface Variables

The managed system interface variables specify how ALOM behaves when it passes information to the
host server. Some of these variables are configurable, and others are set by default and cannot be
changed.

ALOM uses the following managed system interface variables:

. SYS autorestart (settable)

. Sys bootfailrecovery (settable)
. Sys _bootrestart (settable)

. SYS boottinmeout (settable)

. Sys_eventl evel (settable)

. Sys_host nane (not settable)

. SYS enet addr (not settable)

. Sys_nmaxbootfail (settable)

. SYys _xirtineout (settable)

. Sys wdtti neout (settable)

From the ALOM command shell:

. To specify avaue (or values) for a settable variable, use the set upsc command.

. Toshow the configuration variables and their settings, use the showsc command.

. Toset avaluefor asettable variable, usetheset sc command.

. Toreset al settable variables to their factory defaults, usethe set def aul t s command.

Using the scadmutility:

. Toview the current value, use the show command.
. To changethevalue, usetheset command.

About ALOM configuration variables
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Network Management and Notification
Variables

The network management and notification variables specify how ALOM manages the host system and
sends alerts.

AL OM supports the following network management and notification variables:

. gt nmi | host
. nogt nmil alert

From the sc> prompt at the ALOM command shell:

. Toset up these variables, use the set upsc command.
. Toview the current settings, use the showsc command.
. Tochangeavaluefor avariable, usetheset sc command.

How to use configuration variables
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System User Variables

The system user variables allow you to customize the way ALOM identifies and interacts with the host
server. When you use the set upsc script to customize ALOM, you can reach these variables by

responding y when set upsc prompts you.
ALOM supports the following system user variables:

. Sc_backupuserdat a

. sc clieventl evel

. sc_clipasswdecho

. Sc_clipronpt

. Sc clitinmeout

. Sc_custonerinfo

. Sc_escapechars

. Sc_power ondel ay

. SC_power st at emenory

From the ALOM command shell:

. To specify avalue (or values) for this variable, usethe set upsc command.

. To show the configuration variables and their settings, use the showsc command.
. Toset avaluefor aconfiguration variable, use theset sc command.

. Toreset al variablesto their factory defaults, usethe set def aul t s command.

Using the scadmutility:

. Toview the current value, use the show command.
. Tochangethevalue, usetheset command.

About ALOM configuration variables
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1 f _emailalerts

Usethisvariable to enable email aerts. When thisvariableisset tot r ue (enabled), you can set values
for the ALOM network management and notification variables. The network management and

notification variables, ngt _nai | host andngt _mai | al ert, specify how to manage and enable
email alerts.

Note: Thei f _net wor k variable must be enabled before you can enablei f _emai | al ert s.

From the ALOM command shell:

. To specify avaluefor this variable, use the set upsc command.
. To set or change the value, use the set sc command.
. Toview the current value for this variable, use the shows c command.

How to Use the set upsc Command to Set the
| f _emai | al erts Variable

1. Atthesc> prompt, type the following command:
sc> setupsc
The set upsc script prompts you as follows:

Should the SC enmail alerts be enabled [y]?
2. Typey to configure the interfaces; that is, to set thevaluetot r ue.

The default value for thisvariableist r ue (enabled).

How to Use the set sc Command to Change the
| f _emai | al erts Variable

At the sc> prompt, type the following command:

sc> setsc if_email al erts response
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whereresponseist r ue to enable email aerts, or f al se to disable them.
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| f _network

Use this variable to enable the ALOM network interface. When thisvariableisset tot r ue (enabled),
you are able to use the ALOM network interface variables.

From the ALOM command shell:

. To specify avalue (or values) for this variable, usethe set upsc command.

. To show the configuration variables and their settings, use the showsc command.
. Tosetavaluefor aconfiguration variable, use the set sc command.

. Toreset al variablesto their factory defaults, usethe set def aul t s command.

Using the scadmuitility:

. Toview the current value, use the show command.
. Tochangethevalue, usetheset command.

How to Use the set upsc Command to Set the
| f _networ k Variable

1. Atthesc> prompt, type the following command:
sc> setupsc
The set upsc script prompts you as follows:

Do you wsh to configure the enabled interfaces [y]?
2. Typey to configure the interfaces.

The default value for thisvariableist r ue (enabled).

How to Use the set sc Command to Change the
| f _networ k Variable

At the sc> prompt, type the following command:
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sc> setsc if_network response

whereresponseist r ue to enable the network interface or f al se to disableit.
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| f _nbdem

ALOM supports incoming serial modem communication from an external modem for remote
management. To accept an incoming communication, you need to configure the modem hardware and
ALOM software locally before accessing the system remotely.

A modem attached to the serial management port (SERIAL MGT) has exclusive use of the port. You
may want to configure ALOM for use on an Ethernet to allow local usersto connect to ALOM via
Telnet. See Configuring ALOM or Configuring Y our Network Manually for further information.

How to Configure the Serial Management Port to
Use a Modem

1. Setthei f _nodemvariabletot r ue by doing one of the following:
o Loginto ALOM through a Telnet session and type the following:
sc> setsc if_nodemtrue

SC Alert: Serial Mt port input is disabled until a nodemcall is
recei ved.

o Loginto the host server, use the scadmuitility, and type the following:
# scadm set if _nodemtrue
May 19 13:59: 07 wgs40-232 rnclonv: Serial Mt port

I nput is disabled until a nodemcall is received
SC Alert: Serial Mt port input is disabled until a nodem
call is received

2. Connect the modem to the serial management port (SERIAL MGT) and turn on the power to the

modem.

The DTR, CTS, and AA lightsilluminate.

Note: After you setthei f _nodemvariabletot r ue, input on the serial connection is disabled
unless either the DCD signal on the serial management port goes high or thei f _nodemvariable
isset back tof al se. You will not be able to use the SERIAL MGT port until you connect a
modem to it. However, you can use telnet to connect to ALOM through the NET MGT port.

How to Return the Serial Management Port for Use
Without a Modem
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=

Power off the modem.

Disconnect the RJ-45 modem connection from the serial management port (SERIAL MGT).

3. If another device was attached to the serial management port before you removed it to connect the
modem, reconnect that device to the serial management port.

4. Setthei f _nodemvariabletof al se by doing one of the following:

N

o Loginto ALOM through a Telnet session and type the following:
sc> setsc if _nodem fal se

o Loginto the host server, use the scadmutility, and type the following:
scadm set if _nodem fal se

Modem Configuration Troubleshooting

| ssue Solution
ALOM modem does Verify that cabling is set up correctly. See Setting
not answer Up the Hardware for additional information.

ALOM modem answers
then immediately hangs |Verify that thei f _nodemvariableissettot r ue.

up
1. Typethe ALOM escape character (#.) to see

if you can return to the ALOM login or sc>
prompt.

ALOM modem answers| 2 Ensure that the serial management port
but connections appear speed and modem port speed are set to the
dead same value.
3. Try disabling data compression. On many
modems, thisis done by using the AT&KO
modem command.

Configuring an external modem
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mgt_mailalert

ngt _nmai |l al ert

Use this variable to configure email alerts.

The procedure for setting up email alerts varies slightly, depending on which method you use. Y ou can
specify up to eight email addresses.

From the ALOM command shell:

. To specify avalue (or values) for this variable, usethe set upsc command.
. Toview the current value, use the shows c command.
. To changethe value(s), usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevaue, usetheset command.

How to Use the set upsc Command to Set the
nmgt _mai | al ert Variable

1. Atthesc> prompt, type the following command:
sc> setupsc
The set upsc script prompts you as follows:

Enter the nunber of email recipients to configure [0]? 2
2. Type the number of emalil recipients.

The default value, O, appears in brackets after the prompt.

For each recipient you specify, the script asks the following question, substituting <n> for the
number of the recipient it is currently configuring (for example, if you enter 2 asin the above
example, you are prompted to configure email alerts for address 1, and then for address 2).

Enter the email address for recipient <n> (nmaxi nrum of 30
characters) []? johnsmth@ysadm n.com
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mgt_mailalert

3. Typethe email address of the recipient, as shown in the above example.
ALOM accepts email addresses of up to 30 characters. The script then asks:

Enter the level of events to send to recipient <n> where valid
settings are 1 (critical), 2 (critical and major) and 3
(critical, mjor and mnor) [2]?

4. Type the response that corresponds to the levels of alerts you want sent to the recipient.

How to Use the set sc Command to Change the
mgt _mai | al ert Variable

At the sc> prompt, type the following command:
sc> setsc ngt _nmil al ert email level

where email is the email address to which you want the alert sent, and level isthe the level of alerts
(critical, magjor, or minor) you want sent.

For example:
sc> setsc ngt_mailalert kevin@bc.com 1

Toremoveangt mai |l al ert entry, specify the values for this variable again, omitting the alert level.
For example, to remove the entry for the previous example, type the following:

sc> setsc ngt _mailalert kevin@bc.com

About ALOM configuration variables

Network management and notification variables

showsc
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mgt_mailhost

ngt _nmal | host

Use this variable to specify the IP (Internet Protocol) addresses of one or two mail serversto which
ALOM deliversemail aerts.

From the ALOM command shell:

. To specify avalue for this variable, use the set upsc command.
. Toview the current value, use the shows c command.
. To changethevalue, usetheset sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevalue, usetheset command.

How to Use the set sc Command to Change the
ngt _mai | host Variable

At the sc> prompt, type the following command:
sc> setsc ngt _nmil host ipaddrlipaddr2
where ipaddr1 and ipaddr2 are the | P addresses of the mail host(s) you want to specify.

For example, to specify one mail server using set sc, type the following command at the sc> prompt,
substituting the 1P address of your mail server for XxXx. XXX. XXX. XXX:

sc> setsc ngt_mai |l host XXX. XXX. XXX. XXX
The default IP address is 0.0.0.0.

Note: The default IP address of 0.0.0.0 isnot avalid IP address. Y ou must enter avalid |P address for
this command.

To specify two mail servers, type the following command. Use a single space to separate the | P address
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mgt_mailhost

of thefirst mail server from the | P address of the second server.

sc> setsc ngt _mai |l host XXX. XXX. XXX. XXX YYY.VYYY.VYVYYy.VYyy

How to Use the scadmuUtility to Change the
ngt _mai | host Variable

At the server's superuser prompt, type the following command:
# scadm set ngt_nmai |l host ipaddrlipaddr2
where ipaddr1 and ipaddr2 are the | P addresses of the mail hosts you want to specify.

For example, to specify one mail server using scadm set , type the following command at the #
prompt, substituting the | P address of your mail server for xxX. XXX. XXX. XXX:

# scadm set ngt _mail host XXX. XXX. XXX. XXX
The default 1P addressis 0.0.0.0.

Note: The default IP address of 0.0.0.0 isnot avalid IP address. Y ou must enter avalid |P address for
this command.

To specify two mail servers, type the following command. Use a single space to separate the | P address
of the first mail server from the |P address of the second server.

# scadm set ngt _mai |l host XXX. XXX. XXX. XXX YYY.VYYY.VYYyYy.Vyyy

About ALOM configuration variables

Network management and notification variables

showsc
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netsc_dhcp

net sc_dhcp

Use this variable to specify whether you want to use DHCP (Dynamic Host Configuration Protocol) to
obtain your network configuration. The available valuesaret r ue and f al se. Thedefault valueis
fal se.

From the ALOM command shell:

. To specify avaluefor this variable, use the set upsc command.
. Toview the current value, use the showsc command.
. To changethevalue, usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevaue, usetheset command.

About ALOM configuration variables

Network interface variables

showsc
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netsc_enetaddr

net sc_enet addr

Use this variable to display the MAC address (Ethernet address) for ALOM in the standard six-byte
format (for example, Oa: 2c: 3f : 1a: 4c: 4d). Thisvariableis set at the factory. Y ou cannot set or
change thisvariable.

From the ALOM command shell:

. Toview thiscurrent value for this variable, use the showsc command.

Using the scadmutility:

. Toview the current value, use the show command.

About ALOM configuration variables

Network interface variables

showsc
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netsc_ipaddr

net sc_| paddr

Use this variable to specify the ALOM [P (Internet Protocol) address.
From the ALOM command shell:

. To specify avalue for this variable, use the set upsc command.
. Toview the current value, use the shows c command.
. To changethevalue, usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevalue, usetheset command.

The default | P address supplied by this variable is 0.0.0.0.

Note: If you are using DHCP to obtain your ALOM network configuration, you do not need to set this
variable. If net sc_dhcpissettot r ue, thentheset upsc script does not ask you to set

net sc_i paddr.

A typical |P address contains four sets of numbers between 0 and 255, separated by decimal points. This
isreferred to as standard dot notation.

If the IP address you specify does not work with the subnet mask and gateway addresses you specify,
ALOM returns the following error message, substituting the valuesfor net sc_i pgat eway and

net sc i pnet mask:

Error: Invalid IP address for gateway address <netsc i pgateway> and IP
net mask <net sc_i pnet mask>.

Check that all the values you entered are correct. If you need help obtaining the correct | P address, ask
your network administrator.

Note: net sc_i paddr does not update results from an scadm shownet wor k command until the
ALOM isreset viascadm resetr sc.
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netsc_ipaddr

About ALOM configuration variables

Network interface variables

showsc
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netsc_ipgateway

net sc_I| pgat eway

Use this variable to specify the IP (Internet Protocol) address for the default | P gateway (also called a
router). This gateway allows ALOM to access different subnetworks, other than the oneto which it is
connected.

From the ALOM command shell:

. To specify avalue for this variable, use the set upsc command.
. Toview the current value, use the shows c command.
. To changethevalue, usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevaue, usetheset command.

The default |P address supplied by this variable is 0.0.0.0

Note: If you are using DHCP to obtain your ALOM network configuration, you do not need to set this
variable. If net sc_dhcpissettot r ue, thentheset upsc script does not ask you to set

net sc_i pgat eway.

A typical |P address contains four sets of numbers between 0 and 255, separated by decimal points. This
isreferred to as standard dot notation.

If the IP address you specify does not work with the subnet mask and ALOM | P addresses you specify,
ALOM returns the following error message, substituting the valuesfor net sc_i pnet nask and

netsc i paddr:

Error: Invalid IP gateway address for | P address <netsc_ipaddr> and IP
net mask <net sc_i pnet mask>.

Check that all the values you entered are correct. If you need help obtaining the correct | P address, ask
your network administrator.

file://IC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/variables/h_netsc_ipgateway.html (1 of 2) [9/21/04 6:02:43 PM]



netsc_ipgateway

About ALOM configuration variables

Network interface variables

showsc
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netsc_ipnetmask

net sc_I pnet nask

Use this variable to specify the ALOM [P (Internet Protocol) netmask.
From the ALOM command shell:

. To specify avalue for this variable, use the set upsc command.
. Toview the current value, use the shows c command.
. To changethevalue, usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevalue, usetheset command.

The default | P address supplied by this variable is 255.255.255.0 (Class C network).

Note: If you are using DHCP to obtain your ALOM network configuration, you do not need to set this
variable. If net sc_dhcpissettot r ue, thentheset upsc script does not ask you to set

net sc_i pnet mask.

A typical |P address contains four sets of numbers between 0 and 255, separated by decimal points. This
isreferred to as standard dot notation.

If the IP address you specify does not work with the subnet mask and ALOM | P addresses you specify,
ALOM returns the following error message, substituting the valuesfor net sc_i pgat eway and

netsc i paddr:

Error: Invalid IP netnask for I P address <netsc_ipaddr> and | P gat eway
<net sc_i pgat eway>.

Check that all the values you entered are correct. If you need help obtaining the correct | P address, ask
your network administrator.

About ALOM configuration variables
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Network interface variables

showsc
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netsc_tpelinktest

net sc_t pel I nkt est

Use this variable to enable 10BASE-T Ethernet link integrity tests. If you are using ALOM in ahub that
does not support Ethernet link integrity tests or that has them disabled, set thisvariabletof al se.
Changesto this variable take effect after the next ALOM reset. Users on the Ethernet network will not be
abletologinto ALOM while the tests are running.

From the ALOM command shell:

. To specify avalue for this variable, use the set upsc command.
. Toview the current value, use the showsc command.
. To changethevalue, usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevaue, usetheset command.

Note: ALOM and the local hub need Ethernet link integrity tests enabled or disabled consistently. If this
setting is not consistent, communication might not be possible.

This variable works like the OpenBoot PROM environment variable" t pe- | i nk-t est ?", whichis
available on some Sun platforms.

About ALOM configuration variables

Network interface variables

showsc
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sc_backupuserdata

sc_backupuser dat a

This variable specifies whether the local user database on ALOM (that is, user, password, and permission
information) should be backed up. When this variableis set to true, this datais backed up on the system
configuration card (SCC).

If you are running the set upsc script, set upsc asksthe following question:

Shoul d the SC user database be stored on the SCC [n]?
The values for this variable are as follows.

. true -- Backs up the user database to the SCC.
. fal se -- Nobackup. (Thisisthe default value)

From the ALOM command shell:

. Toview the current value for this variable, use the showsc command.
. To change the current value, use the set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To change the current value, use the set command.
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sc_clieventlevel

sc _clieventl evel

Use this variable to specify the level of ALOM events that you want ALOM to display in the ALOM
shell during an ALOM session. There are four levels of events:

O (None) -- Display no events
1 (Critical) -- Critical eventsonly

« 2 (Magor) -- Critical and major events
3 (Minor) -- Critical, major, and minor

The default value for thisvariableis2 (Major).
From the ALOM command shell:

. To specify avauefor thisvariable, usetheset upsc command.
. Toview the current value, use the shows c command.
. Tochangethevalue, usetheset sc command.

Using the scadmuitility:

. Toview the current value for this variable, use the show command.
. Tochangethevalue, usetheset command.

About ALOM configuration variables

Managed system interface variables

showsc
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sc_cliprompt

sc_cl i1 promt

Use this variable to change the ALOM shell prompt. The default promptissc>.

Y ou can specify any string of characters for the prompt, up to a maximum of 16 characters. The
characters allowed in the string are alphanumeric, hyphen, and underscore.

From the ALOM command shell:
. To specify avalue (or values) for this variable, usethe set upsc command.

. Toview the current value, use the shows c command.
. To changethe value(s), usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevaue, usetheset command.

How to Use the set sc Command to Change the
sc_cl i pronpt Variable

At the sc> prompt, type the following command:
sc> setsc sc_clipronpt prompt
where prompt is the desired ALOM command prompt.

For example, if your host nameiser ni e and your host's ALOM nameiser ni e- sc, typethe
following command to specify er ni e- sc asyour ALOM shell prompt:

sc> setsc sc_clipronpt ernie-sc
erni e-sc>

In addition, you can set this variable through the set upsc command. The set upsc command script
prompts you for the following:
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sc_cliprompt

Enter the SC cli pronpt (maxi mum of 16 characters) [sc] ?

To use the default prompt of sc>, press Return.

How to Use the scadmuUtility to Change the
sc_cl i pronpt Variable

At the server's superuser prompt, type the following command:
# scadm set cli pronpt prompt

where prompt is the desired ALOM command prompt.

About ALOM configuration variables

showsc

System user variables

file://IC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/variables/h_sc_cliprompt.html (2 of 2) [9/21/04 6:02:45 PM]



sc_clitimeout

sc _clitineout

Use this variable to specify the number of seconds that an ALOM shell session can beidle before an
automatic logout occurs. Y ou can specify values from 0 to 10,000 seconds. If you specify avaue
between 1 and 59 seconds, the variable will automatically be set to the minimum value of 60 seconds.
The default value is 0 seconds (no idle time). If you specify avalue that has more than five digitsiniit,
the timeout will be set to 0.

Note: If the ALOM session isin console mode, automatic logout will not occur, even when this variable
IS set.

For example, to set the automatic logout interval to 60 seconds, type the following command at the
ALOM shell prompt:

sc> setsc sc_clitinmout 60

Y ou can specify avalue for the timeout using the set upsc command. The set upsc script prompts
you to enter avalue as follows:

Enter the SC CLI tineout in seconds (nmaxi num of 10000s) [O0]?
From the ALOM command shell:

. To specify avaue (or values) for thisvariable, usethe set upsc command.
. Toview the current value, use the shows c command.
. Tochangethe value(s), usetheset sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevalue, usetheset command.

About ALOM configuration variables
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System user variables

showsc
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sc_clipasswdecho

sc_cl 1 passwdecho

Use this variable to turn password echo on and off. When password echo is on, each character that a user
types when logging in to ALOM is echoed to the screen with an asterisk (*). Note that the actual
password is never echoed to the screen.

The default value for thisvariable isy (echo asterisks to screen).

For example, to change the value of this variable to n (no echo) type the following command at the
ALOM command prompt:

sc> setsc sc_clipasswdecho n

Y ou can specify avalue for this variable using the set upsc command. The set upsc script prompts
you to enter avalue as follows:

Shoul d password entry echo '*'s [y] ?
From the ALOM command shell:

. To specify avaue (or values) for thisvariable, usethe set upsc command.
. Toview the current value, use the shows c command.
. Tochangethe value(s), usetheset sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. Tochangethevalue, usetheset command.

About ALOM configuration variables

showsc

System user variables
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sc_customerinfo

Sc_custonerinfo

Use this variable to store information about the host server, or any other information you want to enter
that identifies the host server to ALOM. If you answer y when theset upsc script asksDo you w sh

to configure the SC paraneters [y]?,thentheset upsc script returnsthe following
prompt:

Enter any custoner data for this platform (maxi nrumof 40 characters)

[17?
For example:

Enter any custoner data for this platform (maxi num of 40 characters)
[1? This is the test |ab server.

From the ALOM command shell:

. To specify avalue (or values) for this variable, usethe set upsc command.
. Toview the current value, use the shows c command.
. To changethe value(s), usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevaue, usetheset command.

About ALOM configuration variables

showsc

System user variables
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sc_escapechars

Sc_escapechars

Use this variable to change the escape character sequence. The default escape character sequence you use
to switch from a system console session back to ALOM is#. (pound-period). You can specify the first of
the two characters to customize the escape character sequence. The second character must always be a
period (.).

Y ou can specify avalue for this variable using the set upsc command. The set upsc script prompts
you to enter avalue asfollows:

Enter the consol e session escape sequence (2 characters). The first
character can be any printable characters or control-A through control -
Y except for control-C, control-D, control-H, control-J, or control-M
The second character nust be a ".".

[#.]17

From the ALOM command shell:
. To specify avalue (or values) for this variable, use the set upsc command.

. Toview the current value, use the showsc command.
. To change the value(s), usethe set sc command.

Using the scadmuitility:

. Toview the current value for this variable, use the show command.
. Tochangethevalue, usetheset command.

About ALOM configuration variables

showsc

System user variables
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sc_powerondelay

sc_power ondel ay

Use this variable to cause the server to wait for a short time before powering on. The delay is arandom
interval of one to five seconds. Delaying the server power-on helps minimize current surges on the main
power source. Thisisimportant when multiple serversin racks power on after a power outage.

Y ou can set the power-on delay using the set upsc command. When the set upsc script asksthe
following question, typey to enable the delay or n to disable it:

Shoul d poweron sequenci ng be disabled [y]?

From the ALOM command shell and from the scadmutility, the values for thisvariable aret r ue and
fal se.

For example, from the scadmutility, type the following command to enable the delay:
# set sc_powerondel ay true

To disable the delay, type the following:

# set sc_powerondel ay fal se

From the ALOM command shell:

. To specify avalue (or values) for this variable, usethe set upsc command.
. Toview the current value, use the shows c command.
. Tochangethe value(s), usetheset sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. Tochangethevalue, usetheset command.

About ALOM configuration variables
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showsc

System user variables
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SC_powerstatememory

sc_power st at enenory

ALOM runs as soon as power is applied to the host server, even if the server is powered off. When you
first apply power to the host server, ALOM starts to run, but the server does not start up until you power
it on.

Thesc_power st at enenor y variable allows you to specify the state of the host server asf al se
(keep the host server off) or t r ue (return the server to the state it was in when the power was removed).
Thisisuseful in the event of a power failure, or if you physically move the server to a different location.

For example, if the host server is running when power islost and thesc _power st at enenory
variableissettof al se, the host server remains off when power isrestored. If the
sc_power st at enmenory variableissettot r ue, the host server restarts when the power is restored.
The values for this variable are as follows.
. true --"Remembers’ the state of the host server when power was removed and returns the
server to that state when power is reapplied.
. fal se -- Kegpsthe server off when power is applied

From the ALOM command shell:

. To specify avalue (or values) for this variable, usethe set upsc command.
. Toview the current value, use the shows c command.
. To changethe value(s), usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevaue, usetheset command.

About ALOM configuration variables

showsc
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System user variables
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ser_baudrate

ser baudrate

This variable sets the serial management port (SERIAL MGT) baud rate. Its value is preset and cannot be
changed.

The default setting is9600.
From the sc> prompt:

. Toview the current value for this variable, use the showsc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.

About ALOM configuration variables

Serial management port variables

showsc
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ser_data

ser data

This variable sets the number of serial management port (SERIAL MGT) data bits. Its valueis preset and
cannot be changed.

The default setting is 8.
From the sc> prompt:

. Toview the current value for this variable, use the showsc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.

About ALOM configuration variables

Serial management port variables

showsc
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ser_parity

ser _parity

This variable sets the serial management port (SERIAL MGT) parity. Itsvaueis preset and cannot be
changed.

The default setting isnone.
From the sc> prompt:

. Toview the current value for this variable, use the showsc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.

About ALOM configuration variables

Serial management port variables

showsc
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ser_stopbits

ser _stopbits

This variable sets the number of serial management port (SERIAL MGT) stop bits. Itsvalueis preset and
cannot be changed.

The default setting is 1.
From the sc> prompt:

. Toview the current value for this variable, use the showsc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.

About ALOM configuration variables

Serial management port variables

showsc
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sys autorestart

Sys autorestart

ALOM has a"watchdog" function that monitors the host server and detects when the host encounters a
hang condition or stops running. Use this variable to specify the action ALOM should take when the
watchdog function times out while waiting for a response from the host. Note that when the watchdog
function discovers a hang condition, the ALOM event log registers an event.

sys_aut orest art hasthree options:

. hone -- Do nothing except log the event to the ALOM event |og.
. Xir --Perform an XIR (externally initiated reset). The timeout value for the XIR is set by the
sys_xirtineout variable (default timeout value is 900 seconds, or 15 minutes).

. reset -- Performaserver r eset , booting to the Solaris operating environment.

The default valueisxi r .

Note: For thexi r andr eset options, an event islogged to the ALOM event log in addition to alog
entry describing the action.

From the ALOM command shell:

. To specify avaue (or values) for thisvariable, usethe set upsc command.
. Toview the current value, use the shows c command.
. Tochangethe value(s), usetheset sc command.

Using the scadmuitility:

. Toview the current value for this variable, use the show command.
. Tochangethevalue, usetheset command.

About ALOM configuration variables

Managed system interface variables

showsc
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sys_bootfailrecovery

sys bootfailrecovery

Thesys bootfail recovery variabletells ALOM what recovery action to take if the system fails
to boot after thevalue setinthesys _maxboot f ai | variableis met.

sys_boot fail recovery hasthree options:

. hone — Do nothing except log the event to the ALOM event log
. power cycl e —Power cycle the host system
. power of f — Power off the host system

The default valueisnone.

From the ALOM command shell:

. To specify avalue (or values) for this variable, usethe set upsc command.
. Toview the current value, use the shows c command.
. To changethe value(s), usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. Tochangethevalue, usetheset command.

About ALOM configuration variables

Managed system interface variables

showsc
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sys_bootrestart

Sys bootrestart

Usethesys boot rest art variable to set the action that ALOM will take if the host fails to boot
within the amount of time set through thesys_boot t i neout variable.

sys_boot rest art hasthree options:

. hone — Do nothing.
« Xir —Perform an XIR (externally initiated reset) if ALOM doesn’t get the watchdog enable
message before the value set through thesys_boot t i neout variableisreached.

. reset —Perform aserver reset, booting to the Solaris operating environment.

The default valueisnone.
For thexi r andr eset options, an event islogged to the ALOM event log.

If you setthesys_bootrestart property toxi r, you must also set the OpenBoot PROM NVRAM
variableaut o- boot -on-error?totrue andtheerror-reset-recovery variabletoboot .
In addition, for this option to work reliably, the system must reboot followed by an xi r , which may not
happen in all cases (for example, if the system failsto find the boot disk and drops down to the ok
prompt). Because of these restrictions, you may want to set thesys boot r est art property to
reset for amore consistent behavior.

From the ALOM command shell:

. To specify avaue (or values) for thisvariable, usethe set upsc command.
. Toview the current value, use the shows c command.
. Tochangethe value(s), usetheset sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevaue, usetheset command.

About ALOM configuration variables
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sys_bootrestart

Managed system interface variables

showsc
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sys_boottimeout

sys bootti neout

ALOM will start a boot timeout timer once the host system is powered on or reset. If the host failsto
boot by the time thistimer expires, it will perform an action that you set through the
Sys_bootrestart variable.

Usethesys bootti neout variableto set the amount of time that ALOM will wait for the host to
boot before performing that action. The default value is 120 seconds.

Note: Choose the value of this variable carefully. Consider the system configuration and the typical
amount of time it takes for the system to boot up completely when deciding on avalue for this variable.
Y ou must also have the aut o- boot setting in the OpenBoot PROM settot r ue; if you have the
aut o- boot setting settof al se, the system will not reboot automatically after being powered on or
reset, and ALOM will view this as aboot failure.

From the ALOM command shell:

. To specify avaue (or values) for thisvariable, usethe set upsc command.
. Toview the current value, use the shows c command.
. To change the value(s), usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevalue, usetheset command.

About ALOM configuration variables

Managed system interface variables

showsc
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sys_enetaddr

Sys enet addr

Thisvariable is automatically configured by the system software, so you cannot set it or changeit. The
value isread and determined from the host server's MAC address (Ethernet address) and then stored as a
variablein ALOM.

From the sc> prompt:

. Toview the current value for this variable, use the shows c command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.

About ALOM configuration variables

Managed system interface variables

showsc
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sys eventlevel

sys eventl evel

Use this variable to specify the level of ALOM events that you want ALOM to send to the host server.
There are four levels of events:

0 (None) -- Send no events
1 (Critical) -- Critical eventsonly
« 2 (Magor) -- Critical and major events
3 (Minor) -- Critical, magjor, and minor events

The default value for thisvariableis2 (Major).
From the ALOM command shell:

. To specify avaue (or values) for thisvariable, usethe set upsc command.
. Toview the current value, use the shows c command.
. Tochangethe value(s), usetheset sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. Tochangethevalue, usetheset command.

About ALOM configuration variables

Managed system interface variables

showsc
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sys_hostname

sys host nane

Thesys _host nane variable is automatically configured by the system software, so you cannot set it
or change it. When the host server boots and starts to communicate with ALOM, ALOM reads the host
name from the server's operating system and storesit in this variable.

From the sc> prompt:

. Toview the current value for this variable, use the showsc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.

About ALOM configuration variables

Managed system interface variables

showsc
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sys_maxbootfail

sys maxboot f ai |

Thesys _maxboot f ai | variable alowsyou to set alimit to the number of times that the recovery
action applied throughthesys _boot r est art variable is alowed to be taken, keeping the system

from peforming the recovery action continuously.

The default value for thisvariableis 3.
From the ALOM command shell:

. To specify avaue (or values) for thisvariable, usethe set upsc command.
. Toview the current value, use the shows c command.
. Tochangethe value(s), usetheset sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. Tochangethevalue, usetheset command.

About ALOM configuration variables

Managed system interface variables

showsc
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sys wadttimeout

sys wdt t 1 nmeout

Usethesys wdtti meout variableto set the ALOM watchdog timeout.
The default value is 60 seconds.
From the ALOM command shell:

. To specify avalue (or values) for this variable, usethe set upsc command.
. Toview the current value, use the shows c command.
. To changethe value(s), usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevaue, usetheset command.

About ALOM configuration variables

Managed system interface variables

showsc

Understanding the ALOM watchdoqg timer
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sys xirtimeout

Sys Xi rti nmeout

Note: Thisvariable works only whenthesys aut orest art variableissettoxi r.

This variable allows you to set atimeout value for the XIR (externally initiated reset) you specified using
thesys_aut or est art variable. If the XIR does not complete within the specified number of seconds,
ALOM aborts the XIR and forces the server to perform a hard reset instead. If you specify atimeout of

zero seconds, the XIR never times out after awatchdog XIR event. If you specify a value that has more
than five digitsin it, the timeout will be set to 0.

If you want to specify avalue other than zero seconds, choose a timeout value of 900 t010,800 seconds
(15 minutes to 3 hours). If you specify avalue between 1 and 899, the value defaults to 900. If you
specify avalue over 10,800, that value defaults to 10,800.

Y ou can specify avalue for this variable while running the set upsc command. When you set this
variable using set upsc, the following prompt is displayed:

How many seconds should be allowed for an XIR to conplete (nmaximum
ti meout of 10800s) [900]?

From the ALOM command shell:

. To specify avaue (or values) for thisvariable, usethe set upsc command.
. Toview the current value, use the shows c command.
. To changethe value(s), usethe set sc command.

Using the scadmutility:

. Toview the current value for this variable, use the show command.
. To changethevalue, usetheset command.

About ALOM configuration variables
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sys xirtimeout

Managed system interface variables

showsc
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About the scadm Utility

About the scadmuUtility

The System Controller Administration (scadm utility, which is part of the Solaris operating
environment, allows you to perform many ALOM tasks while logged in to the host server. Thescadm

commands control severa functions, and some allow you to view or set ALOM configuration variables.

Y ou must be logged in to the host as root before you can use the scadmutility.
Note: The scadmutility does not work when you are running SunVTS™ software on the server.

The scadmutility sendsits output to st dout . Y ou can use scadmin scripts to manage and customize
ALOM from the host system.

For more information about the scadmutility, refer to the scadmman page. Type man scadmat the
system prompt. The man page for scadmis located on the Solaris HW Supplement CD for your version
of the Solaris operating environment.

Getting started with the scadmutility

scadmcommands

scadmerror messages

Setting your path to the scadmutility
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Getting Started With the scadm Utility

Getting Started With the scadmuUtility

To use the scadmutility, perform these steps:

1. Set your path to the scadmutility.

2. Loginto the host system as root.
3. Type scadmat the superuser prompt, and then type the command you want to use.

Note: The scadmutility does not work when you are running SunVTS™ software on the server.

scadmcommands

scadmerror messages
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Setting Y our Path to the scadm Utility

Setting Your Path to the scadmuUtility

To set your path to the scadmutility, perform these two steps:

1. Find out the proper platform name for your system.
2. Set the path to scadmon your system.

Refer to your Solaris operating environment documentation for more information about how to set the
path. The procedure differs depending on which command shell you are using in the Solaris operating
environment, as well as which file you want to use to contain path information.

The scadmutility resides in the following directory:
[ usr/ pl at f or M platform-name/ sbi n

where platform-name is the platform name for your system.

How to Find Out Your System's Platform Name

At the system prompt, typeunane -i .

The system returns a result similar to the following:

% unane -Ii
SUNW Sun- Fi r e- V440

The result in this example shows the platform name for the Sun Fire V440 server. The result you see
depends on your server model. This example means that the default directory for the ALOM software on
the Sun FireV440 is.

[ usr/ pl at f or n1 SUNW Sun- Fi r e- V440/ sbi n

Getting started with the scadmutility
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scadm Commands

scadmCommands

The scadmcommands provide equivalent functionality to that of the ALOM commands.

How to Use the scadmCommands

Make sure that you have set your path to the scadmutility and have logged in to the host system as root,

or use the cd command to moveto the/ usr/ pl at f or ml platform-name/ sbi n directory, where
platform-name is the platform name for your host server.

To use acommand, type the following at the host system's superuser prompt. Substitute the command
you want to use for command.

# scadm command

scadmCommands

Thefollowing list describes the commands for the scadmutility.

Command Description

hel Displgygalist of scadmcommands and brief
nelp descriptions and syntax for each command.
dat e Displays the date and time.

Displays the current network configuration

shownet wor k : )
information.

Displays the current value of the specified ALOM

show configuration variable.

Displays the events logged in the ALOM event
buffer.

Resets ALOM immediately. The - s option
specifies a soft reset.

Sets the specified ALOM configuration variable to
the assigned value.

| oghi story

resetrsc [-s]

set
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scadm Commands

Downloads main or bootmon firmware to the
ALOM flash PROM.

Communicates with the modem on supported
platforms.

downl oad

nmodem set up

Sends a custom message as an event. The - ¢ option

send event [-cC : o
[-c] assigns acritical level to the event.

Displays ALOM version information. The - v

version [-V . .
version [-v] option provides verbose output.

user add Adds an ALOM user account.

user del Deletesan ALOM user account.

user show Shows the information for an ALOM user account.
user password Sets or changes a user's password.

user perm Sets or changes a user's permissions.

Getting started with the scadmutility

scadmerror messages

Setting your path to the scadmutility
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scadm date

scadm dat e

Usethescadmdat e command to show the ALOM date and time. This command works like the
ALOM shell command showdat e.

Note: Your host server useslocal time, but ALOM uses UTC (Coordinated Universal Time). ALOM
does not accept time zone conversions or daylight time changes.

How to Use the scadm dat e Command

Log in to the host server as root.

At the system's superuser prompt, type the following command:
#scadm dat e

For example:

# scadm date

MON SEP 16 21:45:00 2002 UTC

The dat e command shows the date and time in the following format: ddmmHHMVEcyy. SS as
described below.

Value Description

nm Month

dd Day

HH Hour (24-hour system)

VM Minutes

. SS Seconds

cc Century (first two digits of the year)
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scadm date

yy Year (last two digits of the year)

scadmcommands

scadmerror messages
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scadm download

scadm downl oad

Usethescadm downl oad command to program the ALOM firmware. This command works like the
ALOM shell command f | ashupdat e.

Y ou can find the links to the download sites on the ALOM product page at:

http://ww. sun. coml servers/al om ht ni

The ALOM firmware contains two parts: the main image and the boot monitor (bootmon).

Note: The download process can take several minutes to complete. Downloading the main firmware
image can take up to 10 minutes. The boot monitor (bootmon) image download process can take several
minutes to complete. After the download is complete, ALOM automatically resets.

Caution: Do not usethescadm r eset r sc command while afirmware update isin progress. If you

need to reset ALOM manually, wait until after the update is complete. Otherwise, you could corrupt the
ALOM firmware and render it unusable.

How to Use the scadm downl oad Command

Log in to the host server as root.

To program the main image, at the superuser prompt, type the following command:

# scadm downl oad filename

where filename is the name of the main image file you want to download.

To program the boot monitor (bootmon), at the superuser prompt, type the following command:
#scadm downl oad boot filename

where filename is the name of the boot monitor file you want to download.

For example:
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scadm download

To download the ALOM main firmware;

# scadm downl oad/ usr/ pl at f or n1 platform-name/ | i b/
| mges/ al ommai nfw

where platform-name is the platform name for your host server.

To download the bootmon image:

# scadm downl oad boot /usr/ pl atf or n1 platform-name/ | i b/
| mges/ al onboot fw

where platform-name is the platform name for your host server.

Command Option

The downl oad command uses one option: boot .

This option directs the downl oad command to program the boot monitor with the downloaded file you
specify.

scadmcommands

scadmerror messages
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scadm help

scadm hel p

Usethescadm hel p command to list the available commands for the scadmutility and to show their
syntax.

How to Use the scadm hel p Command

Log in to the host server as root.

At the system's superuser prompt, type the following command:
# scadm hel p

For example:

# scadm hel p

USAGE: scadm <conmmand> [ opti ons]

For a |ist of commands, type "scadm hel p"

scadm COWANDS SUPPORTED

hel p, date, set, show, resetrsc, downl oad, send_event, nodem setup, useradd,
userdel, usershow, userpassword, userperm shownetwork, |oghistory, version

SCADM - COMVAND DETAILS

scadm hel p => this nessage

scadmdate [-s] | [[mdd] HHW | nmddHHMM cc]yy] [.SS] => print or set date
scadm set <vari abl e> <val ue> => set variable to val ue
scadm show [vari abl e] => show vari abl e(s)

scadmresetrsc [-s] => reset SC (-s soft reset)

scadm downl oad [boot] <file> => programfirmwvare or [boot] nonitor

scadm send_event [-c] "nessage" => send nessage as event (-c CRITI CAL)
scadm nodem set up => connect to nodem port

scadm user add <usernane> => add SC user account

scadm userdel <usernane> => del ete SC user account
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scadm help

scadm user show [ user nane] =>show user details

scadm user password <user nanme> => set user password
scadm user per m <user name> [cuar] => set user perm ssions
scadm shownet wor k => show networ k configuration

scadm | oghi story => show SC event | og

scadm version [-v] => show SC version (-v verbose)

#

scadmcommands

scadmerror messages
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scadm loghistory

scadm | oghi story

Usethescadm | oghi st or y command to display the history of all eventslogged in the ALOM event
buffer. These eventsinclude server reset events and all ALOM or scadmcommands that change the
state of the system, such asr eset , power of f , and power on inthe ALOM command shell. This

command is similar to the ALOM shell command showl ogs.

Each event recorded in the log has the following format:
date tine errorcode: message

wheredat e ti e isthe date and time at which the event occurred, as recorded by ALOM.
er r or code isthe code for the logged event, and message is a short description of the event.

How to Use the scadm | oghi st ory Command

Log in to the host server as root.

At the superuser prompt, type the following command:

# scadm | oghi story

The following example shows an event log entry:

MAR 08 13:41:21 wys-48-49: 00060000: "SC Login: User adm n Logged on."

Note: Time stamps recorded in console logs reflect server time. Time stamps shown in the ALOM event
log reflect UTC (Coordinated Universal Time).

scadmcommands

scadmerror messages
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scadm modem_setup

scadm nodem set up

Thescadm nodem set up command is not supported on the Netra 240, Netra 440, Sun Fire V210,
Sun Fire V240, Sun Fire V250, or Sun Fire V440 servers. For information about how to set up an
external modem to support incoming transactions, refer to the online help for thei f _nodemvariable.

scadmcommands

scadmerror messages
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scadm resetrsc

scadm resetrsc

Usethescadm r eset r sc command to reset ALOM. This command works like the ALOM shell
commandr eset sc.

Caution: Do not usethescadm r eset r sc command while afirmware update (scadm downl oad
or f | ashupdat e) isin progress. If you need to reset ALOM, wait until after the update is complete.
Otherwise, you could corrupt the ALOM firmware and render it unusable.

How to Use the scadm resetrsc Command

Log in to the host server as root.

At the superuser prompt, type the following command:
#scadm resetrsc option

where option is- s, if desired.

This command causes ALOM to reset immediately.

Note: The host server does not respond after you typethescadm r eset r sc command; the reset
occursimmediately.

Command Option

Ther eset r sc command uses one option: - s.

This option causes a soft reset to occur. If youtypescadm r eset r sc without using the - s option, a
hard reset occurs.

scadmcommands
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scadm send_event

All eventsrecorded in the ALOM event log can be sent as email alerts.
Usethescadm send_event command to send the events to the following destinations:

. Emall -- You can send alertsto email addresses that you configure usingthengt _nmai | al ert

configuration variable.

. Theserver'ssyslog -- You set up thisoption using thesys event | evel configuration
variable.

« All userscurrently logged in to ALOM -- Y ou configure this option using the
sc_clieventl evel -configurationvariable.

How to Use the scadm send _event Command

Log in to the host server as root.

At the superuser prompt, type the following command:

# scadm send_event "message"

where message is your customized message.

For example:

Using the - ¢ option sends acritical level event.

# scadm send_event -c "Restarting the server at 4:00 PM
Usingthesend_event without the - ¢ option sends amajor event.

# scadm send_event "TEST"

scadmcommands
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scadmerror messages
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scadm set

Usethescadm set command to set an ALOM configuration variable to the desired value. This
command works like the ALOM shell command set sc.

How to Use the scadm set Command

Log in to the host server as root.

At the superuser prompt, type the following command:

# scadm set variablevalue

where variable is the name of the variable you want to set, and value isits value.
For example:

# scadm set netsc_ipaddr 123.123.123.123

Note: Theset command accepts only 2 parameters. avariable and one value string. If the value string
that you wish to passto set contains more than one word, enclose the entire value string in quotation
marks. For example:

# scadm set ngt_nmilalert "dgd@entral 3"

scadmcommands

scadmerror messages
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scadm show

Usethe scadm showcommand to view the value for the specified ALOM configuration variable. This
command works like the ALOM shell command showsc.

How to Use the scadm show Command

Log in to the host server as root.

At the superuser prompt, type the following command:

# scadm show variable

where variable is the name of the variable.

For example:

# scadm show net sc_i paddr

123. 123. 123. 123

Typing scadm showwith no variables specified displays the values for all variables. For example:
# scadm show

I f _network="true"

| f _nodem="f al se"

i f _emnilalerts="fal se"
sys_autorestart="xir"
sys_xirtimeout ="900"

net sc_tpel i nktest="true"

net sc_dhcp="fal se"

net sc_i paddr ="129. 148. 40. 233"
net sc_i pnet mask="255. 255. 255. 0"
net sc_i pgat eway="129. 148. 40. 254"
ngt _mai | host =""

ngt _mailalert=
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scadm show

sc_custoneri nfo=""
sc_escapechar s="#.
sc_power ondel ay="true"
sc_power st at enenory="f al se"
sc_cl i passwdecho="true"
sc_clipronpt="sc"
sc_clitinmeout="0"
sc_clieventl evel ="2"
sc_backupuserdat a="true"
sys_event |l evel =" 2"

scadmcommands

scadmerror messages
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scadm shownet wor k

Usethescadm shownet wor k command to display the current network configuration. This
commandworks like the ALOM shell command shownet wor K.

Note: If you have changed the network configuration since the last time you rebooted the host server, the
output from this command might not show the updated configuration information. Reboot your server to
see the changed configuration.

How to Use the scadm shownet wor k Command

The command output appears similar to the following example, with the actual |P addresses, netmask,
and Ethernet addresses in your network configuration in place of XXX XXX XXX.XXX.

Log in to the host server as root.

At the superuser prompt, type the following command:
# scadm shownet wor k

SC network configuration is:

| P address: XXX XXX. XXX. XXX

Gat eway Address: XXX XXX, XXX. XXX

Net mask: XXX XXX. XXX, XXX

Et her net Address: XX XX XX: XX: XX: XX

scadmcommands
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scadm user add

Usethescadm user add command to add a user account to ALOM. This command works like the
ALOM shell command user add.

Y ou can add a maximum of 15 unique user accounts to ALOM.

How to Use the scadm user add Command

Log in to the host server as root.
At the superuser prompt, type the following command:
# scadm user add username
where username is the name of the user you want to add.
username has the following restrictions:
. Valid characters are alphabetic (letter) and numeric characters, period (.), underscore (), and
hyphen (-).
. It can have amaximum length of 16 characters, at least one of which must be alowercase

alphabetic character.
. Thefirst character must be alphabetic.

To assign a password to a user name, usethescadm user passwor d command.

To set permission levels for auser name, usethe scadm user per mcommand.

scadmcommands

scadmerror messages
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scadm user del

Usethescadm user del command to delete a user account from ALOM. This command works like
the ALOM shell command user del .

Note: Y ou cannot delete the default adm n account from ALOM.

How to Use the scadm user del Command

Log in to the host server asroot.
At the superuser prompt, type the following command:
# scadm userdel username

where username is the name of the user you want to delete.

scadmcommands

scadmerror messages
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scadm user show

The scadm user showcommand shows a specified user's ALOM account, along with each user's
permissions and whether a password has been assigned. To see thisinformation for a particular user, type

the desired user name after the scadm user show command. This command works like the ALOM
shell command user show.

How to Use the scadm user show Command

Log in to the host server as root.
To see theinformation for one user, type the following command at the superuser prompt:
# scadm user showusername

where username is the name of the specified user whose information you want to show, if desired. If you
do not enter any user names, user showdisplays all of the accounts.

For example:

# scadm user show

User nane Per m ssi ons Passwor d?
adm n cuar Assi gned
wwi | son cuar Assi gned
| adans --cCr None

# scadm user show ww | son

User nanme Per m ssi ons Passwor d?

wwi | son cuar Assi gned
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scadm user password

Usethescadm user passwor d command to set or change the password for the specified user
account. This command works like the ALOM shell command user passwor d.

How to Use the scadm user password Command

Log in to the host server as root.

At the superuser prompt, type the following command:

# scadm user passwor d username

where username is the name of the user for whom you want to set or change the password.
This command does not prompt you for the existing password.

For example:

# scadm user password nsmth
New passwor d:
Re-ent er new password:

Password Restrictions

Passwords have the following restrictions:

. They must contain at least six characters. Only the first eight are significant, so passwords longer
than eight characters are treated as though they only had eight characters.

. They must contain at least two al phabetic characters (uppercase or lowercase letters) and at |east
one numeric or special character. Alphabetic characters can be both uppercase and lowercase.

. They must differ from the user'slogin name and any reverse or circular shift of that login name.
For comparison purposes, uppercase and lowercase |etters are equivalent.

. The new password must differ from the old by at |east three characters. For comparison purposes,
uppercase and lowercase | etters are equivalent.
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scadm user perm

Usethescadm user per mcommand to set or change permission levels for a specified user account.
This command works like the ALOM shell command user per m

Note: If thereisonly one account on ALOM (adm n account), that account cannot be deleted, nor can
you remove the a or u user permissions from that account.

Permission Levels

All users can read ALOM information, but you need authorization to perform ALOM functions or to
change settings. There are four permission levels that increase a user's authorization. Y ou can specify
zero through four permission levels.

Permission Level |Description

Administrative. This user is authorized to change the

a state of ALOM configuration variables.

User administration. This user is authorized to add
u users and delete users, change user permissions, and
change the authorization level of other users.

Console permission. This user is authorized to connect

C
to the host server system console.
Reset/power permission. This user is authorized to reset
r the host server, power the server on and off, and reboot

ALOM.

If you do not assign a permission level to the specified user (that is, you assigned zero permission levels),
then that user has read-only permission. Thisisthe default level for anew ALOM user account.

Note: The default user permission for the account that you use when you start ALOM for the first timeis
cuar (full authorization). Thisaccount istheadm n account, and it cannot be deleted, nor can its

permissions be changed.

To seeauser's permission levels, usethe scadm user show command.
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scadm userperm

How to Use the scadm user per mCommand

Log in to the host server as root.
At the superuser prompt, type the following command:
# scadm user per musername perms

where username is the specified user account and permsis the permission level(s) you want to set or
change (if any).

For example, to assign ¢ and r user permissions to user nsmi t h, you would type the following
command:

# scadm userpermnsmth cr

scadmcommands

scadmerror messages
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scadm ver sl on

Usethescadm ver si on command to display ALOM version information.

How to Use the scadm ver si on Command

Log in to the host server as root.

At the superuser prompt, type the following command:
# scadm ver si on option

whereoptionis- v, if desired.

For example:

# scadm version

Advanced Lights Qut Manager vl1.4
SC Firmmvare version: 1.4.0
SC Bootnopbn version: 1.4.0

For example (in verbose mode):
# scadm version -v

Advanced Lights Qut Manager vl1.4

SC Firmmare version: 1.4.0

SC Boot mon version: 1.4.0

SC Bootnmon Buil d Rel ease: 06

SC boot mon checksum DE232BFF

SC Bootrnon built Feb 23 2004, 15:18:17
SC Buil d Rel ease: 06

SC firmvare checksum EAC2EF86

SC firmmvare built Feb 23 2004, 15:17:59
SC firmnvare fl ashupdate FEB 27 2004, 20:14:49
SC System Menory Size: 8 MB
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SC NVRAM Version = a
SC hardware type: 1

Command Option

This command uses one option: - v.

The - v option provides additional (verbose) information about your ALOM version.

scadmcommands

scadmerror messages
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Using OpenBoot PROM Features

Some features in the OpenBoot™ PROM support ALOM. To use these features, type the command at
the ok prompt.

The supported commands are:

« .SC

. reset-sc

How to Switch Between the ALOM Command Shell
and the OpenBoot PROM Prompt

If the Solaris operating environment is running on the host server, type the following commands at the
sc> prompt:

sc> break
Are you sure you want to send a break to the system|[y/n]? vy

sc> consol e
ok

If the host server is already at the OpenBoot PROM prompt (ok), type the following command at the
sSc> prompt:

sc> consol e
ok

To switch from the OpenBoot PROM prompt to the ALOM command shell, type the following command
at the ok prompt:

ok #.

sSc>
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Note: #. (pound-period) is the default escape character sequence to switch to the ALOM command
prompt. To change the escape character sequence, usethesc_escapechar s variable.

To return to the Solaris operating environment from the ok prompt, type the following command:

ok go
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reset -scC

Usether eset - sc command to reset ALOM from the OpenBoot PROM prompt (ok).
To use the command, typer eset - sc at the ok prompt.
For example:

ok reset-sc

Using OpenBoot PROM features
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The .sc Command

. SC

Usethe. sc command to probe ALOM and to obtain its status from the OpenBoot PROM (0k) prompt.
To use the command, follow these steps:

1. Atthesc> prompt in ALOM, type the following command:
sc> break -y
2. At the ok prompt in OpenBoot PROM, type the following command:
ok setenv auto-boot? false
3. At the ok prompt, type the following command:
ok reset-all
4. Atthe ok prompt, type the following command:
ok .sc

For example:

ok .sc

SEEPROM K

| 2C. K

Et hernet: K

Et hernet (2): K

CPU. OK

RAM K

Consol e: K

SC Control line: O
FI ashRAM Boot CRC. K
FIl ashRAM Mai n CRC. K

Using OpenBoot PROM features
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Understanding the ALOM Watchdog
Timer

ALOM features a watchdog mechanism to detect and respond to a system hang, should one ever occur.

Note: The ALOM watchdog feature is not supported on all platforms. For more information about
whether your host system is supported, refer to the Release Notes for your version of the ALOM
software.

The ALOM watchdog is atimer that is continually reset by a user application, as long as the operating
system and user application are running. In the event of a system hang, the user application is no longer
able to reset the timer. The timer will then expire and will perform an action that has been set by the user,
eliminating the need for operator intervention.

In order to fully understand the ALOM watchdog timer, it’s useful to understand certain terms associated
with the feature’ s components and how all of the components interact.

1. If the ALOM watchdog timer is enabled, it will automatically begin monitoring the host server,
and will detect when the host or application encounters a hang condition or stops running. The
default timeout period is 60 seconds; in other words, if the ALOM watchdog timer does not hear
from the host system within that 60-second window, it will automatically perform the action that
you specify inthesys aut or est ar t variable. Y ou can change the timeout period through the
sys_wdtti neout variable.

2. If you set XIR asthe function that ALOM would perform once the watchdog timer timeout period

isreached, then ALOM will attempt to XIR the host system. If the XIR does not complete within
the specified number of seconds (set throughthesys xi rti neout variable), then ALOM
forces the server to perform a hard reset instead.

3. The ALOM watchdog should be enabled by the user application after the host system is booted
up. ALOM starts atimer to detect host boot failures as soon as the host is powered on or reset.
The host is considered fully booted once the ALOM watchdog timer is started. If the host fails to
boot within a certain amount of time, it will take an action that you have specified. Y ou use the
sys _boot ti neout variable to specify the amount of time that the ALOM watchdog will wait
for the host to boot. Y ou specify the action it will take if it doesn’t boot in that time through the
sys_bootrestart variable. You can set the maximum number of attempted reboots using the
sys maxboot f ai | variable, to keep the system from going through an endless cycle of
reboots. If the system goes through the number of reboots set through thesys _nmaxboot f ai |
variable, then ALOM will perform an action that you specify through the
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sys bootfailrecovery variable.

Managed system interface variables

Sample ALOM watchdog program
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Driver Properties

The following property must be present inthe/ pl at f or m sun4u/ ker nel / dr v/ r ntl onv. conf
file for the ALOM watchdog to function:

rncl omv- wat chdog- node=" app”

This property tells the watchdog subsystem to disable the kernel level heartbeat mechanism. Comment
out or remove thisline to enable the kernel level watchdog.

The nt wdt driver will have an associated driver configuration file (nt wdt . conf ) that will specify the
following parameters:

. ntwdt-autorestart

. ntwdt - boot ti neout

. ntwdt-bootrestart

. ntwdt-xirtimeout

. ntwdt - maxboot f ai |

. ntwdt-bootfailrecovery

Managed system interface variables

Understanding the AL OM watchdog timer

User APIs

Data structures

Error messages

Sample program
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ntwdt-autorestart

nt wdt - aut orest art

This property indicates the action to be taken if the watchdog timer expires.
Following are the acceptable values for this property:

« Xi r —Perform an XIR (externally initiated reset)
. reset —Perform aserver reset, booting to the Solaris operating environment

Note that if you enter any value other than those listed above, the software automatically defaultsto xi r .
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ntwdt-boottimeout

nt wdt - boot t 1 neout

When the host system begins to boot up the Solaris operating system, the nt wdt - boot t i meout vaue
specifies the amount of time, in seconds, that the watchdog system must be programmed.

Note that if the application watchdog is enabled, the user program must program the watchdog system
using the LOM OCDOGTI IVE or LOM OCDOGCTL ioctls; otherwise, the kernel will do it automatically.

If the watchdog is not programmed, then ALOM will take the recovery action.

User APIs

Data structures
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nt wdt - bootrest art

This property specifies the action to be taken when the boot timer expires.
Following are the acceptable values for this property:

. hone — Do nothing except log the event to the ALOM event log.
. Xir —Performan XIR (externally initiated reset).
. reset —Perform aserver reset, booting to the Solaris operating environment.

lif you enter any value other than those listed above, the software automatically defaultsto xi r .

Note: If you set the nt wdt - boot r est art property to xi r, you must also set the OpenBoot PROM
NVRAM variable aut o- boot - on-error ?totrue andtheerror-reset-recovery variable
to boot . In addition, for this option to work reliably, the system must reboot followed by an xir, which
may not happen in all cases (for example, if the system failsto find the boot disk and drops down to the
ok prompt). Because of these restrictions, you may want to set the nt wdt - boot r est art property to
reset for amore consistent behavior.
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ntwdt-Xirtimeout

nt wdt - Xi1 rt1 neout

This property specifies how long ALOM will wait, in seconds, to issue a system reset if the nt wdt -
aut or est art property isset to xi r and the watchdog timer expires, but the system did not reset

successfully.

Acceptable values for this property range from 900 (15 minutes) to 10800 (180 minutes). Any value
entered that is outside of this range will be ignored.
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ntwdt-maxbootfail

nt wdt - neaxboot f ai |

This property allows you to set alimit to the number of times that the recovery action applied through the
nt wdt - boot f ai | r ecovery property is alowed to be taken, keeping the system from peforming the
recovery action continuously.

The maximum value for this property is 6. Any value entered that is above 6 will be ignored.
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ntwdt-bootfailrecovery

nt wdt - boot fai |l recovery

This property tells ALOM what recovery action to take if the host system failsto boot after the value set
inthent wdt - maxboot f ai | property is met.

Following are the acceptable values for this property:

. hone — Do nothing except log the event to the ALOM event log.
. power cycl e — Power cycle the host system.
. power of f —Power off the host system.

Note that if you enter any value other than those listed above, the software will automatically default to
power cycl e.
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Understanding the User APIs

Thent wdt driver provides several application programming interfaces (APIs) to application programs.
Y ou must openthe/ dev/ nt wdt device node before issuing the watchdog ioctls.

Note that only a single instance of open() isalowed on/ dev/ nt wdt ; more than one instance of
open() will generate the following error message:

EAGAI N The driver is busy, try again.
The following APIs are used with the ALOM watchdog timer:

. LOM OCDOGTI VE
. LOM OCDOGCTL

. LOM OCDOGPAT

. LOM OCDOGSTATE

Understanding the AL OM watchdog timer

Driver properties

Data structures

Error messages

Sample program
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LOMIOCDOGTIME

LOM OCDOGTI ME

This API setsthe timeout period of the watchdog. Thisioctl will program the watchdog hardware with
the time specified in thisioctl.

The argument is a pointer to an unsigned integer. Thisinteger holds the new timeout period for the
watchdog in multiples of 1 second.

The watchdog framework will only allow timeouts in excess of 1 second. Y ou can specify any timeout
period in the range of 1 second to 180 minutes.

If the watchdog function is enabled, the timeout period isimmediately reset so that the new value can
take effect. An error (El NVAL) isdisplayed if the timeout period isless than 1 second or longer than 180
minutes.

Note: Setting the timeout period to a value of 0 means that the watchdog timer is uninitialized, so once
you arm the watchdog timer, you cannot set the timeout period back to 0. Any attempt to set the timeout
period to O will be unsuccessful. If you want to disable the watchdog timer, do not attempt to set the
timeout period to O; use the LOM OCDOGCTL API instead.

Note: Thisioctl is not intended for general purpose use. Setting the watchdog timeout to too low avalue
may cause the system to receive a hardware reset if the watchdog and reset functions are enabled. If the
timeout is set too low, the user application must be run with a higher priority (for example, asareal time
thread) and must be patted more often to avoid an unintentional expiration.

To change the base unit back to seconds, either remove the following line from the nt wdt . conf fileor
change the value on that line from 1 to 10:

ntwdt -t i nme-uni t =10:;

Data structures

Sampl e program

file://IC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/watchdog/h_lomiocdogtime.html [9/21/04 6:03:02 PM]



LOMIOCDOGCTL

LOM OCDOGCTL

This API enables or disables the watchdog reset function.

The ALOM watchdog is programmed with appropriate values. The argument is a pointer to the

| om dogct | t structure. Ther eset _enabl e member is used to enable or disable the system reset
function. Thedog_enabl e member is used to enable or disable the watchdog function. An error

(El NVAL) isdisplayed if the watchdog is disabled but reset is enabled.

Data structures

Sample program
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LOM OCDOGPAT

This API resets (pats) the watchdog so that the watchdog starts ticking from the beginning. Thisioctl

requires no arguments. If the watchdog is enabled, thisioctl must be used at regular intervals, the values
of which must be less than the value of the watchdog timeoui.

Data structures

Sample program
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LOM OCDOGSTATE

This API getsthe state of the watchdog and reset functions and retrieves the current timeout period for
the watchdog. If LOM OCDOGSTATE was never issued to set up the timeout period prior to thisioctl, the
watchdog is not enabled in the hardware.

The argument isa pointer tothel om dogst at e_t structure. The structure members are used to hold

the current states of the watchdog reset circuitry and current watchdog timeout period. Note that thisis
not the time remaining before the watchdog is triggered.

Data structures

Sample program
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Data Structures

All data structures and ioctls are defined inl om i o. h.

Watchdog/Reset State Data Structure

Following is the watchdog/reset state data structure.

typedef struct {
Int reset _enable; /* reset enabled iff non-zero */
I nt dog_enable; /* watchdog enabled iff non-zero */
uint _t dog tinmeout; /* Current watchdog tineout */

} lomdogstate t;

Watchdog/Reset Control Data Structure

Following is the watchdog/reset control data structure.

typedef struct {
Int reset _enable; /* reset enabled iff non-zero */
I nt dog_enable; /* watchdog enabled iff non-zero */

} lomdogctl t;
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Understanding the ALOM watchdoqg timer

Driver properties

User APIs

Error messages

Sample program
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Error Messages

Following are the error messages that may be displayed and what they mean.

EAGAI N
This error message will be displayed if you attempt to open more than one instance of open ()
on/ dev/ nt wdt .

EFAULT
This error message will be displayed if a bad user-space address was specified.

El NVAL
This error message will be displayed if a nonexistent control command was requested, or if
invalid parametes were supplied.

El NTR
This error message will be displayed if athread awaiting a component state change was
interrupted.

ENXI O
This error message will be displayed if the driver is not installed in the system.

Understanding the AL OM watchdoq timer

Driver properties

User APIs

Data structures

Sample program
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Sample ALOM Watchdog Program

Following is a sample program for the ALOM watchdog program.

#include “lom.io.h”

mai n()

{ uint _t tinmeout = 30; /* 30 seconds */

| om dogct!| t dogctl;

int fd = open("/dev/ntwdt", O RDWR);
dogctl.reset _enable = 1;

dogct | .dog_enable = 1,

/* Set tinmeout */

loctl (fd, LOM OCDOGTI ME, (void *)&tineout);
/ * Enabl e wat chdog */

loctl (fd, LOM OCDOGCTL, (void *)&dogctl);

/| * Keep patting */

Wiile (1) { ioctl(fd, LOV OCDOGPAT, NULL);
sl eep (5);

}
}

Understanding the ALOM watchdog timer

Driver properties

User APIs

Data structures

Error messages
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Troubleshooting

Go to these sections for troubleshooting information:

« Troubleshooting ALOM Problems -- Listing of the most common issues you might experience

when using ALOM
. Using ALOM to Troubleshoot Server Problems -- Suggestions for using ALOM to troubleshoot

COMMonN server issues
. ALOM Shell Error Messages -- Listing of common command shell error messages you might see

when using ALOM
. scadmError Messages -- Listing of common error messages you might see when using the

scadmutility
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Troubleshooting ALOM Problems

Problem

Can'tloginto ALOM

Can't connect to ALOM
using thet el net
command

Can't connect to ALOM
through the Ethernet
connection

Description
Perform the following actions to troubleshoot ALOM login problems:

. Check the ALOM device name you are connecting to (for example,
bert - sc). Make sure that you have the correct ALOM name for the
corresponding host server.

. Check that you are using your correct ALOM user name. It might not
be the same as your system user name.

. Check that you are using your correct ALOM password.

ALOM supports atotal of four concurrent Telnet sessions per server. When
the maximum number of Telnet sessions are active, further attempts to
connect using thet el net command will receiveaconnecti on

cl osed error. The following example shows system messages for the
UNIX operating environment:

% tel net bert-sc

Trying 129.148. 49. 120. ..

Connected to bert-sc.

Escape character is ""]"'.
Connection cl osed by foreign host.

First, log in to the server as root and check whether thescadm ver si on

command succeeds. If it does, ALOM isworking and there is an Ethernet
configuration problem. Use the scadm show command to check whether

Ethernet configuration variables are set correctly.

Y ou can also perform the following actions to troubleshoot Ethernet
problems:

. Loginto ALOM through the serial management port (SERIAL
MGT) and use the shownet wor k command to see the current
settings.

. Log in to another machine on the network and use the pi ng
command to see whether ALOM is operating. Be sure to use the
ALOM device's name (for instance, ser ver nane- sc), not the host
server's name, as the argument to the pi ng command.
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Troubleshooting ALOM Problems

No aertsreceived from
ALOM

ALOM passwords are
unknown

Y ou can perform some
ALOM functions, but
not others

. Run SunVTS diagnostics to check the Ethernet connection. The
external Ethernet test requires that the device be connected to a
functional 10-Mbit hub.

. Run SunVTS diagnostics to check the ALOM card.

. Usethecommand scadm ver si on to check ALOM status.

Check the setting of thesys _event | evel variablefor syslog, the
sc_clieventl evel variablefor the ALOM command shell, and the
ngt _mai | al ert variable for email alertsto make sure that you are

receiving the proper levels of eventsin the specified places. Make sure that
If emailalertsissettotrue,andthat ngt mai | host isset

correctly for email alerts.

If users have forgotten ALOM passwords or passwords are not working, log
in to the server asroot and usethe scadm user passwor d command to

assign new passwords. Inform ALOM users of the new passwords.

Specific user permissions are required to perform certain functions. Check
your permission level. In addition, the following problems might exist:

. Cannot see system console logs or access the system console using
ALOM.

. Cannot put the server in to debug mode or use the ALOM br eak
command.
The server keyswitch isin the Locked position.

. Thepower of f command has no effect.
The server is already powered off.

« Thepower on command has no effect.
The server is already powered on, or the keyswitch isin the Standby
position.
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Using ALOM to Troubleshoot Server
Problems

ALOM isuseful for troubleshooting a server that is not responding. If the server is responsive, connect to
it and use standard troubleshooting tools such as Sun™ Management Center, SunVTS™, and
OpenBoot™ Diagnostics.

If the server is not responding, log in to your ALOM account and do the following:

. Check the ALOM event log and server environmental status for problems.
. Check console logs for recent error messages.
. Try connecting to the system consol e to reboot the system.

About the System Console Write Lock

Although multiple users can connect to the system console from ALOM, only one user at atime has
write access to the system console (that is, only one user can type commands into the system console).
Any characters that other userstype are ignored. Thisis referred to as awrite lock, and the other user
sessions are in read-only mode. If no other users are currently logged in to the system console, then you
obtain the write lock automatically when you execute the consol e command. To see which user has

the write lock, use the showuser s command.

Resetting the Host Server After a Timeout

ALOM has a"watchdog" feature that senses when the host server's operating system might be frozen.
The watchdog function periodically checks whether the host server's operating system is running. If the
host server does not respond, the watchdog times out after a specified period of time. Y ou can either use
ther eset command from the ALOM command shell to manually reset the server, or you can configure
thesys aut or est art variableto automatically reset the host server when the watchdog detects a
timeout.
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ALOM Shell Error Messages

This section contains information about certain types of error messages you might see when using the
ALOM command shell:

. Usageerrors
. Generd errors

. FRU erors

These messages appear in response to a command you typed at the sc> prompt.

Usage Errors

Thislist describes usage error messages that are displayed when you typed the command using improper
command syntax. Refer to the description of the command for the correct syntax.

Error Message Command/Description

Error: Invalid conmand option. Type help to

) I
| i st commands. Hel p

Y ou typed the shell command
correctly, but used an incorrect
option for that command.

Error: Invalid conmand opti ons usage string describes the

Usage: usagestring proper syntax for command
options. Check the command
options and retype the
command.

Y ou specified a nonexistent
configuration variable when
using theset sc or showsc
command. Check the
configuration variables and
their valuesin your
configuration table and retype
the command.

Error: Invalid configuration paraneter.
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Error: Invalid imge. Please check file
integrity and specified path.

Error: Invalid setting for paraneter param.

Error: Unable to program flash devi ce when
systemis | ocked.

Error: Unable to set clock while nmanaged
system OS i s running.

An error occurred when you
tried to execute the
f |l ashupdat e command.

Make sure that the path you
specified is correct for the
firmware image you want to
download. If the pathis
correct, contact the
administrator for the server
where theimageis located.

Y ou specified an incorrect
value for the configuration
variable specified in param.
Check the configuration
variable you want to use and

retype the command.

Y our host server's keyswitch is
in the Locked position. Refer
to the server's documentation
and set the keyswitch to the
Normal (unlocked) position,
then execute the

f | ashupdat e command

again.

You tried to set the ALOM
date and time while the host
server was running. If you
need to set the ALOM date and
time, make sure that the system
Is powered off first. The
Solaris operating environment
synchronizes system time with
ALOM time while the server is
booting, and periodically while
running.

General Errors

ALOM reports the following general errors.
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Error Message

Error addi ng user <usernane>
Cannot del ete adm n user

Error:

Error changi ng password for
<user nane>

Error: Inconsistent passwords
ent er ed.
Error: invalid password entered.

Password nust be 6-8 characters,
differ fromthe previous by at

| east 3 characters and contain
at |l east two al phabetic
characters and at | east one
nunmeri c or special character.

Error: invalid usernane string.
Pl ease re-enter username or type
‘usershow to see a list of

exi sting users.

Error displaying user <usernane>

Error: Invalid I P address for
gat eway address

<net sc_i pgat eway> and | P net mask
<net sc_i pnet mask>.

Command/Description

An error occurred during execution of theuser add

command. This message is followed by a more
detailed message that explains the nature of the error.

You tried to delete the adm n user account from
ALOM. ALOM does not allow you to delete this
account.

An error occurred during execution of the

user passwor d command. This messageis
followed by a more detailed message that explains
the nature of the error.

During execution of theuser passwor d
command, you typed the password differently the
second time than you did the first time you were
prompted. Execute the command again.

Y ou entered an invalid password. Refer to the
password restrictions and then enter the password

again.

Y ou tried to specify an ALOM user account that is
not on the list of user accounts. To see alist of valid
user accounts, use the user show command.

An error occurred during execution of the
user showcommand. This message is followed by

amore detailed message that explains the nature of
the error.

You entered avalue for thenet sc_i paddr
variable that does not work with the values you
specified for thenet sc_i pgat eway and

net sc_i pnet nmask variables. Check that the
addresses are correct, and then run set upsc or
set sc again.
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Error: Invalid IP netmask for |IP
address <netsc_ipaddr> and IP
gat eway <netsc_i pgat eway>.

Error: Invalid IP gateway for |IP
address <netsc_ipaddr> and IP
net mask <netsc_i pnet mask>.

Error setting permssion for
<user nane>

Error: Invalid usernane string.
Pl ease re-enter a usernane of no
nmore than 16 bytes consisting of
characters fromthe set of

al phabetic characters, nuneric
characters, period (.),
underscore (_), and hyphen

(-). The first character should
be al phabetic and the field
shoul d contain at |east one

| ower case al phabetic character.

Error: Unable to execute break
as systemis | ocked.

Failed to all ocate buffer for
consol e node

Failed to get password for
<user nane>

You entered avaluefor thenet sc i pnet mask

variable that does not work with the values you
specified for thenet sc_i pgat eway and

net sc | paddr variables. Check that the
addresses are correct, and then run set upsc or
set sc again.

Y ou entered avalue for thenet sc i pgat eway

variable that does not work with the values you
specified for thenet sc_i pnet mask and

net sc i paddr variables. Check that the
addresses are correct, and then run set upsc or
set sc again.

An error occurred during execution of the
user per mcommand. This message is followed by

amore detailed message that explains the nature of
the error.

Y ou entered an invalid user name. Review the proper
syntax for user names and try again.

The front panel keyswitch on the host server isin the
L ocked position. Change the position of the
keyswitch and retype the br eak command.

During execution of the consol e command,

ALOM could not allocate enough memory to
connect to the system console.

During execution of theuser passwor d

command, a SEEPROM error occurred. Try
executing the command again.
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During execution of theset sc command, ALOM

encountered a SEEPROM error. Try executing the
command again.

Failed to set <variable> to
<val ue>

L ogin attempt failed. This message appears at the
Invalid | ogin login prompt. Make sure that you have the correct
login name and password, and try logging in again.
Y ou entered an invalid password with the
user passwor d command. Make sure that you

have the correct password and try entering the
password again.

I nval i d password

Y ou entered an invalid user permission. Make sure

| nval i d perm ssion: <perm ssion> |that you have the correct user permission
information and try entering the permission again.

Thiserror occursif you try to add a user account
Error: Maxi num nunber of users when ALOM already has the maximum of 16
al ready confi gured. accounts configured. Y ou must delete an account

before you can add another.

The two entries for a new password did not match.

Passwords don't nmtch Enter the p ord again.

Y ou attempted to execute a shell command for which

Perm ssi on deni ed you do not have the proper user permission level.

Y ou entered an incorrect password. Enter the

Sorry, w ong password password again.

Error: User <usernane> al ready The user you are trying to add aready has an ALOM
exi sts. account on this server.

FRU Errors

The following error messages appear when ALOM detects problems with FRU s (fiel d-replaceabl e units).

Error Message Command/Description

XXX is the name of the FRU to which you tried to send a
command. The FRU is currently powered off. Y ou need to
turn it back on before it will accept commands.

Error: xxxis currently
power ed off.

Error: xxx i s currently xxxisthename of the FRU to which you tried to send a
power ed on. power on command. The FRU is aready powered on.
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xxX is the name of the FRU to which you tried to send a
r enovef r u command. The FRU is already powered off

and ready for removal.

Error: xxx is currently
prepared for renoval.

Y ou entered a FRU command without specifying an option,

Error: Invalid FRU or you specified an invalid FRU name with the command.
nanme. Check that you have avalid FRU name and retype the
command.

ALOM shell commands

file:/lIC|/WINNT/Profiles/karenn/Desktop/ALOM1_5/ALOM1.5Help-en/diags/h_cli_cmd_msgs.html (6 of 6) [9/21/04 6:03:06 PM]



scadm Error Messages

scadmError Messages

The following table lists common scadmerror messages and their causes. These messages appear in

alphabetical order.

Error Message

Passwords didn't match, try
agai n

scadm all user slots are full

scadm command |ine too |ong

scadm command unknown

scadm could not read date from

SC

scadm could not send alert

Description

When you execute the user passwor d

command, you need to enter the password
twice. If the two passwords you enter do not
match, this error appears. Execute the

user passwor d command again.

This error occurs when you try to add a user
account after ALOM already hasthe
maximum of 16 accounts configured. Y ou
must delete an existing account before you

can add anew one.

Y ou may have typed too many characters
on the command line. Make sure that the
command you used is valid, and execute the
command again using fewer characters.

The command you used isinvalid for
scadm If thecommandisavaid ALOM
command but does not exist asan scadm
command, you must execute the command
from ALOM.

An undefined error in the ALOM firmware
occurred while scadmtried to obtain the
current date and time from ALOM. Execute
the command again, or run the command
from ALOM.

While executing thesend _event

command, ALOM firmware could not log
an event or send an alert message.
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scadm could not set date on SC

scadm coul dn't add user

scadm couldn't change password

scadm coul dn't change
per m ssi ons

scadm couldn't del ete user

scadm couldn't get infornmation

on user

scadm downl oad fail ed,
reported erase error

scadm downl oad fail ed,
reported int_wp error

scadm downl oad fail ed,
reported range error

scadm downl oad fail ed,
reported verify error

scadm downl oad fail ed,
reported vpp error

SC

SC

SC

SC

SC

An undefined error in the ALOM firmware
occurred while scadmtried to set the
current date and time in ALOM. Execute

the command again, or run the command
from ALOM.

scadmencountered an internal error while
trying to add a user account. This may be

due to afaulty SEEPROM.

scadmencountered an internal error while
trying to change a user password. This may

be due to afaulty SEEPROM.

scadmencountered an internal error while
trying to change user permissions. This may
be due to afaulty SEEPROM.

scadmencountered an internal error while
trying to delete a user account. Thismay be

due to afaulty SEEPROM.

scadmencountered an internal error while
trying to execute the user show command.

This may be due to afaulty SEEPROM.

ALOM reported a hardware problem while
executing thedownl oad command. There

may be a problem with the SEEPROM.

ALOM reported a hardware problem while
executing thedownl oad command. There

may be a problem with the SEEPROM.

ALOM reported a hardware problem while
executing thedownl oad command.

There may be a problem with the
SEEPROM.

ALOM reported a hardware problem while
executing thedownl oad command. There

may be a problem with the SEEPROM.

ALOM reported a hardware problem while
executing the downl oad command. There

may be a problem with the SEEPROM.
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scadm downl oad fail ed, SC
reported wp error

scadm downl oad rej ect ed,
keyswitch in secure node?

scadm Error downl oading file

scadm ERROR, callback init
fail ed

scadm Error, Invalid setting
for paraneter param.

scadm Error, invalid
configuration paraneter.

scadm ERROR, passwords didn't
mat ch

scadm ERROR, unable to set up
nmessage queue

scadm event nessage can't
exceed 80 characters

ALOM reported a hardware problem while
executing thedownl oad command. There

may be a problem with the SEEPROM.

Y ou cannot execute the downl oad

command while the server keyswitch isin
the Locked position. Check the keyswitch
position and execute the command again.

Aninterna error occurred during execution
of thedownl oad command. Run the

command again.

Aninternal error occurred during execution
of thedownl oad command. Run the

command again.

Y ou specified an incorrect value for the
configuration variable specified in param.
Check the configuration variable you want

to use and retype the command.

Y ou specified a nonexistent configuration
variable when using theset sc or showsc
command. Check the configuration
variables and their values in your
configuration table and retype the
command.

When you execute the user passwor d

command, you need to enter the password
twice. If the two passwords you enter do not
match, this error appears. Execute the
command again.

Aninterna error occurred during execution
of the downl oad command. Run the
command again.

The message you enter for the

send event command must contain
fewer than 80 characters.
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scadm file could not be opened

scadm file not a valid s-record

scadm | NTERNAL ERROR i n set

dat e

scadm | NTERNAL ERROR, overfl ow
i n call back

scadm invalid vari abl e

scadm invalid variabl eor val ue

scadm nmal fornmed password

scadm mal for med user nane

scadm maxi mum user nane | ength
is 16

scadm SC did not respond during
boot initialization

An error occurred during execution of the
downl oad command; scadmcould not
open the file specified on the command line.
Check that you specified the correct file and
run the command again.

An error occurred during execution of the
downl oad command,; the file you
specified for downloading isnot avalid s-
record file. Check the file name and run the
command again.

Aninternal error occurred during execution
of thedat e command. Run the command

again.
Aninternal error occurred during execution
of thedownl oad command. Run the
command again.

Y ou entered an invalid variable while
executing theset command. Check the

list of configuration variables and execute
the command again.

Y ou entered an invalid variable or value
while executing theset command. Check
the list of configuration variables and
execute the command again.

Y ou entered an invalid password. A valid
password has between six and eight
characters, at least two of which are letters,
and at least one of which isadigit or special
character.

Y ou entered invalid charactersin a user
name.

The user name you entered exceeded the
maximum of 16 characters. Enter the user
name again using 16 or fewer characters.

Aninternal error occurred during execution
of thedownl oad command. Run the

command again.
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scadm SC failed to respond
during downl oad

scadm SC firmvare not
respondi ng

scadm SC not responding to
requests

scadm ALOM returned fatal
error

scadm ALOM returned garbage

scadm ALOM returned unknown
error

scadm ALOM returned w ong
response

scadm ALOM unable to free up
menory

scadm Unable to reset ALOM
har dwar e

scadm unable to send data to
ALOM

scadm user already exists

During execution of the downl oad

command, ALOM did not enter boot mode
correctly.

The main ALOM firmware is not
responding. This can happen when ALOM
Is booting, or because the main firmwareis
corrupt, or ALOM has a hardware problem.
Wait afew minutes, and then execute the
command again.

ALOM did not send aresponse that scadm
was expecting. Check that ALOM is
working.

During execution of the downl oad

command, ALOM returned an
undocumented error. Run the command

again.

This error can occur in various situations.
Run the command again.

During execution of the downl oad
command, ALOM returned undocumented
status (neither success nor failure). Run the
command again.

ALOM returned an invalid response during
auser * command. Thisisconsidered an
internal error in ALOM or thescadm

This message can occur in various
situations. The scadmutility was unable to
free the received message from the ALOM
firmware.

During execution of ther eset r sc

command, an attempt to hard reset ALOM
failed.

ALOM did not acknowledge data sent to it.
Check that ALOM isworking.

The user you are trying to add aready has
an ALOM account on this server.
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scadm wusernane did not start
wth letter or did not contain
| owercase |l etter

scadm usernane does not exi st

Thi s program MJUST be run as root

USAGE: scadm <command> [ opti ons]

USAGE: scadm dat e
[-s] | [[nmdd] HHWM |
mddHAVM yyyy] ] [ - SS]

USAGE: scadm downl oad [ boot ]
<file>

USAGE: scadm | oghi story

USAGE: scadmresetrsc

[-s]

USAGE: scadm set <vari abl e>
<val ue>

USAGE: scadm show [ vari abl e]

Y ou used an invalid user name format when
trying to add an ALOM user account. Refer
totheuser add command and try running

it again.

The user name you specified is not

associated with an ALOM account on this
server.

Log in to the server as root and execute
scadmagain.

For alist of commands, type scadm
hel p.

Y ou entered an incorrect value for scadm
dat e. Refer to the dat e command for

proper syntax and runthescadm dat e
command again.

Y ou entered an incorrect value for scadm
downl oad. Refer to the downl oad
command for proper syntax and run the
scadm downl oad command again.

Y ou entered an incorrect value for scadm
| oghi st ory. Refertothel oghi story
command for proper syntax and run the
scadm | oghi st or y command again.

Y ou entered an incorrect value for scadm
resetrsc. Refertother esetrsc

command for proper syntax and run the
scadm r eset r sc command again.

Y ou entered an incorrect value for scadm
set . Refer to theset command for proper

syntax and run thescadm set command
again.

Y ou entered an incorrect value for scadm
show. Refer to the show command for

proper syntax and run thescadm show
command again.
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USAGE: scadm shownet wor k

USAGE: scadm user add <user name>

USAGE: scadm userdel <user name>

USAGE: scadm user password
<user nane>

USAGE: scadm user per m <user nane>
[ cuar]

USAGE: scadm user show [ user nane]

Y ou entered an incorrect value for scadm
shownet wor k. Refer to the

shownet wor k command for proper
syntax and run thescadm

shownet wor k command again.

Y ou entered an incorrect value for scadm
user add. Refer totheuser add

command for proper syntax and run the
scadm user add command again.

Y ou entered an incorrect value for scadm
user del . Refer totheuser del

command for proper syntax and run the
scadm user del command again.

Y ou entered an incorrect value for scadm
user passwor d. Refer to the

user passwor d command for proper

syntax and run thescadm
user passwor d command again.

Y ou entered an incorrect value for scadm
user per m Refer totheuser per m
command for proper syntax and run the
scadm user per mcommand again.

Y ou entered an incorrect value for scadm
user show. Refer totheuser show
command for proper syntax and run the
scadm user showcommand again.
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